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ISO
Security Related Technical Committees

� TC 68 Financial services
� Standardization in the field of banking, securities and other financial services

� TC 215 Health informatics
� Standardization in the field of information for health, and health ICT 
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� TC 246 Project committee: Anti-counterfeiting tools (est. 2008)

� TC 247 Fraud countermeasures and controls (est. 2009)
� Standardization in the field of the detection, prevention and control of identity, 

financial, product and other forms of social and economic fraud 

� JTC 1 Information Technology



ISO/IEC JTC 1  – Information Technology 
Security Related Sub-committees

� SC 6 Telecommunications and information exchange between systems

� SC 7 Software and systems engineering

� SC 17 Cards and personal identification

� SC 25 Interconnection of information technology equipment

� SC 27 IT Security techniques

� SC 29 Coding of audio, picture, multimedia and hypermedia information
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� SC 29 Coding of audio, picture, multimedia and hypermedia information

� SC 31 Automatic identification and data capture techniques

� SC 32 Data management and interchange

� SC 36 Information technology for learning, education and training

� SC 37 Biometrics



SC 27  – IT Security Techniques
Scope

The development of standards for the protection of information and ICT.  
This includes generic methods, techniques and guidelines to addre ss both 
security and privacy aspects , such as 

� Security requirements capture methodology;

� Management of information and ICT security; in particular information security 
management systems (ISMS), security processes, security controls and 
services;
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� Cryptographic and other security mechanisms, including but not limited to 
mechanisms for protecting the accountability, availability, integrity  and 
confidentiality of information;

� Security management support documentation including terminology, 
guidelines as well as procedures for the registration of security components;

� Security aspects of identity management, biometrics and privacy; 

� Conformance assessment, accreditation and auditing requirements in the area 
of information security;

� Security evaluation criteria and methodology.



SC 27  – IT Security Techniques 
Organization

ISO/IEC JTC 1/SC 27
IT Security techniques

Chair: Mr. W. Fumy 
Vice-Chair: Ms. M. De Soete

SC 27 
Secretariat

DIN
Ms. K. Passia
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Working Group 5
Identity 

management 
and privacy 

technologies
Convener

Mr. K. Rannenberg

Working Group 4
Security controls 

and services

Convener
Mr. M.-C. Kang

Working Group 3
Security 

evaluation 
criteria

Convener
Mr. M. Banon

Working Group 2
Cryptography 
and security 
mechanisms

Convener
Mr. K. Naemura

Working Group 1
Information 

security 
management 

systems
Convener

Mr. T. Humphreys

http://www.jtc1sc27.din.de/en



SC 27/WG 1
ISMS Family of Standards

27001
ISMS Requirements

27000 
ISMS Overview and 

Vocabulary

27002 (pka 17799)
Code of Practice

27006 
Accreditation Requirements

27007 
ISMS Auditing Guidance

27011 
Telecom Sector ISMS 

Requirements

27010 
ISMS for Inter-sector 

communications
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27003 
ISMS Implementation 

Guidance

27004 
Information Security Mgt 

Measurements 

27005 
Information Security
Risk Management

Supporting Guidelines
Accreditation Requirements and 

Auditing Guidelines
Sector Specific Requirements and 

Guidelines

Requirements

27012 
ISMS for e-Government

27015 
Financial and Insurance Sector 

ISMS Requirements

27008 
ISMS Guide for auditors on 

ISMS controls



ICT Readiness for Business Continuity (WD 27031)

Cybersecurity (WD 27032)

Network Security (CD 27033-1, WD 27033-2/3/4)

Application Security (WD 27034-1)
Security Info-Objects for Access Control (TR 

15816)
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SC 27/WG 4
Security Controls and Services
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15816)

Security of Outsourcing (NP)

TTP Services Security (TR 14516; 15945)
Time Stamping Services (TR 29149)

Information security incident management (27035)

ICT Disaster Recovery Services (24762)

Identification, collection and/or acquisition, and 
preservation of digital evidence (NP)
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Cryptographic Protocols

SC 27/WG 2
Cryptography and Security Mechanisms

Entity 
Authentica

tion 
(IS 9798)

Key Mgt
(IS 11770)

Hash 
Message Signatures 

Non-
Repudiatio

n
(IS 13888)

Signatures Check 

Cryptographic 
Techniques 

Time 
Stamping 
Services
(IS 18014)
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Message Authentication Digital Signatures

Encryption & 
Modes of Operation

Parameter 
Generation

Encryption
(IS 18033)

Modes of 
Operation
(IS 10116)

Hash 
Functions
(IS 10118)

Message 
Authentica
tion Codes
(IS 9797)

Signatures 
giving Msg 
Recovery
(IS 9796)

Signatures 
with 

Appendix
(IS 14888)

Check 
Character 
Systems
(IS 7064)

Techniques 
based on 

Elliptic Curves 
(IS 15946)

Random 
Bit 

Generation
(IS 18031)

Prime 
Number 

Generation
(IS 18032)

Authentica
ted 

Encryption
(IS 19772)

Biometric 
Template 

Protection
(NP 24745)



SC 27/WG 3
Security Evaluation Criteria

A Framework for
IT Security
Assurance
(TR 15443)

Security Assessment of
Operational Systems

SSE-CMM
(IS 21827)

Test Requirements for 
Cryptographic Modules 

Security Requirements for 
Cryptographic Modules 

(IS 19790)

Secure System 
Engineering Principles 
and Techniques (NWIP)

Responsible Vulnerability
Disclosure
(WD 29147)

Trusted Platform Module
(IS 11889)
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IT Security Evaluation Criteria (CC)  
(IS 15408)

Evaluation Methodology 
(CEM) (IS 18045)

PP/ ST
Guide

(TR 15446)

Protection Profile 
Registration Procedures

(IS 15292)

(TR 19791)

Security Evaluation of 
Biometrics 

(FDIS 19792)

Cryptographic Modules 
(IS 24759)

Verification of 
Cryptographic Protocols

(WD 29128)



SC 27/WG 5
Identity Management & Privacy Technologies

WG 5 covers the development and maintenance of standards and guidelines 
addressing security aspects of identity management, biometrics and the 
protection of personal data. This includes:
� Frameworks & Architectures

� A Framework for Identity Management (ISO/IEC 24760, CD)
� Privacy Framework (ISO/IEC 29100, CD)
� Privacy Reference Architecture (ISO/IEC 29101, WD)
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� A Framework for Access Management (ISO/IEC 29146, WD)
� Protection Concepts

� Biometric template protection (ISO/IEC 24745, CD)
� Requirements on relative anonymity with identity escrow – model for 

authentication and authorization using group signatures (NWIP)
� Guidance on Context and Assessment

� Authentication Context for Biometrics (ISO/IEC 24761, 2009)
� Entity Authentication Assurance (ISO/IEC 29115, WD) 
� Privacy Capability Maturity Model (NWIP)



Identity Management & Privacy Technologies
Roadmap
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SC 27  – IT Security Techniques 
Achievements & New Projects

Summary

Between November 2008 and October 2009

� 13 International Standards and Technical Reports have been 
published (total number of pages: 1019)

� 9 New Projects have been approved
(total number of projects: 123)
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� 4 additional P-members (+10%)
(total number of P-members: 42)

� 11 additional liaisons (+28%)
(total number of liaisons: 50)

Average # of ISO standards published in 2008
� 2.32 per SC
� 0.52 per WG
Average # of pages published in 2008
� 130 per SC
� 29 per WG



Approved New Projects

� NP 27013: Guidance for the integrated implementation of ISO/IEC 
20000-1 and ISO/IEC 27001.

� NP 27014: Information security governance framework.

� NP 27015: Information security management system for financial and 
insurance services sector.

� NP 27036: Guidelines for security of outsourcing.
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� NP 27037: Guidelines for identification, collection and/or acquisition 
and preservation of digital evidence. 

� NP 29190: Privacy capability maturity model. 

� NP 29191: Requirements on relative anonymity with identity escrow.

� NP 29192: Lightweight cryptography.

� NP 29193: Secure system engineering principles and techniques.



Membership of SC 27

Canada

USA

founding P-Members (18 in 1990)

Brazil

China

Japan

Belgium

Denmark

Finland

France

Germany

Italy

Netherlands

Norway

Spain

Sweden

Switzerland

UK

USSR

Côte-d'Ivoire

Morocco
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+ 13 O-members [ www.jtc1sc27.din.de/sbe/members ]

Korea

Australia

1994

Russian 
Federation

1996-1999

Poland

Malaysia

Czech 
Republic

Ukraine

2001

India

South Africa

2002

Austria

Kenya

2003-2005

SingaporeLuxembourg

New Zealand

additional P-Members (total: 42)

Sri Lanka

2006-2007

Uruguay

Cyprus

Kazakhstan 

2008-2009

Venezuela

Algeria

Romania 

Slovakia 

Ireland 



Selected SC 27 Liaisons
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TMB Privacy Steering Committee 
TMB Resolution 146/2009

� Based on the final report and recommendations of the TMB Privacy Task 
Force, the Technical Management Board decided to create a Privacy Steering 
Committee (PSC) that shall report to the TMB with a view to:

� implementing the three Privacy Task Force recommendations, and 

� assessing the feasibility of implementing the additional recommendations.
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� ISO/TMB PSC 01 Secretariat Krystyna.Passia@din.de

� ISO/TMB PSC 01 Chairman Johannes.Messer@de.ibm.com

� Call for membership (deadline 2010-01-23)

� First PSC meeting 2010-02-24, Berlin 

� PSC conference planned with the aim to prepare a global inventory and 
some form of overarching roadmap for privacy-related standards work 
(tentatively 2010-04-18, Melaka)



Conclusion

� The good news about (security) standards is …
… there are so many to choose from   :-)

� Given the limited availability of resources for the development of 
security standards, we must avoid duplication of effort and make use 
of effective cooperation and collaboration.

� Given the vast number of activities in the area of security standards, 
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� Given the vast number of activities in the area of security standards, 
we must bring together information about existing standards, 
standards under development, and key organizations that are working 
on these standards.

� ICT Security Standards Roadmap



SD 11: Information and ICT Security Standards –
An invitation to the past, present, and future work of SC27

� Provides an high-level overview of the work of 
SC27.

� Includes many of the SC27 articles that have been 
published by ISO in the publications ISO Focus, 
ISO Journal and ISO Management System.  

� Freely available
� http://www.jtc1sc27.din.de/sce/sd11 

� Version 2.0, September 2008 (100 pages). 
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� Version 2.0, September 2008 (100 pages). 

More Information & Contact
� http://www.jtc1sc27.din.de/en
� SC 27 Secretariat: Krystyna.Passia@din.de
� SC 27 Chairman: Walter.Fumy@bdr.de
� SC 27 Vice Chair: Marijke.DeSoete@pandora.be



Thank You
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Thank You
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Annex

Additional Information



Privacy Task Force Recommendations

1. ISO should lead an effort to engage the broader standards community now 
working on privacy to intensify their interaction.  An important first step could 
be the holding of a conference between all involved committees with the aim 
to prepare a global inventory of privacy-related standards work and 
develop some form of overarching roadmap which defines a strategic 
vision for the standards development work in this area.

2. Establish a common terminology document in the area of privacy and 
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2. Establish a common terminology document in the area of privacy and 
privacy principles. 

3. Establish a “live” inventory (document and/or dedicated webpage) that 
would encourage sharing of information for ongoing privacy related work. 
Maintenance should be assigned to ISO or to a specific ISO TC (e.g., 
JTC1/SC 27/WG5).  



ISO TC 68 “Financial Services” –
Selected Security Activities

� ISO 11568: Key management (retail)
� Part 1: Principles, 2005

� Part 2: Symmetric ciphers, their key management and life cycle, 2005

� Part 4: Asymmetric cryptosystems - Key management and life cycle, 2007 

� ISO 13491: Secure cryptographic devices (retail) 
� Part 1: Concepts, requirements and evaluation methods, 2007
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� Part 2: Security compliance checklists for devices used in financial 
transactions, 2005

� ISO 19092: Biometrics - Security framework, 2008

� ISO 22307: Privacy impact assessment, 2008 



ISO TC 215 “Health Informatics” –
Selected Security Activities

� ISO 17090: Health informatics - Public key infrastructure 
� Part 1: Overview of digital certificate services, 2008
� Part 2: Certificate profile, 2008
� Part 3: Policy management of certification authority, 2008 

� ISO 20301: Health informatics - Health cards - General characteristics, 2006 
� ISO 21549: Health informatics - Patient health card 

� Part 1: General structure, 2004 
� Part 2: Common objects, 2004
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� Part 2: Common objects, 2004
� Part 3: Limited clinical data, 2004
� Part 4: Extended clinical data, 2006
� Part 5: Identification data, 2008
� Part 6: Administrative data, 2008
� Part 7: Medication data, 2007

� ISO TS 22600: Health informatics - Privilege management and access control
� Part 1: Overview and policy management, 2006 
� Part 2: Formal models, 2006 

� ISO 27799 Health informatics –
Information security management in health using ISO/IEC 17799, 2008



ISO/IEC 18033-3 Block Ciphers (2005) –
Basic Characteristics
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ISO/IEC 18033-4 Stream Ciphers –
Basic Characteristics
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ECRYPT Competition for Stream Ciphers
The eSTREAM Portfolio

ECRYPT (http://www.ecrypt.eu.org) has run an open competition for stream 
ciphers and as a result published a portfolio of promising new ciphers suited 
to 

� fast encryption in software, i.e. < 10 clock cycles / byte (Profile 1) or 

� low footprint in hardware, i.e. < 3000 gates (Profile 2). 

The current eSTREAM portfolio (revision 1.1, Oct 2009) consists of the following 
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The current eSTREAM portfolio (revision 1.1, Oct 2009) consists of the following 
seven algorithms (in alphabetical order):
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3…10 cycles per byte 1500…3000 gates



Datapath of Grain
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ISO/IEC 29192 - Lightweight Cryptography
Work in Progress

Lightweight cryptography is targeted in particular for constrained environments. 
The constraints encountered can be any of the following: chip area, power 
consumption, program code size, RAM size, or communication bandwidth.

ISO/IEC 29192 to specify lightweight cryptographic mechanisms for data 
confidentiality, authentication, and identification, suitable for RFID tags, smart 
cards (e.g. contactless applications), secure batteries, health-care systems 
(e.g. Body Area Networks), sensor networks, etc. 
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(e.g. Body Area Networks), sensor networks, etc. 

The planned structure of ISO/IEC 29192 is as follows:

� Part 1: General

� Part 2: Block ciphers

� Part 3: Stream ciphers

� Part 4: Mechanisms using asymmetric techniques

Status: Working Draft, contributions still welcome



Lightweight Cryptography
Some Challenges

Area not well defined

� …, lightweight, ultra lightweight, … 

Typical challenges for the design of cryptography for constrained environments 
include

� limited chip area
(e.g. < 3.000 GE per cryptographic primitive)
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(e.g. < 3.000 GE per cryptographic primitive)

� limited power 

� limited number of clock cycles 
(e.g. EPCglobal standard requires that a RFID tag responds to a reader 
command, a query for example, within 73� s. At 100 kHz this corresponds 
to less than 10 clock cycles)

Crypto controllers for eID applications not considered lightweight



ISO/IEC 29192 - Lightweight Cryptography
Current Candidates

Part 2: Block ciphers

� 64-bit block cipher PRESENT

� 128-bit block cipher CLEFIA

Part 3: Stream ciphers 

� stream cipher Enocoro

Part 4: Mechanisms using asymmetric techniques 
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� identification scheme cryptoGPS

� authenticated key exchange protocol SPAKE

� ID-based signature scheme I2R-IBS

Status: Working Draft, contributions still welcome



Implementation Characteristics of Some Ciphers
Many Implementation Choices
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Block Cipher PRESENT
SP-Network
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cryptoGPS

Public-key Identification Scheme

� Authentication via commitment-challenge-response protocol
[Girault, Poupard, Stern: J of Cryptology,Vol.19 No.4, 2006]

� Can be based on RSA-like moduli or on elliptic curves

� Standardized (ISO/IEC 9798-5) & included in the EU NESSIE portfolio

� Can be implemented for 2.000 to 3.000 GE
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Tag Reader

commitment

challenge

response
secret key s public key v



cryptoGPS

Tag Reader

x

c

y

choose r
compute x = HASH(rG)

compute y = r + sc

choose c

verify x = HASH(yG+cV)
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Implementation optimizations

� Commitments can be pre-computed and stored (“coupons”)

� Sparse challenges can reduce cost of multiplication

� Can be implemented for 2.000 to 3.000 GE

secret key s public key V = -sG



ISO/IEC 27001
ISMS Requirements

� ISO/IEC 27001 is a certification and 
auditable standard

� Based on a mandatory risk based 
approach

� Aims at achieving effective information 
security through continual improvement 
process (PDCA model)
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� Uses the same management systems 
process model as ISO 9001 (QMS) and 
ISO 14001 (EMS)

� ISO/IEC 27001 is a revised version of 
BS 7799 Part 2:2002

� Publication date 2005-10-15

� BS 7799 Part 2:2002 has now been 
withdrawn



ISO/IEC 27002
Code of practice for information security management

� Based on BS 7799-1:1999

� ISO/IEC 17799 
� 1st edition 2000

� 2nd edition 2005-06-15
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Overall more than 2.500 
comments handled over the 
revision period 2001-2004

Overall more than 2.500 
comments handled over the 
revision period 2001-2004

24.2% 
NO

100% 
YES
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� April 2007 ISO/IEC 17799 was 
renumbered as ISO/IEC 27002

� A catalogue of Best Practice, not a 
certification or auditable standard 
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ISO/IEC PAS 11889
Trusted Platform Module

� The Trusted Computing Group (TCG) submitted the TPM 1.2 
specification to JTC 1 for PAS Transposition

� ISO/IEC PAS DIS 11889

� Trusted Platform Module - Part 1: Overview 

� Trusted Platform Module - Part 2: Design principles 

� Trusted Platform Module - Part 3: Structures 
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� Trusted Platform Module - Part 3: Structures 

� Trusted Platform Module - Part 4: Commands 

� 6 month NB ballot closed 2008-07-24

� Ballot resolution meeting 2008-10-11, Limassol, Cyprus

� Final text for ISO/IEC 11889 submitted for publication



Liaisons within ISO/IEC JTC 1

� JTC 1 Ad Hoc on Vocabulary

� JTC 1/WG 6 Corporate Governance of IT

� SC 6 Telecommunications and information exchange between systems

� SC 7 Software engineering

� SC 17/WG 3 Machine readable travel documents

� SC 17/WG 4 Integrated circuit cards with contacts

new
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� SC 17/WG 11 Application of Biometrics to Cards and Personal Identification

� SC 22 Programming languages, their environments and system software 
interfaces

� SC 25 Interconnection of IT Equipment

� SC 31/WG 4 (Automatic Identification and Data Capture Techniques)

� SC 36 Information technology for learning, education, and training

� SC 37 Biometrics

new



Liaisons within ISO / IEC

� ISO/CASCO

� ISO/JTCG Joint Technical Coordination Group on MSS

� ISO/PC 246 Anti-counterfeiting tools

� ISO/TC 46/SC 11 Information and documentation - Archives/records management **

� ISO/TC 68/SC 2 Financial services -- Security management and general banking 
operations

� ISO/TC 204 Intelligent transport systems - WG 1 Architecture

new

new

new
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� ISO/TC 204 Intelligent transport systems - WG 1 Architecture

� ISO/TC 215 Health Informatics - WG 4 Security & WG 5 Health cards

� ISO/TC 223 Societal Security

� ISO/TMB WG RM

� IEC/TC 65 Industrial-process measurement, control and automation - WG 10 Security 
for industrial process measurement and control - Network and system security *** 

** subject to SC 27 approval
*** subject to IEC/TC 65 approval

new



External CAT A Liaisons

� ENISA (European Network and Information Security Agency) *

� European Payment Council / Security of Payment Task Force 
(EPC/SPTF)

� ITU Development Sector (ITU-D)

� ITU-T Study Group 13 (ITU-T SG 13)

� ITU-T Study Group 17 (ITU-T SG 17)

new
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� ITU-T Study Group 17 (ITU-T SG 17)

� MasterCard

� VISA Europe

* subject to JTC 1 endorsement



External CAT C Liaisons

� ASIS International 

� CEN Workshop on Cyber Identity

� Common Criteria Development Board 
(CCDB)

� Forum of Incident Response and Security 
Teams (FIRST)

� Future of Identity in the Information 
Society (FIDIS)

� International Systems Security 
Association (ISSA)

� International Systems Security 
Engineering Association (ISSEA)

� Liberty Alliance

� Network and Information Security 
Steering Group (CEN/NISSG)

� Privacy and Identity Management for 

STOP

ETSI Security Workshop  - Sofia Antipolis  - January 2010    42

Society (FIDIS)

� European Network of Excellence for 
Cryptology (ECRYPT)

� Information Security Forum (ISF)

� Information Systems Audit and Control 
Association/IT Governance Institute 
(ISACA / ITGI)

� International Conference of Data 
Protection and Privacy Commissioners

� Privacy and Identity Management for 
Community Services (PICOS)

� Privacy and Identity Management in 
Europe for Life (PrimeLife)

� The Open Group

� The World Lottery Association (WLA)

� Trusted Computing Group (TCG)

� TAS3 (Trusted Architecture for Securely 
Shared Services)*

* subject to JTC 1 endorsement

new

new

new

new



ICT Security Standards Roadmap
http://www.itu.int/ITU-T/studygroups/com17/ict/

ITU-T Study Group 17 initiative that became a collaborative effort when 
ENISA and NISSG joined the project in January 2007.

� Part 1: ICT Standards Development Organizations and Their Work
� Part 2: Approved ICT Security Standards

� a summary catalogue of approved standards
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� a summary catalogue of approved standards

� Part 3: Security standards under development
� work in progress 

� Part 4: Future needs and proposed new security standards
� possible future areas of security standards work where gaps or needs have 

been identified

� Part 5: Best practices
� based on contributions from the security community 


