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Introduction  
 
Cloud computing brings along certain challenges to safeguard the personal data and 
privacy of individuals and ensure the security of information. Although the principles of 
the EU data protection legal framework are, in general, applicable, there are some 
challenges when trying to apply them in practice. This is mainly because of the new 
technological environment in which the cloud services are growing, which was not 
accounted for when the Directive was adopted.  
 
I will first look at the current EU legal framework and then I will focus on some specific 
challenges that cloud computing poses. 
 
Current EU legal framework and its application to cloud services 
 
A key question is assessing how the current legal framework applies and whether it 
provides for appropriate safeguards to ensure the protection of individuals' personal data.  
 
We usually hear that "data" are "in the cloud" and seems to be intangible, but let me 
remind you that data maybe in the cloud but data subjects and cloud providers are on 
earth. The current EU data protection legislation generally sets obligations which are 
binding upon all those who process personal data. It therefore applies to cloud service 
providers when they process personal data that fall within the scope of EU jurisdiction.  
 
If the rules apply to the cloud provider, it must ensure compliance among others, with the 
obligation to provide information to the data subjects, and with the purpose limitation 
principles. Furthermore, it must ensure in particular the security of the data and bear the 
subsequent responsibility. This is fundamental in view of the specific security risks posed 
by the cloud environment, such as security glitches, hacking, wiretapping by 
governments, general unauthorized access issues, and risk of use of data for other 
purposes.  
 
In principle, also in case of cloud computing, we have laws in the EU that provide for 
safeguards to protect individuals' personal information and privacy,  However, things are 
not so simple. In particular, the aspect of jurisdiction is in current legislation linked to the 



use of equipment in EU territory or establishment of the cloud provider (either as data 
controller or as data processor) in an EU Member State.  
 
Therefore jurisdiction might be challenged if cloud servers are placed outside EU 
territory. For instance, a cloud provider established in China with datacenters in India 
which offers its services to EU customers will be outside the scope of application of EU 
legislation. 
 
Given the relevance of the data protection principle in the EU legal framework, this 
outcome is certainly undesirable and incompatible with the Treaties. Therefore there is a 
growing need to consider in the future the possibility of introducing means of tackling 
this gap such as for instance introducing the concept of "targeted customers" in the 
legislation as one of the elements to establish jurisdiction.  
 
For instance, if the previously mentioned Chinese cloud provider is offering its services to 
UK customers, it has all its web pages in English and it offers a customer support phone 
number for UK customers, one should conclude that UK customers are targeted by this 
company. 
 
Challenges 
 
Besides the jurisdiction and applicable law issues, other challenges face the relationship 
between cloud services and the current EU data protection framework.  
 
First challenge: which role do cloud computing providers play? 
 
The Directive puts most of its obligations on the entities that process data as data 
controllers. In many cases, one can probably argue that cloud providers are instead data 
processors while the data controller is the user or customer of the cloud services.  
 
However, in practice, cloud computing service providers very often not only determine 
the means, but also to some extent the purposes of the processing, in which case they 
would be data controllers. This is particularly true since normally cloud providers are 
large enterprises with sophisticated technological means present worldwide while their 
customers (the supposed data controllers) are often medium or small companies with 
asymmetrical knowledge of the technical aspects and very little negotiating power.  
 
The definition of roles and responsibilities of the various players according to the 
current data protection categories remains therefore a challenge. 
 
Second challenge: international data transfers 
 
Another important aspect of novelty related to the cloud services is that by definition 
the data are not always located in the same place and even that at the same time 
several copies of the same data can be stored in different places. This triggers the 
relation with the EU provisions of international data transfers. The Directive prohibits 
transfers of personal data to countries which do not ensure an adequate level of 
protection. Unless an exception applies, adequate safeguards for the protection of 
personal data must be guaranteed by the data controller. 
 
 



In the Directive´s perspective these provisions imply a "point to point" data transfer, 
normally involving a contract and possibly a notification to the relevant data 
protection authority. Such scenario is simply unimaginable for cloud services, which 
entail continuous transfers of data across data centers in various territories.  
 
We probably have heard that an "European Cloud" could solve these problems but 
taking that approach will also reduce the benefits in terms of critical mass and cost 
efficiency that cloud computing may bring. 
 
Such problem, which does not only apply to cloud computing, should be addressed by 
the ongoing Directive´s review. In particular, a review of the principles on BCRs and 
contractual clauses should take into account the particular "cloud" scenarios.  
 
 
Third challenge: ensuring effective data protection and security 
 
Another challenge for the EU framework is to ensure in practice a more effective data 
protection regime. This should be applicable to all controllers and processors, and in 
particular to those who operate in a technologically advanced environment, even if it 
should remain technologically neutral.  
 
That is why the EDPS and the Art. 29 WP29 are advocating for the inclusion of the 
principles of Accountability and Privacy by design in the future legal framework. In 
the context of cloud computing services, this means that controllers and processors 
would have to demonstrate that they have taken all the necessary measures to ensure 
that data protection rules and principles are complied with. However, this poses 
significant challenges and in particular the development of standards that can not only 
allow the implementation of privacy friendly cloud services but also the further 
verification of the compliance with data protection principles. 
 
Another element of this challenge is to render individuals aware of the potential risks 
for the protection of their personal data involved in the usage of cloud services, so that 
they can make informed choices.  
 
Fourth challenge: using the cloud for personal purposes 
 
We all know that cloud computing services are offered not only to enterprises but also 
to individuals. Pictures, calendars and documents for personal use are no longer only 
stored on desktops but stored in the cloud and be accessed from any location. In this 
context, a certain ambiguity rises in relation to the applicability of the Data Protection 
Directive. This is because of the so-called "household exception" provided by its 
article 3. Such provision excludes from the scope of application of the Directive data 
processing carried out by natural persons in the course of purely personal or 
household activity.  
 
If the information uploaded in the cloud is not covered by the Directive because it is 
information of personal nature, the processing activities carried out on behalf of the 
individuals involved might also not be covered, even if the processing activity carried 
out by the cloud service provider is commercial per se. As a result a cloud service 



provider such as Google with Picasa or Dropbox might not be bound, for example, to 
the security obligations normally applicable to data controllers and processors. 
This might not always be the case, however there is certainly a gap in the legislation 
that should be filled in the course of the review.  
 
Current developments at EU level 
 
As you might have gathered from my presentation so far, a number of elements 
should be taken into account in the course of the current review process of the 
existing Data Protection Directive. To sum up, it should take into account: 
 

o criteria for applicable law (targeting?) 
o privacy by design and accountability principles 
o re-definition of categories of data controllers and data processors - maybe a 

new category necessary? - specific responsibilities for each category 
o updated rules on international data transfers 

 
Some guidance from data protection authorities, particularly from the Article 29 Working 
Party, will be very helpful in this context and I am happy to announce that in the next 
months the Working Party will issue an opinion on this topic. 
 
We all know that during the summer, the Commission launched a short consultation, 
addressed in particular to cloud developers and cloud users, to explain their experience 
and needs in the area of cloud computing. The survey seeked feedback on a number of 
issues, among which 

o data protection and liability; 
o other legal and technical barriers that can slow down the development of cloud 

computing in Europe; 
o standardisation and interoperability solutions; 
 

The results of the consultation will feed into a European cloud computing strategy that the 
Commission will present in 2012. This strategy is supposed to aim at clarifying the legal 
conditions for the take-up of cloud computing in Europe, stimulate the development of a 
competitive European cloud industry and market, and facilitate the roll-out of innovative 
cloud computing services for citizens and businesses 
 
 
 


