
 
 

 

Google contribution to the Public Consultation on Cloud 
Computing

 

Google welcomes the opportunity to participate to the Public Consultation on Cloud 

Computing launched by the EU Commission on the 16th of May 2011.

 

Please find set out below our input on the needs, barriers and opportunities of the use and 

provision of Cloud Computing. 

 

 

A. Your Profile
Are you responding for a Company?
Yes.

 

Size in number of employees.
Between 26,000 and 30,000. 

 

Sector.
Google provides search and other online services that help consumers find information 

and online content, while helping businesses reach global and local audiences. Among 

those services, Google provides web applications to make it simpler for people to share 

information and get things done together. Gmail (http://www.gmail.com/mail?hl=en), 

Google Calendar (http://www.google.com/calendar/render?hl=en) and Google Docs (http://

docs.google.com/) help people communicate and collaborate more easily. 

Google also offers business solutions (http://www.google.com/services/) including cloud-

based applications (http://goo.gl/Nm9wU) for higher productivity and cloud-based services 

(http://www.google.com/enterprise/cloud/index.html) for building and running customers’ own 

scalable services without having to manage server infrastructure. 

 

Country where legally established.
Google Inc. headquarters are based in the United States.
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If you are a user of cloud services: Please describe your current use of cloud 
computing. What kind of problems do you encounter when using cloud computing 
solutions in the EU? Elsewhere?
Google provides cloud-computing services, including web-based email, word-processing, 

chat, and other related services. Google also provides a platform for developers 

to create their own cloud-based services (e.g. the UK Royal Wedding site - http://

www.officialroyalwedding2011.org/).  Google’s offices and its employees utilizes most 

- if not all - cloud services it provides to the public.  Please see www.google.com/a and 

www.google.com/enterprise/cloud for more information.

The current regulatory framework can have a detrimental impact on customers located in 

the EU, who must evaluate - often with inconclusive results - potentially inconsistent national 

laws. This may delay or prevent adoption of cloud computing services. Some examples: 

1) diverse implementation of Directive 95/46: multinational organisations are only able 

to adopt cloud solutions once they have conducted an analysis of the country-specific 

implementation of Directive 95/46. Several EU based companies have explored or even 

implemented technical controls that prevent their employees from accessing their cloud 

based services (eg. email) from outside the EU, or ensured that their network connection to 

the cloud service always flows through the EU. 2) Unjustified uncertainty about international 

transfer instruments: a customer from the EU has been advised by legal counsel that safe 

harbor certified Cloud services do not represent the guarantees required by the international 

transfer provisions under EU law. 3) Confusion due to potential conflicts of law and 

jurisdiction: a potential customer was informed by its ISO27001 auditor that they would lose 

their ISO27001 accreditation if they moved their email to a cloud provider based in the US, 

on the grounds that the US Government could then have access to their data.

 

If you are a provider of cloud services: Please describe your offer. What kind of 
barriers do you face in providing your cloud computing services within the EU? 
Elsewhere?
Google provides web-based application such as email, word-processing, chat, and other 

related services (Gmail, Google Calendar and Google Docs). Google also provides Google 

Apps, the business version of these tools, to be powerful enough for large enterprises, but 

simple enough for smaller businesses as well. There is no consistent view among DPAs 
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in the Member States in relation to the applicability of international transfer provisions 

of the Data Protection Directive. In summary: 1) these differences are particularly acute 

in relation to the Safe Harbor framework applying to transnational data flows. Despite 

being part of the acquis (and the fact that the Safe Harbor framework has the effect of an 

international agreement), some countries take very conservative positions and believe 

that certain types of personal data must be kept entirely within the EEA borders (even 

though the Safe Harbor framework does not permit different interpretation); 2) the adequacy 

decisions made by the EU Commission have limited practical usefulness because so few 

jurisdictions have satisfied the adequacy test; 3) the implementation of model clauses can 

be administratively burdensome where local data protection law requires additional filing/

notification requirements. In addition, the structure of the model clauses assumes a point-to-

point transfer which is not reflective of the data flow in the Cloud. Moreover, individual DPA/

customer audit rights raise scalability and security concerns for Cloud-based businesses that 

have a huge number of clients. Current definitions of data processing don’t align well with 

how the Internet works. Network switches, caching servers and shifting loads make it difficult 

to provide strict guarantees on where and how data processing takes place. 

Finally, the distinction between processor and controller is vague. Constant innovation is 

expected from Cloud providers. As a result, a Cloud provider cannot seek explicit permission 

from a controller for each new feature they introduce. As such, it is difficult to process data 

solely based on controller instructions. In parallel, the EU Data Retention Directive is difficult 

to apply, based on differing legislative implementations of the Directive, notably as regards 

for example the retention requirements. And regardless of the Directive concerned, Cloud 

providers have a difficult time determining which law applies.

 

B. Clouds for users
Do you feel that in the cloud services you are currently using or have been evaluating 
(or are providing), the rights and responsibilities of both user and provider are clear?
Yes.

 

Are you aware of the applicable jurisdiction in different types of disputes that 
could arise during your provision or use (or potential future use) of specific cloud 
offerings? 
Yes. Google would like to highlight the conflicts of law and jurisdiction within the EU and 
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beyond, in particular as regards to the US. Even where a cloud agreement stipulates choice 

of law and jurisdiction different rules on applicable law and jurisdiction may apply. For 

example, the Data Protection Directive has its own rules on applicable law and jurisdiction. 

Generally the applicable law and jurisdiction will be that of the country in which the controller 

(usually the end user) is located. This means that the Cloud service must comply with the 

requirements of each Member State. Compliance difficulties are exacerbated by the fact 

that there can be wide differences between implementation of the Data Protection Directive 

across each of the 27 Member States, particularly in respect of the restrictions on data 

transfers and security obligations. In addition, there is often uncertainty as to the governing 

law of non-contractual obligations, such as tort, unfair competition or IP infringement. Where 

a party's non-standard terms are used the choice of governing law for non-contractual 

obligations may be ineffective under Rome II Treaty and instead the law of the country in 

which the damage occurs or is likely to occur will apply.

 

Is there an alternative approach to the determination of jurisdiction that may work 
better both for users and providers?
Yes. 

 

If yes, please comment. 
Google believes that data processors in the EU (and not only data controllers), should have 

the possibility to apply one law - rather than 27 - to those processing activities, that are 

inherent to the nature of a data processor, such as, for example, the application of security 

requirements. Intra-group transfers applying consistent protections should not raise ‘change 

of jurisdiction’ issues. The adoption of current international standards should be deemed 

appropriate by supervisory authorities when examining how data in the Cloud is secured, 

irrespective of the jurisdictional question.

 

 

Do you feel that the question of liability in cross-border situations is clear for cloud 
users and cloud providers? 
No. 

 

Why? 
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Google believes that the current Data Protection legislation in the EU does not facilitate 

such a determination, and would respectfully propose modifying the legislative framework 

(as indicated infra in section C). This is an intra EU problem as well as an issue for inter-

region matters. The difficulties arise in determining the law applicable, as well as the Data 

Protection Supervisory authority in charge of enforcement. This is equally important for the 

client and the cloud provider. Further, rigid contractual tools available (model contracts, 

for instance) have not been successful in addressing this question in practice. Rather, 

accountability models should take a more prominent role. Finally, there is no consistency as 

regards to the liability of Internet intermediaries under EU law. 

 

C. Legislative Framework 
Do you think there are updates to the current EU Data Protection Directive that could 
further facilitate Cloud Computing while preserving the level of protection? 
Yes.

 

If yes, please describe. 
Google calls for more clarity in the intersection between the Data Protection Directive and 

the eCommerce Directive, since the actual situation has led to unsustainable situations 

for Cloud providers who act as internet intermediaries, where they have been made fully 

responsible (with no liability limitations) for privacy violations of third parties. This is not the 

case for cases of defamation or IP infringement. 

The EU should aim to create a truly international data transfer regime that prevents EU 

Member States from requiring additional conditions. We support a legislative approach which 

is shifting from geographical location to the recognition of accountability model for transfers 

of data from the EU to third countries. Accountability models should also be recognized for 

organizations acting both as data controllers and data processors. For example, in APEC 

models the transferring organisation is held accountable for the transferring data and are 

required to obtain certain commitments from the organisation receiving the data.

We believe that the new legislative framework should clearly recognize the country of origin 

principle as the criteria to determine the applicable law for cloud services customers (data 

controller) and the security requirements for cloud service providers (data processor) within 

the EU. This should be complemented by the introduction of a ‘lead DPA’, in charge of 

enforcing the law with respect to the activities of the company whose main establishment is 
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in that territory.

Currently, cloud service providers and customers are subject to different security standards. 

The recognition of one or more standards valid in all applicable jurisdictions, would facilitate 

compliance. 

 

Are you aware of specificities in Member State data protection rules, or other 
legislation, that prevent you from using/providing cloud services within the EU?  
Yes.

 

If yes, please detail. 
Current rules on jurisdiction and applicable law (art. 4, 27, 28, Dir. 95/46) are not understood 

uniformly in the 27 Member States. Existing laws are focused on the controller (notably art. 

4, Dir. 95/46), but do not recognize the obstacles for processors offering services throughout 

the EU (art. 17, Dir. 95/46). For example, in many instances processors are required to meet 

different and often inconsistent security national laws. In some Member States, the national 

Data Protection laws require the controller to enter into a written contract with each sub-

processor and impose detailed security requirements. For example, section 11 of the BDSG, 

Germany and section 36-39 of the Polish Act on the Protection of Personal Data requires 

the controller and processor to adhere to and document detailed security requirements. 

Some MS prevent the processing of certain types of sensitive data (for instance health data) 

outside their national territory. This severely impedes the use of global Cloud services. This 

is based on a broad interpretation of articles 8.1 and 25.1 and 26.1 of Dir. 95/46. 

Austria, Greece, Luxembourg, Spain and Portugal require specific approval by the national 

DPA prior to an international transfer to a Country where there is no adequacy finding by 

the European Commission, and this approach is extending to other countries. As the EU-

US Safe Harbour framework is not (strictly speaking) a Country adequacy finding, this 

leads to unjustified additional requirements on transfers to or through the US. For example, 

on 18/06/’10, the DPA of the German Federal State of Schleswig-Holstein published 

a comprehensive legal opinion on Cloud (https://www.datenschutzzentrum.de/presse/

20100618-cloud-computing.htm). The Opinion held that: Clouds located outside the EU 

are per se unlawful, even if the European Commission has issued an adequacy decision in 

respect of the jurisdiction. The Danish DPA issued an opinion on 03/02/’11, requiring their 

approval for international transfers, in addition to an agreement based on the European 
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Commission standard contractual clauses. 

 

From your perspective, would it be useful if model Service Level Agreements or 
End User Agreements existed for cloud services so that certain basic terms and 
conditions could easily be incorporated into the contractual agreements? 
No.

 

If no, why not? 
We believe that prescribed contractual arrangements are problematic and the market should 

be able to develop its own contracts. Cloud Computing is a broad term covering many 

new and different uses of computing that are still evolving at a pace not well managed by 

any government body.  We support the intent behind requiring such customer protections 

and respectfully point out that any major Cloud provider today is already providing and 

competing on SLA’s and EULA’s. Clear, consistent and customer friendly terms would create 

an advantage and thus market pressure has, and will continue to, move the industry quickly 

towards what customers want.

 

D. Embracing interoperability
Please describe interoperability or (data) portability issues you have encountered 
when using/providing cloud services or are otherwise aware of. 
Open standards help ensure that prior permission is not required to implement them and 

that companies can freely create products which interoperate with others across the Internet. 

It is crucial for realising the promises of cloud computing that data and applications be 

interoperable and use open standards where already available. While the Internet moves 

very quickly and the Cloud is in its infancy, organisations do not move at this pace, so 

there is inevitably a time lag before standards emerge from an open, collaborative process. 

As a minimum, fully and completely disclosed, and effectively implementable Application 

Program Interfaces (APIs) are a first essential element for interoperability that providers 

need to support. Interoperability among the various clouds will be a crucial enabler for 

innovative applications. As stated in its Communication on the Future of the Internet of 

November 2008, the European Commission recognises that “the win-win of open interfaces 

and open standards is that the market can grow for all.” It also correctly acknowledges the 

risk the “dominant players may try to use proprietary standards to lock consumers into their 
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products or to extract very high royalties from market players”.

 

Which existing or emerging standards support interoperability across clouds and 
portability of data (from one cloud to another)? Please list and describe.
Google supports Vice-President Kroes statement that the EU should play a stronger role in 

the technical standardisation of Application Programming Interfaces (APIs) and data formats 

to enhance interoperability and competition between Cloud providers. Google believes that 

open standards and protocols are absolutely fundamental. APIs are a possible solution 

but are  not enough. APIs that allow user programs running in the cloud to export data in 

standard format(s) are needed. Licensing ideas are unacceptable - everything must be 

standard and open. If data in the cloud is access controlled, there needs to a standard way 

to export the metadata so that a receiving cloud is able to accept and correctly implement 

the access control. We think that standard testing for interoperability needs to be established 

(for example, certification programs). We should encourage exhibitions and developers 

meetings to demonstrate interoperability. A stretch goal for the Cloud providers should be to 

be able to run applications in more than one Cloud at once and allow for direct interaction 

among the Clouds. As a minimum, data and applications need to be movable between 

Clouds, although some clouds may not allow arbitrary user code to run.

 

 

Which are the most important standards that are currently missing but which you feel 
are necessary to ensure interoperability and portability? Please describe in detail the 
aspects they should cover.
Ensuring that data can be imported and exported into different Internet services in an open, 

interoperable format should be a top priority for every single Cloud provider, regardless 

of pre-existing agreements.  Users should have the right to control the data they import 

or create while using an Internet service easily, without paying extra costs.  Users should 

be able to download and access their data in a useful, open, documented and machine 

readable format.  Internet standard formats should be used wherever possible, and where 

standard formats do not exist, formats should be openly documented.

A example of such an effort is led by a team of Google engineers called the ‘Data Liberation 

Front’, who work daily to ensure that users can download a copy of their data from Google 

services if they wish, in a format that allows the data to be easily uploaded into another 
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service.  Recently the team launched a product called ‘Google Takeout’, which allows 

users to download their data from multiple Google services en masse with a single click 

of a button (www.google.com/takeout). In an ecosystem where companies are expected 

to provide users with the option to take their data and leave if they so choose, companies 

will compete on the quality and relevancy of their services, focusing on user needs rather 

than how to entrap consumers and their information.  But today, companies often lock-in 

user information, and therefore have no way of knowing when users are dissatisfied or any 

incentive to improve their practices.  For example, if users can leave a service that doesn't 

meet their privacy preferences, market forces will incentivize companies to innovate and 

adopt practices that will meet and satisfy users' expectations.  Giving users control is the key 

to building effective services, growing a user base and retaining user trust and loyalty.

 

E. Public sector clouds
What can the public sector do as a cloud user to support the emergence of best 
practices? 
There are several steps that the public sector can take to support the emergence of best 

practices with the goal of fostering the adoption of Cloud Computing. For example, we 

support a ‘cloud first’ procurement model: the US Government has issued a ‘cloud first’ 

policy as a part of the Office of Management and Budget's plan (http://goo.gl/z9sCD), in 

order to achieve operational efficiencies by adopting light technology and shared services. 

In the context of security, measures could be taken such as supporting the implementation 

of public sector applications (e.g. multi-factor authentication methods) to set the stage 

for similar standards by the private sector, establishing a single international standard for 

assessing security for Cloud services, and finally recognizing that security standards are 

paramount in importance, not the geographical location of data. In public-procurement 

processes, we support the idea that any request for quotation for Cloud services should 

require data portability and interoperability components. Establishing processes for 

providing financial incentives for agencies as they take steps towards implementing Cloud 

deployments could be another way to improve adoption (possible approaches could include 

allowing agencies to retain a portion of budget savings). Connectivity is critical to ensuring 

the impact of Cloud: the public sector should also embrace the modernization of broadband 

infrastructure and the current move to IPv6. Using the Cloud to open up access to public 

sector information (PSI), as well as create new ways to provide government services, should 
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be another priority: better access to PSI strengthens our democracies and supports citizen 

participation, creates new economic opportunities for developers, and opens up new insights 

into the workings of our societies. Finally, the one shared goal should be to get school 

children of all ages online and using Cloud services. 

 

Please elaborate in particular on public procurement of cloud services. 
With today's unparalleled innovation speed on the web, the consumer market routinely gets 

the greatest innovations first, no matter which web 2.0 application one considers. These 

technologies only migrate to the workplace once they have matured with consumers. For 

governments, the move away from an all desktop to corporate Cloud may be slower still. 

Public procurement processes may need to be adapted, since they may be poorly-suited 

to leasing software as a service rather than purchasing software as a good. Or up-front 

costs to be recouped in outyear savings may prove necessary, along with pilot programmes 

to demonstrate capabilities, including appropriate security and privacy protection. Clear 

leadership will be needed to handle this disruption in a public sector context.  Establishing 

processes for providing financial incentives and rewards for agencies as they take steps 

towards implementing Cloud deployments could be another way to improve adoption 

(possible approaches could include allowing agencies to retain and redirect a portion 

of budget savings). From an administrative point a view, public-procurement processes 

should be open and transparent, and should require that all bidders provide a clear path 

for standards-based interoperability, and to provide for data portability so that the public 

agencies are not locked in to any particular technology or vendor. Finally, by making the 

procurement process simpler, faster and cheaper, the Member States Governments could 

open up the market to new players and remove two of the biggest barriers for new entrants, 

which are the cost and length of the procurement process.

 

In particular, can the deployment of eGovernment and eScience infrastructures by the 
public sector act as an example for other sectors?
Yes. The public sector has the opportunity to play an important leadership role through 

the deployment of eGovernment and eScience infrastructures. The most effective way for 

the public sector to shape the evolution of the Cloud is not through law and regulation but 

by being smart users of the technology. By working with industry on the development of 

best practices and standards around key issues such as trust, transparency, security, and 
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transnational data flows, governments have the ability to influence the development and 

evolution of Cloud Computing technologies moving forward. As governments work with 

industry to ensure that the Cloud services deployed are at least as secure and trusted as 

the IT systems in use today, they provide a model that Cloud customers in governments and 

corporations around the world can emulate. Further, to maintain competitive advantages, 

countries should focus on quickly and effectively harnessing the full power of Cloud 

Computing, leading in both the deployment of Cloud and the development of new cloud 

services.  This will help industry generate high-paying jobs and compete in the global 

marketplace.  

 

Please list Member State initiatives in the area of Cloud Computing that you are aware 
of. 
In Germany, the State of Baden Wuerttemberg hosts and delivers a municipality template 

based on cloud solutions and which is used by approximately 400 municipalities.

 

Do you think they are?
Not far enough.

 

Please elaborate. 
Member States governments should promote a policy agenda focused on cloud computing. 

Funding research on ways to improve trust, efficiency, agility and evolvability will benefit 

cloud providers, local customers and the EU as a whole. For example, the US federal 

government has issued a ‘cloud first’ policy as a part of the Office of Management and 

Budget's 25-point plan to reform federal information technology management (http://goo.gl/

z9sCD). The ‘cloud first’ policy was presented as an important aspect of government reform 

efforts in order to achieve operational efficiencies by adopting ‘light’ technology and shared 

services. ‘Cloud first’ procurement policies would help demonstrate leadership. Expunge 

legacy software related procurement requirements where Cloud solutions provide working 

alternatives. Additionally, the governments of member states should embrace the principles 

of international transfers that are allowed in the treaty-like Safe Harbor framework and help 

address the concerns of some DPAs that don’t recognize the principles of the framework.

 

How can Member States best cooperate to create interoperable solutions and shared 

11



 
 

 
best practices?  
The EU Institutions should play a lead role within the international standards community to 

create interoperable solutions and shared best practices, in order to assure harmonization 

and consistency.

Google supports the recommendation by the Cloud Computing Industry Working Groups 

to create specific coordination initiatives under the impulse of the EU Commission and with 

Member States on how to use Cloud Computing in the public sector, with a special focus on 

the exchange of best practices and the development of a common strategy.

 

F. Future Research and Innovation programmes
Which are the most important technical aspects of cloud computing that researchers 
are currently working on?
Google researchers are working at this moment on how to make the Cloud even more 

secure and user friendly, ensuring that data can be imported and exported into different 

Internet services in an open, interoperable format.

 

Beyond these, do you see technical problems/limitations of current cloud service 
offerings that will require further research in the coming years? 
Yes. 

 

Please elaborate. 
European research can play an important role by building on past initiatives and funding 

future Cloud related projects in the broadest sense, i.e. not just from a technical angle. In the 

work undertaken by the Cloud Computing Industry Working Groups, the common conclusion 

is that funding allocated to projects with ‘Cloud’ dimension in the future needs to go also to 

non-technical projects that try to raise awareness and educate potential Cloud users, such 

as consumers or SMEs. The success of the Cloud, and the full realisation of its economic 

growth potentia,l will depend on how people and companies are able to understand what 

it means, what the benefits and down-sides could be and why and when they should use 

the Cloud. Ensuring that this information is given to them by independent sources  is very 

important in this context.

 

Should public R&I funding be used to establish prototypes of new cloud 
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infrastructures? 
No. Research should not focus on infrastructure but rather on the ecosystem the Cloud 

evolves in, and on the challenges that it still faces. These areas should be taken into 

consideration by the Commission when it is establishing its priorities for the next research 

programmes, such as ICT Theme WP 2013 or FP8.

 

If no, please describe types of projects/prototypes you would see as useful, and 
explain why. 
A useful type of funding could relate to the establishment of pilot projects allowing business 

users in key European industries to test innovative Cloud applications. This would have 

both a technical testing use and the benefit of raising the awareness of businesses, and 

especially SMEs, of the potential Cloud Computing offers to them. Moreover, such pilot 

projects could be facilitated if EU funding schemes were made more flexible, notably by 

putting in place a model in which industry would provide commercial in-kind contributions 

(data center capacity, software and hardware, etc.) and the EU would ensure a higher 

funding (75-100%) to cover the cost to set-up and run the pilot. Such an approach could 

notably be undertaken in the context of the Future Internet PPP.

 

G. Global solutions for global problems
What are the most important Cloud Computing problems that have to be discussed at 
global level? Please list and explain.
At Google, we believe that some of the issues raised from Cloud Computing should 

be discussed and addressed at global level. For example, in relation to the problem of 

jurisdiction and data location, the adoption of international and global standards should 

be deemed appropriate by supervisory authorities when examining how data in the Cloud 

is secured, irrespective of the jurisdictional question. In particular, with the Internet & 

Cloud Computing, the question for policy makers should be ‘who & how’, and not ‘what 

& where’. Other important issues to be solved at global level should be the privacy 

framework interoperability (Cloud Computing is in essence global, and different local 

approaches towards international data transfers and security requirements can undermine 

its deployment) and the need of global ICT standards (Google agrees with the following 

statement from Open Forum Europe: ‘Global ICT standards and specifications from fora/

consortia are essential for modern, state-of-the-art ICT architectures and infrastructures’). 
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Finally, when looking at the issue of interoperability, the Industry represented in the 

Cloud Computing working group reached the common conclusion that the Cloud requires 

interoperability and data portability (market-driven standards are essential and work in this 

area is well underway), and standards should be global (and not local/European) to support 

the scalable nature of the Cloud.

 

Which would be the right fora/approaches to tackle them? Please expand.
Google believes that international fora, such as the Organisation for Economic Co-operation 

and Development (OECD), represent the right framework for policy making and discussion. 

In addition, we support the transatlantic dialogue initiated at platforms such as the ASPEN 

Institute IDEA (International Digital Economy Accords). Moreover, Google welcomes the 

multi-stakeholder approach to the debate around Cloud Computing: involving all the relevant 

groups carrying specific interests in the debate can facilitate to find global solutions.

 

End of the document.

 

Brussels, 31/08/2011

 
 
 

Contact details for further information:
Marco Pancini

Senior Policy Counsel @ Google 

pancini@google.com - +32.28948492 
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