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Status of this Meno

This Internet-Draft is submtted to | ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htni

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. ht m

Copyright and License Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.
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Abst ract

Thi s docunment specifies a nmethod to bind a visual representation of a
certificate in the formof a certificate imge to a [ RFC5280] public
key certificate by defining a new ot herlLogos i nage type according to
[ RFC3709] .
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1. Introduction

This standard specifies howto bind a Certificate Image, providing a
visual representation of a certificate, to that [ RFC5280] certificate
usi ng the Logotype extension defined in [ RFC3709], specifying the
Certificate Image as a new ot herLogos type

The purpose of the Certificate inage is to aid human interpretation
of a certificate by providing neaningful visual information to the
user interface.

Typi cal situations when a human needs to exam ne the visua
representation of a certificate are:

- A person establishes secured channel with an authenticated
service. The person needs to deternine the identity of the service
based on the authenticated credentials.

- A person validates the signature on critical information, such
as signed executable code, and needs to determine the identity of
the signer based on the signer’s certificate.

- Apersonis required to select an appropriate certificate to be
used when authenticating to a service or ldentity Managenent
infrastructure. The person needs to see the available certificates
in order to distinguish between themin the sel ection process.

Di splay of a certificate information to humans is challenging due to
I ack of well defined semantics for critical identity attributes

Unl ess the application has out of band know edge about a particul ar
certificate, the application will not know the exact nature of the
data stored in comon identification attributes such as serial Nunber,
organi zati onNane, country, etc. Consequently the application can

di splay the actual data, but faces problemto |abel that data in the
U, informng the human about the exact nature (semantics) of that
data. It is also challenging for the application to determnine which
identification attribute that are inportant to display and how to
organi ze themin a | ogical order.

RFC 3709 [ RFC3709] defines a certificate extension for binding inmages
to a certificate, such as community | ogo and issuer |ogo, enhancing
di splay of certificate information. The syntax is extensible and

all ows inclusion of new inmage types using the other-Logos structure.
This standard defines how to include a conplete certificate i mage
using the extensibility nmechani smof RFC 3709.
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1.2 Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2 Certificate |Image

This section defines the Certificate Image as a new ot herLogos type
according to section 4.1 of [RFC3709].

The Certificate Image otherLogos type is identified by the hject
Identifier (O D) id-1ogo-certinmage.

i d-pkix OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) }

id-1ogo OBJECT IDENTIFIER ::= { id-pkix 20 }
i d-1o0go-certimage OBJECT IDENTIFIER ::= { id-1ogo TBD }

/1* Note: TBD is to be replaced by a real O D before publication of
this draft *//

When present the Certificate Image MJUST represent a conplete visua
representation of the certificate. This nmeans that the display of
this certificate imge represents all information about the
certificate that the issuer subjectively defines as relevant to show
a typical hunman user within the typical intended use of the
certificate, giving adequate information about at |east the foll ow ng
three aspects of the certificate:

- Certificate Context
- Certificate |ssuer
- Certificate Subject

Certificate Context information is visual marks and/or textua
i nformati on which hel ps the typical user to understand the typica
usage and/ or purpose of the certificate

It is up to the issuer to decide what information in the form of text
and graphi cal synbols and el enents, which represents a conplete
vi sual representation of the certificate.

Applications providing a Graphical User Interface (GJ) to the
certificate user MAY present a Certificate Inmage according to this
standard in any given application interface, as the only visua
representation of a certificate.

3 Logot ypel magel nf o

The optional Logotypel magelnfo structure is defined in [ RFC3709] and
is included here for convenience:
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Logot ypel magel nfo ::= SEQUENCE {
type [0] Logotypel mageType DEFAULT col or,
fileSize INTEGCER, -- In octets
XSi ze I NTEGER, -- Horizontal size in pixels
ySi ze I NTECER, -- Vertical size in pixels
resol ution Logot ypel nageResol uti on OPTI ONAL,
| anguage [4] IASString OPTIONAL } -- RFC 3066 Language Tag

When the optional Logotypelmagelnfo is included with a certificate
i mge, the paraneters shall be used with the follow ng semantics and
restrictions.

xSi ze and ySi ze represents recomended display size for the inmage
When a value of O (zero) is present, no recomended display size
speci fi ed. When non-zero values are present and these values differ
from corresponding size values in the referenced image file, then the
ref erenced i mage SHOULD be scaled to fit within the size paraneters
of Logotypel magel nfo, while keeping x and y ratio intact.

Resol uti on MJUST NOT be specifi ed.

4 Certificate Inage Fornats

4.1 PDF

A Certificate Image MAY be provided in the formof a Portable
Docunent Format (PDF) docunent according to [1S032000] follow ng the
conventions defined in this section. Wien a certificate inmage is
formatted as a PDF docunent, it MJST also be formatted according to
the profile PDF/ A [IS0OL9005].

When including a PDF docunment as Certificate Image, the foll ow ng
M ME nedia type as specified in [ RFC3778] MJST be used as nedi aType
in LogotypeDetails:
appl i cati on/ pdf
4.2 SVG

A Certificate Image MAY be provided in the formof a Scal abl e Vector
G aphic (SVG inmage, which MIST follow the SVG Tiny profile [SVGT1. 2]

The following MM nedia type defined in Appendi x M of [SVGT1.2] MJIST
be used as nedi aType in LogotypeDetails for SVG inages:

i mage/ svg+xm
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The SVG image file MJUST NOT incorporate any external inmage data by
reference to an external SVG docunent, or by reference to an externa
medi a source other than SVG Doing so would incorporate i mage data
that is not covered by the | ogotypeHash val ue of the inmage.
Certificate using applications MIST reject any imge that violates
this rule.

The XML structure in the SVG file MJST use <LF> (linefeed OxO0A) as
end-of -1ine (EOL) character when cal cul ati ng the hash over the SVG
file. The referenced SVG file may be provided in conpressed form for
exanple as SVG & or SV&. It is outside the scope of this
specification to specify any such conpression algorithm However
after deconpression the ECL characters of the SVG file MJST be
normal i zed according to this section before conputing the hash of the
SVG file.

4.2 PNG

If acertificate inage is provided as a bit napped i nage, the PNG
[1S0OL5948] format SHOULD be used.

PNG i mages are identified by the follow ng nedi aType in
Logot ypeDet ai | s:

i mage/ png
5 Enbedded i mages

The certificate i mage otherLogos type MAY be stored within the

| ogot ype extension using the "data" URL schene defined in RFC 2397
[RFC2397] if the logotype inmage is provided through direct
addressing, i.e. the inage is referenced using the LogotypeDetails
structure.

The syntax of Logotype details defined in RFC 3709 is included here
for conveni ence:

Logot ypeDetail s ::= SEQUENCE ({
medi aType | A5String, -- MME nedia type nanme and optiona
-- parameters
| ogot ypeHash SEQUENCE SI ZE (1..MAX) OF HashAl gAndVval ue,
| ogot ypeUR SEQUENCE SI ZE (1..MAX) OF | A5String }
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The syntax of the "data" URL Schene defined in RFC 2397 is included
here for convenience:

dat aur | = "data:" [ nmediatype ] [ ";base64" ] "," data
medi at ype = [ type "/" subtype ] *( ";" paraneter ) data
:= *urlchar paraneter := attribute "=" value

When including the inmage data in the | ogotype extension using the
"data" URL schenme the follow ng conventions apply.

- the value of nediaType in LogotypeDetails MJST be identical to
the medi atype value in the "data" URL.

- The hash of the image MJST be included in | ogotypeHash and MJST
be cal cul ated over the sane data as it would have been, had the
i mge been referenced through a link to an external resource.

Note: As the "data" URL schene is processed as a data source rather
than as a URL, the inmage data is typically not linmted by any
URL length Iimt setting that otherwi se apply to URLs in
gener al

Note: |Inplenmentations need to be cautious about the the size of
i mages included in a certificate in order to ensure that the
size of the certificate does not prevent the certificate to be
used as intended.
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6 Security Considerations

This docunment is based on and inherits all security considerations
from RFC 3709 [ RFC3709] .

Ref erenced inmage files are hashed in order to bind the inage to the
signature of the certificate. Sone inmage types, such as SVG al | ow
part of the image to be collected fromexternal source by
incorporating a reference to an external image file. If this feature
were used within a certificate inage file, the hash of the image file
woul d only cover the URI reference to the external image file, but
not the referenced inage data. To ensure that the hash of the
certificate inmage covers the whol e image, inplementations of this
standard MUST reject inages that incorporate parts of the inage by
reference to external image files

CAs issuing certificate with enbedded certificate i mages should be
cautious when accepting graphics fromthe certificate requestor for
inclusion in the certificate if the hash algorithmused to sign the
certificate is vulnerable to collision attacks. In such case the
accepted i mage may contain data that could help an attacker to obtain
colliding certificates with identical certificate signatures.

7 | ANA Consi derations

Thi s docunment requires no actions from | ANA
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Appendi x A - "data" URL exanple

The followi ng exampl e stores an enbedded SVG i mage using the "data"
URL schene.

dat a: i mage/ svg+xm ; base64, PHN2ZyB4bWucz0i aHROcDovL3d3dy53My5vem
cvM AMMCI9zdnti | HIpZHRoPSI OMDEI | Ghl aWiodDOi CDAX I i B2ZXJzaWouPSI xL |
Al PgOKPHBhdGggc3R5bGU91 nZpbGan6bmduZTsgec3Ryb2t | G MMVDAWIVDA71 HNOcm
9r ZS13aWR0aDoxMDsi DQpk PSJ NNDUs NEEOMOWOMCAW DAgMSAt NDAs NDB2 Mz EWY'T
QDM DAgMCAX | DQWL DQwa DIk MGEOMOWOMCAW DAg MVSAOMOW NDB2 L TIMK MGEOMC
WOMCAW DAgMVSAL NDASLTQwei | vPgOKPC9zdnt +DQo=

This exanple stores the followi ng SVG i mage

<svg xm ns="http://ww. w3. org/ 2000/ svg" w dt h="401" hei ght ="801"
version="1.0">
<path style="fill:none; stroke:#000000; stroke-w dth:10;"
d="M45, 5a40,40 0 0 1 -40,40v310a40,40 0 0 1 40, 40h310a40,
40 0 0 1 40,-40v-310a40,40 0 0 1 -40,-40z"/>
</ svg>
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