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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs),; Essential, or potentially Essential, IPRs notified to
ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This draft European Standard (EN) has been produced by {ETSI Technical Committee|ETSI Project|<other>} <long
techbody> (<short techbody>) and is now submitted for the combined Public Enquiry and Vote phase of the ETSI EN
Approval Procedure.

Proposed national transposition dates

Date of latest announcement of this EN (doa): 3 months after ETSI publication
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 6 months after doa

Date of withdrawal of any conflicting National Standard (dow): 6 months after doa

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary
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1 Scope

The present document ...

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.
(1]
2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1]

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the [following] terms [given in ... and the following] apply:

3.2 Symbols

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

3.3 Abbreviations

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

ETSI
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4 Context and objectives

This clause shall establish the policy, regulatory, and technical motivations for the standard and outline its intended
outcomes. It shall position Al-based Local Digital Twins as instruments for implementing EU digital policy objectives
and supporting evidence-based local governance.

4.1 Policy and regulatory context

This sub-clause shall describe the alignment of the present standard with the EU regulatory framework applicable to
digital twins and Al systems at the local level. It shall reference the Interoperable Europe Act (Regulation (EU)
2024/903) and its mandate for interoperable cross-border digital public services. It shall address the Data Governance
Act and the Data Act with respect to data sharing, re-use, and data space participation by public sector bodies. It shall
describe how the EU Al Act establishes requirements for Al systems potentially deployed within LDTs, including risk
classification, transparency obligations, and human oversight provisions. The sub-clause shall also reference the
GDPR with respect to data protection requirements applicable to personal data processed by LDTs and shall note the
relevance of the NIS2 Directive for the cybersecurity of digital infrastructure. The role of the European Interoperability
Framework and its four layers of interoperability (legal, organisational, semantic, and technical) shall be referenced as
a structural underpinning for the architectural design.

4.2 Alignment with European Initiatives (e.g. CitiVerse EDIC)

This sub-clause shall explain how the Al-based LDT reference architecture supports and aligns with pan-European
digital twin initiatives. It shall describe the CitiVerse European Digital Infrastructure Consortium (EDIC) and its
objectives to establish a federated ecosystem of local digital twins across European cities. The sub-clause shall explain
how the present standard provides the technical building blocks and interoperability framework upon which CitiVerse-
aligned implementations can be constructed. It shall describe the relationship with the Living-in.EU movement and its
Declaration principles, the role of Common European Data Spaces (particularly those for mobility, energy, and the
built environment) as sources and consumers of LDT data, and the connection to the Digital Europe Programme
funding instruments supporting digital twin deployment. The sub-clause shall make clear that the architectural choices
in the present document are designed to enable cross-city and cross-border federation as a foundational capability.

4.3 Stakeholders and Target Audience

This sub-clause shall identify the intended users and beneficiaries of the present standard. Primary stakeholders shall
include: municipal authorities and local government bodies responsible for procuring or operating LDTs, solution
providers and system integrators developing LDT platforms and applications; data providers (loT operators, utility
companies, geospatial data producers) supplying inputs to LDTs, standardization bodies and regulatory authorities
using the present document as a reference; and research organisations contributing to the advancement of Al-based
digital twin technologies. Secondary stakeholders shall include citizens and civil society organisations as end-users of
LDT-enabled services, and policymakers at national and European level seeking to assess or mandate interoperability
requirements for local digital twins. The sub-clause shall describe the different perspectives from which each
stakeholder category engages with the architecture.

4.4 Management of KPI within the Local Digital Twins

This sub-clause shall describe how Key Performance Indicators relevant to local governance objectives are managed
within the Al-based LDT architecture. It shall explain that LDTs provide a framework for defining, collecting,
computing, and monitoring KPIs across multiple domains, including sustainability (energy consumption, carbon
emissions, air quality), mobility (traffic flow, public transport usage), urban services (waste management efficiency,
public lighting), and citizen wellbeing. The sub-clause shall describe how AI/ML augmentation functions within the
architecture compute predictive and prescriptive KPIs, enabling scenario analysis and policy impact assessment. It
shall reference how the Digital Twin State maintains current and historical KPI values, and how the Digital Interface
exposes KPI data through standardized APIs for dashboards, reporting tools, and cross-domain analytics. The role of
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semantic modelling through SAREF extensions in harmonizing KPI definitions across different municipal domains and
enabling cross-city comparison shall also be addressed.

3 General Principles and Requirements

This clause shall define the foundational architectural and governance principles guiding the design, deployment, and
operation of Al-based LDTs. These principles shall serve as normative requirements that all conformant
implementations shall satisfy.

5.1 Interoperability and Portability

This sub-clause shall specify requirements for achieving syntactic, semantic, organisational, and technical
interoperability in Al-based LDT implementations. At the syntactic level, it shall mandate the use of standardized data
formats (JSON-LD, GeoJSON) and APIs (NGSI-LD, OGC APIs) for data exchange. At the semantic level, it shall
require the adoption of shared ontologies and vocabularies, with SAREF and its extensions as the primary semantic
framework, complemented by domain-specific models. At the organisational level, it shall specify requirements for
governance agreements, data sharing policies, and service-level definitions enabling cross-organisational
collaboration. At the technical level, it shall mandate the use of open, standards-based interfaces for all architectural
components, ensuring that data and services can be ported across platforms without vendor lock-in. The sub-clause
shall reference the Minimal Interoperability Mechanisms (MIM1 through MIM5 and MIMS) as the operational
interoperability framework and shall require traceability between architectural components and MIM specifications.

5.2 Openness and Vendor Neutrality

This sub-clause shall establish requirements preventing proprietary lock-in and ensuring that AI-based LDT
implementations are based on open, standards-based technologies. It shall mandate the use of recognized open
standards for all interfaces, data models, and communication protocols within the architecture. It shall require that
implementations allow substitution of individual components without requiring replacement of the entire platform. The
sub-clause shall specify that APIs shall be documented using open specification languages (e.g., OpenAPI) and shall be
publicly accessible. It shall require that data stored within the LDT shall be exportable in open, standardized formats,
ensuring the municipality retains full sovereignty over its data assets. The sub-clause shall also address requirements
for open-source reference implementations where applicable, and shall note the importance of a competitive supplier
ecosystem for long-term sustainability.

5.3 Scalability and Extensibility

This sub-clause shall define requirements enabling both horizontal scaling (adding capacity through additional
computational nodes or twin instances) and vertical scaling (increasing the resources allocated to existing components)
of Al-based LDT deployments. It shall specify that the architecture shall support modular composition, allowing new
functional components, data sources, domains, or augmentation functions to be integrated without disrupting existing
services. It shall require that the architecture support deployment across the edge-to-cloud continuum, as described in
ETSI TS 103 846, enabling both edge-based deployments for low-latency real-time processing and cloud-based
deployments for computationally intensive simulations and analytics. The sub-clause shall specify requirements for
domain-specific extensibility mechanisms allowing sectoral requirements (e.g., energy, mobility, environment, health)
to be accommodated through extension profiles, while maintaining the common architectural core.

5.4 Security, Privacy and Data Protection

This sub-clause shall specify baseline security, privacy, and data protection requirements for AI-based LDT
implementations. It shall mandate alignment with the GDPR for all personal data processing, including requirements
for data minimization, purpose limitation, storage limitation, and the exercise of data subject rights. It shall specify
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security requirements aligned with ISO/IEC 27001 and the NIS2 Directive, covering identity and access management,
secure communication, data integrity, and incident response. The sub-clause shall define data governance requirements
addressing data ownership, stewardship, quality assurance, and data sharing conditions. It shall require that security
and privacy considerations be embedded by design and by default in the architecture, rather than treated as add-on
features. Requirements for data classification, access control policies, and audit trails shall be specified. The sub-
clause shall also address the specific challenges arising from the multi-stakeholder nature of LDTs, where data from
different organisational domains may need to be combined while respecting individual data governance policies.

5.5 Ethical and Trustworthy Al

This sub-clause shall define principles and requirements for ensuring that AI components within the LDT architecture
operate in a transparent, accountable, non-discriminatory, and human-supervised manner. It shall reference the EU Al
Act requirements applicable to Al systems deployed within LDTs, including risk classification, documentation, and
conformity assessment obligations. The sub-clause shall require that AI/ML models used for prediction,
recommendation, or decision support within the LDT provide explainability mechanisms enabling stakeholders to
understand the basis and limitations of Al outputs. It shall mandate human oversight provisions ensuring that AI-
generated outputs, particularly those influencing public policy decisions, remain subject to human review and
validation. Requirements for bias detection and mitigation, fairness assessment, and regular auditing of AI model
performance shall be specified. The sub-clause shall also address data quality requirements for Al training data,
ensuring representativeness, accuracy, and absence of discriminatory bias.

5.6 Testability Requirements of the Deployed Local Digital
Twins

This sub-clause shall define requirements and evaluation mechanisms for verifying and validating that deployed Al-
based LDT implementations conform to the present standard. It shall specify categories of testable requirements
including: functional conformance (correct implementation of specified interfaces, data models, and processing logic),
interoperability testing (ability to exchange data with other conformant implementations), performance testing
(response times, throughput, scalability under load), and security testing (vulnerability assessment, access control
verification). The sub-clause shall require that conformant implementations expose monitoring and diagnostic
interfaces (as specified in the architecture's Monitoring Interface) enabling automated testability assessment. It shall
specify requirements for test data, test environments, and testing procedures that allow reproducible evaluation. The
sub-clause shall reference ETSI PLUGTESTS methodology where applicable and shall provide the basis for a
conformance testing framework to be detailed in a companion deliverable.

5.7 Sustainability

Connect it with TC465 work

6 Reference Architecture Overview

This clause shall provide a high-level structural description of the Al-based Local Digital Twin architecture,
establishing the conceptual framework, layered decomposition, and technical mapping that the detailed functional
component specifications in subsequent clauses elaborate. It shall incorporate the digital twin capabilities (descriptive,
predictive, prospective) defined in ETSI GR CIM 017 and reused as a basis in MIMS. It shall also address the digital
twin lifecycle as described in ETSI GR CIM 017.

ETSI
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6.1 Architectural Objectives

This sub-clause shall define the functional and non-functional objectives that the reference architecture is designed to
fulfil. Functional objectives shall include: enabling the digital representation and real-time synchronization of local
physical assets and processes; providing AI/ML augmentation capabilities for descriptive, predictive, and prescriptive
analytics, supporting multi-domain data integration across heterogeneous sources,; enabling federation with other
LDTs and digital twin ecosystems, and exposing standardized interfaces for application development and cross-
platform interoperability. Non-functional objectives shall include: ensuring openness and vendor neutrality,; supporting
scalable deployment across the edge-to-cloud continuum, providing robust security, privacy, and data governance,
enabling compliance with applicable EU regulations (Al Act, Data Act, GDPR); and facilitating testability and
conformance assessment. The sub-clause shall explain how these objectives derive from the policy context (Clause 4),
the general principles (Clause 5), and the requirements identified in companion ETSI deliverables.

6.2 Conceptual Model of Local Digital Twins

This sub-clause shall describe the conceptual representation of real-world assets, processes, and systems in digital form
within the Al-based LDT architecture. It shall define the core conceptual entities: Physical Twins (the real-world
assets), Digital Twins (their digital counterparts), the Digital Twin Model (defining behaviour and digitalization logic),
the Digital Twin State (the synchronized digital representation), and Augmentation Functions (extending capabilities
through AI/ML). The sub-clause shall explain the cyber-physical relationship between physical and digital twins,
including bidirectional data flows for state synchronization and action execution. It shall describe how, in the context of
Al-based LDTs, the concept of augmentation encompasses AI/ML analytics, simulation, and decision support as first-
class capabilities. The Digital Twin Description, providing metadata and discoverability information, shall be
introduced as a means to enable federation and ecosystem interoperability. The sub-clause shall position the LDT
conceptual model within the broader context of digital twin capabilities defined in ETSI GR CIM 017, explicitly
distinguishing descriptive, predictive, and prospective capabilities.

6.3 Logical Architecture Layers

This sub-clause shall present the layered decomposition of the AI-based LDT architecture into functional domains. It
shall clearly distinguish between the data plane (concerned with the flow, processing, and storage of operational data
from physical assets through the twin to applications and services) and the control plane (concerned with the
management, monitoring, configuration, and lifecycle governance of the twin and its components). The logical layers
shall include: a Physical Interaction Layer (interfacing with loT devices, sensors, legacy systems, and external data
sources); a Context and Data Management Layer (handling context information management, data persistence,
semantic modelling, and interoperability); an Analytics, Simulation, and AI/ML Layer (providing descriptive,
predictive, and prescriptive analytical capabilities and augmentation functions),; an Application and Service Layer
(exposing APIs, services, and event-driven communication to consumers), and cross-cutting concerns including
Security, Monitoring, and Lifecycle Management that span all layers. The sub-clause shall describe the interactions
between layers and shall provide a logical architecture diagram illustrating the layered structure.

6.4 Technical Architecture View

This sub-clause shall map the logical components defined in Clause 6.3 to technical building blocks and standards-
based implementations. It shall identify the correspondence between logical layers and specific standards and
technologies: NGSI-LD and ETSI CIM specifications for context information management;, SAREF ontologies for
semantic modelling; oneM2M for IoT service layer integration, OGC APIs for geospatial services; and recognized
AI/ML lifecycle management frameworks. The sub-clause shall describe how the blueprint architecture defined in ETSI
TS 103 846 (with its Physical Interface, Digital Interface, Management Interface, Monitoring Interface, and core
Model/State/Augmentation components) is adapted and extended for the specific requirements of Al-based LDTs in the
local governance context. It shall address technical considerations for deployment across edge, cloud, and hybrid
environments. The technical view shall include a mapping diagram tracing logical components to standards and
technical specifications.
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7 Functional Components

This clause shall specify the core functional elements composing the Al-based LDT architecture, detailing the
responsibilities, interfaces, and interactions of each component.

7.1 Data Acquisition Layer

This sub-clause shall define the mechanisms for ingesting data from heterogeneous sources into the Al-based LDT. It
shall describe the Physical Interface and Physical Adapter concepts from the blueprint architecture (ETSI TS 103 846),
adapted for the LDT context. It shall specify that the data acquisition layer shall support bidirectional communication
(data ingestion and action dispatch) and shall decouple the complexity of physical-world protocols from the DT core.
The sub-clause shall identify the categories of data sources relevant to LDTs: loT sensor networks, municipal IT
systems, geospatial databases, open data portals, citizen-generated data, and federated data from other LDTs or data
spaces.

711 loT Device Integration (e.g. oneM2M, SAREF)

This sub-clause shall specify integration patterns for loT devices and edge systems within the AI-based LDT
architecture. It shall define how Physical Adapters abstract device-specific protocols (MQTT, CoAP, HTTP,
LoRaWAN, Zigbee) into a uniform internal representation. It shall specify requirements for the use of oneM2M service
layer specifications for cross-domain IoT interoperability and SAREF ontologies for semantic annotation of IoT data.
The sub-clause shall address Physical Twin Description mechanisms enabling the DT to discover and understand the
capabilities, properties, actions, and events available on physical assets, as specified in ETSI TS 103 846. Requirements
for real-time and near-real-time data acquisition, including support for the OGC SensorThings API, shall be defined.

7.1.2  Legacy Systems and External Data Sources

This sub-clause shall define integration approaches for existing municipal IT systems, third-party data providers, and
legacy infrastructure. It shall specify adapter patterns for connecting to relational databases, file-based data
exchanges, proprietary APIs, and legacy SCADA or building management systems. The sub-clause shall address
requirements for data quality assessment, format transformation, and metadata enrichment at the point of ingestion. It
shall specify how European and national open data portals, geoportals, and Common European Data Spaces can be
connected as external data sources. Requirements for batch and streaming data ingestion modes shall be defined.

7.2 Context Management Layer (e.g. NGSI-LD)

This sub-clause shall specify the context information management capabilities of the Al-based LDT, based on linked
data principles and standardized APIs. It shall mandate the use of NGSI-LD (as specified in the ETSI GS CIM 009
series) as the core context information management framework, providing entity-centric data management with support
for properties, relationships, temporal attributes, and geospatial queries. The sub-clause shall describe how context
entities represent the Digital Twin State, mapping physical assets, their attributes, relationships, and events into the
NGSI-LD information model. It shall specify requirements for context subscription and notification mechanisms
enabling event-driven architectures. Requirements _for multi-tenancy, access control at the entity and attribute level,
and federation with external context brokers shall be addressed. The sub-clause shall describe how NGSI-LD temporal
capabilities support historical data access for analytics and AI model training.

7.3 Data Management, Semantics and Interoperability

This sub-clause shall define the persistent storage, indexing, lifecycle management, and semantic modelling approach
ensuring cross-domain interoperability within the Al-based LDT. Mention needs for data quality aspects (Al Ready
data)
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7.3.1 Data Persistence

This sub-clause shall specify storage strategies for the different categories of data managed by the LDT: real-time
context data (current Digital Twin State), historical time-series data (for trend analysis, Al training, and auditability),
simulation and scenario data (what-if analysis outputs), and reference data (geospatial base maps, cadastral data,
classification schemes). It shall specify requirements for scalable storage solutions capable of accommodating the data
volumes and velocity associated with loT-intensive urban environments. Requirements for data retention policies,
archival, and lifecycle management shall be addressed. The sub-clause shall note the internal storage capabilities
described in the DT blueprint architecture (ETSI TS 103 846) and their role in maintaining DT state history.

7.3.2 Metadata and Semantics

This sub-clause shall define semantic annotation requirements and metadata governance for data managed within the
Al-based LDT. It shall specify that all data entities shall be annotated with machine-readable semantic metadata
enabling automated discovery, classification, and interpretation. It shall mandate the use of linked data principles
(RDF, JSON-LD) and standardized vocabularies for metadata expression. Requirements for metadata cataloguing,
provenance tracking, and data quality metadata shall be addressed. The sub-clause shall describe how semantic
metadata enables cross-domain data integration and supports the knowledge graph approach described in DIN SPEC
91607 for making structural and logical relationships between data entities transparent and exploitable.

7.3.3 SAREF-Based Models

This sub-clause shall define the use of SAREF (Smart Applications REFerence) ontologies and their extensions as the
primary semantic framework for harmonized data modelling within the Al-based LDT. It shall identify the relevant
SAREF extensions for LDT domains: SAREF4City for smart city applications, SAREF4Building for building
information, SAREF4Environment for environmental monitoring, SAREF4Energy for energy systems, and SAREF for
Digital Twins as being developed under ETSI STF 641. The sub-clause shall describe how SAREF-based models enable
interoperability between LDTs by providing a shared vocabulary for describing entities, properties, and relationships
across heterogeneous domains. Requirements for extending SAREF models with local or domain-specific concepts
while maintaining compatibility with the core ontology shall be specified.

7.3.4 Domain-Specific Extensions

This sub-clause shall specify extension mechanisms allowing the Al-based LDT semantic model and data structures to
accommodate sector-specific requirements. It shall define a principled approach for creating domain extensions that
build upon the core SAREF ontology and NGSI-LD information model without breaking interoperability with the
common architectural framework. Domains to be addressed shall include at minimum: urban mobility and transport,
energy and utilities, environment and climate, public health and safety, land use and spatial planning, and building and
construction (including BIM integration). The sub-clause shall specify governance requirements for the creation,
validation, and publication of domain-specific extension profiles.

7.4 Connection with Geo-information Services

This sub-clause shall specify the integration of geospatial data and services within the Al-based LDT architecture. It
shall mandate the use of OGC standards (WMS, WF'S, OGC API Features, OGC API Processes, 3D Tiles, CityGML,
13S) for geospatial data provision and consumption. It shall describe how geospatial information provides the
foundational spatial reference framework for LDTs, enabling the positioning of all physical and digital entities within a
coherent coordinate system. The sub-clause shall address requirements for integrating 2D and 3D geospatial data,
including digital terrain models, 3D city models, and cadastral base maps. It shall specify how the INSPIRE Directive
transposition and national spatial data infrastructures can serve as geospatial data sources. Requirements for
geospatial queries and spatial analytics within the context management layer (NGSI-LD geo-queries) shall be defined.
The sub-clause shall note the central role of geospatial representation as identified in DIN SPEC 91607 for urban
digital twins.
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7.5 Analytics, Simulation and Al/ML

This sub-clause shall define the analytical and modelling capabilities of the Al-based LDT, including the integration of
AI/ML components into the architecture. It shall describe these capabilities in terms of the augmentation function model
from ETSI TS 103 846, wherein AI/ML analytics operate as Augmentation Functions producing augmented Digital
Twin States. It shall distinguish between state-driven augmentation (triggered by DT state changes) and periodic
augmentation (executed on scheduled intervals), both producing Pending Digital Twin States that are validated by the
DT Model.

7.51 Descriptive and Predictive Analytics

This sub-clause shall specify support for statistical analysis and forecasting within the AI-based LDT. Descriptive
analytics shall encompass the computation of current KPlIs, anomaly detection, pattern recognition, and data
visualization from current and historical DT State data. Predictive analytics shall address time-series forecasting,
demand prediction, risk assessment, and trend extrapolation using statistical and machine learning models. The sub-
clause shall specify requirements for the integration of these capabilities as augmentation functions within the DT
architecture, ensuring that analytical outputs augment the DT State in a structured and validated manner.

7.5.2  Simulation and What-If Analysis

This sub-clause shall define capabilities for scenario modelling and policy testing within the Al-based LDT. It shall
describe how the LDT enables the creation of alternative scenarios by modifying input data and simulation parameters
to compare alternative futures, as described in the twin application model of DIN SPEC 91607. It shall specify
requirements for prospective digital twin capabilities (as defined in ETSI GR CIM 017), enabling stakeholders to
evaluate the potential consequences of policy decisions, infrastructure investments, or emergency responses before
implementation. The sub-clause shall address the integration of simulation engines and computational models as
augmentation functions within the architecture, specifying interfaces for scenario configuration, execution, and result
comparison.

7.5.3 Model Lifecycle Management

This sub-clause shall define governance requirements for the full lifecycle of AI/ML models deployed within the Al-
based LDT, covering training, validation, deployment, monitoring, and retirement. It shall specify requirements for
model versioning, reproducibility of results, and traceability of training data. The sub-clause shall address
requirements for continuous monitoring of model performance in production, including detection of concept drift, data
quality degradation, and accuracy deterioration. It shall specify procedures for model update, retraining, and rollback.
Requirements for documentation of model characteristics, training methodology, performance metrics, and known
limitations shall be defined, supporting both internal governance and Al Act compliance obligations.

7.5.4 Explainability and Transparency

This sub-clause shall specify requirements for interpretable and auditable Al systems within the AI-based LDT
architecture. It shall mandate that AI/ML augmentation functions provide explanations for their outputs in terms
understandable to the intended stakeholder audience (technical operators, policy decision-makers, or citizens). It shall
specify requirements for logging and recording the inputs, parameters, and reasoning paths that led to specific Al
outputs, enabling post-hoc auditing. The sub-clause shall address requirements for confidence scores, uncertainty
quantification, and sensitivity analysis accompanying Al-generated predictions and recommendations. It shall define
how explainability information is incorporated into the augmented Digital Twin State and exposed through the Digital
Interface.

7.5.5 Risk Management and Compliance with EU Al Act

This sub-clause shall define conformity assessment and risk mitigation measures for AI components within the AI-based
LDT, aligned with the requirements of the EU Al Act. It shall specify how the risk classification framework of the AI Act
applies to Al systems deployed within LDTs, identifying which use cases may fall under high-risk or limited-risk
categories. The sub-clause shall specify requirements for maintaining technical documentation, conducting conformity
assessments, implementing quality management systems, and ensuring human oversight for high-risk Al systems. It
shall address requirements for incident reporting, post-market monitoring, and the registration of Al systems as
required by the Al Act. The sub-clause shall also specify how the architecture facilitates compliance through built-in
logging, auditing, and transparency mechanisms.
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7.6 Application and Service Layer

This sub-clause shall specify the application services, APIs, and communication patterns exposing Al-based LDT
functionality to external consumers. It shall define requirements for the Digital Interface and Digital Adapters from the
DT blueprint architecture, adapted for the LDT context. It shall specify internal API contracts between architectural
layers and external APIs for application developers. The sub-clause shall mandate support for multiple API paradigms:
RESTful APIs for request-response interactions, publish-subscribe mechanisms (e.g., MOTT, AMQP) for event-driven
communication, and WebSocket or Server-Sent Events for real-time streaming. It shall specify requirements for API
documentation using OpenAPI specifications, API versioning, rate limiting, and developer onboarding. The sub-clause
shall define service contracts specifying quality-of-service parameters, availability targets, and error handling.
Requirements for API gateway functions including authentication, authorization, throttling, and analytics shall be
addressed.

7.7 User Interaction and Visualization

This sub-clause shall define requirements for user-facing interfaces enabling interaction with the Al-based LDT. It shall
specify requirements for dashboards presenting real-time and historical KPIs, alerts, and status information. It shall
address requirements for 2D and 3D visualization of geospatial data and digital twin models, including support for
web-based 3D rendering using standards such as 3D Tiles, CityGML, and 13S. The sub-clause shall define
requirements for decision-support interfaces presenting Al-generated insights, scenario comparison tools, and what-if
analysis controls. It shall specify accessibility requirements ensuring that visualization interfaces are usable by
stakeholders with varying levels of technical expertise. Requirements for citizen-facing interfaces supporting public
participation, transparency, and civic engagement with LDT-enabled services shall be addressed. The sub-clause shall
describe how visualization components interact with the Digital Interface to retrieve and display DT state, events, and
analytical outputs.

8 Security Architecture

This clause shall define the security framework supporting the trusted operation of AI-based LDTs, addressing the
multi-stakeholder, multi-domain, and federated nature of the architecture.

8.1 Identity and Access Management

This sub-clause shall specify requirements for authentication, authorization, and identity federation within the Al-based
LDT architecture. It shall mandate support for standards-based identity management mechanisms, including single
sign-on, OAuth 2.0, and OpenlID Connect. It shall specify requirements for role-based and attribute-based access
control policies governing access to data, services, and administrative functions at granular levels (entity, attribute,
temporal range). The sub-clause shall address identity federation requirements enabling users and systems from
different organisations to authenticate and be authorized within the LDT ecosystem. Requirements for machine-to-
machine authentication (API keys, mutual TLS, service accounts) shall be defined for interactions between architectural
components and external systems.

8.2 Secure Communication

This sub-clause shall define encryption and secure transport requirements for all communication channels within and
between Al-based LDT components. It shall mandate the use of TLS for all HTTP-based communications and
equivalent security measures _for messaging protocols (MQOTT over TLS, AMOP over TLS). Requirements for end-to-end
encryption where data transits multiple intermediaries shall be addressed. The sub-clause shall specify certificate
management requirements, including the use of trusted certificate authorities and certificate lifecycle management.
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8.3 Data Integrity and Confidentiality

This sub-clause shall specify controls protecting data from unauthorized access, modification, or destruction within the
Al-based LDT. It shall define requirements for encryption of data at rest for sensitive data categories, integrity
verification mechanisms (checksums, digital signatures) for data in transit and at rest, and data classification schemes
enabling differentiated protection levels. The sub-clause shall address the confidentiality requirements arising from the
combination of data from different organisational sources within the LDT, including controls preventing unauthorized
cross-domain data correlation.

8.4 Logging, Auditing and Traceability

This sub-clause shall define auditability and monitoring requirements supporting accountability and forensic analysis
within the Al-based LDT. It shall specify requirements for comprehensive logging of access events, data modifications,
configuration changes, and administrative actions. It shall mandate that audit logs be tamper-resistant, timestamped,
and retained for periods aligned with regulatory requirements. The sub-clause shall address traceability requirements
ensuring that AI/ML model inputs, processing steps, and outputs can be reconstructed for auditing purposes. It shall
specify how the Monitoring Interface of the DT architecture supports the collection and exposure of audit data.

8.5 Cybersecurity Risk Management

This sub-clause shall specify requirements for systematic identification, assessment, and mitigation of cybersecurity
risks in AlI-based LDT deployments. It shall mandate the adoption of a structured cybersecurity risk management
framework aligned with ISO/IEC 27005 and the NIST Cybersecurity Framework. The sub-clause shall require regular
risk assessments covering the full LDT attack surface, including loT device vulnerabilities, API security, data pipeline
integrity, and AI model adversarial robustness. It shall specify requirements for incident detection, response, and
recovery procedures. The sub-clause shall address the specific cybersecurity considerations arising from the federated
nature of LDTs, where trust boundaries extend across organizational and jurisdictional domains, consistent with the
security considerations described in DIN SPEC 91607 for urban digital twin infrastructure.

9 Federation and Cross-Domain Integration

This clause shall specify mechanisms enabling collaboration and data exchange beyond a single AI-based LDT
instance.

There’s also the IEC/CD TS 63526

9.1 Inter-City Federation Mechanisms and Cross-Border
Interoperability Considerations

This sub-clause shall define the architectural patterns enabling multiple Al-based LDTs from different municipalities to
federate and exchange data. It shall specify federation mechanisms at the context management layer (NGSI-LD context
broker federation), at the semantic layer (shared SAREF-based data models and vocabularies), and at the service layer
(federated API access and service composition). The sub-clause shall address cross-border interoperability
requirements arising when LDTs in different EU Member States need to collaborate, including considerations for
differing data protection regimes, administrative structures, and linguistic contexts. It shall specify requirements for the
DT Description and DT discoverability mechanisms enabling LDTs to discover, understand, and interact with other
twin instances, as specified in ETSI TS 103 846. The sub-clause shall describe how federation supports the CitiVerse
EDIC vision and Common European Data Space participation. Requirements for federated identity management, trust
establishment, and data sovereignty across federated LDTs shall be specified.
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9.2 Cross-Domain Data Exchange

This sub-clause shall specify mechanisms for harmonized data exchange between sectoral systems integrated within or
connected to the Al-based LDT. It shall address the integration patterns enabling data flow between domain-specific
platforms (e.g., mobility management systems, energy management systems, environmental monitoring networks,
building information systems) and the LDT's common data infrastructure. The sub-clause shall specify requirements for
semantic mediation and data transformation when data crosses domain boundaries, leveraging the SAREF ontology
framework and domain-specific extensions. It shall describe the role of Common European Data Spaces as federated
data exchange infrastructure connecting to the LDT architecture. Requirements for data exchange agreements,
licensing, and provenance tracking across domains shall be defined. The sub-clause shall also address the interaction
with data space connectors and the use of Gaia-X principles for sovereign data sharing, as described in DIN SPEC
91607.

Annex A (informative) Example Use Case Scenarios

This annex shall provide illustrative cross-domain scenarios demonstrating practical application of the Al-based LDT
reference architecture. It shall present several use case scenarios spanning different municipal domains, showing how
the architectural components, interfaces, and Al capabilities specified in the normative clauses work together to
address real-world local governance challenges. Example scenarios may include: Al-driven urban mobility
management (traffic prediction, adaptive signal control, multi-modal transport optimization), environmental
monitoring and climate adaptation (air quality prediction, urban heat island detection, flood risk assessment), energy
management and sustainability (building energy optimization, renewable energy integration, district heating
optimization), participatory urban planning (citizen engagement through 3D visualization, scenario comparison for
land-use decisions); and emergency management (disaster simulation, coordinated response planning). Each scenario
shall trace the data flow from physical data sources through the architecture's functional layers to the AI-augmented
analytical outputs and decision-support interfaces, referencing the specific architectural components involved.

Annex B (informative) Mapping to Minimal Interoperability
Mechanisms (MIMs)

This annex shall provide a structured traceability matrix between the architectural components and requirements
specified in the present document and the relevant MIM specifications. It shall map architectural elements to MIM1
(Context Information Management), MIM?2 (Data Models), MIM3 (Ecosystem Transaction Management), MIM4
(Personal Data Management), MIM5 (Geospatial Information Management), and MIMS (Digital Twins). For each
MIM, the annex shall identify which clauses and requirements of the present document address or contribute to the
corresponding MIM capability, and shall note any gaps or areas where the present document extends beyond current
MIM specifications. This mapping shall serve as a reference for municipalities and solution providers assessing their
implementations against both the present EN and the MIM framework.

Annex C (informative) Mapping to Relevant EU
Regulations

This annex shall provide a structured overview of the alignment between the present standard and the applicable EU
regulatory instruments. It shall present a mapping table identifying, for each relevant EU regulation (Al Act, Data Act,
Data Governance Act, Interoperable Europe Act, GDPR, NIS2 Directive, INSPIRE Directive, and others as

applicable), the specific articles or provisions that impose requirements relevant to AI-based LDT implementations, and
the corresponding clauses of the present document that address those requirements. The annex shall help implementers
and procurement authorities identify which regulatory obligations are supported by conformance with the present
standard and which obligations require additional measures outside its scope.
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