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1 IoT Vision 

<The framework of IoT definitions, final text to be included by Ovidiu Vermesan>

<Input from SAP Harald Vogt:

In recent years, interconnecting real-world objects (“things”) with other systems has proven beneficial within a number of application domains. By technological advances, communication and processing capabilities are becoming even more accessible and versatile, thus the opportunity for even tighter interconnectivity is fuelling the desire to make use of these possibilities. However, there are still technological and economical challenges to be overcome. In this document, we are addressing these challenges and we outline a roadmap for future research activities to provide practical and reliable solutions.>

<More inputs from SAP Harald Vogt

This chapter should describe the vision: what will the future look like when the IoT will be established?

We should also present the existing definitions, and evaluate them.
· Known IoT visions (FIA, FInES, EU REG, EPoSS, EC staff working paper, FP7 Call 5 ..) and beyond

· Our proposal Some future scenarios to make IoT more comprehensible (AS-IS and TO-BE): 
<5 defintions>

After presenting all the definitions, we should try to systematically describe what the IoT is all about. Here is a first step – very sketchy by now, of course.
Some questions (the what) to drive the discussion

· What are the Things  we consider? (computers, mobile phones, humans, identifiable objects, sensor/actuators networks, ….)

· What are Communicating Things? (frequencies, protocols, thing-to-thing, thing-to-human, thing-to-computer)

· What is the IOT Environment? Real World+Virtual World+Digital World? (is reality just one or “you cannot step twice into the same water”? how these worlds interact and exchange information/knowledge? How do they mutually influence each other? What is ambient intelligence and context awareness?)

· What are the IOT Enterprise Environments? (assuming an Enterprise Environment is Organization – i.e. employees -, Products – i.e. material and immaterial services -, Processes – i.e. automatic and decisional-, Systems – i.e. ERP PLM SCM GIS CRM -)

Here are some of the characteristics that are included in the above definitions:

· “Things” can initiate communication

· “Things” can communicate to other “things”

· “Things” can communicate to computing devices (is a “thing” also a computing device?) 

· “Things” can be “real-world objects” or “virtual objects”

· The IoT is a global infrastructure (how useful is this characteristic, isn’t everything global as soon as it is connected to the internet?)
· “Things” have identity; there are means for automatically identifying them

· “Things” may have sensors attached, thus they can interact with their environment

· “Things” can team up with each other to create federations

· Much of the operations of “things” is done autonomously

· There is information exchange between the real world and the virtual world (information networks)

· “Things” may become first-class citizens in (business) systems

· There are services that act as interfaces to “things”

· Privacy and security are respected

· Standard (i.e. open?) protocols are being used for communication

· “Things” can adapt to their environment

· “Things” are environmentally safe

· A technical term used for “thing” is “networked embedded device” >

2 Q1: Closest IoT definitions ?

Kiritsis Dimitris personal SRA  inputs
I was inspired from some of the already proposed definitions and I would like to propose the following:

“A global network infrastructure where physical and virtual objects with unique ID are discovered and integrated seamlessly (taking into account security and privacy issues) in the associated information network where they are able to offer and receive services which are elements of business processes defined in the environment they become active.”

Euridice, Paolo Paganelli: Definition 3 from SAP.

CuteLoop, Harald Sundmaeker: 

>From CuteLoop, IoT definition 3 from SAP corresponds to our viewpoint.

Moreover, the definition could be extended with respect to the

definition of 'smart objects', outlining aspects required for enabling

an object to provide intelligent support within a business process.

Specifically taking into account the viewpoint of

autonomous/asynchronous behaviour and distributed as well as decoupled

provision of functionality to other objects or human operators

interacting with a physical object.

"A world where physical objects are seamlessly integrated into the

information network[[. ]]Physical objects can become active participants

in business processes [[, incorporating an event based and context aware

capability to provide smart features in combination to physical and

virtual objects]] . Services are available to interact with these 'smart

objects' over the Internet, query and change their state[[, their

capabilities]] and any information associated with them, taking into

account security and privacy issues."

Uniroma, Carlo Medaglia:

> A global network infrastructure, linking physical and virtual objects through the exploitation of data capture and communications capabilities. This infrastructure includes existing and evolving Internet and network developments. It will offer specific object-identification, sensor and connection capability as the basis for the development of independent federated services and applications. These will be characterised by a high degree of autonomous data capture, event transfer, network connectivity and interoperability.

> There are also some good points in def 4 (virtual personalities operating in smart spaces using intelligent interfaces) and 5 (The Real World Internet (RWI). RWI and IoT are expected to collaborate with other emerging concepts such as the Internet of Services (IoS) > ... but there are definitely too long 

iSURF, Sergio Gusmeroli: The closest IoT definition to what iSURF is doing is Definition 3 from
SAP.
Stolpan, Andras Vilmos: Definition 3 (SAP AG)

CASCADAS, Antonio Manzalini: A pervasive environment where people, smart machines, platforms and the overall surrounding space (e.g., through sensors, RFID tags, etc.) will share and use a highly decentralized common pool of resources interconnected by dynamic and even local network of networks.

EPoSS, Ovidiu Vermesan : The closest IoT definition that covers most of the issues is Definition 4 from EpOSS. However, we see that a common definition is required.
SAP, Stephan Haller: I prefer the definition of SAP, obviously, as I had drafted it...:-)
BRIDGE, Mark Harrison: Our preferred definition is definition 3, which manages to be concise, while still capturing most of the main ideas.Initially, definition 4 also has some appeal, since it is trying to 
mention the widest possible scope - although it only mentions 'security' as a resulting expected benefit for society, rather than something, which together with 'privacy', needs to be taken into account in the architectural design.
What we particularly like about definition 4 are the anticipated capabilities for autonomous behaviour and self-reconfiguration and even self-disposal (and presumably self-remanufacturing) at end of 
life.  However, we think definition 3 captures this idea when it speaks about physical objects becoming active participants in business processes.
We also liked the references to optimised logistics, helping to preserve the environment, dealing seamlessly with unforeseen circumstances and reconfiguration when exposed to a new environment.  
IoT technologies may have a very useful role to play in a future world with possibly severe constraints on real resources such as oil, energy, water, food, transportation and land usage.

If we were to extend definition 3, we could mention that IoT technologies can be used not only in a business context but also in a social and leisure context, delivering efficiency and quality-of-life 
benefits for society and helping us all to adapt to life in a future world where some essential resources might quickly become much more scarce than they are today.

18 June 2009 IoT COM Intro to IoT (for our definition framework)

Internet of things: the umbrella for a new paradigm:
The growth of the Internet is an ongoing process: only twenty-five years ago it was connecting about a thousand hosts and has grown ever since to link billions people through computers and mobile devices. One major next step in this development is to progressively evolve from a network of interconnected computers to a network of interconnected objects, from books to cars, from electrical appliances to food, and thus create an ‘Internet of things’ (IoT). These objects will sometimes have their own Internet Protocol addresses, be embedded in complex systems and use sensors to obtain information from their environment (e.g. food products that record the temperature along the supply chain) and/or use actuators to interact with it (e.g. air conditioning valves that react to the presence of people).

3 FIVE IoT Definitions

3.1 Definition 1:  Ian Smith

A world where ‘things’ can automatically communicate to computers and each other, providing services for the benefit of human kind.
(Ian Smith (President AIM UK) – CASAGRAS Coordinator)
 

3.2 Definition 2: Anthony Furness

A global network infrastructure, linking physical and virtual objects through the exploitation of data capture and communications capabilities. This infrastructure includes existing and evolving Internet and network developments. It will offer specific object-identification, sensor and connection capability as the basis for the development of independent federated services and applications. These will be characterised by a high degree of autonomous data capture, event transfer, network connectivity and interoperability.
(Anthony Furness, CTO of the European Centre of Excellence for AIDC - CASAGRAS Technical Coordinator )
 

Reference: http://www.rfidglobal.eu/userfiles/documents/CASAGRAS26022009.pdf  
 

 

3.3 Definition 3: SAP AG
A world where physical objects are seamlessly integrated into the information network, and where the physical objects can become active participants in business processes. Services are available to interact with these 'smart objects' over the Internet, query and change their state and any information associated with them, taking into account security and privacy issues.
(SAP AG)
 

Reference: http://services.future-internet.eu/images/1/16/A4_Things_Haller.pdf 
 

 

3.4 Definition 4: ETP EPoSS

Internet of Things is defined as "the network formed by things/objects having identities, virtual personalities operating in smart spaces using intelligent interfaces to connect and communicate with the users, social and environmental contexts".
Semantically, "Internet of Things" is defined as "a world-wide network of uniquely addressable interconnected objects, based on standard communication". Using this network, smart wireless identifiable devices are able to seamlessly interact and communicate with the environment, thereby helping to make our society more efficient, secure and inclusive.
While the current Internet is a collection of rather uniform devices, however heterogeneous in some capabilities but very similar for what concerns purpose and properties, the future IoT will exhibit a much higher level of heterogeneity, as totally different objects, in terms of functionality, technology and application fields will belong to the same communication environment.
Under this vision, objects will be able to transport themselves, implement fully automated processes and thus optimising logistics; they will be able to harvest the energy they need; they will configure themselves when exposed to a new environment, and show an "intelligent" behaviour when faced with other objects and deal seamlessly with unforeseen circumstances; and, finally, they will self dispose, helping to preserve the environment, at the end of their lifecycle.
In this context smart wireless identifiable devices (EMID-Electro Magnetic ID: USID-Ultra Sound ID, RFID-Radio Frequency ID, MMID-Millimetre waves ID, etc,) will form the backbone of "Internet of Things" infrastructure allowing new services and enabling new applications.
The smart wireless identifiable devices will open the door to the fusion of the real, virtual and digital worlds and will create a map of the physical world within the virtual space by using a high temporal and spatial resolution and combining the characteristics of ubiquitous sensor networks and other wireless identifiable devices, while reacting autonomously to the real world and influencing it by running processes that trigger actions, without direct human intervention.
(ETP EPoSS)
 

 

3.5 Definition 5: IoT in FIA/RWI

The IoT concept was initially based around enabling technologies such as Radio Frequency Identification (RFID) or wireless sensor and actuator networks (WSAN), but nowadays spawns a wide variety of devices with different computing and communication capabilities – generically termed networked embedded devices (NED). While originating from applications such as supply chain management and logistics, IoT now targets multiple domains including automation, energy, e-health etc. More recent ideas have driven the IoT towards an all encompassing vision to integrate the real world into the Internet – The Real World Internet (RWI). RWI and IoT are expected to collaborate with other emerging concepts such as the Internet of Services (IoS) and the building block of parallel efforts, such as the Internet of Energy (IoE) is expected to revolutionise the energy infrastructure by bringing together IoS and IoT/RWI. It is clear that the RWI, will heavily impact the way we interact both in the virtual and physical world, overall contributing to the effort of the Future Internet.
IoT in FIA/RWI
Reference: http://rwi.future-internet.eu/images/c/c3/Real_World_Internet_Position_Paper_vFINAL.pdf
4 INPUTS FROM OVIDIU

From: Ovidiu Vermesan [mailto:Ovidiu.Vermesan@sintef.no] 
Sent: 20 June 2009 14:47
To: Patrick Guillemin
Cc: cerp-iot@rfid-in-action.eu; Peter.FRIESS@ec.europa.eu; harald.vogt@sap.com; sergio.gusmeroli@txtgroup.com; Karel.Wouters@esat.kuleuven.be; mgh12@hermes.cam.ac.uk; mt486@cam.ac.uk; stephan.haller@sap.com; Mark Harrison
Subject: A world of connected, communicating machines RE: [RFID CERP] Your contribution to the CERP-IoT Strategic Research Agenda/Roadmap (SRA) is required asap

Dear colleagues,

Please find below few other definitions of the IoT and the list can be further extended. 
It is clear for us that a harmonized definition that encapsulate future technology developments, applications, and business processes is needed.
A common definition for the IoT and a discussion how the Internet of Things differs from Pervasive Computing, Ubiquitous Computing, Smart Things, Ambient Intelligence etc. could help. All areas have many, and undefined, communalities and overlaps. 
What is important is the expansion of the internet into the real world. This "new" internet can be build upon the backbone of internet technology  (using DNS, TCP etc.), .and applying web technologies to controlling embedded devices and appliances by URI, HTTP, REST, RSS, etc.
Few more definitions for IoT:
Today, developments are rapidly under way to take this phenomenon an important step further, by embedding short-range mobile transceivers into a wide array of additional gadgets and everyday items, enabling new forms of communication between people and things, and between things themselves. A new dimension has been added to the world of information and communication technologies (ICTs): from anytime, any place connectivity for anyone, we will now have connectivity for anything . Connections will multiply and create an entirely new dynamic network of networks – an Internet of Things. The Internet of Things is neither science fiction nor industry hype, but is based on solid technological advances and visions of network ubiquity that are zealously being realized.

The Internet of Things is a technological revolution that represents the future of computing and communications, and its development depends on dynamic technical innovation in a number of important fields, from wireless sensors to nanotechnology.

ITU report “The Internet of Things”
The Internet of Things is based on three key ideas: 
• Firstly, device processing and storage power increases exponentially
• Technology becomes smaller and more ubiquitous until technology weaves itself in the very fabric of life. We see the effects of these two trends all around us - with more powerful phones, smaller disk drives etc. 
• A third trend driving the Internet of things is the ability of devices to 'connect and to sense' i.e. the ability to be intelligent. 
The social impact of these three technological trends is the key driver to the Internet of Things. 
Internet of Things allows people of being connected anytime, anywhere and with anything, 
Ubiquitous computing environment characterized by integration of information processing into everyday objects and activities- and ambient intelligence- characterized by environments that are sensitive and responsive to the presence of people.
Internet of Things hosts the vision of ubiquitous computing and ambient intelligence enhancing them by requiring a fully communication  and a complete computing capability among things.  Internet--of-Things paradigm builds on three conceptual pillars: anything communications, anything identification and anything interaction. In fact things are provided with the ability to communicate among themselves, forming large--scale networks of interconnected objects. Furthermore things are identified with a digital name; relationships among things can be specified in the digital domain whenever physical interconnection cannot be established; things have a digital identity in the cyberspace. Hence, such things can interact with the local environment, through sensing and actuation capabilities.

“A world where physical objects are seamlessly integrated into the information network, and where the physical objects can
become active participants in business processes.

Services are available to interact with these ‘smart objects‘ over the Internet, query their state and any information associated with them, taking into account security and privacy issues.”

“The Internet of Things is a description of a not too distant future time, where everyday objects, rooms and machines have sensors and can communicate about themselves and with each other.” (Prof. Elgar Fleisch)

The envisioned world of Ambient Intelligence and Pervasive Computing would be closer to realising its full potential if the embedded devices were able to communicate and semantically interoperable with each other so as to cooperate and fulfil tasks. Based on the seamless integration of embedded networked devices and services, the Internet of Things and Services involves also automatic identification of things and services, communication, service selection and composition, resolution and invocation of services. Hydra Consortium

In computing, the Internet of Things refers to a network of objects, such as household appliances. It is often a self-configuring wireless network. The concept of the internet of things is attributed to the original Auto-ID Center, founded in 1999 and based at the time in MIT[1].
The idea is as simple as its application is difficult. If all cans, books, shoes or parts of cars are equipped with minuscule identifying devices, daily life on our planet will undergo a transformation. Things like running out of stock or wasted products will no longer exist as we will know exactly what is being consumed on the other side of the globe. Theft will be a thing of the past as we will know where a product is at all times. The same applies to parcels lost in the post.
If all objects of daily life, from yogurt to an airplane, are equipped with radio tags, they can be identified and managed by computers in the same way humans can.[2] The next generation of Internet applications (IPv6 protocol) would be able to identify more objects than IPv4 which is currently in use. This system would therefore be able to instantaneously identify any kind of object.[3]
The Internet of objects should encode 50 to 100,000 billion objects and follow the movement of those objects. Every human being is surrounded by 1,000 to 5,000 objects.[4]
The Internet of Things will likely be a "non deterministic and fully open cyberspace" in which autonomous and intelligent entities or virtual objects will act in full interoperability and will be able to auto-organize themselves depending on the context, circumstances or environments: it will host Ambient intelligence (built upon Ubiquitous computing).
This will give those entities/objects the ability to share with any other player to make their own objectives converging (general, delegated or internal ones).
It will be event driven, bottom-up made and will act at any subsidiary level. Each actor will be self-referenced.
It will also be considered as a Complex system due to the huge amount of different and various links, interactions, between various and different actors and due to its capacity to integrate new actors with no difficulty.
In this internet, the meaning of an event will not necessary be based on, either a deterministic or syntactic model but will be based on the context of the event: this will also be a Semantic Web.
Consequently, it will not necessarily need any common system of reference or common standard that would not be able to address billions of exceptions and errors being generated in such a complex environment.
Actually, predicting everything in this environment would be no more than defining a "global finality" for everything that is just not possible with the current top-down approaches.
In this Internet of Things, made of billions of parallel and simultaneous events, time will no more be used as a common and linear dimension but will depend on each entity (object, process, information system, etc.). This Internet of Things will be accordingly based on massive parallel IT systems (Parallel computing).
Wikipedia
 

The phrase "Internet of Things" heralds a vision of the future Internet1 where connecting physical things, from banknotes to bicycles, through a network will let them take an active part in the Internet, exchanging information about themselves and their surroundings. This will give immediate access to information about the physical world and the objects in it –leading to innovative services and gains in efficiency and productivity. The productivity and efficiency improvements rendered possible by this Internet of Things and the services it will convey will definitely contribute to improvements in European living standards. So citizens and society will benefit. But there are also important policy issues, especially in the areas of privacy and data protection.
...
Converging fixed and wireless technologies help make the Internet a ubiquitous infrastructure, always accessible and always on, supporting a wide range of activities. The next jump in the growth of the Internet will come from seamlessly integrating physical things into information networks. The phrase "Internet of Things" covers the overall infrastructure (hardware, software and services) supporting this networking of physical objects. And these objects will be active participants in business and information processes, exchanging data including their identities, their physical properties and information ‘sensed’ about their environment.

COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS, Brussels, 29.09.2008

A kind of network that will allow sensor-enabled physical objects — appliances in your home, products in a factory, cars in a city — to talk to one another, the same way people communicate over the Internet. 
IP for Smart Objects Alliance
Best regards,
Ovidiu
 

**************************************************************
        Ovidiu Vermesan, Dr., M.I.B. 

        Senior Research Scientist                       

        SINTEF ICT
        Address : SINTEF, Forskningsvn. 1               

        P.O.Box 124 Blindern, N-0314 Oslo, Norway.      

        Phone: +47 22 06 75 06       Fax: +47 22 06 73 50

        Mobile: +47 93 05 93 22       

        Email: Ovidiu.Vermesan@sintef.no
**************************************************************
5 INPUTS FROM CuteLoop
-----Original Message-----
From: Harald Sundmaeker [mailto:Sundmaeker@atb-bremen.de] 
Sent: 19 June 2009 19:30
To: Patrick Guillemin
Cc: Peter.FRIESS@ec.europa.eu; harald.vogt@sap.com; sergio.gusmeroli@txtgroup.com; Karel.Wouters@esat.kuleuven.be; mgh12@hermes.cam.ac.uk; mt486@cam.ac.uk; stephan.haller@sap.com; Ovidiu.Vermesan@sintef.no
Subject: Re: [RFID CERP] Your contribution to the CERP-IoT Strategic Research Agenda/Roadmap (SRA) is required asap
-----BEGIN PGP SIGNED MESSAGE-----

Hash: SHA1

Dear Colleagues,

Please find the answers in relation to the CuteLoop project in the

following:

Q1:What is your preferred IoT definition, or perhaps comment the 5 IoT

definitions given hereinafter (*)? This is directly linked to your

vision of the IoT. If needed provide us with your IoT references.

>From CuteLoop, IoT definition 3 from SAP corresponds to our viewpoint.

Moreover, the definition could be extended with respect to the

definition of 'smart objects', outlining aspects required for enabling

an object to provide intelligent support within a business process.

Specifically taking into account the viewpoint of

autonomous/asynchronous behaviour and distributed as well as decoupled

provision of functionality to other objects or human operators

interacting with a physical object.

"A world where physical objects are seamlessly integrated into the

information network[[. ]]Physical objects can become active participants

in business processes [[, incorporating an event based and context aware

capability to provide smart features in combination to physical and

virtual objects]] . Services are available to interact with these 'smart

objects' over the Internet, query and change their state[[, their

capabilities]] and any information associated with them, taking into

account security and privacy issues."

../..
Best regards,

Harald.

6 INPUTS FROM EURIDICE
-----Original Message-----
From: Paganelli Paolo [mailto:paolo.paganelli@insiel.it] 
Sent: 22 June 2009 11:50
To: Patrick Guillemin; cerp-iot@rfid-in-action.eu
Cc: Peter.FRIESS@ec.europa.eu; harald.vogt@sap.com; sergio.gusmeroli@txtgroup.com; Karel.Wouters@esat.kuleuven.be; mgh12@hermes.cam.ac.uk; mt486@cam.ac.uk; stephan.haller@sap.com; Ovidiu.Vermesan@sintef.no
Subject: R: [RFID CERP] Your contribution to the CERP-IoT Strategic Research Agenda/Roadmap (SRA) is required asap
Dear Colleagues,

on behalf of the EURIDICE project:

Q1:What is your preferred IoT definition, or perhaps comment the 5 IoT definitions given hereinafter (*)? This is directly linked to your vision of the IoT. If needed provide us with your IoT references.

Definition 3 from SAP.

../..
Kind regards

 Paolo Paganelli

 Direzione Mercato e Tecnologie

 Sviluppo Nuovi Mercati Logistica

 Insiel Mercato S.p.A.

 Cesare Battisti, 25-27

 40123 - Bologna(BO) Italia

 tel: +39 040 3737001

 fax: +39 040 634623

 mob: +39 334 6324553

 <http://www.insielmercato.it>
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