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CASAGRAS and The Internet of Things

Introduction

It is a requirement within the CASAGRAS project to consider how, in international terms, radio frequency identification (RFID) could and should relate to the evolving concept of the Internet of Things and its integration within the next generation Internet. Unfortunately, both have yet to be specified in any conclusive way; despite the Internet of Things being significantly influenced by electronic product code (EPC) based architectural components and EU funded research specifically directed at RFID and the Internet of Things with respect to pervasive networked systems. Considerations must extend and encompass the further developments in ubiquitous computing and networks and indeed to the substantial considerations being applied to the future of the Internet itself.
Despite the considerable expenditure and effort that has been directed at research concerning RFID and pervasive networks the most inclusive architectural specifications for the Internet of Things would appear to be those that are based upon EPC-defined components. This raises the question as to the appropriateness of the EPC approach and its potential as a defacto architecture for fully specifying the Internet of Things in terms of functional needs and international acceptance.
One of the axiomatic assumptions of the EPCglobal Network architecture is that it should leverage existing Internet technology and infrastructure as much as possible
. In adherence with the ‘hour-glass’ model
 of the Internet it asserts the need for standardisation on one identifier scheme, in this case EPC. Moreover, the EPC is also encoded as a Uniform Resource Identifier (URI), the latter being the basic addressing scheme for the World Wide Web. As such the EPC URI provides the basis for ensuring that the EPC Network is compatible with the Internet development. However, in taking a more international viewpoint other, legacy systems may be recognised, including ubiquitous ID (UID) that will require attention both in specifying a global identification scheme and in specifying a range of data carrier technologies.

Faced with the plethora of views, architectural proposals and the associated components concerning the future of the Internet, particularly as an associated consideration of web-based structures, Web 2.0 and the semantic web, the challenge within CASAGRAS is to define a generic framework. This framework should encompass the RFID standardisation and associated issues that could be readily accommodated within the architectural solutions eventually agreed for the Internet of Things and its integration with the next and future Internet solutions.
The aim of this positioning paper is to provide the skeletal framework to meet this requirement and provide appropriate mapping between framework components and work package tasks.
Significance of Internet Developments

While the immediate focus is upon RFID and Internet of Things it is necessary to consider how these are likely to feature within the developments envisaged for the next and future generation Internet.

Europe, through its EC supported EIFFEL (Evolved Internet Future for European Leadership) project sees itself taking a leadership role in starting to shape the future of the Internet including recommendations on policy and governance. EIFFEL has proposed a holistic and wide spectrum approach and it is reasonable to take the findings of the EIFFEL project as a starting point for positioning CASAGRAS with respect to considerations of the Internet developments as far as the Internet of Things and RFID are concerned. 

The forthcoming BLED Conference (31 March 2008) will further consider the issues relating to the future Internet, including  within the BLED Declaration
 the aim to develop tools and approaches for harnessing the potential of the Internet of Things.
Re-engineering the Internet and developing the Internet of Things are issues that logically demand international cooperation right from the start. In the absence of such collaboration there is a risk of bias and fragmented developments that compromise the vision and ambitious goals of the future networked society. The FP6 EU funded project Euro-NGI (Next Generation Internet) has recognised this need with the formation of a network of excellence comprising 59 institutions, both academic and industry, from 18 countries. The research was structured around several architectural and research domains. Issues that have emerged and are requiring attention include self-configuration  capabilities, cognitive networks and self-management, interconnection and merging of physical and digital worlds, machine-to-machine and ambient intelligence, going beyond today’s RFID-supported structures to the Internet of Things (or web of objects).
In recognising, through the BLED Declaration and other supporting statements, that The Internet of Things is expected to be an integral part of the next or future generation Internet it is necessary to consider the structure for the Internet of Things and how it will integrate with the next or future Internet, including the necessary standards to support such developments.

The Internet of Things

The report of a conference organised by the DG Information Society and Media, “From RFID to the Internet of Things – Pervasive networked systems”, provides a convenient starting point for considering the structure for the Internet of Things and the implications with respect to the CASAGRAS work packages. What follows is essentially a review of the summary points arising from the report
. Work package leaders are therefore requested to considered these summary points and the corresponding comments. 
1. “The Internet of Things describes a worldwide network of intercommunicating devices. It characterises the way that information and communications technologies will develop over the next decade or so. Concepts are now sufficiently formulated that we can discuss it and pursue research activities.”
The reference to intercommunicating devices requires qualification since it suggests that all devices will have some degree of capability to communicate with one another. It is more likely that the many of the devices interfacing with the physical world will have capability to communicate with a host communication device but not with each other. His would appear to be supported by the four degrees of sophistication suggested in the report for the network-supporting communication devices:
· Purely passive devices (RFID) that yield fixed data output when queried

· Devices with moderate processing power to format carrier messages, with the capability to vary content with respect to time and place

· Sensing devices that are capable of generating and communicating information about environment or item status when queried

· Devices with enhanced processing capability that facilitate decisions to communicate between devices without human intervention – introducing a degree of intelligence into networked systems
The first category, passive RFID devices, could be either read-only or read-write in nature with communication being two-way between tag a host but not between tags.
The second category of devices with moderate processing power constitutes a prospective platform for device-to-device communication as well as read-write data carrier capability.

The third category constitutes a range of sensory platforms capable of sensing environmental quantities, including for example, “pressure, temperature, light level and location” and communicating with a host or hosts. This raises issues concerning sub-categorisation with respect to the type of quantities to be sensed, data storage and processing capability and communications functionality. Part of the latter concerns the ability to communicate with host devices and between sensory devices.
The fourth category, providing the capability for communicating with host or other devices without human intervention or being queried to communicate with another device, raises issues of sub-categorisation.
A further category of device may be identified that effectively provides processing capability and the ability to communicate when queried or initiated by human intervention.

Not included in the above reported list are the other types of data carrier and identification techniques generally attributed to automatic identification and data capture (AIDC) and to existing and emergent technologies that facilitate positioning of physical entities other than by means of RFID. In seeking to interface with the physical world it would seem inappropriate to rely on RFID data carriers alone.

The question therefore arises as to the importance of including other identification and data carrier devices. To ignore them is to compromise the potential for interfacing with the physical world. 
This view is supported by a SAP Research initiated International Research Forum
 which drew attention to a growing range of ‘edge’ technologies and the concept of ‘real world awareness’ (RWA). This concept is described as “the automated collection of real time data from the physical world via an array of intelligent, connected sensors, and then parsing the data into information and filtering it in useful and beneficial ways”.  It clearly aligns with the conceptual reach of the Internet of Things and although focused upon RFID it distinguishes the need to embrace other technologies.
With RWA’s potential being proposed as a transformative technological discipline enhanced by sensory technologies RWA is considered poised to rewrite the rules of many businesses, particularly where enterprises fully appreciate the radical potential the discipline has to offer. In reality the potential is somewhat greater when consideration includes technologies that are not even considered in the initial RWA appraisals. Emergent natural feature identification technologies, for example, are set to tackle some of the most challenging of fraud and counterfeit problems and even greater granulation for item management purposes.
These considerations suggest a layered technology structure in which clarity is given to specifying data capture devices, network-capable sensory devices, network-capable inter-nodal communication devices, filtering and processing structures.
2. “The concept describes fundamentally worthwhile technology that is capable of supporting the public good, economic growth and personal enrichment of life. It enables pervasiveness of communication technologies in many sectors, with subsequent prospects of ICT based growth and wealth creation through innovation. Example applications of the technology include public disaster management, industrial asset management and personal lifestyle support.”

Achieving these expectations on the basis of RFID alone is unrealistic, even given developments in sensory RFID. It again stimulates consideration of other edge-based technologies that allow interfacing with the real world. The capability of serving the public good and enrichment of life raises considerations of services and associated socio-economic factors.
3. “The Internet of Things will realise its potential only in the context of a global communications platform that can be used by millions of independent devices co-operating together in large or small combinations, and in shared or separated federations.”
A global communications platform will clearly require harmonisation in respect of standards and regulatory agreements and clarity in specifying the device groupings in shared or separated federations and the federating implications with respect to smaller divisions with some degree of internal autonomy.
4. “The global platform implies not only a communications resource, but also a set of commonly agreed methods of communicating and operating.”
Herein lies further consideration of standards relating to both RFID and to communication systems. The programme requires, as a starting point, a review of the CE-RFID findings with respect to RFID standardisation (CE-RFID D3.05 final report: Recommendations for European RFID Standardisation Activities, Feb 2008).
5. “For reasons of flexibility, adaptability, mobility and survivability, the dominant means of access to and communications within the Internet of Things will be wireless.”

The implication here is that the dominant means of access to and communications within the Internet of Things will be radio-based, wireless covering optical as well as radio-based techniques. This again has implications with respect to standards and regulations.

Even with the emphasis upon radio-based wireless communication the need can be seen for devices that allow integration of non-RFID AIDC devices, including linear bar codes, two-dimensional codes, magnetic coding platforms and other electronic coding platforms. Developments in natural feature identification techniques and their integration with data carrier technologies constitute a further level of interfacing that should arguably be embraced within the Internet of Things.

Interfacing with tangible physical entities raises the need for a universal data appliance protocols (UDAP) to support “plug-and-play” functionality, together with appropriate naming and addressing schemes and appropriate means of search and discovery.
6. “Within the competitive business conditions that prevail today, industry and other players have contributed to an endemic climate of “hype”. Economic prospects related to networking of large number of simple devices like RFID are huge. Still, the economic prospects related to more sophisticated computing devices such as sensors need further research with industrial players.”
Here there is a need for further clarification on RFID device structures, as specified generically in 1., and sensory platforms in terms of their data carrier and computing capabilities. It also raises considerations with respect to standards and the current situation concerning standards for sensor-based RFID.
7. The Internet of Things is not a revolutionary concept. It should be understood with an evolutionary perspective, corresponding to the evolution on the networking technologies of today (Internet, wireless, service platforms, etc.). It provides in particular an evolutionary roadmap for mobile and wireless systems.

Networking considerations extend to the existing and emerging architectural components for networked wireless communications, including a new class of networks called for within the Internet of Things, known as Capillary networks (short-distance, edge networks capable of extending existing networks and services to all identified devices equipped with sensors and actuators and the physical environment in general). These capillary networks will be required to be autonomous, self-organising mesh networks. 
Further networking considerations include:

· Autonomy and intelligence in networked systems, particularly with respect to self-organisation in capillary networks and gateway filtering. The latter, for example, may filter, aggregate and format data from a group of simple sensors before communication the data set to a point of requirement. Self-organisation, together with dynamic routing capability are seen as essential elements for achieving survivability and dependability of the networks that will comprise the Internet of Things.

· Network architecture and functionality to facilitate the reliability and dependability that will be demanded within the Internet of Things, involving trillions of devices, to accommodate device malfunction, abnormal traffic loads, delay, latency, jitter and data synchronisation needs and protection against malicious attack.

8. “Even if evolutionary, a great deal of genuinely creative, innovative research is required to realise the Internet of Things. It is not simply a matter of re-engineering existing technology. Trillions of connected devices are pushing current communications technologies, networks and services approaches to their limits and require new technological investigations. These cannot happen quickly and need to be tackled through a long-term perspective.”
In recognising this need for further research and the long-term perspective with respect to the Internet of Things it becomes a matter for collaboration at international levels and review of relevant international developments concerning RFID structures, communication technologies, networks and services. 

9. “In particular, research is required in the field of Internet architecture evolution, wireless system access architectures, protocols, device technologies, service oriented architecture able to support dynamically changing environments, security, and privacy. Research is also required in the field of dedicated applications integrating these technologies within a complete end-to-end system.”

This again implies the need for international collaboration and review of relevant international developments concerning RFID structures, communication technologies, networks and services.

10. “The issue is considered very seriously in other regions of the world. Japan, Korea and the USA are all considering network and communication technology roadmaps that are related to pervasive networking. Initiatives like GENI in the USA (NSF), and others in Korea and Japan are particularly relevant in that context.”

The need can be seen for comparative review of network and communication roadmaps and developments in pervasive networks and computing that are relevant to realising the Internet of Things.

11. “Recent experience has shown the existence of research of moderate value in this field. Examples include realisations and demonstrations of established technology, or experiments making modest or minimal advances over previous work. Research needs to take a systems approach, with cross sector partnerships.”

The systems approach is clearly important in seeking to realise an architectural specification for the Internet of Things. International collaboration is also clearly important in this respect.
12. “It is important that researchers when pursuing less constrained, “blue-sky” topics should remain aware of industrial and real-world problems. Industry and academic institutions should be encouraged to keep in close contact, even and especially where the academic research might not attract internal funding within an industrial organisation. Industry should lower and minimise the barriers raised by confidentiality concerns.”
This is clearly a message for promoting focused and effective collaboration between academic and industry partners and raises the important issues of intellectual property and how this can be handled with respect to international collaboration in developing a global Internet of Things.

13. “Public entities need to be made aware that the pervasive networking concepts pose new challenges in terms of personal privacy.”

This again raises the service aspects of the Internet of Things concept and the burgeoning attention being directed at RFID and privacy. The growing complexity of privacy considerations, and solution components for protecting privacy, point to the need for a design-for-privacy approach to applications, with appropriate guidelines on how the Internet of Things can impact upon design considerations.

14. “Public entities should carefully check the robustness of their privacy policies and frameworks to the new challenges implied by the emergence of an “Internet of Things”, where the resulting object identity may eventually be linked to user identity, profiles and consumption habits.”

This would again point to the need for a design-for-privacy approach to applications, with appropriate guidelines on how the Internet of Things can impact upon design considerations. International collaboration in the development of an Internet of Things should clearly consider the design for privacy issues.
15. “The Internet of Things is a pervasive federated network in which unregulated personal area and local area networks will interoperate with and through more traditionally regulated electronic communications services.”

These considerations point to the need for integration and the corresponding consideration of standards to meet the interoperability needs.

16. “Regulators need to carefully monitor the challenges posed by these networks, taking action as necessary to regulate for technical interoperability, consumer protection, support for competition and the appearance of opportunities for the exploitation of market power. Here again, the challenges posed to traditional infrastructure regulatory frameworks should be evaluated.”

Taking these considerations to the internal collaborative level presents a challenge in respect of regulatory review and the harmonisation that may be required to achieve an acceptable specification for the Internet of Things.

17. “A foreseen area where there is a risk of monopoly market power is that of the ownership of the data resources in name servers. These are the resources that networks must use to determine the way to reach a given person, device or resource. The implications in terms of Object Name Service (ONS) management should be evaluated.”

This raises further issues of identification, coding and ownership in respect of a global, internationally acceptable Internet of Things.
18. “Existing regulatory issues that have been and are being tackled in existing networks, for example access, roaming and billing, may raise their heads in different guises.”

This is an area of legacy and on-going consideration to support network functionality at the service level and requires review in respect of international developments.

19. “The manner of allocation and regulation of radio spectrum is a key issue for the development of the Internet of Things. Spectrum scarcity will remain an issue and flexible approaches to spectrum management have to be pursued, especially for devices that will primarily be developed in unlicenced bands.”

For an internationally acceptable Internet of Things there is clearly a need to review and consider spectrum allocation and management issues and potential solutions to satisfying or circumventing identified barriers to harmonisation.
While these summary points provide a degree of reference for the CASGRAS project other considerations need to be identified within and between work packages in order to construct a cohesive framework for international collaboration on the Internet of Things. The European developments have not considered key features in respect of identification coding, accommodation of legacy systems and specification of global needs and systems coexistence. 
Mapping points into work package considerations
The following table provides a prospective mapping of the above points for consideration in work package developments. This is not necessarily conclusive and work package leaders may wish to consider the totality of points as a starting point for package developments.
	Work Package
	Consideration of summary points

	WP1: Standards and Procedures for International Standardisation 


	1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 15, 16, 17, 18

	WP2: Regulatory issues in respect of RFID standards


	1, 3, 4, 5, 7, 10, 11, 15, 16, 17, 18, 19

	WP3: Global coding systems in relation to RFID standards


	1, 4, 5, 10, 17

	WP4: RFID in relation to Ubiquitous Computing and Networks


	1, 3, 4, 5, 7, 8, 9, 11, 12, 13, 14

	WP5: Functional, including sensory, developments in RFID and Associated Standards


	1, 3, 6, 7, 8, 9, 10, 11, 12, 14

	WP6: Applications and the emerging Internet of Things 

	1, 2, 5, 8, 12, 13, 14

	WP7: Socio-economic components of RFID usage and the emerging Internet of Things 

	1, 2, 13, 14,
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