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Presentation plan

d Technological Perspectives of RFID and IoT at LETI
d RFID air interface

» Large file transfer for large memory

» Inventory protocols

 RFID Security

» Security for low resources devices

» Privacy

 Beyond RFID

> Micro-sensors
> Micro-batteries
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, Wireless/Contactless Nomadic Devices
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Autonomous Contactless Devices

contactless ageneric core > Wireless/Contactless
» Sensing /actuation
% » Embedded intelligence
» Energy management

y

System power 100 W
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Radio Frequency ldentification (RFID)

+» Contactless Identification

J Person - Smart cards
1 ltems - RFID tags

RFEID Chip

RF

Interface

<+ Differences
] Person: cooperative, unigue, biometric

! ltems : passive ultiple, non biometric
ms. p , Muitple, m
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Presentation plan

4
J RFID air interface

» Large file transfer for large memory

» Inventory protocols

© CEA 2006. Tous droits réservés.
Toute reproduction totale ou partielle sur quelque support que ce soit ou utilisation du contenu de ce document est interdite sans I'autorisation écrite préalable du CEA
A — Al rights reserved. Any reproduction in whole or in part on any medium or use of the information contained herein is prohibited without the prior written consent of CEA

G Workshop ETSI Feb 25 2008 - Frangois | 7
Vacherand



State of the art air interface (1/3)

] State of the art (Current standard)

 1SO 14 443 Contactless Proximity Card

» Contactless air interface between PCD and PICC

» Air interface and data rates

» Two air interface types: A and B

» Default data rate at power on: 106 kbps initialisation/anti-collision
- » 2005 amendment: data rates 106, 212, 424 and 848 kbps

] Reader Talks First
J Conformance standard: 1ISO 10 373-6
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Contactless Paradigm

] Bidirectional Contactless Air Interface

Switch Power |]|]
r ON/OFF II» Card
nnann oo [T PICC
or10100 N om D)

Reader (PCD) Parameters Card (PICC)
High Electric Power Very low
High MIPS Computation Power Low MIPS
Field emission Electromagnetic No emission

Modulation X Retro modulation
High DSP RX Low DSP

Medium A Cost constraint Very high
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Towards VHDR air interface: Objecives

J VHDR specifications (applications requirements)
» Large memory cards
» Transfer large files
» Very fast transaction

» Robustness and security

J System/product constraints

» Upward compatibility - Use HF band #w -
» HF bandwidth and spectrum regulation gS=

» Same coll antenna technology
» Minimize power

» Minimize cost
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Towards VHDR air interface: Solution

J VHDR specifications (technical performances)

1 Air Interface technical proposal
» Break the 1Mbps barrier
» Scalable
» VHDR proposal: 1.7Mb/s, 3.4 Mb/s, 5.1 Mb/s, . ..

Data rates improvement

» From one bit per symbol to multi bits per symbol
Scalability

» Data rate = f (nb symbols, T symbol) = log,(nb_sym)/Ts
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VHDR air interface: Performances

] Technical solution

» Multi-levels modulation (multi-bits per symbol) for 2 channels

» Constant envelop modulation (stable power transfer)
= Multi Phase modulation

= Higher symbol rate

» Data rate = f (nb levels, T symbol) = log2(nb_levels)/Ts

Phasenb | 2=2! 4=22 8=28 16 =24 32=25 64 = 26
Unitary A¢ | Ap = 180° Ad = 90° A = 45° Ap = 23° Ad = 11° Ad = 6°
1 etu = 8/fc =590 ns 1695 kbps 3390 kbps 5085 kbps 6780 kbps 8475 kbps 10170 kbps
Fsc Nb phase 2=21 4=22 8=28 16 =24 32=25
Ts=1etu Ap = 180° Ap = 90° Ap = 45° Ap = 23° Ap = 11°
1695 kHz 1/fsp = 8/fc= 590ns 1695 kbps 3390 kbps 5085 kbps 6780 kbps 8475kbps
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VHDR Chip Design: Evolution

J VHDR Chip design overview
» RF part

Minimize RF and analog

» Digital part

113

Maximize BB digital processing

High speed memory transfer

W v-.-

] BB Bloc + bus I/O - No CPU overload for transfer
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VHDR Demonstrator

J VHDR Demonstrator
» Large NVM
» Medical Images

> Large file transfer (2MB / 3 sec) | 18

2
N\
arge |

NVM

VHDR Card proto

Use case: memory token
With large amount of personal data

© CEA 2006. Tous droits réservés.
Toute reproduction totale ou partielle sur quelque support que ce soit ou utilisation du contenu de ce document est interdite sans I'autorisation écrite préalable du CEA
All rights reserved. Any reproduction in whole or in part on any medium or use of the information contained herein is prohibited without the prior written consent of CEA

Workshop ETSI Feb 25 2008 - Frangois | 14
Vacherand



VHDR Standardization

J VHDR ISO technical proposal
» SC17/WG8/TF2 on VHDR
» September 2006 French proposal to ISO

» June 2007, Austrian proposal

Very High Data Rafe Contactless interface WGS N 1236 = WGE/TF2 N 461

VERY HIGH DATA RATE
Contactless Interface

» The 2 proposals are very close

» Phase modulation
f \ 4 ) ‘;z:numcn:;;: ;'::u%uia.: EICE:\FACE TYPE VHDR.
» Toward potential simplification G e

Only ONE scheme beyond 1 Mbps =
- Y,

CN 17/GE 8N4 14ry - WEH/TF2 — Faris - Seotember 2000
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Electronic Tags: Inventory & Flow

Inventory Protocol Characteristics
J Determinist Algorithm Characteristics

Known Duration: T4 = f (Nb Tags, Code Length, Data rate)

N-ary Tree Search Algorithms

No Random Generator

b0
Different tree searches:

bl * Systematic m
¢ Simultaneous
b2 « Width first
* Depth first m

b3

| Timer | ID Code

 Flow management

First In - First Read Tag (Timer Header + ID Code)
Short Address for Fast Access (8bits for 256 tags)
— 0 Eavesdropping = ANORyaity e smmas e o s o st S skl o
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| Presentation plan

» RFID Security

» Security for low resources devices

» Privacy
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Contactless link
Near Field Secure Transaction

U Near Field (EM) Secure Transaction

Power
A
» Near Field > HF band = 13.56 MHz
» Reduced operating volume Ear field
» Some 10 mW for powering high MIPS b o L/R?
» Low cost antenna Near field
» 1SO 14 443 and NFC protocols P o 1/R
Range from reader antenna
Near field Far field _-TTTN
- R -2 2R R-2>2R
T —— P > P/64
Smart Cards EleCtronIC Tags (UHF) © CEA 2006. Tous droits réservés.
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Contactless Air Interface

d 3 Main Functions = Power + Clock + Data

Switch
ON/OFF

011010001 <

Power

Clock

HH Data
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= Unigue or multiple
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ID Code

The EPC Number disected (96 bit v

59!;3' Mumber
36 bitg
EFC Manaper Object Class (<68 Billion}
28 hits 24 hits
> 26R Millian) (> 16 Millinn)

/
Header § bits

Esuree: Aute ID Center

Substitution
object/tag

Code modification

RFID: Security Issues

Tag counterfeiting

G

Tag destruction

Eavesdropping

Jamming

® e Change ID
h | Rogue reade

Man in the middle

Relay attack

Remote tag cgntrol
* Kill comma

© CEA 2006. Tous drom#éservés.

All rights reserved. Any reproduction in whole or in part on any medium or use of the information contained h

Toute reproduction totale ou partielle iur quelque support que ce soit ou utilisation du contenu de ce documifglﬁpwmmﬁtmggi
Workshop ETSI Feb 25 2008 - Frangois | 20

Vacherand



Security for low resources devices

4 Ciphering for low resources devices
» Tag authentication

» Data information ciphering

» Privacy Enhancing Technology

» Low computation capabilities

———f [ [ [T

- Secure Stream Ciphers il
—— BB [T [T BT[]k
et [ [ [ [ [ [T R[]Ik

7

= Relevant algorithm for secure implementation

= Secure LFSR Architecture
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Privacy Enhancing Technology
and RFID

mu u‘

g )

d  Anonymity
for RFID

LETI Contribution
d Contactless

Privacy Manager......
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CPM PET: Contactless Privacy Manage/"

I!r

o |||r‘ 1

} T ’ M‘ll’\h‘u\|‘|l\wu ““Hu’\”ﬂn\'\'\' Jﬂ Jll\ 1l I|\‘ I|I JI\ HMII\

d CPM functions: =% | cPm

R

READER| £5 TAG
» Stand alone nomadic device .
» Embedded in mobile or PDA §§9HWW.WAWWMMWM\WM

= EM Spectrum Scanning for current RFID standards

= Management of authorized readers

= Management of personal tags and smart cards

= Transaction of personal data enabling or disabling

= Reader and tag/smart card emulator - NFC and more RF Bands
= Data exchange interception and control

= Communication blocking / jamming : private sphere

= Friendly user interface with messages logging and display

© CEA 2006. Tous droits réservés.

interdite sans I'autorisation écrite préalable du CEA

. medium or use of the information contained herein is prohibited without the prior written consent of CEA

G Workshop ETSI Feb 25 2008 - Frangois | 23
Vacherand



MZM PET: Low cost tags

] Contactless link protection
» Eavesdropping spying

> Protocol replay —) .

» No Tag over cost

» No Key management

] Noisy reader

M 1 Low Cost Solutions

» Secure NF Communications
(O § % € > Jammers = Noisy Reader
Reader Card/Tag » No Shared Secret

© CEA 2006 Tous dr0|ts réservés
Toute producti n totale ou part II q Iq pp q 0it OU U du u de d ument | di slauto e préal. bI d C
— All rights reserved. Any reproduct orin part ymdm oru fh frm ation ct ned her p hb d ithout the p or written con: A

Workshop ETSI Feb 25 2008 - Francois | 24
Vacherand




| Presentation plan

 Beyond RFID

» Micro-sensors
» Micro-batteries
© CEA 2006. Tous droits réservés.
WS N Toute reproduction totale ou partielle sur quelque support que ce soit ou utilisation du contenu de ce document est interdite sans I'autorisation écrite préalable du CEA
A — Al rights reserved. Any reproduction in whole or in part on any medium or use of the information contained herein is prohibited without the prior written consent of CEA

G Workshop ETSI Feb 25 2008 - Frangois | 25
Vacherand



Micro-Sensors - MEMS - Packaging

Accelerometer

Gyro meter

................... E i e S Magnetometer

Pressure

Micro-packaging
MiCro-SWHCH s wone:
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Above IC Micro battery

d Above IC Process

g Li Anode

@ LIPON Solid electrolyte
TiS,0, Cathode

Current collector

~7/ Substrat (Si)

Above IC micro battery prototype
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RFID Life Cycle

Security Issues

&
S E— iy Near reader
Utilization = Privacy protection
. . © CEA 2006. Tous droits réservés.
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Medical application: Pulmonary pressure

monitoring
d Mlcrosyste?n Implant
> No wire
» No battery

P>

RF POWERING : AD
DATA TRANSMISSION C

ASIC
14 bit resolution
integrated temperature sensor/

Scheme of the Wireless In-Vivo Pressure Mi

Characteristics
) Fe= 200Hz, XA 14 bits

I Capacitive pressure sensor
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Lead
Targeted Area of
the Brain

Electrode

Extension

Embedded electrodes
External tuning (RFID)

Chirurgical operation 10H -> 2H

e Source CEA-LETI

N
" L/
= \
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Medical application: Parkinson Control

Maodel 3387

| | 1.5 inm | | TEmin 3K}
(5 0127 (%)

(LT BT L. F

— 1B

0.5

1240

H_/

O 4 Electrodes for each probe

O 5 probes embedded for a lobe

B,

Contaclless
External control
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e

Health application: Fresh food T° tracking

POWER ON
RESET.

RECTIFICATION
&
STABILISATION

CLOCK
EXTRACTOR

DEMODULATOR

MODULATOR

]
T |DYNAMIC POWER,

MANAGEMENT:

rce CEA-LETI

STANDARD

EXTERNAL
OR INTERNAL

Characteristics

Temperature logging

Embedded sensors

aTempérature du produit

»
»
Mémorisation du couple temps/température pour des variations de température significatives

DLC
A

»
>
, . , . , FYETA
rEvolution de la DLC calculée par IDTAG en fonction, de la temperatite (Sarcc IDTTAG)
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- LétiNode
» Generic Sensor Node (LétiNode)

» Open Platform:

Wireless Sensors Network

LNA board + fiiters ||
LETI LNA chip
0000000000

g er board

LETI MB 1.1 cl
HCMOS 130 nm

Ultra Low Power RF (Zigbee, UWB)

Micro sensors

Micro batteries

Distributed Algorithms : synchro, tracking, MIMO
Data Security : PHY, routing, ciphering

Integration roadmap
Anticipation of standards (IEEE, ETSI)
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Thank you for your attention

Q&A

For more information :
http://www.leti.fr
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