RFID Privacy & Security


Introduction


Europe can achieve economic and social advantage through the mass adoption of RFID systems and RFID networks correctly selected and configured to match the requirements of the application. Such advantage opportunities extend beyond industrial or retail supply chain applications and many more are beyond the horizon of our imagination just as the internet was to the majority of us not even 15 years ago. Today within the EU RFID system and network development and mass adoption are developing slowly due to a number of factors:


Complexity of integration including the challenge of serialization


Frequent miss match of technology to application and the confusion over the role of standards


Costs and cost perceptions compared to other AutoID technologies e.g. bar codes


Concerns over legislation limiting RFID system and RFID network applications through restricting use and/or increasing cost


The goals and objectives of projects under this initiative are to diminish the impact if the last bullet point through clarifying the degree of threats and the effectiveness


The economic advantage can be delivered by RFID systems through these systems providing employees in the EU with tools which enhances their productivity while simultaneously maintaining or improving the quality of their work. While the favourable economic impact of RFID systems will have a social impact the improvements in productivity and quality in the tasks performed by those in all areas of healthcare are also advancing the health of individuals in EU societies. Further there exists beyond the horizon of most peoples consideration a wider impact upon all members of society in improving the quality of life of all through future RFID services used in non-work, non-health related aspects of individuals daily lives which are only possible through having (the appropriate) RFID tags attached to items.   


Goals & Objectives


Through projects managed under this initiative establish widespread confidence throughout the European economic area that:


RFID and RFID networks used within the limitations of the recommendations are adequately safe, protect individuals privacy and provide sufficient security 


RFID compliance with the guidelines can be consistently measured and rated


Non compliance with the guidelines can be readily monitored by end users and individuals


A structure is provided for assessing the relevance and impact of:


Security and privacy enhancing technologies


Elements of RFID technology which impacts privacy & security


Any established or proposed enhancements to RFID or RFID networks


The RFID market and existing RFID and related standards can be benchmarked by application and industry sector scenarios


Threat importance which is likely to vary with the evolution of technology, its widespread availability, etc. can be tracked and communicated (similar to Internet DNS attacks)


The project deliverables will encourage and accelerate commercial market focused innovation


Scope


The initial scope has been defined by the EC and members of ETSI based upon a combination of actual and perceived potential mass adoption markets for RFID. These markets are:


Retail supply chain (with focus upon product life cycle)


eHealthcare (specific areas to be defined)





Transport of goods & people


Payment systems


ePassport (??) 





The scope includes for the mass adoption of different RFID devices and technologies which contribute to the creation of an internet of things environment. While many would first consider the target should be consideration of the proliferation of tags, readers both at fixed locations and within mobile phones and the possibility of reader to reader interaction are also to be considered. The scope of technology fits within the following categories or layers of the internet of things:





Identifiers and data held on tag


Contactless passive tags (at all popular frequencies)


Air interface protocols


Readers


Enterprise layer RFID applications & interfaces


Internet of things communication of RFID associated information





An initial privacy and security assessment will provide a classification of the risks without identification of solutions or standards whether existing or proposed.  The risk assessment may be tiered with an initial cut and subsequent steps identifying priority areas for a more detailed study. As the identified mass adoption barrier for all types of RFID applications is due to the threat of legislation due to insufficient public confidence in RFID or RFID based networks then the greater priority weighting in the selection of applications will be given to areas with a clear indication of both privacy and security threats.





Following the risk assessment a second step will through a combination of desk based evaluations and practical tests define a method of ranking the efficacy of privacy and security solutions. The ranking model must deliver a clear, consistent and practical way of repeatedly achieving the same ranking. 





A third phase will set out the objective of trialling the security and privacy ranking model. To do this a number of popular privacy and security features will be evaluated, tested and ranked using the model identified within phase 2. While privacy and security are considered during the risk assessment during this third step consideration of the other critical application parameters common to the sector in which they will be used are to be included too. The expansion of evaluation parameters is critical in providing visibility on the solutions impact upon mass adoption.


Not within current scope


The creation of new technical standards is not within the initial scope. If new technical standards are required then this initiative will recommend the organizations which should be responsible for leadership and those others which should be involved.





Method of working


It is proposed that every use will be made of established organizations and groups to expedite the goals and objectives. Where appropriate this will likely include existing groups within ETSI and other standards organizations too.


As an example it may well be appropriate for ETSI TG34 to complete practical test of the ‘kill’ feature extending their work on UHF spectrum analysis and performance.


To be completed……………………….





