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ECRYPT comments on TS 102.176

ECRYPT hereby would like to provide the following comments on TS 102.176-1 v0.2.1, and TS 102.176-2 v0.1.0.
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TS 102.176-1 v0.2.1

Sect 2: 

· The reference to 10118-3 should be dated 2004, not 1999. 

· Reference to 15946-2 and 15946-4 have now been published, delete “FCD” and “CD”, change dates to 2002, 2004, respectively. 
· Ref [24], change revision status to “FCD”
· Ref [27], delete “Part 2: Mechanisms using a hash-function”. 

· Ref [29] is found in [4], delete [29].

Sect 3.1: definition of signature suite mentions “a signature algorithm”, but it is usually viewed as a pair of algorithms for generation and verification (see also our separate proposal for definition).

Sect 4, 2nd par: delete “lead to remove cryptographic hash functions and signature algorithms from the list”. 

Just below, item 1): delete “an” before “EESSI”. 

Top of next page “an history” -> “a history”. 
Sect 5.1: the properties needed from a hash function is better placed in an informational appendix, and in addition, a more complete definition of properties is needed (again see our separate contribution).

A few lines below: “for the non-repudiation of already created digital signatures based on the use of a hash function, it is only necessary to satisfy the first property”. This may not be sufficient. E.g. an attacker might be able to combine two signatures/hashes into a new one (c.f. the “naive” RSA scheme and its multiplicativity, where we need h(x*y) to be “unrelated” to h(x) and h(y)).

Table 1: 1.03, 1.04 and 1.05 can all also be found in [4]. Delete ref [29].

Sect 5.2.5: spelling of “Whirlpool”. Notice also that 10118-3 allows truncation to shorter values. Also, delete “The International Organization for Standardization (ISO) has decided to include WHIRLPOOL in the revised ISO/IEC 10118-3:2003(E) standard.”, since the standard is now published.

Sect 6.2.1: some requirements on p, q are given, but none on d, though there are bad choices also for d (e.g. small, non-random). The document later discusses requirements on d, but we feel that this sect 6.2.1 should either be complete in its discussion of requirements, or leave all requirements to later.

Sect 7.2, 1st par: The sentence “Despite of these latter encodings are not true padding schemes they are not listed here.” is a bit strange, what is meant?
Table 3: we do not think PKCS#1v1.5 padding should be recommended. Also, stronger language favouring PSS should be used.

Sect 7.3: suggest to mention reference [Kaliski] (see below).

Sect 9.2: “In the case of the one-time keys k for DSA, ECDSA and ECGDSA there is less urgency for that.” Note though that the randomness of k is still rather important, with known msbs of k, the whole scheme may break down ([Nguyen, Shparlinski]).

Sect 9.2.2: “(PR2) Even with the knowledge of a partial output bit sequence of the DRNG and any other information that may leak out and having all information about its initial state except for the seed there is no usable method to determine any other m bits of the output with a probability significantly larger then Max(2-m,2-SeedEntropy).”

First, it seems to depend heavily on what “and any other information that may leak” might be. I.e. the definition does not seem robust against any kind of leakage. Secondly, if all internal state is known the generator becomes forward predicable (but hopefully not backwards).

Sect 10.4, table 8: Why is sha1-RSA unusable in 10 years, yet sha1-dsa is usable (given enough key length)? This suggests that sha-1 as such is OK in ten years, but RSA as such will have been broken. So far, all progress to factoring has implied improvements in DLOGs, so in that case one can question if DSA would still be secure. It also contradicts table 6, which says that sha1 status in ten years is “unknown” which would seem to have the same implication on both sha1-RSA and sha1-dsa.

Sect 11: a reference to [Kaliski] would be appropriate again.

Sect 12.2: “The algorithms which MAY be supported by issuers or users are NOT indicated.”, however there is at least one such case in the tables that follow.

Sect C.1.1: “Furthermore, the entropy of k-bit primes generated with this method is about k-ln(k).”, please change from k to some other variable (k is used differently just above).

Annex G: we would like this section to make a clearer “conclusion”, from which the previously stated key lengths (e.g. RSA-1024 and 2048) can be deduced.

Sect G.1.4: “Again, this analysis suggests that commonly-used standard fields (1024 bit) and standard keys (160 bit) will not be publicly attacked for several decades.” Replace “publicly attacked” by “broken” or “successfully publicly attacked”.

“However, much as for RSA, the indications are that commonly-used curves (key-sizes of 163 bits or more) will not be publicly attacked for several decades to” Same comment.

Sect G.3.2: similar comment (twice).
Annex I: add reference to [Kaliski]: B. Kaliski, “Hash Function Firewalls in Signature Schemes”, RSA 2002 Conference, with references as suggested above.
TS 102.176-2 v0.1.0

Sect 5.2.1: “KMAC and KENC shall be different and…”, different is rather weak, maybe write “cryptographically independent”.

Sect 5.3.5.1: “security implications as described in [5]”. The example given in [5] is rather contrived (though valid from soundness point of view). However, a probably more important aspect is to verify the integrity before consuming resources to decrypt, i.e. a probably equally important aspect is to limit denial-of-service. 

Sect 5.3.5.2: it is known that this MAC (the “ANSI retail MAC”) breaks down after 232 MACs. This seems not to be a problem here, but could be noted. 
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