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ECRYPT response Action Points from the STF263 Meeting, Sep 2004

ECRYPT provided comments to v0.1.0 of TS 102.176-1, and ECRYPT attended the review meeting of said report that was held in Oslo in September 2004. At this meeting, some action points were handed out to ECRYPT. The following recapitulates the APs and provides the requested information in reply to each. 

Disclaimer: The work described in this report has been supported in part by the European Commission through the IST Programme under Contract IST-2002-507932 ECRYPT.  The information in this document reflects only the ECRYPT partners' views, is provided as is and no guarantee or warranty is given that the information is fit for any particular purpose.  The user thereof uses the information at its sole risk and liability.

1) How to make the difference between a 512 bits output for Whirlpool and a truncated Whirlpool?

This has been extensively discussed in ECRYPT, and the Whirlpool (Wp) inventors have been contacted. We first note that as defined in ISO 10118-3, any truncation from the fixed IV 000…0 is allowed. NIST has for SHA-224 and SHA-384, which are truncations of SHA-256 and SHA-512, respectively defined separate IVs for the truncated versions. Wp inventor V. Rijmen has been in contact with NIST, and they cannot provide rationale for the use of separate IVs, other than “it seemed a good idea”. Note that specifying separate IVs for each possible truncation of Wp is rather cumbersome, so it would be desirable to either, (A) specify some other scheme to get length-dependent outputs, or, (B) conclude that such mechanisms are not needed for the use of (truncated) Wp in the signature context. A number of approaches to (A) has been discussed. A problem is that if such schemes are introduced, they would need to be standardized before adopted by ESI. We have not been able to identify any vulnerability from simply truncating outputs, and that is therefore the approach ECRYPT recommends: use the definition of Wp from ISO 10118-3. This holds under the assumption that the length of the truncation can be tied to the signatures by other means (see below). E.g., it should not be possible to claim that a certain public key, intended to be used with 512-bit Whirlpool is valid for the 256-bit version of Whirpool. ECRYPT will be working on the specification of a simple scheme according to (A).

2) Which signatures suites would Whirlpool recommended to be used ?

We recommend Whirpool with any secure signature scheme supporting key size that matches Whirlpool outputs, with the exception of DSA and ECDSA. The latter exception is purely from interoperability point of view, as it would otherwise create new “versions” of DSA (DSA requires the use of the SHA family). The recommendation holds under the assumption that a secure method of tying the generated signature to the hash function and the (possibly truncated) length is present, see [Kaliski, “Hash Function Firewalls in Signature Schemes”, RSA 2002 Conference]. (Note: this tie to the hash function is of course needed in general, not only for Whirlpool.)

4) Propose a definition for a hash function.

ECRYPT proposes the following definition/discussion. To get the text reasonably informational for non-experts, yet also reasonably correct, we found a need to produce a somewhat long text. We would propose to put this text in an informational appendix, together with the response to AP 5 (see below). Text follows:

For the purpose of generating signatures the following (informally defined) properties are required from the hash function h.

Pre-image resistance: Given y = h(m) (but not m) it is practically infeasible to find m.

    Without this property, a signature scheme may otherwise be vulnerable to an attack based

    on generating the signature "backwards", applying the Verification function to a randomly 

    chosen signature value.

2nd pre-image resistance: Given h(m) and m it is practically infeasible to find another m'( m 

    such that h(m) = h(m'). For signatures, this property protects e.g. from re-using an already 

    existing signature for another message

Collision resistance: It is practically infeasible to find any pair of distinct values m, m' such

    that h(m) = h(m'). This property is obviously needed to protect signature against chosen

    message attacks.

While one can construct examples of functions that are collision resistant but not pre-image resistant, one would for practical purposes nevertheless expect that the above list of properties is ordered by difficulty for an attacker, i.e. breaking pre-image resistance is the most difficult.

In addition to this, more subtle properties are often required as a consequence of mathematical properties of the signature scheme itself. For instance, h should not preserve algebraic structure. The perhaps best known example is the multiplicativity of the (naive) RSA scheme, which would otherwise give a valid signature for a*b from two valid signatures of a and b.

The above properties have led to some signature schemes being defined and proven secure in the so-called Random Oracle Model, where one assume h "behaves" like a completely random function. Intuitively, a completely random function should have all of the

above properties.

5) Propose a definition for a signature scheme.

Text follows:

A Signature scheme is usually defined as a triplet of algorithms (K, S, V), where K is the Key generation algorithm, S is the Signing algorithm and V is the Verification algorithm. K generates pairs (s,v) of keys for the Signing/Verification algorithm. Using V and the corresponding key v (which is assumed public information), anybody can efficiently decide if a given (message, signature) pair is valid, but only the party knowing s is able to generate such valid pairs. To be more precise (but still somewhat informal) one requires the signature scheme to withstand chosen message attacks (CMA) where an attacker is allowed to query the signer to generate valid signatures for a (large) number of chosen messages, yet the attacker should after that be unable to generate a valid signature for a message he did not query. See [Stern/Pointcheval/Malone-Lee/Smart, Crypto 2002] for a more in-depth discussion and more subtle variations of security definitions for signatures. Note that some schemes, e.g. Identity based schemes, also specify a fourth function, P, that generates parameters. 

To meet this security requirement and to allow signing of more or less arbitrary long messages, a signature scheme requires a hash function, so that the signing/verification algorithms operate on a fixed-size hash of the message. An important issue is to tie the hash function to the signature scheme. Without this, the weakest available hash function could define the overall security level [ref: Kaliski above].

Note that some signature schemes enable the whole message, or part of it, to be recovered from the signature. These schemes can be useful in constrained environments because only the non-recoverable part of the message need be stored or transmitted 

with the signature.

6) Provide a list of signature algorithm suites (i.e. a hash function, a padding method if necessary and an asymmetrical algorithm) that would be recommended.
Factoring based schemes

ECRYPT recommends RSA-PSS with the SHA-family, RIPEMD-160, or Whirlpool hash functions. We recommend that new implementations use at least 1536 bit RSA keys/160 bit hashes for a 5-10 year security. For the high-end of this interval, we recommend avoiding SHA-1 or RIPEMD-160. A small public exponent (e.g. e = 3) may be used if performance is critical, and e ( 216+1 is recommended. We recommend the near future phase-out of the PKCS#v1.5 padding and similarly, though not imminent, an upgrade from 1024-bit keys. However, we do not consider already existing signatures generated (or being generated) under such conditions to be immediately threatened.

Note: this is basically the NESSIE recommendation.

(EC)DLOG based schemes

ECRYPT recommends DSA (which implies the use of SHA) over prime fields with at least 1536 bit field size/160 bit subfield, or ECDSA in at least 160-bit groups, for a 5-10 year security. For the high-end of this interval, we recommend avoiding SHA-1. We see no security problem with using (EC)GDSA or (EC)KDSA, but for interoperability reasons, we would like to minimize the number of recommended “variants”.

ECRYPT believes it is difficult to give meaningful/confident recommendations beyond the 10-year range. A possibility for long-term security recommendations would be to use multiple completely independently generated signatures, based on different intractability assumptions.

7) For EC-DSA, provide a list of elliptic curves recommended to be supported.

ECRYPT recommends to either use the curves specified in FIPS186-2, or, to use random curves generated according to ANSI X9.62.
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