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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs),; Essential, or potentially Essential, IPRs notified to
ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and Trust
Infrastructures (ESI).

The present document is part 9 of a multi-part deliverable covering policy requirements for Trust Service Providers
issuing certificates. Full details of the entire series can be found in part 1 [2].

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Executive summary

[Editorial: TODO]

Introduction

Certificate Transparency (CT) [7 and 8] was originally developed to make the issuing of TLS certificates [6] for the
Web Public Key Infrastructure (Web PKI) transparent and traceable. Even today, CT [7 and 8] is only used in this area
and is supported by both browser vendor-accepted certificate issuers and many web browsers.

A CT ecosystem is necessary for the successful implementation of CT [7 and 8]. This CT ecosystem consists of various
parties with different roles. These parties and their roles are

- the certificate issuer accepted by the browser vendor, who issues the pre-certificate or TLS certificate
(certificates) to be logged,

ETSI
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- the CT log, which stores the certificates sorted by order of receipt, cryptographically assured so that they
cannot be deleted, changed or retroactively inserted without being noticed,

- the certificate consumer, e.g. a web browser that uses the certificate and retrieves information from the CT log,

- the CT monitor, which retrieves certificates from the CT log to help identifying misused or unauthorized
certificates and

- the CT auditor, which checks the integrity of the CT log.

Browser vendors define their own policies towards the CT logs and their operators as well as the accepted certificate
issuers. Compliance with these policies helps them to trust the CT ecosystem and thus the Web PKI.

Regulation (EU) No 910/2014 [4] amended by Regulation (EU) No 2024/1183 [5] provides for the use of CT [7], [8]
for wallet-relying party access certificates in Commission Implementing Regulation No 2025/848 [9]. The requirement
to use CT [7 and 1.8] for other certificates can be expanded.

The present document is intended to provide requirements for the standardisation of a CT ecosystem with regard to
formats, protocols, policies and security requirements for use by certificates issued in accordance with Regulation (EU)
No 910/2014 [4] amended by Regulation (EU) No 2024/1183 [5].

This document is based on ETSI TR 119 411-9 [i.1] Technical Report, which provides an introduction of the
technology known as 'Certificate Transparency (CT)' and explains its application to ensure transparency and traceability
in the issuance of certificates.

ETSI
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1 Scope

The present document provides requirements for the participants of the ‘Certificate Transparency (CT)’ ecosystem.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 401: "Electronic Signatures and Trust Infrastructures (ESI); General Policy
Requirements for Trust Service Providers"

[2] ETSI EN 319 411-1: "Electronic Signatures and Trust Infrastructures (ESI); Policy and security
requirements for Trust Service Providers issuing certificates; Part 1: General requirements"

[3] ETSI EN 319 411-2: "Electronic Signatures and Trust Infrastructures (ESI); Policy and security
requirements for Trust Service Providers issuing certificates; Part 2: Requirements for trust service
providers issuing EU qualified certificates".

[4] Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC.

[5] Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024
amending Regulation (EU) No 910/2014 as regards establishing the European Digital Identity
Framework.

[6] IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".

[7] IETF RFC 6962: “Certificate Transparency”.

[8] IETF RFC 9162: “Certificate Transparency Version 2.0”.

[9] Commission Implementing Regulation (EU) 2025/848 of 6 May 2025 laying down rules for the

application of Regulation (EU) No 910/2014 of the European Parliament and of the Council as
regards the registration of wallet-relying parties.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.
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The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[1.1] ETSI TR 119 411-9: "Electronic Signatures and Trust Infrastructures (ESI); Policy and security
requirements for Trust Service Providers issuing certificates; Part 9: Requirements on a Certificate
Transparency (CT) Ecosystem to make the issuing of certificates transparent and verifiable"

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms and definitions given in ETSI EN 319 401 [1], ETSIEN 319 411-1
[2] and ETSI EN 319 411-2 [3] apply.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI EN 319 401 [1], ETSI EN 319 411-1 [2] and
ETSI EN 319 411-2 [3] and the following apply:

CT  Certificate Transparency

ETSI
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4 General concepts

4.1 Technological foundations

CT architecture is defined by RFC 9162 [8] (and earlier standards), which (they) introduces the concept of "append-
only" cryptographic Merkle trees, guaranteeing that publicly recorded certificates cannot be modified or deleted
retroactively without immediately causing mathematical inconsistencies in the log to become detectable.

The strict interpretation of RFC 9162 [8] is a base for this. The standard precisely defines the roles of the Log, the
Submitter (CA), the Auditor (originally TLS Client), and the Monitor, as well as the data structures between these
entities (e.g., SCT, STH, Consistency Proof). However, the standard does not specify how many logs a certification
authority shall use, nor does it require that these logs be independent of one another.

4.2 Ecosystem Roles

The CT ecosystem involves several distinct functional roles, each contributing to the overall integrity, auditability, and
transparency of certificate issuance:

a) Trust Service Provider acting as Certification Authority (TSP-CA)

An entity that issues X.509 certificates in accordance with applicable certificate policies and ETSI standards. The TSP-
CA is responsible for submitting issued certificates or precertificates to one or more CT logs and for obtaining the
corresponding SCTs. The TSP-CA has also to ensure that SCTs are made available to relying parties through suitable
delivery mechanisms.

b) CT Log Operator

An entity that maintains and operates one or more CT logs. The log operator is accountable for the performance,
availability, and correctness of log behaviour in accordance with defined specifications. Qualification requirements and
third-party audit obligations for logs may apply based on applicable policies and relying-party programs.

¢) Relying Party (Client)
A software component (e.g., browser, TLS client) that performs validation of SCTs as part of its certificate verification

process. The relying party enforces CT compliance and may reject connections involving certificates that do not satisfy
CT policy requirements.

d) Monitor

An independent system or organization that continuously observes CT logs to detect certificate entries matching
specific criteria (e.g., certificates for a particular credential). Monitors may notify affected credential owners or other
stakeholders in the event of unexpected or unauthorized certificate issuance.

e) Auditor

An independent verifier that examines the cryptographic structure and behaviour of CT logs. Auditors use
cryptographic proofs to confirm that the log remains append-only, consistent, and free of tampering or retroactive
modification. The auditor plays a critical role in maintaining trust in the CT infrastructure.

ETSI
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5. Requirements for the participants

5.1 Requirements for Trust Service Provider acting as Certification
Authority

This section defines the basic Certificate Transparency requirements for Qualified Trust Service Providers with respect
to qualified certificates.

REQ-TSP-5.1-01: A QTSP may log all end-user certificates it issues to independent CT logs that comply with RFC
9162 [8]. If QTSP decides to use SCT, the following requirements apply:

REQ-TSP-5.1-02: If the certificate to be issued contains personal data capable of identifying a natural person, the
QTSP shall only record the certificate (or its Precertificate version) in publicly accessible CT logs with the prior,
informed, and explicit consent of the relevant subscriber in accordance with Regulation (EU) 2016/679 (GDPR).

REQ-TSP-5.1-03: To verify the certificate’s validity, the QTSP shall provide at least two (2) Signed Certificate
Timestamps (SCTs). Although Section 6 of RFC 9162 [8] defines several transfer methods, under these regulations,
SCTs shall only be transferred by embedding them as an X.509v3 certificate extension (Precertificate logging — OID
1.3.101.75 or, for backward compatibility, 1.3.6.1.4.1.11129.2.4.2).

The use of the TLS extension and OCSP Stapling is not permitted.

REQ-TSP-5.1-04: If the QTSP decides to implement Certificate Transparency the QTSP shall document the
procedures related to logging in detail in its publicly available Certificate Policy (CP) and Certification Practice
Statement (CPS).

REQ-TSP-5.1-05: If a log no longer meets the applicable requirements, the QTSP shall no longer use it for new
certificates, but previously issued SCTs shall remain valid.

REQ-TSP-5.1-06: The QTSP shall clearly and comprehensibly inform Subscribers in its applicable Privacy Notice
about the “append-only” (append-only) nature of CT logs and the fact that the subsequent deletion of data entered into
public logs (including personal data contained in the certificate) is technically impossible.

REQ-TSP-5.1-07: The QTSP shall continuously and in parallel monitor at least two (2) CT logs that are independent of
it and of each other by running monitoring software (for cryptographic consistency and SLA compliance).

REQ- TSP-5.1-08: If there is not enough log to fulfil the CT Log number the QTSP may use only one log until the
second log appears.

REQ-TSP-5.1-09: Upon detection of cryptographic inconsistency (Fraud Proof) or MMD exceedance, the QTSP’s
systems shall IMMEDIATELY CEASE the use of the affected log and shall redirect traffic to the redundantly
monitored alternative log.

REQ-TSP-5.1-10: If, as a result of the automatic failover (Failover) described in [REQ-TSP-5.1-09], the QTSP
temporarily loses access to the independent logs and cannot meet the “requirement described in [REQ-TSP-5.1-07], the
QTSP may, during a grace period of up to 7 calendar days, use only a single SCT. During this period, the QTSP shall
ensure the integration of a new, independent log to fully restore business operations.

REQ-TSP-5.1-11: The assessment of QTSP compliance shall include a review of the proper functioning of the CT Log
servers in use.

ETSI
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5.2. Requirements for CT Log Operators

This section sets forth the technical and operational requirements that a CT log shall meet:

REQ-LOG-5.2-01: An organization may decide to operate a CT Log. If an organization decides to operate a CT Log,
the following requirements apply:

REQ-LOG-5.2-02: The log shall be operated as described in RFC 9162 [8], using temporal sharding in the event of
unlimited growth.

REQ-LOG-5.2-03: This temporal sharding maximum length is 1 year

REQ-LOG-5.2-04: The CT log’s public interfaces shall operate continuously with a minimum monthly uptime of
99,0%.

REQ-LOG-5.2-05: Following the issuance of an SCT for accepted data, the entry shall be cryptographically merged
into the public Merkle tree within 24 hours at the latest (shall not exceed 24 hours).

REQ-LOG-5.2-06: The log shall not present different cryptographic states (different Merkle tree roots) to different
querying parties. Violation of this principle results in immediate revocation of usability.

REQ-LOG-5.2-07: The private keys used by the CT log to sign SCTs (Signed Certificate Timestamps) and Merkle tree
roots (Signed Tree Heads) shall be generated and stored and used securely.

ETSI
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5.3. Requirements for Relying party / client software

This section sets forth the technical and operational requirements for Relying parties / client software.

REQ-RP-5.3-01: A Relying party / client software may decide to use Certificate Transparency. If a Relying party /
client software decides to use Certificate Transparency, the following requirements apply:

REQ-RP-5.3-02: The Relying party shall validate the SCT included in the certificate as described in RFC 9162. [§]

REQ-RP-5.3-03: If the validation fails the application should not use the validated certificate for communication.

5.4. Requirements for Monitors

This section sets forth the technical and operational requirements that a Monitor shall meet:

REQ-MON-5.4-01: An organization may decide to operate as Monitor. If an organization decides to operate as
Monitor, the following requirements apply:

REQ-MON-5.4-02: The Monitor shall observe CT logs to detect certificate entries matching specific criteria (e.g.,
certificates for a particular credential)

REQ-MON-5.4-03: The Monitor may notify affected credential owners or other stakeholders in the event of
unexpected or unauthorized certificate issuance.

5.5. Requirements for Auditors

This section sets forth the technical and operational requirements that a CT Log Auditor shall meet:

REQ-AUD-5.5-01: An organization may decide to operate as Auditor. If an organization decides to operate as Monitor,
the following requirements apply:

REQ-AUD-5.5-02: The Auditor shall observe CT logs to examine the cryptographic structure and behavior of CT logs.

REQ-AUD-5.5-03: Auditors shall use cryptographic proofs to confirm that the log remains append-only, consistent,
and free of tampering or retroactive modification.

ETSI
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