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Intellectual Property Rights
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Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and Trust
Infrastructures (ESI).

The present document is part 3 of a multi-part deliverable covering policy and security requirements for selective
disclosure and zero-knowledge proofs applied to Electronic Attestation of Attributes, as identified below:

Part 1: "Feasibility study";
Part 2: "Implementation in EUDI Wallet";

Part 3: " EUDI Wallet Unit Attestation (WUA) and Wallet Instance Attestation (WIA)".

Modal verbs terminology

nn

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

The WUA (Wallet Unit Attestation) and WIA (Wallet Instance Attestation) topics have been discussed in the European
Digital Identity Cooperation Group. As a result a number of High Level Requirements (HLRs) have been proposed. The
HLRs of the ARF [i.1] mandates the WIA and WUA functionality to support a certain set of information to be
transferred from the Wallet Provider (via the Wallet Unit) to the Issuers (i.e., the PID/EAA Provider). The HLRs are
available in the ARF [i.1] Annex 2 Topic 9.

Furthermore, OID4VCI [3] Appendix D specifies the Key Attestation, which is the basis of the Wallet Key Attestation
(WKA) that is specified in the present document.
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The European Commission has also published Technical Specification 03 "Specification of Wallet Unit Attestations
(WUA) used in issuance of PID and Attestations" [i.2], which is used as basis for the present document.

ETSI
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1 Scope

The present document is aimed at enabling actors in the EUDI Wallet ecosystem to follow the high-level requirements
of WUA defined in the ARF [i.1]. In the context of the present document, the WUA is logically comprised of the WIA
defined in the ARF [i.1] and the Wallet Key Attestation (WKA) adhering to OID4VCI [3] Appendix D. Additionally,
the specification strives to ensure that the WUA, WIA and WKA mechanisms are compatible with the existing technical
specifications for the EUDI Wallet ecosystem i.e., the mechanism is compatible with ISO 18013-5 [i.13] as well as
OpenlD4VCI [3] and OpenID4 VP [i.15].

The present document specifies the following:

The format of WIAs and WKAs including its encoding and integrity protection mechanism.
The content of WIAs and WKAs.

The issuance of WIAs and WKAs.

The life cycle of WIAs and WKAs.

The revocation mechanism for WIAs and WKAs.

The cryptographic algorithms used for WIAs and WKAs.

The certificate policies used for the signing of WIAs and WKAs.

NOTE 1: How Wallet Providers issue WIAs and WKAs to the Wallet Units is out of scope of the present technical
specification, as this will be done by the Wallet Providers themselves and therefore does not require any
standard to achieve interoperability.

NOTE 2: How the PID/EAA Providers issue the PIDs/EAAs to the Wallet Units is out of scope of the present
technical specification; this is instead specified in ETSI TS 119 472-3 [1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI: “ETSI TS 119 472-3: Electronic Signatures and Trust Infrastructures (ESI); Profiles for
Electronic Attestation of Attributes; Part 3: Profiles for issuance of EAA or PID".

[2] IETF: "RFC 7519: JSON Web Token (JWT)".

[3] OpenlD Foundation: "OpenlID for Verifiable Credentials Issuance v1.0".

NOTE: The specification OpenlD for Verifiable Credentials Issuance is commonly denoted as OpenID4VCI.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.
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The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1] Common Union Toolbox for a Coordinated Approach Towards a European Digital Identity
Framework: "European Digital Identity Wallet Architecture and Reference Framework v2.8.0".

NOTE: The European Digital Identity Wallet Architecture and Reference Framework is commonly denoted as the
ARF.

[i.2] Common Union Toolbox for a Coordinated Approach Towards a European Digital Identity
Framework: "Technical Specification TS03: Specification of Wallet Unit Attestations (WUA) used
in issuance of PID and Attestations v1.5".

[i.3] Commission Implementing Regulation (EU) 2015/1502 of 8 September 2015 on setting out

minimum technical specifications and procedures for assurance levels for electronic identification
means pursuant to Article 8(3) of Regulation (EU) No 910/2014 of the European Parliament and of
the Council on electronic identification and trust services for electronic transactions in the internal
market.

[1.4] Commission Implementing Regulation (EU) 2024/2977 of 28 November 2024 laying down rules
for the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council

as regards person identification data and electronic attestations of attributes issued to European
Digital Identity Wallets.

[1.5] Commission Implementing Regulation (EU) 2024/2980 of 28 November 2024 laying down rules
for the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council
as regards notifications to the Commission concerning the European Digital Identity Wallet
ecosystem.

[1.6] Commission Implementing Regulation (EU) 2024/2981 of 28 November 2024 laying down rules
for the application of Regulation (EU) No 910/2014 of the European Parliament and the Council as
regards the certification of European Digital Identity Wallets.

[1.7] ETSI: “ETSI TR 119 476-1: Electronic Signatures and Trust Infrastructures (ESI); Selective
disclosure and zero-knowledge proofs applied to Electronic Attestation of Attributes; Part 1:
Feasibility study.”

[1.8] ETSI: “ETSI TS 119 602: Electronic Signatures and Trust Infrastructures (ESI); Lists of trusted
entities; Data model.”

[1.9] IETF: "RFC 6749 - The OAuth 2.0 Authorization Framework".

[i.10] IETF: "RFC 8392 - CBOR Web Token (CWT)".

[1.11] IETF: "OAuth 2.0 Attestation-Based Client Authentication (draft 07)".

[1.12] IETF: "Token Status List (draft 18)".

[1.13] ISO/IEC 18013-5: "Personal identification - ISO-compliant driving licence - Part 5: Mobile

driving licence (mDL) application".

[i.14] ISO/IEC 18045:2022: “Information security, cybersecurity and privacy protection — Evaluation
criteria for IT security — Methodology for IT security evaluation”.

[i.15] OpenlD Foundation: "OpenlD for Verifiable Presentations 1.0".

NOTE: The specification OpenlD for Verifiable Presentations is commonly denoted as OpenID4VP.

[i.16] Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024
amending Regulation (EU) No 910/2014 as regards establishing the European Digital Identity
Framework.

NOTE: The eIDAS regulation including the amendments of Regulation (EU) 2024/1183 is commonly denoted as
eIDAS2.
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3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the following terms apply:
Attestation Provider: Legal or natural person authorized to issue Electronic Attestation of Attributes (EAA).
NOTE 1: Source the ARF [i.1].

NOTE 2: The attestation provider of Qualified Electronic Attestation of Attributes (QEAA) is a qualified trust
service provider.

Authorization Server: The server issuing access tokens to the client after successfully authenticating the resource
owner and obtaining authorization.

NOTE 1: Source IETF RFC 6749 “OAuth 2.0 Authorization Framework" [i.9].

NOTE 2: Within the context of the present document, the client is the EUDI Wallet.
Credential Issuer: An entity that issues Verifiable Credentials.

NOTE 1: Source OID4VCI [3].

NOTE 2: Within the context of eIDAS2 [i.16] and the ARF [i.1], Verifiable Credentials are denoted as PIDs or
(Q)EAAs.

NOTE 3: Within the context of eIDAS2 [i.16] and the ARF [i.1], the Credentials Issuer is either a PID Provider or
an EAA Provider.

NOTE 4: The Credential Issuer acts as an OAuth 2.0 Resource Server (see IETF RFC 6749 [i.9]).

Credential Issuer Metadata: Information on the Credential Issuer's technical capabilities, supported Credentials, and
(internationalised) display information.

NOTE: Source OID4VCI [3].
Electronic Attestation of Attributes (EAA): Attestation in electronic form that allows attributes to be authenticated.
NOTE 1: Source eIDAS2 [i.16].
NOTE 2: Within the context of the present document, EAAs is a collective term of EAAs, QEAAs and Pub-EAAs.
Key-bound Attestation: Attestation that is linked to a cryptographic key that is protected either in a key storage.
NOTE: The term Key-bound EAA is used when it refers to an issued EAA.

Key Storage: A hardware-backed repository and service in which cryptographic assets are generated, stored, and used
exclusively inside a dedicated hardware security boundary.

NOTE 1: The term “key storage” is defined in OID4VCI [3].

NOTE 2: Within the context of the present document, the term "key storage" [3] is used instead of the term
“keystore” as defined in the ARF [i.1] to avoid confusion with vendor specific “keystores”.

EXAMPLE: Examples of a key storage include a Secure Element, a TPM, a TEE, a secure enclave, or a remote
HSM [i.1].

Key Storage Type: The model of a key storage.
NOTE: Different Wallet Units can rely on the same key storage type.

EXAMPLE: Example of a key storage type is the model and version of a Secure Element.

ETSI
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Person Identification Data (PID): Set of data that is issued in accordance with European Union or national law and
that enables the establishment of the identity of a natural or legal person, or of a natural person representing another
natural person or a legal person.

NOTE: Source eIDAS2 [i.16].

PID Provider: Natural or legal person responsible for issuing and revoking the person identification data and ensuring
that the person identification data of a user is cryptographically bound to a wallet unit.

NOTE: Source the ARF [i.1].

Proof-of-Possession (PoP): Cryptographic evidence provided by the wallet to a relying party, demonstrating that the
user holds and controls the specific private key material associated with their WIA or WUA.

NOTE: Source OID4VCI [3].

Public sector body Electronic Attestation of Attributes (Pub-EAA): electronic attestation of attributes issued by or
on behalf of a public sector body responsible for an authentic source.

NOTE: Source eIDAS2 [i.16].

Qualified Electronic Attestation of Attributes (QEAA): electronic attestation of attributes which is issued by a
qualified trust service provider.

NOTE: Source eIDAS2 [i.16].

Referenced Token: A cryptographically secured data structure that contains a "status" claim that references a
mechanism to retrieve status information about this Referenced Token.

NOTE 1: Source IETF Token Status List [i.12].

NOTE 2: Each Referenced Token is allocated an index during issuance that represents its position within this bit
array. The value of the bit(s) at this index corresponds to the Referenced Token's status.

Status List: An object in JSON or CBOR representation containing a compressed byte array that represents the statuses
of many Referenced Tokens.

NOTE: Source IETF Token Status List [i.12].

Status List Token: A token in JWT (as defined in RFC 7519 [2]) or CWT (as defined in RFC 8392 [i.10])
representation that contains a cryptographically secured Status List:

NOTE: Source IETF Token Status List [i.12].

Wallet Instance (WI): Application installed and configured on a wallet user’s device or environment, which is part of a
wallet unit, and that the wallet user uses to interact with the wallet unit.

NOTE:  Source CIR (EU) 2024/2981 [1.6].

Wallet Instance Attestation (WIA): Attestation that attests the integrity and authenticity of the wallet instance and
provides information about the wallet instance.

NOTE 1: The present document profiles the WIA and is more specific than the general definition in the ARF [i.1].

NOTE 2: More precisely, in the context of the present document, the WIA also contains information about the W1
status.

Wallet Key Attestation (WKA): Attestation that contains attested information about the security of cryptographic keys
stored in a Wallet Unit’s key storage.

NOTE: In the context of the present document:
1. The WKA contains an array of keys that have been attested by the Wallet Provider.
2. One WKA relates to one key storage.

3. The WKA contains information about the attack resistance potential of the key storage.

ETSI
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4. The WKA contains the validity status of the key storage.
Wallet Provider: Natural or legal person who provides wallet solutions.
NOTE: Source CIR (EU) 2024/2981 [i.6].

Wallet Secure Cryptographic Application (WSCA): Application that manages critical assets by being linked to and
using the cryptographic and non-cryptographic functions provided by the wallet secure cryptographic device (WSCD).

NOTE: Source CIR (EU) 2024/2981 [i.6].

Wallet Secure Cryptographic Device (WSCD): Tamper-resistant device that provides an environment that is linked to
and used by the wallet secure cryptographic application to protect critical assets and provide cryptographic functions for
the secure execution of critical operations.

NOTE 1: Source CIR (EU) 2024/2981 [i.6].

NOTE 2: The WSCD includes a key storage, but also the environment where the security-critical functions are
executed [i.1].

NOTE 3: The WSCD [i.6] guarantees the protection of the critical operations it performs against attacks by
attackers with high attack potential, within the scope of WSCD certification according to CIR (EU)
2015/1502 [1.3].

Wallet Solution: Combination of software, hardware, services, settings, and configurations, including wallet instances,
one or more wallet secure cryptographic applications and one or more wallet secure cryptographic devices.

NOTE:  Source CIR (EU) 2024/2981 [1.6].

Wallet Unit (WU): Unique configuration of a wallet solution that includes wallet instances, wallet secure
cryptographic applications and wallet secure cryptographic devices provided by a wallet provider to an individual wallet
user.

NOTE:  Source CIR (EU) 2024/2981 [i.6].

Wallet Unit Attestation (WUA): Data object that describes the components of the wallet unit and allows
authentication and validation of those components.

NOTE 1: Source CIR (EU) 2024/2977 [i.4].

NOTE 2: The WUA (Wallet Unit Attestation) is logically comprised of Wallet Key Attestation(s) and Wallet
Instance Attestation(s).

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ARF Architecture and Reference Framework

CBOR Concise Binary Object Representation

CIR Commission Implementing Regulation

CWT CBOR Web Token

EAA Electronic Attestation of Attributes

ECDSA Elliptic Curve Digital Signature Algorithm

eIDAS electronic IDentification, Authentication and trust Services
EUDI European Union Digital Identity
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EUDIW
HLR
HSM
IETF
JOSE
JSON
JWT
OpenlD4VCI
OpenlD4VP
PID
PoP
QEAA
TEE
TPM
URI

WI
WIA
WKA
WSCA
WSCD
wu
WUA

3.4

11

EUDI Wallet

High Level Requirement

Hardware Security Module

Internet Engineering Task Force
JSON Object Signing and Encryption
JavaScript Object Notation

JSON Web Token

OpenlD for Verifiable Credentials Issuance

OpenlD for Verifiable Presentations
Person Identification Data

Proof-of-Possession

Qualified Electronic Attestation of Attributes

Trusted Execution Environment

Trusted Platform Module

Uniform Resource Identifier

Wallet Instance

Wallet Instance Attestation

Wallet Key Attestation

Wallet Secure Cryptographic Application
Wallet Secure Cryptographic Device
Wallet Unit

Wallet Unit Attestation

Notations

The requirements identified in the present document include:

DRAFT ETSI TS 119 476-3 V0.0.9 (2026-06)

a) requirements applicable to any actor conforming to the present document. Such requirements are indicated
without any additional marking;
b) requirements applicable under certain conditions. Such requirements are marked by "[CONDITIONAL]" or

indicated by clauses introduced by "[CONDITIONAL]".

The requirements in the present document are identified as follows:

<the 3 letters identifying the elements of services > - < the clause number> - <2 digit number - incremental>

The elements of services are:

FOR: Requirements on formats of WIA and WUA.
CON: Content of WIA and WUA.

ISS: Requirements on the issuance of WIA and WUA.
LIF: Life cycles of WIA and WUA.

REV: Revocation of WIA and WUA.

ALG: Signature algorithms of WIA and WUA.

POL: Certificate policies of the WIA and WUA signer certificates.
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4 General concepts of WUA, WIA and WKA

Wallet Units use Wallet Unit Attestations (WUAS) in relation to issuance and life-cycle management of PIDs and
EAAs. The WUA is in turn logically comprised of WKAs (Wallet Key Attestations) and WIAs (Wallet Instance
Attestations). The WIA attests the integrity and authenticity of the Wallet Instance and the WKA attests the security of
keys stored in the Wallet Unit. The WIA also provides revocation information about the Wallet Instance, and the WKA
provides revocation information about the key storage.

WIAs are used for all attestations, whereas WKAs are only used for key-bound EAAs and PIDs.

The WIA allows PID/EAA Providers to protect their endpoints by only communicating with Wallet Instances whose
integrity and authenticity are ensured by the respective Wallet Provider.

The WKA allows PID/EAA Providers to ensure that they issue PIDs and EAAs that are cryptographically bound to
keys that are properly protected (i.e., in a key storage). The WKA also contains information if parts of the Wallet Unit
has been revoked, in order for the PID/EAA Providers to revoke the affected PIDs/EAAs. The WKA contains the
information to be transferred from a Wallet Provider to the PID/EAA Provider via the Wallet Unit during issuance of a
PID or a key-bound EAA. WKAs allow PID/EAA Providers to determine the security level of the Wallet Unit,
authenticate the Wallet Unit and check that it has not been revoked for the PIDs/EAAs they are issuing.

The Wallet Providers issue WIAs to the Wallet Instances and issue WKAs to the Wallet Units. More information on
Wallet Providers is available in the ARF [i.1]. Furthermore, the Wallet Providers are registered on the Wallet Providers
list as specified in Annex E of ETSI EN 319 602 [i.8].

The present document specifies the formats, contents and life-cycles of the WIA and WKA issued by the Wallet
Provider. More specifically, the WIA format is an EUDIW profile based on Appendix E of OpenID4VCI [3] and the
WKA format is an EUDIW profile based on Appendix D of OpenID4VCI [3].

Figure 1 illustrates how the WIA and WKA are issued by the Wallet Provider and transported to the PID/EAA Provider.

Wallet
Provider

1a. Wl information 2a. WIA format

(ptatform specific) (ETSITS 119476-3)

1b. WSCA and
WSCD information
(platform specific)

2b. WKA format
(ETSITS 119476-3)

Wallet Unit (WU)

Wallet
Instance (WI) 3. WIA/WKA + PoP
“““““ ®|  PID/EAA Provider and
WSCA . _ 4.PID/EAA | Authorization Server
ETSITS 119 472-3
WSCD

Figure 1: Architecture overview of WIA and WKA.

NOTE 1: How Wallet Providers issue WIAs and WKAs to the Wallet Units is not specified in the present technical
specification, as this will be done by the Wallet Providers themselves and therefore does not require any
standard to achieve interoperability.
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NOTE 2: How the PID/EAA Providers issue the PIDs/EAAs to the Wallet Units is not specified in the present
technical specification; this is instead described in ETSI TS 119 472-3 [1] that specifies how the WIA or
WKA and Proof-of-Possession (PoP) are transported to the PID/EAA Provider for them to validate the
WIA/WKA and issue the PIDs/EAAs. ETSI TS 119 472-3 [1] is an EUDI Wallet profile of OpenID4VCI
[3] for the issuance of PIDs/EAAs.

NOTE 3: Figure 1 illustrates the case of how to issue PIDs and key-bound EAAs.

) Requirements of WIA and WUA

5.1 Formats of WIA and WUA
51.1 Format of WIA

FOR-5.1.1-01: The WIA shall be formatted as a JSON Web Token (JWT) as specified in IETF RFC 7519 [2].
FOR-5.1.1-02: The WIA shall be a Wallet Attestation as specified in Appendix E of OpenID4VCI [3].

FOR-5.1.1-03: The WIA shall be signed by the Wallet Provider.

51.2 Format of WKA

FOR-5.1.2-01: The WKA shall be formatted as a JSON Web Token (JWT) as specified in IETF RFC 7519 [2].
FOR-5.1.2-02: The WKA shall be a Key Attestation element as specified in Appendix D of OpenID4VCI [3].

FOR-5.1.2-03: The WKA shall be signed by the Wallet Provider.

5.2 Content of WIA and WKA
5.2.1 Content of WIA

CON-5.2.1-01: The content of the WIA shall contain the claims specified in Appendix E "Wallet Attestations in JWT
format" of OpenID4VCI [3].

NOTE 1: The Wallet Attestations JWT claims typ, iss, sub, exp, cnf, iat and nbf are specified in
section 5.1 of "OAuth 2.0 Attestation-Based Client Authentication (draft 07)" [i.11], which is based on a
reference from Appendix E of OpenID4VCI [3].

NOTE 2: The additional Wallet Attestations JWT claims wallet name and wallet 1link are specified in
Appendix E of OpenID4VCI [3]. Requirement CON-5.2.1-04 in the present document define WIA
specific requirements on the JWT claim wallet link.

CON-5.2.1-02: The WIA specific JSON token shall have an expiration time (exp) set to no more than 24 hours after its
issued at (iat) time.

CON-5.2.1-03: The WIA JOSE header shall contain the element x5c including the Wallet Provider’s WIA signer
certificate as specified in Appendix F.1 of OID4VCI [3].

NOTE 1: The Wallet Provider can optionally include the CA-certificate chain of the WIA signer certificate in the
element x5c.

NOTE 2: The PID/EAA Provider can use the WIA signer certificate to identify the Wallet Provider’s root
certificate in the trusted list according to ETSI TS 119 602 [i.8].

CON-5.2.1-04: The claim wallet 1link URL should point to the object eudiw _info as specified in clause 5.2.3.

CON-5.2.1-05: The additional Wallet Attestations JWT claim client status, as specified in Table 2 of the
present document, shall be included in the WIA.
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522 Content of WKA

5.2.2.1 WKA Key Attestations
CON-5.2.2.1-01: The content of the WKA shall adhere to Appendix D “Key Attestations” of OpenID4VCI [3].
5222 WKA Key Attestations in JWT format

CON-5.2.2.2-01: The JWT format of the WKA shall adhere to Appendix D.1 “Key Attestation in JWT format” of
OpenlD4VCI [3].

NOTE 1: The Wallet Key Attestation JWT claims alg, typ, iat, exp, attested keys,
key storage, user authentication, certification, nonce, and status are
specified in Appendix D.1 of OpenID4VCI [3].

NOTE 2: The JOSE header x5c is specified in Appendix F.1 of OpenlD4VCI [3].

NOTE 3: The requirements CON-5.2.2.2-02 to CON-5.2.2.2-08 in the present document define WKA specific
requirements on attested keys, key storage, user authentication,
certification, c_nonce, iat, exp, status, and x5c.

CON-5.2.2.2-02: The WKA specific claim attested keys shall specify a non-empty array of attested keys from
the key storage as defined in CON-5.2.2.2-03.

CON-5.2.2.2-03: The WKA specific claim key storage shall be present and specify the key storage in which the
attested keys are stored.

NOTE: The claim key storage contains a non-empty array of case sensitive strings that assert the attack
potential resistance. The WKA Attack Potential Resistance is specified in clause 5.2.2.3.

CON-5.2.2.2-04: The WKA specific claim user authentication should be present and specify the
authentication factors when the user authenticates to a remote key storage.

NOTE: The claimuser authentication isanon-empty array of case sensitive strings that assert the attack
potential resistance of the user authentication methods allowed to access the private keys from the
attested keys parameter. The WKA Attack Potential Resistance is specified in clause 5.2.2.3.

CON-5.2.2.2-05: The WKA specific claim certification shall be a string that contains a URL that links to the
certification of the WSCD or key storage.

NOTE: The parameter wallet solution certification information inclause 5.2.3 provides
additional information about the Wallet Solution certification.

CON-5.2.2.2-06 [ CONDITIONAL]: If a WKA is sent as an attestation proof type, then it shall also include a
¢ nonce as specified in Appendix F.1 of OpenID4VCI [3].

CON-5.2.2.2-07: The WKA specific token shall have an expiration time (exp) set to no more than 24 hours after its
issued at (iat) time.

CON-5.2.2.2-08: The WKA JOSE header shall contain the element x5c¢ including the Wallet Provider’s WKA signer
certificate as specified in Appendix F.1 of OID4VCI [3].

NOTE 1: The Wallet Provider can optionally include the CA-certificate chain of the WKA signer certificate in the
element x5c.

NOTE 2: The PID/EAA Provider can use the WKA signer certificate to identify the Wallet Provider’s root
certificate in the trusted list according to ETSI TS 119 602 [1.8].

CON-5.2.2.2-09: The additional Wallet Attestations JWT claim key storage status, as specified in Table 3 of
the present document, shall be included in the WKA.
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5.2.2.3 Key Storage Attack Potential Resistance

CON-5.2.2.3-01: The key storage Attack Potential Resistance shall adhere to Appendix D.2 “Attack Potential
Resistance” of OpenlD4VCI [3].

CON-5.2.2.3-02: The WKA Attack Potential Resistance shall be setto “iso 18045 high” for WSCDs protecting
keys of PIDs issued at Level of Assurance High according to eIDAS [i.16].

CON-5.2.2.3-03 [CONDITIONAL]: If the EAA Provider has propagated a list of the required ISO_ 18045 resistance
levels in the Credential Issuance Metadata according to clause 12.2.4 of OID4VCI [3], then the Wallet Provider shall set
the ISO_18045 parameter to at least one of the attack potential resistance levels in the list.

NOTE: In this case the EAA Provider policy will decide the appropriate level of WKA Attack Potential
Resistance for EAAs.

CON-5.2.2.3-04 [CONDITIONAL]: If CON-5.2.2.3-03 is not used, the Wallet Provider may set the WKA Attack
Potential Resistance to “iso 18045 high”,“iso 18045 moderate”, “iso 18045 enhanced basic”
or“iso 18045 basic” for key storages protecting keys of EAAs according to eIDAS [i.16].

NOTE: In this case the Wallet Provider policy will decide the appropriate level of WKA Attack Potential
Resistance for EAAs.

5.2.3 Object eudi_wallet_info

CON-5.2.3-01: The eudi_wallet info object shall have the content as specified in Table 1.

Table 1: Object eudiw_info.

Attribute Multiplicity Type Description

wallet provider name OPTIONAL string Name of Wallet Provider, as listed on
the Trusted List of Wallet Providers.

wallet_solution_id OPTIONAL string Identifier of the Wallet Solution, as
listed on the Trusted List of Wallet
Providers.
wallet_solution_version OPTIONAL string Version of the Wallet Solution.
wallet solution_certification_ | OPTIONAL JSON/string | Object containing information on which
information conformity assessment body certified

the Wallet Solution, the applicable
certification number, etc.

This is complementary information in
addition to the certification claim
specified in CON-5.2.2.2-05.

CON-5.2.3-02: The eudi_wallet info object should be published at the URL specified in the parameter
wallet link in CON-5.2.1-04.

5.2.4 Object client_status

CON-5.2.4-01: The client status object shall have the content as specified in Table 2.

Table 2: Object client_status.

Attribute Multiplicity Type Description

status REQUIRED JSON Status mechanism for the WI as
defined in IETF Token Status List
[i.12].

exp OPTIONAL integer Integer for the time at which the
client_status object expire, using the
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syntax defined in IETF RFC 7519 [2].
Reflects how often the Wallet Provider
updates the token status list.

CON-5.2.4-02: The index in the status of client status shall represent the integrity of an individual WI.

CON-5.2.4-03: The exp of the client status should have a longer lifetime than the exp of the WIA JSON
token.

525 Object key storage_status

CON-5.2.5-01: The key storage status object shall have the content as specified in Table 3.

Table 3: Object key_storage_status.

Attribute Multiplicity Type Description

status REQUIRED JSON JSON object representing the
supported revocation check
mechanisms of the key storage, as
defined in IETF Token Status List
[i.12].

exp OPTIONAL integer Integer for the time at which the
key_storage_status object expire,
using the syntax defined in IETF RFC
7519 [2]. Reflects how often the Wallet
Provider updates the token status list.

CON-5.2.5-02: The index in the status of key storage status shall represent the integrity of the key storage
type.

CON-5.2.5-03: The exp of the key storage status should have a longer lifetime than the exp of the WKA
JSON token.

53 Issuance of WIA and WKA
5.3.1 Issuance of WIA

ISS-5.3.1-01: The WIA shall be issued by the Wallet Provider.

ISS-5.3.1-02: The Wallet Unit shall provide the Wallet Provider with information about the Wallet Instance integrity in
the WIA issuance request.

NOTE 1: The Wallet Instance integrity information is specific to the wallet app and its platform.

NOTE 2: See Appendix E of OpenID4VCI [3] for descriptions of how integrity information can be provided by the
Wallet Instance.

ISS-5.3.1-03: The Wallet Provider shall verify the integrity of the Wallet Instance before issuing a WIA.

NOTE: See Appendix E of OpenID4VCI [3] for descriptions of how the Wallet Provider can perform integrity
checks on a Wallet Instance.

ISS-5.3.1-04: The Wallet Provider shall ensure that a Wallet Unit has sufficient WIAs for issuance of PIDs/EAAs.

ISS-5.3.1-05: The Wallet Provider shall ensure that the WIAs support issuer unlinkability when transported from the
Wallet Units to the PID/EAA Providers.

NOTE 1: The issuer unlinkability is related to preventing PID/EAA Providers from colluding.

NOTE 2: See ETSI TR 119 476-1 [i.7] for descriptions of how issuer unlinkability can be achieved.
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NOTE 3: Re-issuance of WIAs used for single use is one option to achieve issuer unlinkability.

NOTE 4: See REV-5.5.1-03 for recommendations of re-issuance of WIAs and the related scalability of status list
entries.

5.3.2  Issuance of WKA
ISS-5.3.2-01: The WKA shall be issued by the Wallet Provider.

ISS-5.3.2-02: The Wallet Unit shall provide the Wallet Provider with information about the Wallet Unit integrity in the
WKA issuance request.

ISS-5.3.2-03: The Wallet Unit integrity information should be comprised of information about the key storage.
ISS-5.3.2-04: The Wallet Provider shall verify the integrity of the Wallet Unit before issuing a WKA.

ISS-5.3.2-05: The Wallet Unit shall provide the Wallet Provider with the keys to be attested in the WKA issuance
request.

ISS-5.3.2-06: The Wallet Provider shall verify that the keys in the WKA issuance request are generated and stored in
the key storage before issuing a WKA.

ISS-5.3.2-07: The Wallet Provider shall include the keys from the WKA issuance request in the WKA element
attested keys.

ISS-5.3.2-08: The WKA element attested keys shall contain at least one key,
NOTE: Multiple keys in the WKA element attested keys allows for batch issuance of PIDs/EAAs.
ISS-5.3.2-09: The Wallet Provider shall ensure that a Wallet Unit has sufficient WKAs for issuance of PIDs/EAAs.

ISS-5.3.2-10: The Wallet Provider shall ensure that the WKAs support unlinkability when transported from the Wallet
Units to the PID/EAA Providers.

NOTE 1: The issuer unlinkability is related to preventing PID/EAA Providers from colluding.
NOTE 2: See ETSI TR 119 476-1 [1.7] for descriptions of how issuer unlinkability can be achieved.
NOTE 3: Re-issuance of WKAs used for single use is one option to achieve issuer unlinkability.

NOTE 4: See REV-5.5.2-03 for recommendations of re-issuance of WKAs and the related scalability of status list
entries.

ISS-5.3.2-11 [CONDITIONAL]: If the PID/EAA issuance request contains the parameter
credential configurations supported.credential metadata.credential reuse policy.

options.batch size asspecified in ETSI TS 119 472-3 [1], then the number of keys in the WKA should not
exceed the specified maximum batch size.

NOTE: If the number of keys exceeds the batch size, the PID/EAA Provider will not use all keys in the WKA to
bind PIDs or attestations to. Since a Wallet Unit uses a WKA at most once, this implies that the unused
keys will never be used. The Wallet Provider will devise a strategy for minimising the number of keys
that will remain unused, if needed.

ISS-5.3.2-12: One WKA shall contain only attested keys related to a single key storage.

NOTE: Each Wallet Unit can have multiple key storages of different types.

5.4 Life cycle of WIA and WKA

LIF-5.4-01: A Wallet Provider may choose to issue WKAs with different validity periods with a maximum of 24 hours.

LIF-5.4-02: The Wallet Provider shall ensure that the Wallet Unit can always present a WKA with a remaining validity
period of maximum 24 hours for their key storage.

LIF-5.4-03: The Wallet Provider shall ensure that the Wallet Unit fetches the Credential Issuer Metadata as specified in
section 12.2 of OID4VCI [3].
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LIF-5.4-04: The Wallet Provider shall keep track of which WK As are associated with which Wallet Units.

55 Revocation of WIA and WKA
551 Revocation of WIA

REV-5.5.1-01: The Wallet Provider shall allocate each WIA an index in the Token Status List status of the
client status object.

REV-5.5.1-02 [CONDITIONAL]: If the integrity of a specific WI is compromised, the Wallet Provider shall set the
client status index to revoked.

NOTE 1: It is the PID/EAA Providers’ responsibility to revoke all PIDs/EAAs associated with a revoked WI.

NOTE 2: If the user detects that its specific WI is compromised, then it is the user’s responsibility to inform the
Wallet Provider and request the W1 to be revoked.

NOTE 3: It is the Wallet Provider decides to revoke a user’s WI, then it is the Wallet Provider’s responsibility to
inform the user about the revoked WI.

REV-5.5.1-03: The status index of a WI shall not be re-used for different PID/EAA Providers.
NOTE 1: This allows for issuer unlinkability.

NOTE 2: A Wallet Provider could re-use a status index for a persistent relationship between a Wl and a
PID/EAA Provider.

552 Revocation of WKA

REV-5.5.2-01: The Wallet Provider shall allocate each WKA an index in the Token Status List status of the
key storage status object.

REV-5.5.2-02 [CONDITIONAL]: If the certification of the Key Storage Type is withdrawn, the Wallet Provider shall
setthe key storage status index to revoked.

NOTE 1: If the certification of a WSCD is withdrawn, the included key storage type certification is implictly
withdrawn too.

NOTE 2: It is the PID/EAA Providers’ responsibility to revoke all PIDs/EAAs associated with a revoked Key
Storage Type.

NOTE 3: IfaKey Storage Type is revoked, this will have an impact on all Wallet Units that utilisies such Key
Storages.

REV-5.5.2-03: The status index of a key storage should not be re-used for different PID/EAA Providers.
NOTE 1: This allows for issuer unlinkability.

NOTE 2: A Wallet Provider could re-use a status index for a persistent relationship between a key storage and a
PID/EAA Provider.

5.5.3 Scalability and optimisations of WIA and WKA revocation

REV-5.5.3-01: To ease scalability, the Wallet Provider may use the optimisations as specified in the requirements
REV-5.5.3-02 to REV-5.5.3-05.

REV-5.5.3-02: The Status List may be divided up to reduce the transmission size of an individual Status List Token.

NOTE: IETF Token Status List [i.12] section 13.4 contains recommendations of how to reduce the Status List
size.

REV-5.5.3-03: For privacy reasons, the Status List [i.12] should include a sufficient number of entries.

NOTE: IETF Token Status List [i.12] section 12.1 contains recommendations on privacy and size of the Status
Lists.
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REV-5.5.3-04: Multiple Token Status Lists [i.12] may be active for a single Wallet Provider.
REV-5.5.3-05: The Token Status Lists [i.12] should be compressed to reduce the size.

NOTE: IETF Token Status List [i.12] specifies mechanisms for compressing the Token Status List .

5.6 Signature algorithms of WIA and WKA

ALG-5.6-01: For signing WIAs, WKAs, related proof-of-possessions and Token Status Lists, the Wallet Provider shall
use one or more of the following cryptographic curve—algorithms.

e ES256 (ECDSA with SHA-256 and P-256)
e ES384 (ECDSA with SHA-384 and P-384)
e ES512 (ECDSA with SHA-512 and P-521)

5.7 Certificate policies of WIA and WUA signer certificates

POL-5.7-01: The WIA signer certificate shall be listed directly or be issued under a certificate listed in the list of wallet
providers referred to in Implementing Regulation (EU) 2024/2980 [1i.5].

NOTE: The WIA signer certificate is used to sign or seal the WIA.

POL-5.7-02: The WKA signer certificate shall be listed directly or be issued under a certificate listed in the list of
wallet providers referred to in Implementing Regulation (EU) 2024/2980 [i.5].

NOTE: The WKA signer certificate is used to sign or seal the WKA.
POL-5.7-03: The certificate policy of the WIA signer certificate should be defined by the Wallet Provider.

POL-5.7-04: The certificate policy of the WKA signer certificate should be defined by the Wallet Provider.
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Annex A (informative):
Examples

A.1 General

A number of different data objects are sent in the OpenID4VCI [3] protocol. Some non-normative examples are
described in clauses A.2 to A.4.

A.2 Example of a key-bound WIA

An example of a key-bound WIA is shown below.

"typ": "oauth-client-attestation+jwt"
"alg": "E8256",

"x5c": ["MIIDDTCCA...]

"sub": "https://client.example.com",
"wallet link": "https://wallet-provider.example.com/eudiw-info",
"client status": {
"status": {
"status_list": {

idx": 412,

"uri": "https://wallet-provider.example.com/statuslists/wia/1"

by
"exp": 1300820380
by

"exp": 1300819380,

"cnf": |
"Jwk": |
"kty": "EC",
"use": "sig",
"crv": "P-256",
"x": "18wHLeIgWOwVN6VD1Txgpqy2LszYkMf6J8njVAibvhM",
"y": "-V4dS4UalMgP 4fY4j8ir7cllTX1FdAgcx5507TkcSA"
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A.3 Example of a WKA key attestation object

An example of a WKA key attestation object is shown below.

"typ": "key-attestation+jwt",
"alg": "ES256",
"x5c": ["MIIDQjCCA..."]

"iat": 1516247022,

"exp": 1541493724,

"wallet link": "https://wallet-provider.example.com/eudiw-info",
"key storage status": {
"status": {

"status_list": {

idx": 412,

uri": "https://wallet-provider.example.com/statuslists/wua/1"

br

"exp": 1541499724
br
"attested keys": [

{

"kty": "EC",

"crv": "P-256",

"x": "TCAER19Zvu30HF4374W4vEfSVoHIP1ILilD1ls7vCeGemc",
"y": "ZxJ1iWWbZMQGHVWKVQ4hbSIirsVfuecCE6t4jTIF2HZQ"

1,
"key storage": [
"iso 18045 high"
1,
"user authentication": [

"iso 18045 high",
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"iso 18045 moderate"

I

A4 Example of the eudi_wallet_info object

An example of the eudi wallet info object is shown below.

"eudi wallet info": {
"wallet provider name": "WalletCorp",
"wallet solution id": "SmartWallet-mobile",
"wallet solution version": "1.0.1",

"wallet solution certification information":

"https://certification-body.example.org/certification/SmartWalletMobile/1-0-1/"
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Annex B (informative):
Changes from EC TS03

This annex describes the changes of the present document compared to EC TS03 v1.5 [i.3].

Clause 1 (Scope): Removed OID4VCI [3] transfer of WIA/WKA from the EUDIW to the PID/EAA Provider
(which was described in EC TS03); instead ETSI TS 119 472-3 [1] is the referenced ETSI standard for
OID4VC(I [3] transfer of WIA/WUA from the EUDIW to the PID/EAA Provider. Added Issuance, Algorithms
and Certificate Policies to the Scope.

Clause 2 (References): Added Normative References and Informative References according to the ETSI
syntax.

Clause 3 (Definition of terms, symbols and abbreviations): Added Terms, Symbols, Abbreviations and
Notations according to the ETSI syntax. The term WKA is used (instead of KA as specified in EC TS03 [i.3]).
Clause 4 (General concepts of WUA, WIA and WKA): Changed the clause to describe the concepts in general,
without any requirements. Removed the table with high-level requirements (which was present in EC TS03).
Added a picture with the flowchart of WIA and WKA issuance. Removed the description of PoP signature and
validation (which is specified in EC TS03 [i.3]) and instead referenced ETSI TS 119 472-3 [1].

Clause 5 (Requirements): Added clause with requirements adhering to the formal ETSI notation.

o Clause 5.1 (Formats of WIA and WKA): Elaborated the WIA and WKA format requirements with
references to OID4VCI [3] Appendix E and Appendix D.

o Clause 5.2 (Content of WIA and WKA): The eudiw_info object is accessed online via the wallet link
URL. The wallet_solution_certification information and wallet_solution_version are specified in the
eudiw_info object (instead of in the WIA that is the case for EC TS03 [i.3]).

o Clause 5.3 (Issuance of WIA and WKA): Added clause with requirements for the Wallet Provider
when issuing the WIA and WKA.

o Clause 5.4 (Life-cycle of WIA and WKA): Changed the life-cycle of the WKA to 24 hours (from 31
days as specified in EC TSO03 [i.3]). The parameter preferred key storage status period is not
specified (although it is specified in EC TS03 [i.3]).

o Clause 5.5 (Revocation of WIA and WKA): Changed the WKA revocation scope to the key storage
type (instead of specific PIDs/EAAs as specified in EC TS03 [i.3]). Removed the specification of how
the PID/EAA Providers revoke the PID/EAAs; this will instead be specified in ETSI TS 119 472-3
3]

o Clause 5.6 (Algorithms of WIA and WKA): No significant changes as compared to EC TS03 [i.3].

o Clause 5.7 (Certificate policies of WIA and WKA signer certificates): Added clause with certificate
policies of the WIA and WKA signer certificates.

Annex A (Examples): Updated the examples of WIA, WKA and the object eudi_wallet info based on the
changes in clause 5.2. Removed all examples that were related to the OID4VCI [3] transfer of WIA/WKA
from the EUDIW to the PID/EAA Provider (which were described in EC TS03 [1.3]).
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Annex (informative):
Bibliography

Void.
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Annex (informative):

Change history

Date Version Information about changes
2026-02-10 0.0.1 |Early draft. Based on EC TS03.
2026-03-05 0.0.2 [Stable draft. Updated based on the STF 705 expert review.
2026-03-20 0.0.3 [Stable draft. Updated based on the STF 705 expert review.
2026-03-25 0.0.4 |Stable draft. Updated based on the STF 705 expert review.
2026-03-26 0.0.5 [Stable draft. Reverted back to stable draft due to the IPR situation.
2026-03-26 0.0.6 [Stable draft. Added Annex B with the differences compared to EC TS03 v1.4.
2026-04-30 007 Stable draft. Updated based on the revised NWI. Updated Annex B with the differences
compared to EC TS03 v1.5.
2026-05-05 0.0.8 |Stable draft. Changed title based on the revised NWI.
2026-06-01 0.0.9 |Stable draft. Removed the reference to EC TS03.
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