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Essential patents  

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations 

pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be found 

in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 

respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI IPR 

online database. 

Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs, 

including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not 

referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential 

to the present document. 

Trademarks 

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. 

ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no 

right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not 

constitute an endorsement by ETSI of products, services or organizations associated with those trademarks. 

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its 

Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the 

3GPP Organizational Partners. oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and of 

the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association. 

Foreword 

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and Trust 

Infrastructures (ESI). 

The present document is part 2 of a multi-part deliverable covering Technological Solutions for the EU Digital Identity 

Framework, as identified below: 

Part 1:  "Foundational EAA Concepts and Architectural Models"; 

Part 2: "EAA Extended Validation Services Framework and Application"; 

Part 3:  "Support for EAA within AdES signatures”;  

Part 4:  "Hybrid EAA". 

Modal verbs terminology 

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 

"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 

provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Introduction 

Regulation (EU) 2024/1183 (hereinafter “eIDAS 2.0”) establishes the legal framework for the European Digital Identity 

(EUDI) Wallet. The Regulation enables citizens and businesses to securely store, manage and present electronic 

attestations of attributes and other attestations in online, offline, national and cross-border use cases. 

Within the EUDI Wallet ecosystem, the Architecture and Reference Framework (ARF) defines architectural principles, 

technical specifications and interoperability guidelines required to ensure consistent implementation across Member 

States and service providers. 

https://ipr.etsi.org/
https://ipr.etsi.org/
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx
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Within this ecosystem, three principal roles are defined: the Attestation Provider, the Wallet User, and the Wallet-Relying 

Party. Electronic Attestations of Attributes (EAA) and Qualified Electronic Attestations of Attributes ((Q)EAA) enable 

the electronic verification of attributes relating to natural persons, legal persons and objects. 

Certain attestation use cases may include embedded policies that introduce additional operational, contractual, or security 

conditions beyond standard disclosure validation. To support such scenarios while maintaining interoperability and 

compliance with ARF principles, the present document specifies an extended validation framework applicable to 

(Q)EAA. 

The framework builds upon existing issuance and presentation protocols, including OpenID4VCI and OpenID4VP, and 

does not require modifications to the attestation format. It introduces a mechanism based on controlled verification of the 

Proof of Possession associated with an attestation, enabling enforcement of specific embedded policies through an 

additional interaction between the Relying Party and the Attestation Provider. 

The present document builds on the study reported in ETSI TR 119 479-2. Further background information and analysis 

supporting the present specification can be found in [i.1]. 

1 Scope 

The present document specifies validation requirements and an extended validation framework, applicable to Relying 

Parties and Intermediaries, for Electronic Attestations of Attributes (EAA), Qualified Electronic Attestations of Attributes 

(QEAA), and Electronic Attestations of Attributes issued by or on behalf of a public sector body responsible for an 

authentic source (PuB-EAA), used within the European Digital Identity (EUDI) Wallet ecosystem. 

The present document specifies: 

• baseline validation requirements for EAA, QEAA and PuB-EAA presented via OID4VP, including format-

specific verification procedures for SD-JWT VC, ISO/IEC-mdoc, and JSON-LD W3C-VC credential formats;  

• an extended validation framework applicable where an attestation includes embedded policies requiring 

enforcement beyond standard validation, enabling additional interactions between the Relying Party and the 

Attestation Provider while preserving user privacy;  

• a cryptographic protocol profile supporting controlled verification of the Proof of Possession within the extended 

validation framework. 

2 References 

2.1 Normative references 

References are either specific (identified by date of publication and/or edition number or version number) or non-specific. 

For specific references, only the cited version applies. For non-specific references, the latest version of the referenced 

document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found in the 

ETSI docbox. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 

their long-term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] W3C® Recommendation (15 May 2025): "Verifiable Credentials Data Model v2.0". 

[2] ETSI TS 119 471: “Electronic Signatures and Trust Infrastructures (ESI); Policy and Security 

requirements for Providers of Electronic Attestation of Attributes Services”. 

[3] OpenID Foundation: “OpenID for Verifiable Presentations 1.0”. 

[4] IETF SD-JWT VC draft-ietf-oauth-sd-jwt-vc-11: "SD-JWT-based Verifiable Credentials (SD-JWT 

VC)", November 2025. 

[5] W3C® Recommendation (15 May 2025): "Data Integrity ECDSA Cryptosuites v1.0". 

https://docbox.etsi.org/Reference/
https://openid.net/specs/openid-4-verifiable-presentations-1_0.html
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[6] W3C® Candidate Recommendation (3 April 2025): "Data Integrity BBS Cryptosuites v1.0". 

[7] ISO/IEC 18013-5: "Personal identification — ISO-compliant driving licence Part 5: Mobile driving 

licence (mDL) application ". 

[8] RFC 9901: "Selective Disclosure for JSON Web Tokens". 

[9] ETSI TS 119 472-1: “Electronic Signatures and Trust Infrastructures (ESI); Profiles for Electronic 

Attestation of Attributes; Part 1: General requirements”. 

[10] W3C® Recommendation: "Securing Verifiable Credentials using JOSE and COSE". 

[11] ETSI TS 119 472-3: “Electronic Signatures and Trust Infrastructures (ESI); Profiles for Electronic 

Attestation of Attributes; Part 3: Profiles for issuance of EAA or PID”. 

[12] IETF draft-ietf-oauth-status-list-13 “Token Status List (TSL)”. 

[13] OpenID Foundation: “OpenID for Verifiable Credential Issuance 1.0”. 

[14] RFC 5869: “HMAC-based Extract-and-Expand Key Derivation Function (HKDF)”. 

[15] RFC 7518: “JSON Web Algorithms (JWA)”. 

[16] RFC 7515: “JSON Web Signature (JWS)”. 

2.2 Informative references 

References are either specific (identified by date of publication and/or edition number or version number) or non-specific. 

For specific references, only the cited version applies. For non-specific references, the latest version of the referenced 

document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 

their long-term validity. 

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's 

understanding but are not required for conformance to the present document. 

[i.1] ETSI TR 119 479-2: “Electronic Signatures and Trust Infrastructures (ESI);Technological Solutions 

for the EU Digital Identity Framework; Part 2: EAA Extended Validation Services Framework and 

Application”. 

[i.2] ETSI TS 119 312: “Electronic Signatures and Trust Infrastructures (ESI); Cryptographic Suites”. 

[i.3] ETSI TR 119 476-1: “Electronic Signatures and Trust Infrastructures (ESI); Analysis of selective 

disclosure and zero-knowledge proofs applied to Electronic Attestation of Attributes”.  

[i.4] European Digital Identity Wallet Architecture and Reference Framework v2.9 (ARF). 

[i.5] NIST SP 800-56A Rev. 3: “Recommendation for Pair-Wise Key-Establishment Schemes Using 

Discrete Logarithm Cryptography”.  

[i.6] Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024 

amending Regulation (EU) No 910/2014 as regards establishing the European Digital Identity 

Framework.  

[i.7] SOG-IS Crypto Working Group: "SOG-IS Crypto Evaluation Scheme Agreed Cryptographic 

Mechanisms".  

[i.8] Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data and on the free movement 

of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with 

EEA relevance). 

https://datatracker.ietf.org/doc/html/draft-ietf-oauth-status-list-13
https://openid.net/specs/openid-4-verifiable-credential-issuance-1_0.html
https://eudi.dev/2.9.0/architecture-and-reference-framework-main/
https://eur-lex.europa.eu/eli/reg/2024/1183/oj/eng
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3 Definition of terms, symbols and abbreviations 

3.1 Terms 

For the purposes of the present document, the terms given in [i.4] and the following apply: 

Attribute: feature characteristic or quality of a natural or legal person or of an entity, in electronic form.  

Electronic attestation of attributes (EAA): attestation in electronic form that allows attributes to be authenticated. 

Electronic attestation of attributes issued by or on behalf of a public sector body (PuB-EAA): electronic attestation 

of attributes issued by a public sector body that is responsible for an authentic source or by a public sector body that is 

designated by the Member State to issue such attestations of attributes on behalf of the public sector bodies responsible 

for authentic sources.  

European Digital Identity Wallet: initiative by the European Union aimed at providing citizens and businesses with a 

secure and convenient way to manage and use their digital identities.  

NOTE: The European Digital Identity Wallet allows users to store and control their personal data in a digital format, 

enabling them to prove their identity and other attributes in various online and offline situations. 

Person Identification Data (PID): set of data that is issued in accordance with Union or national law and that enables 

the establishment of the identity of a natural or legal person, or of a natural person representing another natural person or 

a legal person. 

Proof of Possession (PoP): Ability of the (Wallet) User to prove legitimate possession of an attestation.  

Presentation: data derived from one or more attestations, issued by one or more Attestation Providers, that is shared with 

a specific verifier. 

Qualified Electronic Attestation of Attributes (QEAA): electronic attestation of attributes which is issued by a qualified 

trust service provider and meets the requirements laid down in Annex V of [i.6]. 

NOTE: Attestation is a collective term that is used when either an EAA, QEAA or PuB-EAA could be applicable 

for the context 

Relying Party: natural or legal person that relies upon electronic identification, European Digital Identity Wallets or 

other electronic identification means, or upon a trust service. 

(Wallet-) Relying Party: Relying Party that intends to rely upon Wallet Units for the provision of public or private 

services by means of digital interaction. 

Selective Disclosure: capability enabling the User to present a subset of the attributes included in a PID or attestation. 

Unlinkability: lack of information required to connect the user's selectively disclosed attributes beyond what is disclosed. 

NOTE: The unlinkability definition has different shapes, refer to clause 3 of ETSI TR 119 476-1 [i.3] for further 

information. 

User: natural or legal person, or natural person representing another natural person or legal person, that uses trust services 

or electronic identification means provided in accordance with the Regulation (EU) 2024/1183 [i.6]. 

(Wallet) User: user who is in control of the Wallet Unit. 

Wallet Solution: combination of software, hardware, services, settings, and configurations, including Wallet Instances, 

one or more Wallet Secure Cryptographic Applications, and one or more Wallet Secure Cryptographic Devices. 

Wallet Unit: unique configuration of a Wallet Solution that includes Wallet instances, Wallet Secure Cryptographic 

Applications, and Wallet Secure Cryptographic Devices provided by a Wallet Provider to an individual Wallet User. 

3.2 Symbols 

Void. 
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3.3 Abbreviations 

For the purposes of the present document, the abbreviations in [i.4] and the following apply: 

ARF    Architecture and Reference Framework 

EUDIW   European Union Digital Identity Wallet 

EAA     Electronic Attestation of Attributes  

EAAP    Electronic Attestation of Attributes Service Provider 

OID4VCI   OpenID for Verifiable Credential Issuance 

OID4VP   OpenID for Verifiable Presentation 

RP(s)    Relying Party(-ies) 

4 EAA validation service 

4.1 EUDIW validation service requirements  

The EAA validation service for the EAA Service Provider shall follow the specifics defined in ETSI TS 119 471 clause 

4.3.2 [2]. 

REQ-EV-4.1-01: In addition to the attestation formats specified in REQ-EAASP-4.3.2-03 of clause 4.3.2 in TS 119 471 

[2], the Verifier SHALL support the JSON-LD representation format defined by [1] Verifiable Credentials DM, together 

with its corresponding proof mechanisms. 

4.2 Relying Party verification (general) 

Upon receiving a credential from an EUDI Wallet presentation, the RP shall perform the following verification 

requirements:  

REQ-EV-4.2-01: The Relying Party shall validate the VP Token in accordance with OID4VP [3] clause 8.6. 

REQ-EV-4.2-02: The Relying Party shall verify the issuer signature on the presented EAA in accordance with the 

applicable credential format verification procedure: 

• for SD-JWT VC EAAs: in accordance with [4]; 

• for ISO/IEC-mdoc EAAs: in accordance with ISO/IEC 18013-5 [7]; 

• for JSON-LD W3C-VC EAAs: in accordance with W3C Data Model [1]. 

REQ-EV-4.2-03: The Relying Party shall verify the authenticity of the EAA issuer using the applicable trust anchor as 

follows: 

• for QEAA and PID provider: by validating the issuer certificate against the trust anchors published in the 

applicable EU Trusted List or List of Trusted Entities (LoTE); 

• for PuB-EAA: by validating the issuer certificate against the trust anchor of the QTSP that issued the qualified 

certificate of the PuB-EAA Provider; 

•  for non-qualified EAA: by using the trust anchor mechanism defined in the applicable attestation Rulebook. 

REQ-EV-4.2-04: The Relying Party shall support at least one of the following attestation formats with the corresponding 

proof verification mechanism: 

• SD-JWT VC [4]; 

• ISO/IEC-mdoc [7]; 
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• JSON-LD W3C-VC [1]. 

REQ-EV-4.2-05: The Relying Party shall support verification of EAAs presented in at least one of the proximity or 

remote presentation flows. 

REQ-EV-4.2-06: The RP shall validate each Verifiable Presentation contained in the Authorization Response and shall 

ensure that the holder authentication proof is cryptographically bound to the client_id associated with the 

corresponding Authorization Request and the nonce value generated for the corresponding transaction, aligned with 

OID4VP [3] clause 14.1.2. 

REQ-EV-4.2-07: The Relying Party shall be able to retrieve the necessary material to verify the device binding of the 

presented EAA. 

REQ-EV-4.2-08: Where multiple EAAs are presented simultaneously, the Relying Party shall verify that all presented 

EAAs belong to the same holder. 

REQ-EV-4.2-09: Where the presented EAA is a QEAA, PuB-EAA or PID, the Relying Party shall verify that the 

credential was signed by a WSCD at LoA High, using the validation mechanism provided by the EAAP in accordance 

with REQ-EAASP-4.3.2-06 of ETSI TS 119 471 [2]. 

REQ-EV-4.2-10: The Relying Party shall verify that the presented EAA conforms to the data model requirements defined 

in ETSI TS 119 472-1 [9] for the applicable credential format and EAA category. 

REQ-EV-4.2-11: Where a status service reference is included in the EAA, the Relying Party shall verify the revocation 

status of the EAA using the mechanism indicated in the status service reference, in accordance with the applicable 

credential format profile. 

REQ-EV-4.2-12: The Relying Party shall verify the temporal validity of the presented EAA at the time of presentation.  

4.3 RP verification based on SD-JWT VC 

The following steps shall be performed by the Relying Party when verifying an SD-JWT VC-based EAA, in accordance 

with [4]. 

REQ-EV-4.3-01: The Relying Party shall verify that the presented SD-JWT VC conforms to the SD-JWT VC EAA 

profile defined in ETSI TS 119 472-1 [9] clause 5, including the presence and correctness of all mandatory claims and 

data elements. 

REQ-EV-4.3-02: The Relying Party shall perform the verification procedures for each element of the SD-JWT VC in 

accordance with [4] clause 3.4 

REQ-EV-4.3-03: The Relying Party shall verify the temporal validity of the presented EAA (of the Key Binding JWT 

as specified in IETF SD-JWT [8]) at the time of presentation by checking: 

• the exp claim, where present, shall not have elapsed; 

• the nbf claim, where present: the current time shall be on or after the time indicated; 

• the iat claim shall be present and shall indicate a time sufficiently close to the current time to prevent replay 

attack. 

• the nonce claim shall match the nonce issued by the Relying Party for the current session. 

• the nonce claim shall match the nonce issued for the current authorization request, in accordance with OID4VP 

[3]; 

• the sd_hash claim shall be present and shall correctly bind the KB-JWT to the SD-JWT, in accordance with 

[4]; 

An EAA whose temporal validity cannot be confirmed shall be rejected. 

REQ-EV-4.3-04: Where a status claim is present in the SD-JWT VC payload, the Relying Party shall verify the 

revocation status of the credential by retrieving and processing the Token Status List referenced in the status claim, in 

accordance with IETF draft-ietf-oauth-status-list-13 [12]. 
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REQ-EV-4.3-05: Where no status claim is present, the Relying Party shall verify that the exp claim indicates a short-

lived validity period. For QEAA and PuB-EAA, absence of both a status claim and a short-lived exp shall be treated as a 

verification failure. 

4.4 RP verification based on ISO/IEC-mdoc (remote) 

REQ-EV-4.4-01: The Relying Party shall verify that the presented ISO/IEC-mdoc EAA conforms to the ISO/IEC-mdoc 

EAA profile defined in ETSI TS 119 472-1 [9] clause 6, including the presence and correctness of all mandatory data 

elements. 

REQ-EV-4.4-02: The Relying Party shall perform the inspection procedure defined in ISO/IEC 18013-5 [7] clause 9.3.1, 

by validating the Mobile Security Object (MSO). 

REQ-EV-4.4-03: The Relying Party shall perform the inspection procedure defined in ISO/IEC 18013-5 [7], clause 9.3.2, 

by verifying that the DeviceAuth is valid with respect to the SessionTranscript. For presentations using OID4VP 

[3], the SessionTranscript shall include the OpenID4VPHandover structure bound to the nonce and client_id 

of the current session. 

REQ-EV-4.4-04: Where a status element is present in the MobileSecurityObject, the Relying Party shall 

verify the revocation status of the ISO/IEC-mdoc EAA by retrieving and processing the Token Status List referenced 

therein, in accordance with IETF draft-ietf-oauth-status-list-13 [12] where status_list is present: by retrieving and 

processing the MSO revocation list as a Status List Token in CWT format in accordance with ISO/IEC 18013-5 [7] clause 

9.1.2.6 and IETF draft-ietf-oauth-status-list-13 [12];  where identifier_list is present: by retrieving the identifier 

list and verifying whether the MSO identifier is present therein in accordance with ISO/IEC 18013-5 [7] clause  9.1.2.6. 

REQ-EV-4.4-05: The Relying Party may omit revocation checking for credentials identified as short-lived in accordance 

with ETSI TS 119 472-1 [9]. 

4.5 RP verification based on JSON-LD W3C-VC 

REQ-EV-4.5-01: The Relying Party shall verify that the presented JSON-LD EAA conforms to the profile defined in 

ETSI TS 119 472-1 [9] clause 7 by validating the presence and correctness of mandatory parameters. 

REQ-EV-4.5-02: The Relying Party shall validate the issuer’s cryptographic proof by executing the verification 

algorithm defined in clause 7.1 of the W3C Verifiable Credentials Data Model [1]. The verification shall follow the 

specifications of the securing mechanism used (embedded or enveloping), as detailed in ETSI TS 119 472-1 [9] clause 

7.6: 

• For enveloping proofs: compliance with W3C VC JOSE/COSE [10] and ETSI TS 119 472-1 [9] clause 7.6.4.  

• For embedded proofs: compliance with W3C Data Integrity (ECDSA [5] or BBS [6]) and ETSI TS 119 472-1 

[9] clause 7.6.5. 

REQ-EV-4.5-03: The Relying Party shall verify that the key used to sign the Verifiable Presentation matches the holder 

public key contained in the cnf property of the original credential, in accordance with ETSI TS 119 472-1 [9] clause 7.5. 

If the binding cannot be successfully verified, the presentation shall be rejected. 

REQ-EV-4.5-04: The Relying Party shall verify that the proof associated with the Verifiable Presentation is bound to the 

current transaction. The verification shall include: 

• Matching the challenge (or nonce) value in the presentation with the value sent in the authorization request.  

• Matching the domain (or aud) field with the Verifier identifier (Client ID).  

• The verification of proof temporal metadata (e.g., created) and, where applicable, its expiration (expires), 

ensuring that the presentation was generated within an acceptable time window defined by the RP policy. 

REQ-EV-4.5-05: The Relying Party shall verify that the verification time falls within the technical validity period of the 

EAA by checking the validFrom and validUntil properties in accordance with ETSI TS 119 472-1 [9] clause 7.2.8. 

REQ-EV-4.5-06: The Relying Party shall verify the validity status of the credential by evaluating the 

credentialStatus property. The check shall be performed according to the indicated status method (e.g., 



 

ETSI 

ETSI TS 119 479-2 V1.1.2 (2026-07) 12  
 

BitstringStatusList or TokenStatusList) to ensure that the credential has not been revoked or suspended 

in accordance with ETSI TS 119 472-1 [9] clause 7.2.11. 

4.6 Proximity validation  

Proximity validation refers to in-person presentation scenarios where the EAA is presented via a local communication 

channel without network connectivity. 

REQ-EV-4.6-01: The Relying Party shall support Device Engagement in accordance with ISO/IEC 18013-5 [7] clause 

8.2.2.1. 

REQ-EV-4.6-02: The Relying Party shall support at least one of the following transmission technologies: BLE in 

accordance with ISO/IEC 18013-5 [7] clause 8.3.3.1.1; NFC in accordance with ISO/IEC 18013-5 [7] clause 8.3.3.1.2; 

Wi-Fi Aware in accordance with ISO/IEC 18013-5 [7] clause 8.3.3.1.3. 

REQ-EV-4.6-03: The Relying Party shall perform EAA verification in accordance with the device retrieval flow as 

defined in ISO/IEC 18013-5 [7] clause 8.3.2.1. 

REQ-EV-4.6-04: The RP shall validate the credential presentation by checking and following the procedures defined in 

ISO/IEC 18013-5 [7] clauses 9.3.1 and 9.3.2. 

REQ-EV-4.6-05: The Relying Party shall perform mdoc reader authentication in accordance with ISO/IEC 18013-5 [7] 

clause 9.1 to enable the Wallet to verify the legitimacy of the reader prior to disclosing attributes.  

REQ-EV-4.6-06: When verifying QEAA or PuB-EAA credentials in proximity presentation scenarios, the Relying Party 

shall have online connectivity, either directly or through a connected backend system, in order to retrieve online validation 

data required for credential verification, including but not limited to revocation status information and the trust anchors 

of the QEAA or PuB-EAA providers. 

REQ-EV-4.6-07: The Relying Party should perform holder identity verification by comparing the physical subject with 

the portrait attribute received digitally, as described in ISO/IEC 18013-5 [7] clause E.13 

NOTE: The proximity presentation model defined in this clause is based on the ISO/IEC 18013-5 device retrieval 

architecture and applies exclusively to credentials presented as mdoc documents. 

4.7 Wallet-to-wallet interaction 

Here the Relying Party role is performed by another Wallet Application. In this context, the RP is therefore a Wallet-to-

Wallet verifier.  

REQ-EV-4.7-01: The RP Wallet Application shall operate in an online mode in order to retrieve the necessary data and 

verify the presentation. This includes retrieving the trust anchor and verifying the signature of the EAA Provider and 

checking the revocation status list associated with the attestation.  

REQ-EV-4.7-02: The Wallet Verifier shall clearly inform the User that the attribute presentation is taking place with 

another natural person. The User shall be warned not to proceed if the interaction is in fact with a legal entity or an 

organizational service. 

REQ-EV-4.7-03: All requirements defined from REQ-EV-4.6-01 to REQ-EV-4.6-05 of the present document shall also 

apply when the Relying Party role is implemented by another Wallet Application. 

4.8 Auditing events  

REQ-AE-4.8-01: The Relying Party shall process personal data received through EAA presentations in accordance with 

the principles defined in Article 5(1)(b), (c) and (e) of Regulation (EU) 2016/679 [i.8].  

REQ-AE-4.8-02: The Relying Party shall provide the data subject with the information required under Article 13 of 

Regulation (EU) 2016/679 [i.8] at the time of collecting personal data through EAA presentations. 

REQ-AE-4.8-03: The Relying Party shall retain only the minimum personal data necessary to fulfil the declared purpose 

of the transaction and only for the period necessary to provide the service. Where the purpose can be achieved by retaining 

attribute identifiers instead of attribute values, the Relying Party shall not retain attribute values.  
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REQ-AE-4.8-04: Credential metadata retained for audit or compliance purposes shall be limited to the issuer identifier, 

credential type, and validity period.   

REQ-AE-4.8-05: Cryptographic material received during the verification process shall not be retained after the 

completion of the verification process. 

REQ-AE-4.8-06: The Intermediary for any presentation process/verification shall immediately delete any data obtained 

from the Wallet after transmitting it to the final Relying Party. The Intermediary shall not store or retain any information 

related to the content of the transaction, unless such retention is strictly required for legal, audit, or compliance purposes. 

5 EAA Extended validation service 

5.1 General overview  

The extended validation framework introduces an additional interaction between the Relying Party and the Attestation 

Provider (EAAP) following completion of the presentation process as specified in OID4VP [3].  

The extended validation framework is independent of the attestation format and may be applied to any (Q)EAA 

presentation mechanism compatible with the applicable ecosystem profile. 

The extended validation service is only applicable to device-bound attestation 

NOTE:  Attestations at LoA High are device-bound by definition and are therefore within scope of the present 

document. 

5.2  Policy extension 

5.2.1 General policy extension 

REQ-EV-5.2-01: Where an attestation includes an embedded policy requiring obligations, validation conditions, or 

extended controls to be fulfilled prior to successful validation, the extended validation framework specified in the present 

document shall apply. 

REQ-EV-5.2-02: Where an EAA includes an embedded policy requiring extended validation, the relevant actors shall 

establish contractual or trust-based agreements ensuring compliance with the obligations defined by the applicable policy. 

REQ-EV-5.2-03: Embedded policies requiring extended validation shall be defined as Embedded Disclosure Policy 

Extensions in accordance with ISS-MDATA-EBD-4.2.5.2-10 of ETSI TS 119 472-3 [11]. 

5.2.2 Pricing Policy 

A specific case in which is possible to apply the policy extension is with the pricing_policy attribute, discussed in 

the TR 119 479-2 [i.1]. A pricing_policy is an embedded policy type that may be included in an EAA by the EAAP 

to indicate that presentation of the attestation is subject to a payment verification condition. When a pricing_policy 

is present in the attestation, standard validation as defined in clause 4 is not sufficient to complete the verification process. 

REQ-PP-5.2.2-01: Where an EAA includes a pricing_policy element, the extended validation framework specified 

in clause 7 in this document shall apply. 

5.3 EAAP metadata 

Where an EAAP supports the extended validation mechanism, its metadata shall include the following elements: 

REQ-EV-5.3-01: The EAAP metadata shall include a vpop_endpoint parameter containing the URI of the extended 

validation endpoint. 

REQ-EV-5.3-02: The EAAP metadata shall include a credential_configurations_supported parameter 

identifying the attestation types subject to extended validation, in accordance with OpenID for Verifiable Credential 

Issuance [13]. For each credential configuration subject to extended validation, the applicable embedded policy shall be 

indicated in the credential metadata. 
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6 Actors responsibilities 

6.1 General 

REQ-EV-6.1-01: Where an EAA includes an embedded policy requiring extended validation, the EAAP, the Wallet Unit, 

and the Relying Party shall implement the extended validation framework specified in the present document in accordance 

with their respective responsibilities defined in clauses 6.2, 6.3, and 6.5. 

6.2 Wallet responsibilities 

REQ-WR-6.2-01: The wallet shall determine, based on attestation metadata and embedded policy, whether extended 

validation applies. 

REQ-WR-6.2-02: Where extended validation applies, the wallet shall generate a proof of possession using the private 

key bound to the attestation and shall process it in accordance with the extended validation protocol defined in clause 7.3. 

REQ-WR-6.2-03: The wallet shall generate per-presentation new random cryptographic material for extended validation. 

REQ-WR-6.2-04: The wallet shall include in the presentation the extended validation data as defined in clause 7.3.5. 

REQ-WR-6.2-05: In multi-attestation scenarios, the wallet shall generate distinct extended validation elements for each 

attestation subject to extended validation as defined in clause 8.2. 

REQ-WR-6.2-06: The wallet shall not reuse session-specific cryptographic material across presentation sessions. 

6.3 Relying Party responsibilities 

REQ-RP-6.3-01: The Relying Party shall determine whether an EAA is subject to extended validation based on EAA 

metadata and embedded policy. 

REQ-RP-6.3-02: Where extended validation applies, the Relying Party shall construct and transmit an extended 

validation request to the EAA Provider in accordance with clause 7.4. 

REQ-RP-6.3-03: The RP shall authenticate itself to the EAA Provider in accordance with the applicable trust framework. 

REQ-RP-6.3-04: The RP shall not accept the wallet presentation as valid until extended validation has been successfully 

completed. 

REQ-RP-6.3-05: Where extended validation fails, the Relying Party shall treat the Wallet presentation as invalid. 

REQ-RP-6.3-06: The Relying Party shall not include any attribute values or user-identifying information derived from 

the EAA in the extended validation request transmitted to the EAAP. 

6.4 Intermediary responsibilities 

REQ-IN-6.4-01: Where an intermediary performs extended validation functions on behalf of a relying party, the 

intermediary shall comply with the requirements defined in Clause 6.3. 

6.5 EAAP responsibilities 

If the EAAP issues EAA requiring extended validation mechanisms the following requirements are applied: 

REQ-IS-6.5-01: Where the EAAP issues EAAs subject to extended validation, the EAAP shall comply with the metadata 

requirements specified in clause 5.3. 

REQ-IS-6.5-02: Upon receiving an extended validation request, the EAAP shall authenticate and validate the relying 

party. 

NOTE 1: The EAAP does not receive attestation contents or disclosed attribute values as part of the extended 

validation protocol defined in clause 7. 

NOTE 2: The extended validation protocol is designed to minimise linkability between presentation sessions. 
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REQ-IS-6.5-03: The EAAP shall perform the cryptographic operations required by the selected protocol profile. 

REQ-IS-6.5-04: Where an embedded policy applies, the EAAP shall enforce the policy conditions prior to completing 

extended validation. 

REQ-IS-6.5-05: The EAAP shall release verification material to the Relying Party only after successful cryptographic 

validation and enforcement of the applicable embedded policy. 

REQ-IS-6.5-06: The EAAP shall perform the operations specified in Clause 7.5.  

7 Extended validation mechanism 

7.1 General 

The present clause describes the technical details of the extended validation mechanism. 

The extended validation mechanism enables enforcement of embedded policies requiring controlled verification of the 

Proof of Possession (PoP) / Device Binding associated with a (Q)EAA. 

The mechanism is based on cryptographic protection of the Proof of Possession such that: 

• the EAA remains readable by the Wallet and the Relying Party; 

• the Proof of Possession is encrypted; 

• successful verification of the Proof of Possession requires interaction between the Relying Party (RP) and the 

EAAP. 

The mechanism does not modify the attestation format and does not alter the standard issuance and presentation 

procedure. 

7.2 Issuance phase 

During issuance: 

• the EAAP issues a (Q)EAA in a standard format (e.g. SD-JWT, ISO mDoc); 

• the EAA is bound to the Wallet Holder’s public key. 

The extended validation mechanism therefore does not modify the standard issuance flow.  

The issued credential shall conform to the applicable credential format profile and shall include a binding to the Holder’s 

public key.  

7.3 Presentation phase (Wallet to RP) 

7.3.1 Proof of Possession generation 

Upon receiving a presentation request, the Wallet generates a Proof of Possession in accordance with the applicable 

credential format profile, as defined in OID4VP [3] presentation protocol. 

The Wallet generates a Proof of Possession (PoP) signature over the verifier-generated nonce using the private key 

associated with the attestation binding. 

The PoP demonstrates control of the private key corresponding to the public key bound to the attestation. 

7.3.2 Ephemeral key generation and key agreement 

For each presentation session requiring extended validation, the Wallet generates a fresh ephemeral key pair: 

(𝑒, 𝐸𝑝𝑢𝑏) 

where: 
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• 𝑒 is the ephemeral private key; 

• 𝐸𝑝𝑢𝑏is the corresponding ephemeral public key. 

An Elliptic Curve Diffie-Hellman (ECDH) exchange is performed between: 

• the ephemeral private key 𝑒; and 

• the EAAP’s extended validation public key 𝐼𝑝𝑢𝑏. 

This produces a shared secret from which a symmetric key 𝐾𝐷𝐻 is derived using HKDF as defined in [14] with the 

following parameters: 

• Hash: SHA-256; 

• IKM: the raw ECDH shared secret; 

• salt: not set (absent); 

• info: "vpop" (encoded as a UTF-8 string); 

• L: 32 octets. 

7.3.3 Encryption of the Proof of Possession 

The Proof of Possession signature shall be encrypted using AES-256-GCM, using 𝐾𝐷𝐻 as the encryption key. 

The result is the encrypted Proof of Possession: 

𝐸𝑛𝑐𝑃𝑜𝑃 = 𝐴𝐸𝐴𝐷𝐾𝐷𝐻
(𝑃𝑜𝑃) 

 

Only an entity capable of deriving the same 𝐾𝐷𝐻can decrypt and verify the Proof of Possession. 

7.3.4 Authentication tag computation 

An authentication tag is computed as follows: 

𝐴𝑢𝑡ℎ𝑇𝑎𝑔 = 𝐻𝐴𝑆𝐻(𝐾𝐷𝐻 ∥ 𝑉𝐶𝑇 ∥ 𝑁𝑜𝑛𝑐𝑒𝑉𝑒𝑟𝑖𝑓𝑖𝑒𝑟) 

 

where: 

• 𝐾𝐷𝐻is the derived symmetric key; 

• 𝑉𝐶𝑇is the attestation type identifier; 

• 𝑁𝑜𝑛𝑐𝑒𝑉𝑒𝑟𝑖𝑓𝑖𝑒𝑟  is the nonce generated by the Relying Party; 

• " ∥ " denotes concatenation; 

• HASH denotes SHA-256. 

The authentication tag binds the key agreement result to the specific attestation type and verification session. 

7.3.5 Handover object 

The Wallet constructs a handover object containing: 

• the EAAP’s extended validation endpoint; 

• the ephemeral public key 𝐸𝑝𝑢𝑏; 

• the authentication tag (AuthTag); 
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• the attestation type identifier (VCT); 

• the verifier nonce. 

The ephemeral public key 𝐸𝑝𝑢𝑏 shall be represented as a JSON Web Key (JWK) object with algorithm “ECDH-ES” as 

defined in [15]. 

The presentation sent to the Relying Party includes: 

• the EAA; 

• the encrypted Proof of Possession (EncPoP); 

• the handover object. 

Conceptually, the presentation structure extends the standard presentation payload by appending the encrypted Proof of 

Possession and the handover object. 

7.4 Extended validation phase (Relying Party to EAAP) 

7.4.1 Preliminary verification 

After receiving the presentation, the Relying Party proceeds as follows. 

The Relying Party: 

• verifies the EAAP signature on the attestation; 

• validates the attestation according to standard verification procedures; 

• determines whether the attestation requires extended validation. 

If extended validation is not required, standard verification completes the process. 

7.4.2 Handover verification 

Where extended validation applies, the Relying Party: 

• extracts the handover object; 

• verifies that the VCT matches the attestation type; 

• verifies that the nonce matches the session nonce. 

7.4.3 Construction of the extended validation request 

The Relying Party constructs a signed JWT containing the following claims: 

• aud: the EAAP extended validation endpoint URI; 

• epk: the ephemeral public key 𝐸𝑝𝑢𝑏 as a JWK object; 

• vct: the attestation type identifier; 

• exp: expiration time; 

• hash: the authentication tag AuthTag; 

• nonce: the verifier nonce NonceVerifier; 

• client_id: the identifier of the Relying Party (if available). 

The JOSE header shall include: 

• alg: ES256; 
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• typ: vpop+jwt;  

• x5c: the certificate chain of the Relying Party. 

The type value vpop+jwt identifies the JWT as an extended validation request. The certificate chain included in x5c 

enables the EAAP to validate the Relying Party against a trusted root defined by the applicable trust framework. The JWT 

shall be signed using the private key corresponding to the certificate included in the x5c header parameter. 

7.4.4 Transmission 

The Relying Party transmits the signed JWT to the Issuer’s extended validation endpoint. 

Only the signed JWT is transmitted during this phase. 

7.5 EAAP processing 

Upon receiving the extended validation request, the Issuer performs the following steps. 

1. Extracts and validates the Relying Party certificate chain (x5c). 

2. Verifies that the issuing Certification Authority is trusted. 

3. Verifies the signature of the received JWT. 

4. Extracts the Handover and performs ECDH using: 

o its private extended validation key; and 

o the received ephemeral public key 𝐸𝑝𝑢𝑏. 

5. Derives 𝐾𝐷𝐻using the same HKDF parameters as specified in clause 7.3.2. 

6. Recomputes: 

𝐴𝑢𝑡ℎ𝑇𝑎𝑔′ = 𝐻𝐴𝑆𝐻(𝐾𝐷𝐻 ∥ 𝑉𝐶𝑇 ∥ 𝑁𝑜𝑛𝑐𝑒𝑉𝑒𝑟𝑖𝑓𝑖𝑒𝑟) 

 

7. Verifies that 𝐴𝑢𝑡ℎ𝑇𝑎𝑔′matches the received AuthTag. 

If: 

• the authentication tag is valid; and 

• applicable embedded policy conditions are satisfied, 

the EAAP returns the symmetric key 𝐾𝐷𝐻to the Relying Party. 

Policy enforcement procedures may be executed in parallel with the cryptographic validation. 

NOTE: The EAAP does not receive attestation contents or disclosed attribute values. 

7.6 Final Proof of Possession verification 

Upon receiving 𝐾𝐷𝐻, the Relying Party: 

1. Decrypts the encrypted Proof of Possession using the 𝐾𝐷𝐻, 

2. Validates the Proof of Possession signature in the decrypted PoP. 

3. Verifies that the signature corresponds to the public key bound to the attestation. 

If Proof of Possession validation fails, the presentation is considered invalid. 
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8 Extended validation mechanism – multi-presentation 

8.1 General 

OID4VP supports presentation of multiple Verifiable Attestations within a single transaction. 

In such cases, the presentation response may contain multiple tokens, each representing a distinct Verifiable Presentation. 

Each Verifiable Presentation includes: 

• the attestation; and 

• the associated holder Proof of Possession. 

Where attestations are bound to a holder public key, e.g. via a cnf claim in SD-JWT [8], a distinct Proof of Possession is 

generated for each attestation. 

8.2 Multi-presentation with extended validation 

Where multiple attestations are presented in a single transaction, and one or more require extended validation: 

• attestations not requiring extended validation follow the standard OID4VP verification process; 

• attestations requiring extended validation include the encrypted Proof of Possession and handover object 

described in clause 7.3. 

For each attestation requiring extended validation, the Wallet generates: 

• a distinct Proof of Possession; 

• distinct extended validation elements; 

• session binding to the verifier nonce. 

The extended validation mechanism operates independently per attestation. 

8.3 Verifier processing 

Upon receipt of a multi-presentation response, the Relying Party: 

1. processes each Verifiable Presentation independently. 

2. determines for each attestation whether extended validation is required. 

3. applies: 

o the standard verification procedure for attestations not requiring extended validation; and 

o the extended validation procedure described in Clause 7 for attestations requiring extended validation. 

Where extended validation applies, the Relying Party contacts only the EAAP associated with the relevant attestation. 

The presence of attestations requiring extended validation does not affect verification of other attestations within the same 

presentation. 

9 Security and privacy considerations  

9.1 Security considerations 

1. A general security consideration for cryptographic systems currently in use is the advent of quantum computers, 

more precisely Cryptographically Relevant Quantum Computers (CRQCs). Such computers could undermine 

the security assumptions of classical public-key cryptography by efficiently solving the mathematical problems 
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on which algorithms such as RSA and elliptic curve cryptography rely, notably through Shor’s algorithm. This 

threat affects trust infrastructures such as PKIs and requires a transition towards quantum-resistant cryptographic 

algorithms, including those approved or recommended by NIST. A relevant attack model is “harvest now, 

decrypt later”, where encrypted data is collected and stored with the intention of decrypting it in the future once 

suitable quantum capabilities become available. This consideration applies to current cryptographic schemes 

used for protecting attestations and highlights the need to plan migration towards quantum-resistant 

cryptographic solutions. 

2. Regardless of considerations about the future advent of quantum computers, a practical security consideration is 

that only approved curves and parameters should be used, such as those contained in NIST SP 800-56A Rev. 3 

[i.5] or other recognized suits are described in ETSI TS 119 312 [i.2] or in SOG-IS [i.7].  

3. The general security of the mechanism described is guaranteed, without taking into account the potential advent 

of CRQCs, by the Discrete Logarithm Problem over Elliptic Curves and by the non-reversibility of the used hash 

functions. 

9.2 Privacy considerations 

1. Regarding clause 7.4.4, only the signed JWT is transmitted to the Issuer’s extended validation endpoint during 

this phase. However, the possibility of collusion between the Attestation Provider and the RP should be 

considered, as the RP could share the entire presentation with the Attestation Provider. 

2. In the worst-case scenario, where the Attestation Provider has issued only a single attestation, it may be possible 

for the Attestation Provider, when requested to perform the verification of the encrypted Proof of Possession 

(PoP), to correlate the attestation with the corresponding Wallet User. 
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