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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs),; Essential, or potentially Essential, IPRs notified to
ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by Technical Committee Electronic Signatures and Trust
Infrastructures (ESI).

The present document is part 3 of a multi-part deliverable covering Technological Solutions for the EU Digital Identity
Framework, as identified below:

Part 1: “Foundational EAA Concepts and Architectural Models”;
Part 2: “EAA Extended Validation Services Framework and Application”;

Part 3: “Support for EAA within AdES signatures”.

Modal verbs terminology

nn

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

Electronic Attestations of Attributes (EAAs) can provide evidence of attributes associated with a natural person or legal
person, or with a natural person acting on behalf of a legal person. In a number of use cases, such evidence is relevant in
the context of digital signatures, where the signature needs to be associated not only with the signer's identity, but also
with one or more attributes, mandates, roles, qualifications, or authorizations.

Existing ETSI AdES formats already provide mechanisms to associate attribute information with a signature. In
particular, CMS-based AdES formats allow attributes to be conveyed using signed attributes carried in the SignerInfo
(SignedAttributes).

ETSI
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The present document is intended to complement existing ETSI specifications on Electronic Attestations of Attributes
and ETSI AdES signature formats. It does not redefine the semantics of EAAs, nor the general rules for creation or
validation of digital signatures already specified elsewhere.

1 Scope

The present document specifies technical means for supporting Electronic Attestations of Attributes (EAAs) and
Electronic Attestation of Attributes Verifiable Presentations (EAAVPs) within AdES signatures. It addresses the
embedding of such attestations and presentations in CAJES, PAJES, XAdES, JAdES, CB-AdES and ASiC-based
signatures, using the mechanisms provided by the corresponding AdES syntax.

The objective is to enable an AdES signature or seal to be associated with attribute evidence, such as roles, mandates,
qualifications or authorisations, while preserving interoperability with existing ETSI AdES specifications, and the EAA
and EAAVP formats defined in ETSI TS 119 472-1 [S] and ETSI TS 119 472-2 [6].

The present document defines syntax-specific requirements for the incorporation of EAAs and EAAVPs, including the
use of signed assertions or equivalent signer-attribute mechanisms. It also specifies how the representation type of the
embedded EAA or EAAVP is identified and how the corresponding binary or encoded representation is carried in the
signature.

The present document further addresses the inclusion of validation materials related to embedded EAAs and EAAVPs.
Such material includes certificate chains of EAA or EAAVP signer and their revocation information, and status
information associated with the embedded attestation or presentation, with the aim of supporting validation of both the
AdES signature and the attestation-related evidence.

The informative annex provides deployment-oriented use cases illustrating how EAAs or EAAVPs can be associated
with AdES signatures in scenarios involving QTSP-operated signing services, EUDI Wallet based presentations,
selective disclosure and attribute evidence relevant to the signing transaction.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 122-1: “Electronic Signatures and Infrastructures (ESI); CAdES digital signatures;
Part 1: Building blocks and CAdES baseline signatures”.

[2] ETSI EN 319 122-2: “Electronic Signatures and Infrastructures (ESI); CAdES digital signatures;
Part 2: Extended CAdES signatures”.

[3] IETF RFC 7517: “JSON Web Key (JWK)”.

[4] IETF RFC 9360: “CBOR Object Signing and Encryption (COSE): Header Parameters for Carrying

and Referencing X.509 Certificates”.

[5] ETSI TS 119 472-1: “Electronic Signatures and Trust Infrastructures (ESI); Profiles for Electronic
Attestation of Attributes; Part 1: General requirements”.
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[10]
[11]
[12]

[13]

2.2

6 ETSI TS 119 479-3 V0.0.2 (2026-06)

ETSI TS 119 472-2: “Electronic Signatures and Trust Infrastructures (ESI); Profiles for Electronic
Attestation of Attributes; Part 2: Profiles for EAA/PID Presentations to Relying Party”.

ETSI TS 119 182-1: “Electronic Signatures and Trust Infrastructures (ESI); JAdES digital
signatures; Part 1: Building blocks and JAdES baseline signatures™.

ETSI EN 319 142-1: “Electronic Signatures and Infrastructures (ESI); PAdES digital signatures;
Part 1: Building blocks and PAdES baseline signatures”.

ETSI EN 319 142-2: “Electronic Signatures and Trust Infrastructures (ESI); PAJES digital
signatures; Part 2: Additional PAJES signatures profiles”.

ETSI EN 319 132-1: “Electronic Signatures and Trust Infrastructures (ESI); XAdES digital
signatures; Part 1: Building blocks and XAdES baseline signatures”.

ETSI EN 319 132-2: “Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 2: Extended XAdES signatures”.

ETSITS 119 152-1: “Electronic Signatures and Trust Infrastructures (ESI); CB AdES (CBOR-
AdES) digital signatures; Part 1: Building blocks and CB-AdES baseline signatures”.

ISO 32000-2: “Document management — Portable document format — Part 2: PDF 2.0”.

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1]

[i.2]

[i.3]

[i.4]

[i.5]

[i.6]

[i.7]

[i.8]

ETSI EN 319 411-1: “Electronic Signatures and Trust Infrastructures (ESI); Policy and security
requirements for Trust Service Providers issuing certificates; Part 1: General requirements”.

ETSI EN 319 461: “Electronic Signatures and Trust Infrastructures (ESI); Policy and security
requirements for trust service components providing identity proofing of trust service subjects”.

ETSI TS 119 471: “Electronic Signatures and Trust Infrastructures (ESI); Policy and Security
requirements for Providers of Electronic Attestation of Attributes Services”.

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC, amended by Regulation (EU) 2024/1183 of the European
Parliament and of the Council of 11 April 2024 amending Regulation (EU) No 910/2014 as
regards establishing the European Digital Identity Framework.

ETSI EN 319 401: “Electronic Signatures and Trust Infrastructures (ESI); General Policy
Requirements for Trust Service Providers”.

ETSI TS 119 431-1: “Electronic Signatures and Trust Infrastructures (ESI); Policy and security
requirements for trust service providers; Part 1: TSP services operating a remote QSCD / SCDev”.

ETSI TR 119 479-1: “Electronic Signatures and Trust Infrastructures (ESI); Technological
Solutions for the EU Digital Identity Framework; Part 1: Foundational EAA Concepts and
Architectural Models”.

ISO 32000-1: "Document management - Portable document format - Part 1: PDF 1.7".
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3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the following terms apply:

Attribute Proofing Service Provider (APSP): as specified in ETSI EN 319 461 [i.2]

Certification Authority (CA): authority trusted by one or more users to create and assign certificates
NOTE: asper ETSTIEN 319 411-1 [i.1].

Identity Proofing Service Provider (IPSP): entity that acts under the responsibility of TSP to perform identity
verification

NOTE: asper ETSI EN 319 461 [i.2].

Electronic Attestation of Attributes Verifiable Presentation (EAAVP): data derived from an EAA that is presented
to a specific Relying Party

NOTE: asper ETSITS 119 472-2 [6].

(Qualified) Electronic Attestation of Attributes Service Provider ((Q)EAASP): electronic attestation of attributes
services provider who is granted the (qualified) status by an EU National Supervisory Authority

NOTE: asper ETSITS 119 471 [i.3].

Registration Service (of (Qualified) Electronic Attestation of Attributes) (RS): entity that verifies the identity and
specific attributes of a subject

Registration Authority (RA): entity that is responsible for identification and authentication of subjects of certificates
mainly

NOTE: asper ETSTEN 319 411-1 [i.1].

Remote Qualified Signature Creation Device (RQSCD): as specified in eIDAS [i.4]

Qualified Trust Services Provider (QTSP): entity which provides one or more qualified trust services
NOTE: asper ETSI EN 319 401 [i.5].

Server Signing Application Service Provider (SSASP): TSP operating a server signing application service
component

NOTE: asper ETSITS 119 431-1 [i.6].

3.2 Symbols

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

APSP Attribute Proofing Service Provider

CA Certification Authority

EAA Electronic Attestation of Attributes

EAAVP Electronic Attestation of Attributes Verifiable Presentation
IPSP Identity Proofing Service Provider

JSON-LD W3C-VC JSON-LD serialized W3C Verifiable Credentials

ETSI
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(QYEAASP (Qualified) Electronic Attestation of Attributes Service Provider

RS Registration Service (of (Qualified) Electronic Attestation of Attributes)
RA Registration Authority

RQSCD Remote Qualified Signature Creation Device

QTSP Qualified Trust Services Provider

SSASP Server Signing Application Service Provider

TSP Trust Service Provider

X.509-AC X.509 Attribute Certificate

3.4 Notation

Each requirement is identified as follows:

REQ-CDS-< the clause number>-<2-digit number - incremental> identifies requirements referred to CAdES.
REQ-PDS-< the clause number>-<2-digit number - incremental> identifies requirements referred to PAJES.
REQ-XDS-< the clause number>-<2-digit number - incremental> identifies requirements referred to XAdES.
REQ-JDS-< the clause number>-<2-digit number - incremental> identifies requirements referred to JAdES.
REQ-CBDS-< the clause number>-<2-digit number - incremental> identifies requirements referred to CB-AdES.

REQ-ASC-< the clause number>-<2-digit number - incremental> identifies requirements referred to ASiC.

4 Embedding EAAs into CAdES, PAJES, XAdES,
JAdES, CB-AdES and ASIC

4.1 General requirements

EAAs implemented according to ETSI TS 119 472-1 [5], i.e: SD-JWT VC EAA (clause 5), ISO/IEC mdoc EAA (clause
6), W3C Verifiable Credentials (JSON-LD W3C-VC) EAA (clause 7), X.509 Attribute Certificates (X.509-AC) EAA
(clause 8), and EAAVPs implemented according to ETSI TS 119 472-2 [6], i.e: SD-JWT VC EAAVP (clause 4.1),
ISO/IEC-mdoc EAAVP (clause 4.2) shall be incorporated within a signature using the specific mechanism provided by
the corresponding AdES syntax for inclusion of signed assertions, as applicable (e.g. SignedAssertions). For the
purpose of uniform implementation, EAAs in X.509-AC format may also be incorporated within signatures by means of
aforementioned mechanism.

4.2 AJES syntax specific requirements
4.2.1 CAdES

Where EAA implemented according to ETSI TS 119 472-1 [5], i.e: SD-JWT VC EAA (clause 5), ISO/IEC mdoc EAA
(clause 6), W3C Verifiable Credentials (JSON-LD W3C-VC) EAA (clause 7), X.509 Attribute Certificates (X.509-AC)
EAA (clause 8), or EAAVP implemented according to ETSI TS 119 472-2 [6], i.e: SD-JWT VC EAAVP (clause 4.1),
ISO/IEC-mdoc EAAVP (clause 4.2) is embedded in a CAdES signature, the requirements specified below shall apply:

REQ-CDS-4.2.1-01: The signer—-attributes-v2 shall be included in the CAdES signature, and it shall contain
the signedAssertions member.

REQ-CDS-4.2.1-02: The included signedAssertions object (which is part of the signer-attributes-v2 attribute)
shall be as follows:

signedAssertions ::= SEQUENCE {
signedAssertionID OBJECT IDENTIFIER {
id-etsi-SD-JWT-VC-EAA |
id-etsi-ISOMDOC-EAA |

id-etsi-JSON-LD-W3C-VC-EAA |

ETSI



It-etsi-X509AC-EAA |

id-etsi-SD-JWT-VC-EAAVP

id-etsi-ISOMDOC-EAAVP |

id-etsi-JSON-LD-W3C-VC-EAAVP |

id-etsi-X509AC-EAAVP

}I

ETSI TS 119 479-3 V0.0.2 (2026-06)

-- this is the OID of the EAA representation type used

signedAssertion OCTET STRING

-- this is the binary of the EAA representation

}

-- Definitions of OIDs.

id-etsi-eaa OBJECT IDENTIFIER

{ itu-t(0) identifiedorganization(4) etsi(0)

-—- The following OIDs shall be used:

-- for EAA inclusion:

-- for the SD-JWT VC:
id-etsi-SD-JWT-VC-EAA

-- for the ISO/IEC-mdoc:
id-etsi-ISOMDOC-EAA

-- for the JSON-LD W3C-VC:
id-etsi-JSON-LD-W3C-VC-EAA
-- for the X.509-AC:

id-etsi-X509AC-EAA

--for EAAVP inclusion:

-- for the SD-JWT VC:
id-etsi-SD-JWT-VC-EAAVP

-- for the ISO/IEC-mdoc:
id-etsi-ISOMDOC-EAAVP

-- for the JSON-LD W3C-VC:
id-etsi-JSON-LD-W3C-VC-EAAVP
-- for the X.509-AC:

id-etsi-X509AC-EAAVP

OBJECT

OBJECT

OBJECT

OBJECT

OBJECT

OBJECT IDENTIFIER

IDENTIFIER

IDENTIFIER

IDENTIFIER

IDENTIFIER

IDENTIFIER

OBJECT IDENTIFIER

OBJECT IDENTIFIER

id-geaas-profile (194793) 1}

{ id-etsi-eaa 1}

{ id-etsi-eaa 2}

{ id-etsi-eaa 3 }

{ id-etsi-eaa 4 }

{ id-etsi-eaa 5}

::= { id-etsi-eaa 6}

{ id-etsi-eaa 7}

{ id-etsi-eaa 8}

NOTE: The structure is defined in the ETSI EN 319 122-1 [1] in clause 5.2.6, whereas current clause defines the
OIDs and unambiguously the data encoding.

REQ-CDS-4.2.1-03: The signedAssertionID shall include one of the following OIDs, depending on the EEA or
EAAVP representation type:

for the EAA representation type SD-JWT-VC:

ETSI
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. for the EAA representation type ISO/IEC-mdoc: id-etsi-ISOMDOC-EAA

. for the EAA representation type JSON-LD W3C-VC: id-etsi-JSON-LD-W3C-VC-EAA

. for the EAA representation type X.509-AC: id-etsi-X509AC-EAA
. for the EAAVP representation type SD-JWT-VC: id-etsi-SD-JWT-VC-EAAVP
. for the EAAVP representation type ISO/IEC-mdoc: id-etsi-ISOMDOC-EAAVP

. for the EAAVP representation type JSON-LD W3C-VC: id-etsi-JSON-LD-W3C-VC-EAAVP
. for the EAAVP representation type X.509-AC: id-etsi-X509AC-EAAVP

REQ-CDS-4.2.1-04: The signedAssertion shall be an OCTET STRING with the binary content of the EEA or
EAAVP representation.

REQ-CDS-4.2.1-05: This OCTET STRING shall include:

. for the SD-JWT-VC EAA: the serialized EAA, using either Compact Serialization or JSON Serialization, and the
Disclosures for the attributes to be disclosed, each disclosure being separated by the tilde (‘~’) character as
applicable.

° for the ISO/IEC-mdoc EAA: the serialized EAA.
° for the JSON-LD W3C-VC EAA: the serialized EAA.
. for the X.509-AC EAA: the DER encoding of the EAA.

. for the SD-JWT-VC EAAVP: the serialized EAAVP, using either Compact Serialization or JSON Serialization,
and the Disclosures for the attributes to be disclosed, each disclosure being separated by the tilde (‘~’) character as
applicable.

. for the ISO/IEC-mdoc EAAVP: the serialized EAAVP.
° for the JSON-LD W3C-VC EAAVP: the serialized EAAVP.
. for the X.509-AC EAAVP: the DER encoding of the EAAVP.

REQ-CDS-4.2.1-06: The EEA or EAAVP shall include key binding data corresponding to the signature/seal certificate
of the CAdES signature as defined in ETSI TS 119 472-1 [5].

[31141[3][3][4][5]4.2.2 PAJES

Where EAA implemented according to ETSI TS 119 472-1 [5], i.e: SD-JWT VC EAA (clause 5), ISO/IEC mdoc EAA
(clause 6), W3C Verifiable Credentials (JSON-LD W3C-VC) EAA (clause 7), X.509 Attribute Certificates (X.509-AC)
EAA (clause 8), or EAAVP implemented according to ETSI TS 119 472-2 [6], i.e: SD-JWT VC EAAVP (clause 4.1),
ISO/IEC-mdoc EAAVP (clause 4.2) is embedded in a PAdJES signature, the requirements specified below shall apply:

REQ-PDS-4.2.2-01: The DER-encoded SignedData object included as the PDF signature in the entry with the key
Contents of the Signature Dictionary shall include the signer-attributes-v2 attribute and that signer-
attributes-v2 shall contain the signedAssertion member.

NOTE: This means that the embedding EAA in PAdES signatures is traced back to CAdES.

REQ-PDS-4.2.2-02: On the signedAssertion object the requirements of REQ-CDS-4.2.1-02 shall apply.

423 XAdES

Where EAA implemented according to ETSI TS 119 472-1 [5], i.e: SD-JWT VC EAA (clause 5), ISO/IEC mdoc EAA
(clause 6), W3C Verifiable Credentials (JSON-LD W3C-VC) EAA (clause 7), X.509 Attribute Certificates (X.509-AC)
EAA (clause 8), or EAAVP implemented according to ETSI TS 119 472-2 [6], i.e: SD-JWT VC EAAVP (clause 4.1),
ISO/IEC-mdoc EAAVP (clause 4.2) is embedded in a XAdES signature, the requirements specified below shall apply:

ETSI
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REQ-XDS-4.2.3-01: The SignerRoleV2 qualifying property shall be included in the XAdES signature, and it shall
contain the SignedAssertion member.

REQ-XDS-4.2.3-02: The included SignedAssertion object (which is part of the signer-attributes-v2 attribute)
shall be as the following XSD defines:

<?xml version="1.0" encoding="UTF-8"?>
<!-- created with XMLSpear -->
<xsd:schema elementFormDefault="qualified"
targetNamespace="http://uri.etsi.org/1947903/v1.1.1#" xmlns="http://uri.etsi.org/1947903/v1.1.1#"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xades="http://uri.etsi.org/01903/v1.3.24">
<xsd:import namespace="http://uri.etsi.org/01903/v1.3.2#"
schemalocation="http://uri.etsi.org/01903/v1.3.2/XAdES01903v132-201601.xsd"/>
<xsd:complexType name="EAAOrEAAVPType">
<xsd:simpleContent>
<xsd:extension base="xades:EncapsulatedPKIDataType">
<xsd:attribute name="profile" type="EAAOrEAAVPProfileType" use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

<l--
Definition of a type derived from xsd:string that limits the repertoire of strings identifying one
profile for EAA or EAAVP.
—-——>
<xsd:simpleType name="EAAOrEAAVPProfileType">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="SDJWTVCEAA"/>
<xsd:enumeration value="SDJWTVCEAAVP"/>
<xsd:enumeration value="ISOmdocEAA"/>
<xsd:enumeration value="ISOmdocEAAVP"/>
<xsd:enumeration value="JSONLDW3CVCEAA"/>
<xsd:enumeration value="JSONLDW3CVCEAAVP"/>
<xsd:enumeration value="X509ACEAA"/>
<xsd:enumeration value="X509ACEAAVP"/>
</xsd:restriction>
</xsd:simpleType>

<xsd:element name="EAAOrEAAVP" type="EAAOrEAAVPType"/>

</xsd:schema>

REQ-XDS-4.2.3-03: The profile shall reflect the included representation type.
. for the EAA representation type SD-JWT-VC: SDIWTVCEAA
. for the EAA representation type ISO/IEC-mdoc : ISOmdocEAA

. for the EAA representation type JSON-LD W3C-VC: JSONLDW3CVCEAA

. for the EAA representation type X.509-AC: X509ACEAA
. for the EAAVP representation type SD-JWT-VC: SDJWTVCEAAVP
. for the EAAVP representation type ISO/IEC-mdoc: ISOmdocEAAVP

. for the EAAVP representation type JSON-LD W3C-VC: JSONLDW3CVCEAAVP
. for the EAAVP representation type X.509-AC: X509ACEAAVP
REQ-XDS-4.2.3-04: The value shall be a Base64Binary object with the binary content of the EEA representation.

REQ-XDS-4.2.3-05: This Base64Binary object shall include:

ETSI
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. for the SD-JWT-VC EAA: the serialized EAA, using either Compact Serialization or JSON Serialization, and the
Disclosures for the attributes to be disclosed, each disclosure being separated by the tilde (‘~) character as
applicable.

. for the ISO/IEC-mdoc EAA: the serialized EAA.
. for the JSON-LD W3C-VC EAA: the serialized EAA.
. for the X.509-AC EAA: the DER encoding of the EAA.

. for the SD-JWT-VC EAAVP: the serialized EAAVP, using either Compact Serialization or JSON Serialization,
and the Disclosures for the attributes to be disclosed, each disclosure being separated by the tilde (‘~’) character as
applicable.

. for the ISO/IEC-mdoc EAAVP: the serialized EAAVP.
° for the JSON-LD W3C-VC EAAVP: the serialized EAAVP.
. for the X.509-AC EAAVP: the DER encoding of the EAAVP.

REQ-XDS-4.2.3-06: The EEA or EAAVP shall include the key binding data corresponding to the signature/seal
certificate of the XAdES signature as defined in ETSI TS 119 472-1 [5].

[31141131[3][4][5]4.2.4 JADES

Where EAA implemented according to ETSI TS 119 472-1 [5], i.e: SD-JWT VC EAA (clause 5), ISO/IEC mdoc EAA
(clause 6), W3C Verifiable Credentials (JSON-LD W3C-VC) EAA (clause 7), X.509 Attribute Certificates (X.509-AC)
EAA (clause 8), or EAAVP implemented according to ETSI TS 119 472-2 [6], i.e: SD-JWT VC EAAVP (clause 4.1),
ISO/TEC-mdoc EAAVP (clause 4.2) is embedded in a JAdES signature, the requirements specified below shall apply:

REQ-JDS-4.2.4-01: The srAts property shall be included in the JAdES signature, and it shall reference a
signedAssertions object with a value of gArrays type.

REQ-JDS-4.2.4-02: The mediaType of the signedAssertions object shall reflect the included representation

type:
. for the EAA representation type SD-JWT-VC: application/vectsd-jwt
. for the EAA representation type ISO/IEC-mdoc: application/mso _mdoc

. for the EAA representation type JSON-LD W3C-VC: application/vc

. for the EAA representation type X.509-AC: application/pkix-attr-cert
. for the EAAVP representation type SD-JWT-VC: application/vc+sd-jwt
. for the EAAVP representation type ISO/IEC-mdoc : application/mso_mdoc

. for the EAAVP representation type JSON-LD W3C-VC: application/vp
. for the EAAVP representation type X.509-AC: application/pkix-attr-cert

REQ-JDS-4.2.4-03: The gvals ofthe gArrays object shall include the EEA or EAAVP representation as defined
in the ETSI TS 119 182-1 [7].

REQ-JDS-4.2.4-04: The gVals shall include:

. for the SD-JWT-VC EAA: the serialized EAA, using either Compact Serialization or JSON Serialization, and the
Disclosures for the attributes to be disclosed, each disclosure being separated by the tilde (‘~”) character as
applicable.

. for the ISO/IEC-mdoc EAA: the JSON string which content is the base64-encoding of the serialized EAA.

° for the JSON-LD W3C-VC EAA: the serialized EAA.
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. for the X.509-AC EAA: the base64-encoded string of the DER encoding of the EAA.

. for the SD-JWT-VC EAAVP: the serialized EAAVP, using either Compact Serialization or JSON Serialization,
and the Disclosures for the attributes to be disclosed, each disclosure being separated by the tilde (‘~*) character as
applicable.

. for the ISO/IEC-mdoc EAAVP: the JSON string which content is the base64-encoding of the serialized EAAVP.
. for the JSON-LD W3C-VC EAAVP: the serialized EAAVP.
. for the X.509-AC EAAVP: the base64-encoded string of the DER encoding of the EAAVP.

REQ-JDS-4.2.4-05: The EEA or EAAVP shall include key binding data corresponding to the signature/seal certificate
of the JAJES signature as defined in ETSI TS 119 472-1 [5].

131141131[3][4][5]4.2.5 CB-AdES

Where EAA implemented according to ETSI TS 119 472-1 [5], i.e: SD-JWT VC EAA (clause 5), ISO/IEC mdoc EAA
(clause 6), W3C Verifiable Credentials (JSON-LD W3C-VC) EAA (clause 7), X.509 Attribute Certificates (X.509-AC)
EAA (clause 8), or EAAVP implemented according to ETSI TS 119 472-2 [6], i.e: SD-JWT VC EAAVP (clause 4.1),
ISO/IEC-mdoc EAAVP (clause 4.2) is embedded in a CB-AdES signature, the requirements specified below shall

apply:

REQ-CBDS-4.2.5-01: The srAts property shall be included in the CB-AdES signature, and it shall reference a
signedAssertions object with a value of AttrArrays type containing NotCertifiedItem instance.

REQ-CBDS-4.2.5-02: The mediaType of the NotCertifiedItem object shall reflect the included
representation type:

. for the EAA representation type SD-JWT-VC: application/vc+sd-jwt

for the EAA representation type ISO/IEC-mdoc : application/mso_mdoc

. for the EAA representation type JSON-LD W3C-VC: application/vc

. for the EAA representation type X.509-AC: application/pkix-attr-cert
. for the EAAVP representation type SD-JWT-VC: application/vc+sd-jwt
. for the EAAVP representation type ISO/IEC-mdoc : application/mso_mdoc

. for the EAAVP representation type JSON-LD W3C-VC: application/vp
. for the EAAVP representation type X.509-AC: application/pkix-attr-cert

REQ-CBDS-4.2.5-03: The gvals ofthe NotCertifiedItem object shall include the EEA or EAAVP
representation as defined in the ETSI TS 119 152-1 [12].

REQ-CBDS-4.2.5-04: The gvals shall include:

. for the SD-JWT-VC EAA: the serialized EAA, using either Compact Serialization or JSON Serialization, and the
Disclosures for the attributes to be disclosed, each disclosure being separated by the tilde (‘~") character as
applicable.

. for the ISO/IEC-mdoc EAA: the JSON string which content is the base64-encoding of the serialized EAA.
. for the JSON-LD W3C-VC EAA: the serialized EAA.
. for the X.509-AC EAA: the base64-encoded string of the DER encoding of the EAA.

. for the SD-JWT-VC EAAVP: the serialized EAAVP, using either Compact Serialization or JSON Serialization,
and the Disclosures for the attributes to be disclosed, each disclosure being separated by the tilde (‘~’) character as
applicable.
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. for the ISO/IEC-mdoc EAAVP: the JSON string which content is the base64-encoding of the serialized EAAVP.
. for the JSON-LD W3C-VC EAAVP: the serialized EAAVP.
. for the X.509-AC EAAVP: the base64-encoded string of the DER encoding of the EAAVP.

REQ-CBDS-4.2.5-05: The EEA or EAAVP shall include key binding data corresponding to the signature/seal
certificate of the CB-AdES signature as defined in ETSI TS 119 472-1 [5].

426 ASIC

Where EAA implemented according to ETSI TS 119 472-1 [5], i.e: SD-JWT VC EAA (clause 5), ISO/IEC mdoc EAA
(clause 6), W3C Verifiable Credentials (JSON-LD W3C-VC) EAA (clause 7), X.509 Attribute Certificates (X.509-AC)
EAA (clause 8), or EAAVP implemented according to ETSI TS 119 472-2 [6], i.e: SD-JWT VC EAAVP (clause 4.1),
ISO/IEC-mdoc EAAVP (clause 4.2) is embedded in signatures present within an ASiC container, the requirements
specified below shall apply:

REQ-ASC-4.2.6-01: If the signature in the ASIC container is based on CAdES signature, then the requirements in
clause 4.2.1 shall apply.

REQ-ASC-4.2.6-02: If the signature in the ASIC container is based on XAdES signature then the requirements in
clause 4.2.3 shall apply.

5 The inclusion of the validation materials of the EAAs
and EAAVPs

5.1 General requirements

REQ-CDS-5.1-01 For the validation of EAA or EAAVP digital signatures, the signature shall include the certificate
chain and the revocation data of the signature of the EAA and the validation data of EAA at least the same level as the
signature level of the document which EAA or EAAVP was embedded in.

NOTEI1: This means, if the document is signed on B-B or B-T level the EAA signer/seal certificate and its chain
are included. On B-LT or B-LTA levels the revocation values of the EAA signer/seal certificate and its
chain are included in addition to the EAA signer/seal certificate and its chain.

NOTE 2: The inclusion of the validation materials may not be possible in case of short-term EAAs and EAAVPs
following ETSI TS 119 471 [i.3].

NOTE 3: It is not possible to extend an EAA or EAAVP later (like with the OCSP or CRL), if the statusinfo is
using BitStringStatusList or TokenStatuslist, so it is recommended to always add those revocation
information.

5.2 Material for validating digital signatures
5.2.1 CAdES

If an SD-JWT VC, ISO/IEC-mdoc and/or JSON-LD W3C-VC EAA or EAAVP or X.509-AC EAAVP is embedded in a
CAdES signature in relation to the signature/seal certificate contained in the signature, the following requirements

apply:

REQ-CDS-5.2.1-01: The signing certificate and if the revocation information is included the revocation information of
the EAA signing/seal certificate shall be included following the requirements of ETSI EN 319 122-1 [1] and ETSI EN
319 122-2 [2].
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NOTE: This generally means, the SignedData.Certificates includes also the chain and the signer/seal
certificate of the EAA and the SignedData.Crls includes the revocation information (CRL, OCSP)
of that certificate and chain.

(1]
5.2.2 PAdES

If an SD-JWT VC, ISO/IEC-mdoc and/or JSON-LD W3C-VC EAA or EAAVP or X.509-AC EAAVP is embedded in a
PAJES signature in relation to the signature/seal certificate contained in the signature, the following requirements

apply:
REQ-PDS-5.2.2-01: The signing certificate and if the revocation information is included the revocation information of

the EAA signing/seal certificate shall be included following the requirements of ETSI EN 319 142-1 [8] and ETSI EN
319 142-2 [9].

NOTE: This generally means, the SPO:DSS includes also the chain and the signer/seal certificate of the EAA and
includes the revocation information (CRL, OCSP) of that certificate and chain.

5.23 XAdES

If an SD-JWT VC, ISO/IEC-mdoc and/or JSON-LD W3C-VC EAA or EAAVP or X.509-AC EAAVP is embedded in a
XAdES signature in relation to the signature/seal certificate contained in the signature, the following requirements

apply:

REQ-XDS-5.2.3-01: The signing certificate and if the revocation information is included the revocation information of
the EAA signing/seal certificate shall be included following the requirements of ETSI EN 319 132-1 [10].

NOTE: This generally means, the AttrAuthoritiesCertValues includes the chain and the signer /seal certificate of
the EAA and the AttributeRevocationValues shall include the revocation information (CRL, OCSP) of
that certificate and chain.

5.24  JAdES

If an SD-JWT VC, ISO/IEC-mdoc and/or JSON-LD W3C-VC EAA or EAAVP or X.509-AC EAAVP is embedded in a
JAAJES signature in relation to the signature/seal certificate contained in the signature, the following requirements apply:

REQ-JDS-5.2.4-01: The signing certificate and if the revocation information is included the revocation information of
the EAA signing/seal certificate shall be included following the requirements of ETSI TS 119 182-1 [7].

NOTE: This generally means, that the signature/seal certificate of the EAA can be placed either in the axVals
or anyValData, and the revocation information can be placed either in arvals or anyValData.

5.2.5 CB-AdES

If an SD-JWT VC, ISO/IEC-mdoc and/or JSON-LD W3C-VC EAA or EAAVP or X.509-AC EAAVP is embedded in a
CB-AdES signature in relation to the signature/seal certificate contained in the signature, the following requirements

apply:

REQ-CBDS-5.2.5-01: The signing certificate and if the revocation information is included the revocation information
of the EAA signing/seal certificate shall be included following the requirements of ETSI TS 119 152-1 [12] and ETSI
EN 319 132-2 [11].

NOTE:  This generally means that the signature/seal certificate and the revocation information of the EAA or
EAAVP id placed in the ValData component.
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526 ASIC

If an SD-JWT VC, ISO/IEC-mdoc and/or JSON-LD W3C-VC EAA or EAAVP or X.509-AC EAAVP is embedded in
an ASIC container in relation to the signature/seal certificate contained in the signature, the following requirements

apply:

REQ-ASC-5.2.6-01: If the signature included in the ASIC container is based on CAdES signature, then the chapter
5.2.1 shall apply.

REQ-ASC-5.2.6-02: If the signature included in the ASIC container is based on XAdES signature then the chapter
5.2.3 shall apply.

5.3 Material for validating EAA statuses
5.3.1 CADES

REQ-CDS-5.3.1-01: If the EAA status information is included, it shall be included into the revocation-values
property and it shall reference an otherRevVvals object.

REQ-CDS-5.3.1-02: This included otherRevVals object (which is part of the revocation-values attribute)
shall be as follows:

OtherRevVals ::= SEQUENCE {
otherRevValType OBJECT IDENTIFIER {
id-etsi-ORV-BSL |
id-etsi-ORV-TSL 1},
-- this is the OID of the EAA revocation info type used
otherRevVals OCTET STRING
-- this is the binary of the EAA revocation value
}
-- Definitions of OIDs.
id-etsi-eaa-ORV OBJECT IDENTIFIER ::=

{ itu-t(0) identifiedorganization(4) etsi(0) id-geaas-profile(194793) 2}

-- The following OIDs shall be used:

-- for Bitstring Status List:

id-etsi-ORV-BSL OBJECT IDENTIFIER ::= { id-etsi-eaa-ORV 1}
-- for Token Status List:

id-etsi-ORV-TSL OBJECT IDENTIFIER ::= { id-etsi-eaa-ORV 2}

NOTE: The structure is defined in the ETSI EN 319 122-1 [1] in clause A.1.2.2, whereas current clause defines
the OIDs and unambiguously the data encoding.

REQ-CDS-5.3.1-03: The otherRevvalType shall include one of the following OIDs, depending on the use of BSL or
TSL:

. for the BSL revocation typ: id-etsi-ORV-BSL

. for TSL revocation type : id-etsi-ORV-TSL
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5.3.2 PADES

REQ-PDS-5.3.2-01: If the EAA status information is included in the format of a Bitstring Status List (BSL) or Token
Status List (TSL) it shall be included in PADES extension defined in Table 1.
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Table 1: Entries in the custom DSS and VRI dictionary extension

Dictionary | Key Type Value
(Optional) An array of indirect references to stream objects
containing non-X.509 EAA revocation data. This entry extends
DSS ETSI_OtherRevVals | array the DSS dictionary as applied to PDF 1.7 (via ETSI EN 319 142-
1 [8]) or as defined natively in ISO 32000-2 [13], Clause
12.8.4.3.2.
(Optional) An array of indirect references to stream objects
VRI ETSI_OtherRevVals | array containing the specific EAA status information associated with
the EAA identified by this VRI dictionary.
EXAMPLE:
1 0 obj
<<
/Type /Catalog

/Pages2 0R/DSS 100 R

% -Declaration of extension-

/Extensions <<

/ETSI_OtherRevVals

/Type /DeveloperExtensions

/BaseVersion /1.7 % -NOTE: This shall be 2.0 for an ISO 32000-2 compliant document

/ExtensionLevel 1

>>
>>
>>

Endobj

REQ-PDS-5.3.2-02: When adding the custom ETSI OtherRevVals key to the DSS or VRI dictionaries, the signature
generator shall declare a Developer Extension dictionary in the Document Catalog. The /BaseVersion entry of this
extension dictionary shall dynamically match the PDF version of the document being signed (e.g., /1.7 for ISO 32000-1
or /2.0 for ISO 32000-2).
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NOTE: The ISO 32000-1 [i.8] and ISO 32000-2 [13] do not have place for other revocation values than CRL and
OCSP. This means it is required to use the extension defined to include EAA revocation data different than those.

5.3.3 XADES

REQ-XDS-5.3.3-01: If the EAA status information is included, it shall be included into the RevocationvValues
qualifying property in the XAdES signature, and it shall reference an Othervalues object.

REQ-XDS-5.3.3-02: The included OtherValues object (which is part of the RevocationValues attribute) shall
be as the following XSD defines:

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema elementFormDefault="qualified"
targetNamespace="http://uri.etsi.org/1947903/v1.1.1#" xmlns="http://uri.etsi.org/1947903/v1.1.1#"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"™ xmlns:xades="http://uri.etsi.org/01903/v1.3.2#">
<xsd:import namespace="http://uri.etsi.org/01903/v1.3.2#"
schemalLocation="http://uri.etsi.org/01903/v1.3.2/XAdES01903v132-201601.xsd"/>
<xsd:complexType name="EEAEAAVPStatusType">
<xsd:simpleContent>
<xsd:extension base="xades:EncapsulatedPKIDataType">
<xsd:attribute name="profile" type="EEAEAAVPStatusType" use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

<l--
Definition of a type derived from xsd:string that limits the repertoire of strings identifying one
type of of revocation information BSL or TSL.
—-——>
<xsd:simpleType name="EEAEAAVPStatusType">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="BSL"/>
<xsd:enumeration value="TSL"/>
</xsd:restriction>
</xsd:simpleType>
<xsd:element name="BSLOrTSL" type="EEAEAAVPStatusType"/>

</xsd:schema>

REQ-XDS-5.3.3-03: The profile shall reflect the included representation type.
. for the BSL revocation information: BSLREV

° for the TSL revocation information: TSLREV

REQ-XDS-5.3.3-04: The value shall be a Base64Binary object with the binary content of the revocation
information.

REQ-XDS-5.3.3-05: This Base64Binary object shall include:
. for BSL revocation information type the Bitstring Status List revocation information of the attested attribute.

. for TSL revocation information type the Tokes Status List revocation information of the attested attribute.
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5.3.4 JADES

REQ-JDS-5.3.4-01: If the EAA status information is present, it shall be placed in the othervals member of either
the rVals component or the rVals member of the anyValData component.

REQ-JDS-5.3.4-02: This included otherVals JSON object shall contain the following key-value pairs depending
on the revocation type:

a) For Bitstring Status List (BSL):
O The key shall be the URI string "urn:0id:0.4.0.194793.2.1".
O The value shall be a JSON array of strings, where each string is the Base64url encoding of the binary
Bitstring Status List.
b) For Token Status List (TSL):
O The key shall be the URI string "urn:0id:0.4.0.194793.2.2".
O The value shall be a JSON array of strings, where each string is the Base64url encoding of the binary
Token Status List.

EXAMPLE:
"revVals": {
"otherRevVals":
{ "urn:0id:0.4.0.194793.2.1": [ "BASE64URL_ENCODED BSL BINARY_ DATA_ GOES HERE"],

"urn:0id:0.4.0.194793.2.2": [ "BASE64URL _ENCODED TSL BINARY DATA GOES HERE"] }

5.3.5 CB-ADES

REQ-CBDS-5.3.5-01: If the EAA or EAAVP status information is present, it shall be placed in the othervals
member of the rVals member of the valData component.

REQ-CBDS-5.3.5-02: If the status information is a BitStringStatusList then:

1) The specRef member of each element of otherVals array shall have the value
"urn:0id:0.4.0.194793.2.1".

2) The val member of each element of otherVals array shall be a CBOR byte string encapsulating the
BitStringStatusList

REQ-CBDS-5.3.5-03: If the status information is a TokenStatusList then:

1) The specRef member of each element of otherVals array shall have the value
"urn:0id:0.4.0.194793.2.2".

2) The val member of each element of otherVals array shall be a CBOR byte string encapsulating the
TokenStatusList

5.3.6 ASIC

REQ-ASC-5.3.6-01: If the EAA status information is included in a signature and the signature in the ASIC container is
a CAdES signature, then the chapter 5.3.1 shall apply.

REQ-ASC-5.3.6-02: If the EAA status information is included in a signature it shall be included and the signature in
the ASIC container is a XAdES signature then the chapter 5.3.3 shall apply.
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Annex A (informative):
Use cases

A.1 Introduction

This annex provides informative use cases that illustrate how an advanced electronic signature (AdES) may be
associated with an EAA or an EAAVP in practical deployment scenarios. The use cases focus on situations where the
signature needs to be linked not only to the signer’s identity but also to attributes such as roles, mandates, qualifications
or authorisations, and where such attributes are conveyed by means of (Q)EAAs or (Q)EAAVPs.

In some use cases described in the present annex, selective disclosure and ZKP-based mechanisms can be used where
an AdES signature needs to be associated with an EAA or EAAVP containing only the attributes, or attribute-derived
statements, relevant to the signature transaction while preserving the binding between the signature, the attested
attributes and the relevant signer certificate.
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A.2 Use case 1: AAES+EAA without EUDIW, QTSP creates AJES and issues EAA

User IPSP APSP RS_RA EAASP CA ‘ SSASP

1. Initiate AdES creation (doc-TBS) + (QEAA issuance

2a. Identity proofing [TS 119 461]

2h. Idengtity evidence

3a. Attribute proofing [TS 19 461]

3h. Selected attributes

4a. (QEAA request [ETSI TS 119 472-3 request, input: 3b]

>

4h. Issue (QQEAA [ETS] TS 119 472-1 format]

4c. Return (Q)EAA [ETSI TS 119 472-3 response]

5a. Optionally request one-time QC [ETSI EN 319 441-2, input 2h]

........................................................................................................................... >
5h. Issue QC to RQSCD
5c. Optionally acknowledge QC issuanfe
s Y
6a. AdES sign request [ETSI TS 119 432, input: 1, 2b, 4c, 5c]
6b. Sign AdES afd embed (QEAA
6¢. Return AJES+(Q)EAA [ETSI T 119 432 response]
7. Return AdES+(Q)EAA
User IPSP APSP RS_RA EAASP CA SSASP

Figure Al: AdES+EAA without EUDIW, QTSP creates AdES and issues EAA (informally based on ETSI TR 119 479-1)
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Pre-requisites:
The User has no EUDIW (the concept of ETSI TR 119 479-1 [1.7] applies).

Identity proofing and attribute proofing are performed according to ETSI EN 319 461 [i.2] (eIDAS [i.4], article 24.1.c).
The QTSP operates an EAASP that can issue (Q)EAAs. (The (Q)EAAs are Q-sealed with the QTSP RQSCD.)

The QTSP operates a SSASP with a RQSCD that can create AJES (CAdES, PAdES, XAdES, JAJES, CB-AdES or
ASiC).

The QTSP may issue a short-lived QC to the RQSCD or rely on a long-lived QC in the RQSCD (SCAL?2).
The QTSP has the capability to include an Attribute Certificate as AttributeCertificate in an AdES.

The QTSP has the capability to include an EAA (SD-JWT VC, JSON-LD W3C-VC or ISO/IEC-mdoc) as
OtherAttributeCertificate in an AdES.

Steps:

Step 1: User initiates AJES creation and (Q)EAA issuance in order to sign a document with attestation being embedded
in signature.

Step 2a: User identity proofing is conducted for (Q)EAA and for optional one-time QC issuance.
Step 2b: Identity proofing evidence is presented to RS and optionally to RA.

Step 3a: User defines attribute(s) to be attested and requests attribute proofing from APSP.

Step 3b: APSP provides validated attributes to RS.

Step 4a: The (Q)EAA request consists of the User’s (selected) attributes from step 3b. If the attributes are selected by
the APS, this serves as selective disclosure.

Step 4b: EAASP issues (Q)EAA.
Step 4c: The issued (Q)EAA is either SD-JWT VC, JSON-LD W3C-VC or ISO/IEC-mdoc, or an Attribute Certificate.
Steps Sa, 5b, Sc: Optional one-time QC is requested, issued and issuance acknowledged.

Step 6a: The AdES request consists of the doc-TBS from step 1, User’s identity from step 2b (for identification of one-
time QC), the (Q)EAA from step 4c, QC key-id from step Sc, and meta-data of the AdES format.

Step 6b: The AdES is a CAdES, PAdES, XAdES, JAdES, CB-AdES or ASiC. The (Q)EAA is embedded in the AJES
according to the present document.

Steps 6¢, 7: Signed document with (Q)EAA embedded in the AdES are returned to User.
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A.3 Use case 2: AAES+EAA with EUDIW, QTSP creates AdES and issues EAA

User EUDIW IPSP APSP

EAASP

RS_RA ‘ CA

SSASP
1. Initiate AdES creation (dof-TBS) + (Q)EAA issuance

2a. PID pres [TS 119 472-2]

2b. PJD evidence

3a. (Q)EAA pres [TS 119 472-2]

3b. Parse selected aftributes from (QQEAA

3c. Selected attributes

4a. (QEAA request [ETSI TS 119 472-3 request, input: 3c]

4b. Issue (Q)EAA [ETS] TS 119 472-1 format]

4c. Return (Q)EAA [ETSI TS 119 472-3 response]
5a. Optionally request one-time QC [ETSI EN 319 411-2, input: 2b]
------ »>
5h. Issue QC to RQSCD

: ionally acknowledge QC issuanfe

6a. AdES sign request [ETSI TS 119 £32, input: 1, 2b, 4c, 5¢]

6b. Sign AdES and embed (QEAA
6¢. Return AdES+(Q)EAA [ETSI T|S 119 432 response]
7. Return AdES+(QEAA
User EUDIW IPSP APSP RS_RA EAASP CA

SSASP

Figure A2: AAES+EAA with EUDIW, QTSP creates AdES and issues EAA (EUDIW holds PID and (Q)EAA)
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Pre-requisites:
The User has an EUDIW that contains a PID and an existing (Q)EAA.

The identity proofing is based on the PID authentication at LoA High according to ETSI TS 119 472-2 [6] (and ETSI
EN 319 461 [1.2]).

The attribute proofing is based on the (Q)EAAVP according to ETSI TS 119 472-2 [6] (and ETSI EN 319 461 [i.2]).
The QTSP operates an EAASP that can issue (Q)EAAs. (The (Q)EAAs are Q-sealed with the QTSP RQSCD.)

The QTSP operates a SSASP with a RQSCD that can create AJES (CAdES, PAdES, XAdES, JAdES, CB-AdES or
ASIC).

The QTSP may issue a short-lived QC to the RQSCD or rely on a long-lived QC in the RQSCD (SCAL?2).
The QTSP has the capability to include an Attribute Certificate as AttributeCertificate in an AdES.

The QTSP has the capability to include an EAA (SD-JWT VC, JSON-LD W3C-VC or ISO/IEC-mdoc) as
OtherAttributeCertificate in an AdES.

Steps:

Step 1: User initiates AdES creation and (Q)EAA issuance in order to sign a document with attestation with selected
attributes being embedded in signature.

Step 2a, 2b: User identity proofing with PID is conducted for (Q)EAA and for optional one-time QC issuance.
Step 3a, 3b, 3c: The (Q)EAA is presented as a VP from EUDIW to APSP. Selective disclosure is used for the VP.

Step 4a: The (Q)EAA request consists of the User’s (selected) attributes from step 3c. If the attributes are selected by
the APSP, this serves as selective disclosure.

Step 4b, c: The issued (Q)EAA is either SD-JWT VC, JSON-LD W3C-VC or ISO/IEC-mdoc, or an Attribute
Certificate.

Steps 5a, 5b, 5¢: Optional one-time QC is requested, issued and issuance acknowledged.

Step 6a: The AdES request consists of the doc-TBS from step 1, User’s identity from step 2b (for identification of one-
time QC), the (Q)EAA from step 4c, QC key-id from step 5c, and meta-data of the AdES format.

Step 6b: The AdES is a CAdES, PAdES, XAdES, JAdES, CB-AdES or ASiC. The (Q)EAA is embedded in the AJES
according to the present document.

Steps 6¢, 7: Signed document with (Q)EAA embedded in the AdES are returned to User.
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A.4 Use case 3: AAES+EAA with EUDIW, QTSP creates AdES and uses VP

User EUDIW IPSP APSP RS_RA EAASP CA SSASP

1. Initiate AdES creatidn (doc-TBS) + (Q)EAA issupnce

2a. PID pres [TS 119 472-2]

2b. PID evidence

v

3a. (QEAA_VP [TS 119 472-2]

3b. (QEAA_VP [ETSI TS 119 472-2]

4a. Optionally request gne-time QC [input: 2hb]

4h. Issue QC to RQSCD

P P ISR
5a. AdES sign reqfiest [ETSI TS 119 432, input: 1, 2b, 3b, 4c]
5h. Sign AdES and embed (QEAA_VP
5c. Return AdHS+(QUEAA_VP [ETSI TS 119 432 response]
6. Return AdES+(Q)EAA_VP
User EUDIW IPSP APSP RS_RA EAASP CA SSASP

Figure A3: AAES+EAA with EUDIW, QTSP creates AJES and uses VP (EUDIW holds PID and (Q)EAA)
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Pre-requisites:
The User has an EUDIW that contains a PID and an existing (Q)EAA.

The identity proofing is based on the PID authentication at LoA High according to ETSI TS 119 472-2 [6] (and ETSI
EN 319 461 [1.2]).

The attribute proofing is based on the (Q)EAAVP according to ETSI TS 119 472-2 [6] (and ETSI EN 319 461 [i.2]).
The attributes are propagated from the APS to the QTSP as (Q)EAA Verifiable Presentations (VP).

The QTSP does not operate an EAASP and cannot issue (Q)EAAs.

The QTSP operates a SSASP with a RQSCD that can create AJES (CAdES, PAdES, XAdES, JAdES, CB-AdES or
ASiC).

The QTSP may issue a short-lived QC to the RQSCD or rely on a long-lived QC in the RQSCD (SCAL?2).
The QTSP has the capability to include an Attribute Certificate as AttributeCertificate in an AdES.

The QTSP has the capability to include an EAA (SD-JWT VC, JSON-LD W3C-VC or ISO/IEC-mdoc) as
OtherAttributeCertificate in an AdES.

Steps:

Step 1: User initiates AdES creation and (Q)EAA issuance in order to sign a document with attestation with selected
attributes being embedded in signature.

Step 2a, 2b: User identity proofing with PID is conducted for (Q)EAA and for optional one-time QC issuance.
Step 3a, 3b: The (Q)EAA is presented as a VP from EUDIW to RA through APSP.
Step 4a, 4b, 4c: Optional one-time QC is requested, issued and issuance acknowledged.

Step 5a: The AdES request consists of the doc-TBS from step 1, User’s identity from step 2b (for identification of short-
lived QC), the (Q)EAA VP from step 3b, QC key-id from step 4c¢, and meta-data of the AJES format.

Step 5b: The AdES is a CAdES, PAdES, XAdES, JAdES, CB-AdES or ASiC. The (Q)EAA VP is embedded in the
AdES according to the present document.

Steps Sc, 6: Signed document with (Q)EAA VP embedded in the AdES are returned to User.
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