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Motivation for Having MQTT Notifications

• Using REST for notifications, thus

• opening a new connection to the notification receiver for each 
notification

• sending all HTTP headers over and over again

• … is slow

• A permanent connection makes a huge impact on performance

• MQTT publishers and subscribers open permanent connections to an 
MQTT Server/Broker

MQTT Notifications in NGSI-LD
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Design 1

• MQTT in NGSI-LD (upcoming v1.3.1) is only used for sending notifications, not for requesting them (i.e. 
not for creating an NGSI-LD Subscription)

• Full support of MQTT in future release is planned

• NGSI-LD Subscriptions support the following MQTT URI structure, to reach back to the client

• mqtt[s]://[<username>][:<password>]@<host>[:<port>]/<topic>[/<subtopic>]

• MQTT, unlike HTTP, does not have a headers vs. body structure

• NGSI-LD Context Broker generates notifications as JSON Objects

• "metadata" is an object with {key, value} pairs, it contains the header info

• "body" contains the payload data of the notification itself

MQTT Notifications in NGSI-LD

{

"metadata":{  

"<key>":"<value>",

…

},

"body":{

<body>

}

}
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Design 2

• The client wanting to receive Notifications, creates the corresponding Subscription in the 
Context Broker, via the usual REST HTTP NGSI-LD API

• The Subscription contains the Notification parameters that Context Broker uses to deliver 
matching Notifications back to the client

• The MQTT URI (mqtt or mqtts) provided in the Notification parameters is the contact point of 
an MQTT Server

• Context Broker acts as publishing client of the MQTT Server

• It publishes the JSON Object to the topic extracted from the MQTT URI provided in the 
Notification parameters

• Subscribers of the same topic (clients of the MQTT Server) receive the stream of 
notifications, which contain payload data and headers

MQTT Notifications in NGSI-LD
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Architecture

MQTT Notifications in NGSI-LD
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Implementation:
Endpoint Specification within Notification Parameters

• Endpoint-related parameters are required when creating NGSI-LD Subscriptions

• They define an endpoint to send back notifications to

MQTT Notifications in NGSI-LD

Parameter Data type Restrictions Cardinality Description
uri URI Dereferenceable URI 1 URI which conveys the endpoint 

which will receive the notification

accept string MIME type. It shall be one 
of:

"application/json"
"application/ld+json"

0..1 Intended to convey the MIME type 
of the notification payload body 

(JSON or JSON-LD)

receiverInfo KeyValuePair[] 0..1 Generic {key, value} array to 
convey optional information to the 

receiver
notifierInfo KeyValuePair[] 0..1 Generic {key, value} array to set up 

the communication channel
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Implementation:
MQTT Parameters go into Endpoint.notifierInfo

• MQTT supports two versions based on OASIS standards (v3.1.1 and v5.0)

• MQTT has three levels of QoS (0, 1, 2)

• Endpoint.notifierInfo, in case of MQTT binding, holds the configuration that the broker 
needs to know to correctly communicate with receiver (MQTT-Version, MQTT-QoS)

• Endpoint.notifierInfo is an array of key-value pairs

• MQTT parameters are specified as keys and values in Endpoint.notifierInfo, as follows

MQTT Notifications in NGSI-LD

Key Possible Values

MQTT-Version mqtt3.1.1, mqtt5.0

MQTT-QoS 0, 1, 2
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Implementation:
MQTT "metadata" Object in Published Notification JSON

• NGSI-LD Context Broker includes the following additional information into the 
"metadata" of the published MQTT JSON message

• MIME type

• link to the @context (if needed) 

• additional user-specified information

• When REST Notifications are used instead of MQTT Notifications, this information is 
provided as HTTP headers

MQTT Notifications in NGSI-LD
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Implementation:
MQTT "metadata" Object in Published Notification JSON

• The MIME type is specified as "Content-Type" key in the "metadata" object of the MQTT JSON message

• The MIME type associated with the notification shall be "application/json" by default

• This can be changed to application/ld+json by means of Endpoint.accept member

• If the target MIME type is "application/json" then the reference to the JSON-LD @context is provided 
as "Link" key

• If the optional {key, value} pairs array Endpoint.receiverInfo is present in the notification parameters of 
the original subscription, then a new entry for each additional key shall be added to the "metadata"

MQTT Notifications in NGSI-LD

Key Possible Values Default Description
Content-Type application/json, application/ld+json application/json MIME type of the notification included in the “body” 

element of the MQTT message
Link Same format as specified in JSON-LD 

specification, clause 6.8, for the HTTP 
Link header

Contains the reference to the @context in case Content-
Type is application/json. Example: 

<http://myhost.org/mycontext>; 
rel="http://www.w3.org/ns/json-ld#context"; 

type="application/ld+json"


