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Intellectual Property Rights 83 

Essential patents  84 

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information 85 

pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 86 

in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 87 

respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 88 

server (https://ipr.etsi.org). 89 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 90 

can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 91 

server) which are, or may be, or may become, essential to the present document. 92 

Trademarks 93 

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. 94 

ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no 95 

right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does 96 

not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks. 97 

Foreword 98 

This Group Report (GR) has been produced by ETSI Industry Specification Group Context Information Management 99 

(CIM). 100 

Modal verbs terminology 101 

In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be 102 

interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions). 103 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 104 

Executive summary 105 

 106 

Introduction 107 

We advocate the use of NGSI-LD property graphs as holistic Digital Twins, maintaining multi-level and multi-scale 108 

descriptions of complete IoT/CPS environments, such as cities, buildings or factories. The nodes of the proposed 109 

multilevel graph stand for connected devices and non-connected things, physical entities and systems of all kinds that 110 

make up these environments, at different scales. The arcs of the graph represent relationships between these entities, 111 

which capture the physical structure of a system. They can capture top-down and bottom-up system composition 112 

relationships, or transversal connectors (like cables, pipes, etc.) in a distributed network-like system. A further level of 113 

description captures distributed or loosely coupled “systems of systems” as “graphs of graphs”, i.e. graphs, whose 114 

“hypernodes” encapsulate other graphs). By maintaining this shared context, the graph makes it possible for different 115 

and so-far-vertically-integrated IoT applications in these environments to locate and share their data sources on the 116 

basis of the consolidated information stored in the graph, much as a the knowledge graph of as search engine does for 117 

the Web. The graph platform is meant to play the role of a Digital Twin, in the sense of a one-stop-shop for applications 118 

operating upon these environments. The NGSI-LD specification is thus already an actor in the Digital Twins area and 119 

the present document aims at exploring its current usage, positioning within the overall Digital Twins landscape and 120 

provide recommendations for NGSI-LD specification evolution.  121 

https://ipr.etsi.org/
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx


ETSI 

Draft ETSI GR CIM 017 V0.0.3 (2021-12) 6  

1 Scope 122 

The present document identifies the various (historical) definitions and types and characteristics of Digital Twins (e.g. 123 

in areas of representing human actions, in health/biological areas, for smart manufacturing, etc) and considers the usage 124 

of the NGSI-LD information model and API for realising such systems. Special concern should be given to issues of 125 

privacy and leakage of data, depending on the use case and including the area of monitoring for handling pandemics.  126 

The purpose of the document is to show to what extent various Digital Twin types can be realized or facilitated by 127 

NGSI-LD and to identify new features for NGSI-LD which would make it more useful for such areas of usage.  The 128 

document will identify from the SDO and research landscape a number of groups to contact for exchange of views. 129 

Contact with relevant ETSI groups such as SmartM2M, 3GPP, oneM2M, etc is expected. 130 

2 References 131 

2.1 Normative references 132 

Normative references are not applicable in the present document. 133 

2.2 Informative references 134 

References are either specific (identified by date of publication and/or edition number or version number) or 135 

non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 136 

referenced document (including any amendments) applies. 137 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 138 

their long term validity. 139 

The following referenced documents are not necessary for the application of the present document but they assist the 140 

user with regard to a particular subject area. 141 

[i.1] Grieves, Michael, et John Vickers. “Digital Twin: Mitigating Unpredictable, Undesirable 142 

Emergent Behavior in Complex Systems”. In Transdisciplinary Perspectives on Complex Systems, 143 

édité par Franz-Josef Kahlen, Shannon Flumerfelt, et Anabela Alves, 85‑113. Cham: Springer 144 

International Publishing, 2017. https://doi.org/10.1007/978-3-319-38756-7_4. 145 

[i.2] Gilles Privat. “Extending the Internet of Things. Communications & Strategies”. Digiworld 146 

Economic Journal n° 87, 3d Q 2012, pp101-119 147 

[i.3] Gilles Privat. “Phenotropic and stigmergic webs: The new reach of networks”. Universal Access in 148 

the Information Society 08/2012; 11(3):1-13., DOI:10.1007/s10209-011-0240-1 149 

[i.4] Gilles Privat. “The “Systems of Systems”. Viewpoint in telecommunications”, Orange Research 150 

Blog, September 2018 151 

[i.5] Tuegel, Eric, Ingraffea, Anthony, Eason, Thomas, et Spottswood, Stephen. (2011). “Reengineering 152 

Aircraft Structural Life Prediction Using a Digital Twin”. In International Journal of Aerospace 153 

Engineering, 2011. https://doi.org/10.1155/2011/154798. 154 

[i.6] Boss, Birgit & Malakuti, Somayeh & Lin, Shi-Wan & Usländer, Thomas & Clauer, Erich & 155 

Hoffmeister, Michael & Stojanovic, Ljiljana & Flubacher, Björn. (2020). “Digital Twin and Asset 156 

Administration Shell Concepts and Application in the Industrial Internet and Industrie 4.0”. An 157 

Industrial Internet Consortium and Plattform Industrie 4.0 Joint Whitepaper. 158 

https://www.iiconsortium.org/pdf/Digital-Twin-and-Asset-Administration-Shell-Concepts-and-159 

Application-Joint-Whitepaper.pdf  160 

[i.7]  ETSI GS CIM 009. “Context Information Management (CIM) ; NGSI-LD API” 161 

[i.8] ETSI GS CIM 006. “Context Information Management (CIM); Information Model” 162 

[i.9] “PackML language for the control of packaging machines”, https://en.wikipedia.org/wiki/PackML 163 

https://doi.org/10.1155/2011/154798
https://www.iiconsortium.org/pdf/Digital-Twin-and-Asset-Administration-Shell-Concepts-and-Application-Joint-Whitepaper.pdf
https://www.iiconsortium.org/pdf/Digital-Twin-and-Asset-Administration-Shell-Concepts-and-Application-Joint-Whitepaper.pdf
https://en.wikipedia.org/wiki/PackML
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 164 

3 Definition of terms, symbols and abbreviations 165 

3.1 Terms 166 

For the purposes of the present document, the [following] terms [given in ... and the following] apply: 167 

3.2 Symbols 168 

For the purposes of the present document, the [following] symbols [given in ... and the following] apply: 169 

 170 

3.3 Abbreviations 171 

For the purposes of the present document, the following abbreviations apply: 172 

AR Augmented Reality 173 

DMA District Metered Area 174 

DT Digital Twin 175 

IoT Internet of Things 176 

IIoT Industrial Internet of Things 177 

RWA Real World Asset 178 

SoSTs Systems of systems Twins 179 

STs System-Twins 180 

WoT Web of Things 181 

 182 

 183 

 184 

 185 

4 Illustrative use cases 186 

4.0 Introduction 187 

The clause 4 describes some of the on-going initiatives making use of NGSI-LD data model and API to define and 188 

interact with Digital Twins. 189 

4.1 Water distribution network 190 

4.1.1 Usage 191 

Management of water distribution systems (WDSs) is an area where DTs have significant potential, and they are 192 

already starting to be implemented to address issues such as optimising operation of the system, asset management and 193 

water leak localisation. However, development of DTs for WDSs can be complex, with the need for any hydraulic 194 

and/or quality model to be constantly paired with data and information from multiple sources in the physical world, 195 

including, for example, Supervisory Control and Data Acquisition (SCADA) and consumption metering systems. 196 

Transmission, conversion, storage and protection of this data are all important issues for consideration, and are currently 197 

complicated by a lack of standardisation. However, standardisation, along with interoperability and integration are 198 

fundamental features of a successful DT. The described research integrates the WDS simulation toolkit, OWA-199 

EPANET, within a FIWARE NGSI-LD environment. 200 

The functionalities foreseen from that integration focus on the system in operation and include: 201 

http://wateranalytics.org/EPANET/
http://wateranalytics.org/EPANET/
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• Simpler interface to a composed system, such as exposing the “equivalent water pump”  of N water pumps 202 

connected in parallel. This equivalent pump can thus be queried and configured as if it would  be a real water 203 

pump. 204 

• Predictive analytics: to provide a prediction of the system state in the future (T1), based on the current state 205 

(T0) 206 

• Outliers/anomaly detection: to raise alerts in case the network deviates from its anticipated state.  207 

EXAMPLE 1: By comparing the actual state of the system at T1 with the simulation T1 executed at T0 208 

EXAMPLE 2: By comparing the state of a subnetwork with expected state calculated using simulation based 209 

on other part of the system  210 

• What-if scenario: how will evolve the system if an action is taken From current state, modify some 211 

parameters in the model (i.e. close a valve)  212 

• Network optimisation: from current state, identify the optimum functioning point (i.e. reduce water pump 213 

energy consumption while maintaining requested pressure). When combined with actuation (not mandatory), it 214 

provides automated management. 215 

4.1.2 Challenges 216 

Several challenges have been identified 217 

• Sharing a common data model representation between the target EPANET simulator and the NGSI-LD 218 

representation 219 

• Having a model which allows the selection of only sub-parts of the water network (i.e. DMA – District 220 

Metered Area level) to ba used within the simulation 221 

• To provide a service feeding the simulator  with appropriate values and configuration parameters and storing 222 

the resulting state without storing the whole simulated result to avoid overloading the system storage 223 

4.1.3 Solution proposal 224 

A NGSI-LD data model for water network, aligned with the definition of the EPANET hydraulic simulator has been 225 

proposed. An overview is provided in the picture below. All parts of the network are considered of equal importance 226 

from a modelling point of view so they have all been modelled as entities, including pipes. In addition, most of the 227 

network entities are directed, so connection are made through startsAt and endsAt relationships. 228 

https://github.com/smart-data-models/dataModel.WaterNetworkManagement
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 229 

Figure 4.1.3-1: NGSI-LD model of a water distribution network  230 

In addition, as seen on the next picture, a system composition approach has been made by defining entities representing 231 

the different DMAs. This allows a simulation to handle only one specific DMA. Any simulation is associated to a 232 

NGSI-LD entity which holds through its attributes: the simulator configuration options, possibly, a list of value to be 233 

changed change from actual values (to run a “what-if” scenario) and the list of points in the water network to be 234 

controlled so not all the network state needs to be saved. 235 

 236 

Figure 4.1.3-2: handling of simulation parameters within a NGSI-LD representation   237 

To facilitate the integration of the NGSI-LD context information and EPANET, a new interface has been 238 

developed. The key functionalities provided by this are:   239 

a) Translation of existing EPANET model data into the requisite NGSI-LD format;   240 

b) Posting of this information to a context broker;   241 

c) Retrieval of all data necessary to generate an up-to-date network model for simulation (capturing 242 

real-time network data supplied to the context broker from other sources); and   243 
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d) As and when required, running hydraulic and quality simulations of the network.  244 

 245 

Figure 4.1.3-3: Architecture and functionalities provided in the EPANET-FIWARE integration module  246 

The new NGSI-LD-integrated implementation of EPANET outlined in the previous sections has been 247 

applied to a case study wdater distribution network from the South West of England to test and demonstrate 248 

some of the functionalities offered. The network is a small, gravity-fed system, with the EPANET model 249 

containing only one source (modelled as a reservoir), 1005 nodes and 1035 links. It also contains 91 250 

household level smart meters, which provide daily water consumption measurements for individual houses. 251 

Data from these meters is posted to a Stellio context broker in accordance with the ‘WaterSmartMeter’ data 252 

model.  253 

In this case study, historical smart meter data is used to adjust and extend the demand patterns in the 254 

EPANET model to capture daily variations in demand and enable more realistic simulation of hydraulic 255 

performance under historical conditions. To illustrate the impact of using smart meter data instead of the 256 

default demands defined in the EPANET input file on the hydraulic simulation results. Figure 2a compares 257 

the results of pressure time series for one junction with an associated smart meter, Figure 2b shows the flow 258 

rate in the pipe supplying this node.   259 

260 
  261 

Figure 4.1.3-4: Example of hydraulic results obtained with the default network model demands and 262 

with demands updated based on data retrieved from smart meters   263 
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4.1.4 Gaps 264 

It appeared that in its current version the NGSI-LD specification is fully relevant for definition and management of 265 

Digital Twins, even, in the context of a water distribution network made of several sub-systems. Still, some 266 

improvement could be made:  267 

• Improved handling of system composition to avoid multiplying relationships toward all entities of a sub-268 

system 269 

• Improve management of relationships to make them first class citizen as are the entities in the NGSI-LD API 270 

to allow more traditional modelling of a water distribution network. Nevertheless, handling the fact that a pipe 271 

is not directed (water can flow in both way) within a directed graph would require additional investigations.  272 

• Provide capabilities to ease handling of a simulator within a NGSI-LD based deployment. This includes 273 

configuration of the simulator, handling of some special scenarios (e.g. What-if) and storage of the key results 274 

4.2  Digital Twins in robotics 275 

4.2.1 Usage 276 

Two basic but essential core robotics scenarios should be explored as application enablers: 277 

• 2D Robot Navigation (e.g., autonomous robot navigation for intra-logistics) 278 

• Pick and Place Operations (e.g., palletization, packaging, product sorting, ...) 279 

An advanced scenario is the 3D navigation of drones. In turn, many features of this scenario may be simplified and 280 

represented as a 2D Navigation. 281 

EXAMPLE: Autonomous Mobile Robot for Warehouse Automation 282 

▪ Robot Entity: AMR (Transportation Robot) → Autonomous Navigation System (Interfaces to 283 

Automated Path Planning Module, trajectory planning and obstacle avoidance are opaque) ;  284 

▪ Robot Task: Move ‘Item X’ from ‘Loc A’ to ‘Loc B’,  285 

▪ EnvModel: Layout of the factory with annotatedLocations, Personnel: Warehouse Operator;  286 

▪ IioT Device: RFID Reader; User Interface: Stock Transfer Order Request 287 
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 288 

Figure 4.2.1-1:   Foreseen usage and expected functionalities from a DT deployment 289 

4.2.2 Challenges 290 

The main challenges Identified for NGSI-based Digital Twins of Robotics Systems are: 291 

• The software architecture of robotics systems is often a complex, monolithic architecture and largely 292 

conditioned by mechatronic requirements. Robustness and efficiency are often at a premium. Reusability, 293 

modularity, interoperability as they are understood in the IT world have been, in general, secondary aspects 294 

within the robotics domain. 295 

• Even at higher levels of discrete control and plan execution the interfaces are extremely heterogeneous. 296 

Almost every robot manufacturer has its own framework/programming suite to develop applications and relies 297 

on an ad/hoc communication protocol to integrate them. 298 

• The Robot Operating System has been trying (and still tries) to offer a common framework for open source 299 

robotics application development. The adoption in real-world scenarios out of prototypes, laboratories, and 300 

experimental settings is still limited. This invites us to explore the robotics frameworks developed by robot 301 

manufacturers (e.g., ABB, Fanuc, Kuka) and those developed by widespread system integrators (RoboDK) and 302 

application simulators (Visual Components). Probably, our space to create value for robotics applications is 303 

the implementation of capabilities that easily integrate on top of these frameworks. 304 

4.2.3 Solution proposal 305 

The proposed solution is made of the following: 306 

1) Smart Gateway on Top of the Native Robot Middleware 307 

2) NGSI-LD Compliant Digital Twin 308 

3) Smart Cloud for Accessible and Scalable Robotics Applications 309 
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 310 

Figure 4.2.3-1:  High level architecture for Digital Twins in robotics 311 

Data: ROS Messages already define a number of properties and structures for core robotics applications that have 312 

remained constant for long. We need to adopt additional data models from industry standards, in particular we should 313 

explore those with the modelling of real-world environments and devices and with the monitoring/configuration of 314 

automated jobs and simulations. 315 

Security: Since the robot interacts with the physical world, every scenario that considers an application scenario that 316 

goes beyond the typical hard-coded behaviours for standalone robotics faces a number of security and safety issues. 317 

Services beyond v1.3 of API : Robot entities should advertise their special capabilities and their current hardware 318 

state/configuration. Ideally the Digital Twin should automatically update its state when some end-effectors, sensors or 319 

peripherals are connected, changed, replaced, or removed from the base robot  320 

4.2.4 Gaps 321 

NGSI-LD has potential to implement powerful robotics twins at the “integrated planning and execution levels” in which 322 

context semantics play relevant roles. Objective is then to provide a common context data layer for heterogeneous robot 323 

twins based on standardized context information management 324 

The main gap to be filled is the integration of NGSI-LD based robotics capabilities within the native executive features 325 

of base robotics platforms. The design of criteria to conveniently monitor/sample/configure the discrete control loop of 326 

the actual robot is not straightforward and we still lack mechanisms to implement smart integration behaviours. Even in 327 

simple robotics scenarios, the real-time monitoring of robot resources and capabilities as well as the maintenance of 328 

right-time synchronized representation of the robot world is a challenging task. 329 

4.4 Use of Digital Twins in the aeronautic sector 330 

4.4.1 Usage 331 

The Aeronautical sector is one of the many sectors in which large amounts of data are generated and, consequently, they 332 

can be exploited by the implementation of Digital Twins, improving the performance of processes through the 333 

communication between the physical and the virtual world. This use case presents an Airport Digital Twin Reference 334 

used to improve turnaround process. 335 

Airports are one of the infrastructures that require more organization and security protocols since they have to deal with 336 

a high density of passengers, staff, aircrafts, baggage, data, etc. In particular, flight delays are a common problem 337 
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affecting airports, airlines and passengers. The lack of digitalization has made the turnaround process a bottleneck in 338 

airport operations and a common cause of delays. This process is made up of several tasks, and in most airports, their 339 

operations are coordinated through radio communications and paper forms completed by workers.  340 

This use case shows how to improve the turnaround process thanks to context information management provided by 341 

different sources, and how to take advantage of web services and 3D representations instead of printed version forms.    342 

4.4.2 Challenges 343 

DTs have been very prolific in the Aeronautics sector, in fact, one of the first DT use cases was developed in this 344 

domain in the year 2011 [i.5]. Recently the interest of building DTs has increased in this sector, for both specific 345 

purposes (e.g. modelling aircraft turbines and engines), and for general ones (e.g. modelling the whole airport). This 346 

work presents a DT of a commercial, with the objective of deploying a 2D/3D view application fed with information in 347 

(pseudo)real-time about the airport, including, the stand occupancy, flight information, turnaround events, etc., together 348 

with an operator’s application that registers the flight tasks. 349 

Examples of usage: 350 

• Operator: 2D/3D navigation viewing the pending and completed tasks regarding the aircraft “W”, placed in the 351 

stand “X”, related to the flight “Y” that is scheduled to depart in “Z” minutes. 352 

• Passenger: 2D/3D navigation following its own luggage position in the airport. 353 

The main challenge is on data ingestion and modelling from external sources: each source provides its data in its own 354 

format, using its own protocols and standards. In the Aeronautics sector there are several widely disseminated standards 355 

(e.g. ICAO, IATA). As a consequence, in some cases it is difficult to establish relationships between entities. As an 356 

example, an API that identifies a flight with the ICAO format while another identifies it using the IATA designator. 357 

4.4.3 Solution proposal 358 

Figure 4.4.3-1 shows all the agents present in the Airport Digital Twin use case, including the data source/sink entities, 359 

which interact with a NGSI-LD compliant platform. 360 

 361 

 362 

Figure 4.4.3-1:  Context Information Exchange between Agents and Data Sources/Actuators in 363 

Airport Digital Twin Use Case 364 

Scenario “A”: Scheduling Operators Depending on Aircraft Traffic 365 
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This scenario aims to improve the schedule of turnaround tasks among the operators of an airport based on the position 366 

of aircrafts and information of flights. When a new aircraft is parked in a stand, the AirportNavigationApplication 367 

updates the 3D model of the airport, the OperatorManagementSystem assigns tasks to the operators, and the operators 368 

receive in their tablet details about their work and the place they have to go. The following data flows may occur.      369 

Table 4.4.3-1: Scenario “A”: Scheduling Operators Depending on Aircraft Traffic. Flow 1 370 

Query/Notification from 
AirportNavigationApplication 

Response from NGSI-LD 
platform 

Sources of information used to 
answer the query 

Subscribe to notifications for 
aircraft position update 

New aircraft X present in stand Y AircraftLocationSystem 

 Aircraft X leave stand X AircraftLocationSystem 

 371 

Table 4.4.3-2: Scenario “A”: Scheduling Operators Depending on Aircraft Traffic. Flow 2 372 

Query/Notification from 
OperatorManagementSystem 

Response from NGSI-LD 
platform 

Sources of information used to 
answer the query 

Subscribe to notifications for new 
turnaround tasks  

New turnaround task of flight X 
with priority Y 

AirportInternalInformationSystem 

Query: What turnaround I have 
assigned?  

Turnaround tasks of flights Xs with 
these priorities 

AirportInternalInformationSystem 

Notify: task completed n/a n/a 

 373 

Scenario “B”: Estimating Flight Delay 374 

This scenario aims to register incidences on turn around events and estimate delays of flights. The following data flows 375 

may occur. 376 

Table 4.4.3-3: Scenario “B”: Estimating Flight Delay. Flow 1 377 

Query/Notification from 
OperatorManagementSystem 

Response from NGSI-LD 
platform 

Sources of information used to 
answer the query 

Notify: incident of type X in flight Y n/a n/a 

 378 

Table 4.4.3-4: Scenario “B”: Estimating Flight Delay. Flow 2 379 

Query/Notification from 
AirportNavigationApplication 

Response from NGSI-LD 
platform 

Sources of information used to 
answer the query 

Subscribe to notifications for flight 
status 

Changes in actual, calculated, 
estimated, scheduled or target 
times of flight X takeoff/landing. 

 

AirportInternalInformationSystem 

Query: What is the time 
information about flight X? 

Changes in actual, calculated, 
estimated, scheduled or target 

times of flight X take off/landing. 
 

AirportInternalInformationSystem 

Query: What are the incidents 
registered for flight X? 

Registered incidents of flight X. 
 

AirportInternalInformationSystem 

 380 
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4.4.4 Gaps 381 

Figure 4.4.4-1 shows the information model of the Airport Digital Twin use case. 382 

 383 

Figure 4.4.4-1: Digital Twin Use Case Entity instances graph 384 

4.5 eHealth monitoring system 385 

4.5.1 Usage 386 

Healthcare is yet another area where it is clear that the concept of DT can be useful: for instance, a doctor can perform a 387 

diagnosis on patients by also studying the state of their DTs. One thing that usually doctors lack when they examine 388 

their patients is how data is evolving in time: they can only trust their patients’ abilities to describe their past health 389 

status. This could be a problem when the patients themselves are not able to understand when something was wrong. 390 

An interesting application would be an eHealth monitoring system that helps gathering patients’ health parameters 391 

during they daily life. The system should be able to retrieve eHealth data from multi-modals sensors. These sensors may 392 

vary in different ways. For instance, they may be wearables (e.g. smart-bands, smart-rings ...) or they may be installed 393 

inside patients’ house (such as thermometers). 394 

The aggregation of eHealth classical measurements (such as heart-rate, pulse ox, sleep time) with ambient 395 

measurements (such as temperature or humidity) can allow doctors to have a better understanding of the health status of 396 

their patients: doctors would have the ability to track the values of a specific type of measurement (e.g. heart-rate) and 397 

see its evolution in time.  398 

If required, a doctor may be allowed to change the working parameters of a sensor to modify its behavior, in order to 399 

switch on/off of a specific group of settings, thus enabling customization based on the patient’s health status. 400 

The system may also be able to understand if there are anomalies, and it alerts both the patients and their doctors to 401 

possibly find the remedy. In this context, anomalies are both out-of-range values and “acceptable” values that the 402 

system itself considers as “critical” or “dangerous” for a patient, given his/her recent history of eHealth measurements. 403 

In summary, the main features such a system shall comply to, would be: 404 

• Gather data from heterogeneous eHealth sources of any type (cloud, smart sensors etc) 405 

• Analyse the data in order to notify anomalies 406 

• Send alerts whenever an anomaly has been found 407 

• Present data in an interactive and easy-to-use dashboard 408 



ETSI 

Draft ETSI GR CIM 017 V0.0.3 (2021-12) 17  

• Allow doctors to influence sensors’ behavior through their DT counterparts (actuation) 409 

4.5.2 Challenges 410 

The main challenges for such a system are: 411 

• Privacy shall be preserved. Only authorized people may be allowed to access patients’ data  412 

• Data may be gathered or retrieved from source in many different ways (Cloud, Bluetooth connections, WiFi 413 

etc) 414 

• Data of the same kind (e.g. health rate measurements) should be represented in the same way regardless of 415 

their data source 416 

4.5.3 Solution Proposal 417 

Domus Sapiens [i.6] is a NGSI-LD compliant system, which allows eHealth tracking and monitoring, carefully built to 418 

the most recent technologies, able to ensure specific levels of robustness, efficiency and security. 419 

Figure 4.5.3-1 shows the architecture of the proposal. There are three main actors: sensors, the middleware and users.  420 

Sensors are the data source of the system: they gather all data which is then sent to/retrieved by a specific edge node of 421 

the Middleware (the IoT Agent). This data is in raw format (so it is not NGSI-LD yet). 422 

Sensors can either be smart or not. Smart sensors are sensors that can talk with the IoT Agent by either sending data 423 

spontaneously or when prompted for (f.i. API REST), and they can do it on their own after a simple configuration (e.g. 424 

Garmin wearables). Unfortunately, sensors are not smart, normally. For instance, usually, thermometers don’t have 425 

internet connection, so they can’t talk with the IoT Agent. In this case, additional hardware (e.g. Raspberry Pi) or 426 

software (e.g. mobile apps) should be provided and deployed. 427 

The system gathers two types of data: 428 

1) Vital signs of a patient, which are heart-rate, pulse-ox, sleep phases (light, rem, deep, awake) and motion 429 

intensity measurements 430 

2) Ambient measurements, which are the values of temperature and humidity (indoor and/or outdoor) taken 431 

from the house of a patient 432 

 433 

Figure 4.5.3-1: Architecture of the proposed solution 434 



ETSI 

Draft ETSI GR CIM 017 V0.0.3 (2021-12) 18  

The Middleware has three main sections: 435 

1) Data gathering and NGSI-LD translation. This section contains the IoT Agent edge node. The IoT Agent 436 

gathers the raw data from sensors, translates it in NGSI-LD entities and sends them to the Context Broker. 437 

Also, it can interact directly with the sensors to change their parameters using their raw format. 438 

2) Context Broker. Inside this section there is an NGSI-LD context broker instance that stores the NGSI-LD 439 

entities. It is used to notify data and to allow the actuation of sensors. 440 

3) ML and Data Correlation. This section contains two elements: the Backend (which is the second and last 441 

edge node) and the Machine Learning Service (MLS). The backend provides a dashboard that can be used to 442 

display the eHealth data of a patient (only accessible to the patient and his/her doctors). The backend invokes 443 

the MLS every time it receives the data of a patient. The MLS processes the data and returns a list of alerts 444 

when the heart rate values are considered dangerous. If the MLS returns at least one alert, the backend sends 445 

the alerts to the users (doctors and patients) through emails and/or the mobile app. 446 

NGSI-LD Subscriptions are used to forward data from the Context Broker in two different ways: 447 

1) The IoT Agent is subscribed to changes in sensors’ configuration. 448 

2) The Backend is subscribed to changes in the eHealth Data. 449 

There are two types of users: Doctors (Supervisors) and Patients. Patients can only browse their eHealth data, read the 450 

alerts generated by the system, check the status of their sensors and add doctors to access their eHealth data and alerts. 451 

Doctors can browse their patients’ data and they can also change the parameters of their patients’ sensors to change 452 

their behaviour. 453 

The elements that are considered DTs are: 454 

• Sensors 455 

• Patients 456 

The NGSI-LD entities that represent sensors contain the state of the real sensors. So, for instance, it is possible to know 457 

if a sensors is running or not. Also, given a sensor, it is possible to know who is its owner (if anyone owns it). Lastly, 458 

sensor entities support actuation. Actuation is triggered by modifying the value of specific attributes inside an entity of 459 

type sensor. This will trigger the Context Broker to send a notification to the IoT Agent, which will actuate the real 460 

sensor, changing its behaviour. 461 

The DTs of patients are quite more complex. The system stores three types of information for each patient: 462 

• Personal data. An entity of type “patients” has been created for every patient. These types of entities holds the 463 

personal data (such as the email) of every patient. 464 

• Sensors owned. Sensor entities contain the relationship “possessedBy” which holds the URI of one entity of 465 

type “patients”. 466 

• eHealth Data. Entities that holds eHealth data of a particular patient (f.i. heart-rate data) contain the 467 

relationship “relatedTo” which holds the URI of the entity of the patient who owns that data. 468 

The DTs of patients belong to the predictive type because the system does more than just showing the data. Specifically, 469 

the MLS is able to understand if the measured heart-rate values of a patient might suggest the existence of health 470 

problems by studying all the latest eHealth data (1-2 days) of the given patient. 471 

An example of the information model is shown in Figure 4.5.3-2. 472 



ETSI 

Draft ETSI GR CIM 017 V0.0.3 (2021-12) 19  

 473 

Figure 4.5.3-2: Partial view of the information Model 474 

This example depicts the relationships between the entities managed by the system. The “patients” entity contains the 475 

personal data of the patient “paziente1”. It is shown that a patient can own more than one sensors and that sensors can 476 

measure more than 1 type of data. For instance, the sensor with id “urn:ngsi-477 

ld:domus:sensor:paziente1@sferainnovazione.it” has measured both the heart_rate and the rem_sleep of “paziente1”. 478 

Another important fact to underline is that patients may lose the ownership of a sensor, but he/she won’t lose their own 479 

measurements. This has been achieved by relaying on the “relatedTo” relationships that links a measurement with the 480 

patient’s entity. 481 

As the figure shows, the information model is “measurements centric”, not “patients centric”. They allow to perform 482 

different types of query within the context broker. A “measurements centric” approach would allow to easily know the 483 

related patient from the measurement entity, while a “patients centric” approach would allow to easily query the context 484 

broker to obtain all of the measurements of a particular patient, or to obtain the list of sensors he/she owns.  485 

For this system, the most important things are the eHealth values measured by the sensors. Infact, the MLS needs data 486 

to perform the predictions. It doesn’t get the patient entity as a whole, but it studies the measurements of a patient’s vital 487 

parameters (such as the heart rate) whenever they are ready separately. Considering that the most common operation is 488 

the invocation of the MLS, it made more sense to choose the “measurements centric” approach.  489 

Additionally, it would make sense to start from the patient entity – either to query all the sensors he/she owns or to 490 

query the related eHealth measurements – but this is not the case. The main reason is that the NGSI-LD information 491 

model doesn’t support bidirectional relationships. The only way to have a bidirectional relationship would be to create 492 

two relationships to link the two entities to each other in order to navigate in both the verses. However, this solution is 493 

not practical and it could lead to inconsistency problems. 494 

Thus, the bidirectional relationship problem has been fixed by the backend, which computes the inverse relationship on-495 

the-fly: a needed solution to allow the dashboard to display all the data and sensors owned by a specific patient. 496 

4.5.4 Gaps 497 

Gaps with v1.5.x of the NGSI-LD specification are: 498 

• There is not a standard way to perform an actuation workflow using the NGSI-LD API. 499 

• It is not possible to define bidirectional relationships efficiently. A way would be to double the number of 500 

relationships, which is not practical and which could lead to inconsistency problems. 501 

4.6 Elevator Use Case 502 

4.6.1 Usage 503 

Elevators are one of the commonly used vertical transportation systems. Digital twins for elevators are useful 504 

throughout their development, testing, and operation. Elevators’ lives are long and thus their digital twins shall remain 505 

operational in parallel to the elevators. Thus, evolution of elevators together with their digital twin’s evolution is 506 
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important and shall be automated as much as possible. An elevator is responsible for efficient and comfortable 507 

movement of passengers across different floors in the buildings, in addition to ensuring their safety and reliability. The 508 

performance of elevators is measured with various quality of service (QoS) metrics such as waiting and transit times of 509 

passengers.  510 

In particular the digital twins for elevators have the following key usage: 1) Digital twins at the design time, e.g., in 511 

both Software in the Loop (SiL) and Hardware in the Loop (HiL) simulation setup can determine the QoS of software 512 

responsible for scheduling of passengers and help optimizing it for various hardware configurations; 2) Digital twin 513 

knowledge can be exchanged across different design stages, e.g., SiL to HiL and later to the operation; 3) Digital twins 514 

during the operation can be used to optimize the performance of elevators during the operation in the presence of 515 

uncertainties.   516 

4.6.2 Challenges  517 

As described in the previous section, we see digital twins for the elevators at two main phases, i.e., design and operation 518 

time. The key challenges related to building these digital twins are: 519 

• During operation, obtaining data in real-time is a challenge especially due to the security reasons. Such time 520 

series data is important for updating the digital twin continuously.  521 

• Digital twin for an elevator will remain operation for a long period of time and needs to evolve continuously. 522 

Such evolution shall be automated as much as possible and shall be invoked in response to various changes in 523 

hardware, software, building configurations, etc  524 

• During design time how to simulate various aspects such as hardware realistically.   525 

 526 

4.6.3 Solution Proposal 527 

Our solution proposal is shown in the figure below. Digital twins for elevators can be built in different settings such as 528 

SiL, HiL, and in operation. In SiL/HiL setting, relevant simulation software and hardware (for HiL) are needed. The 529 

corresponding digital twin will take time series data through context information broker and also initiate actions if 530 

needed. During operation time, obtaining data in real-time is a challenge especially due to the security reasons. Such 531 

time series data is important for updating the digital twin continuously. From a deployment perspective, there are 532 

different options to care about the security reasons isolation needed between the systems. For example, it could be 533 

hosted on the same broker with logic-based isolation. Another deployment view could be to have distributed broker 534 

with an edge broker running side by side with the elevator in operation. Given the fact that digital twin for an elevator 535 

will remain operation for long time and consequently will evolve. To this end, the NGSI-LD way to model data 536 

(knowledge graph) provides flexibility to track the environment (context) modifications. Subscription mechanisms 537 

could trigger the execution of the model recomputing anytime the context change 538 

 539 

Figure 4.6.3-1: Proposed Solution for the Elevator Case  540 

4.6.4 Gaps 541 

NGSI-LD cannot help in realistic simulation; therefore for design time digital twin realistic models are needed 542 



ETSI 

Draft ETSI GR CIM 017 V0.0.3 (2021-12) 21  

5 Existing initiatives and relations 543 

This section reviews some of the existing initiatives. It does not aim at being exhaustive and focuses on one that are 544 

relevant for the NGSI-LD context. 545 
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Table 5-1: standardisation bodies and alliances 546 

Name Description Comments / Relevance 

IEC TC 65 
Industrial process 
measurement – 
control and 
automation 

IEC TC 65 – industrial process measurement – control 
and automation 
TC 65 addresses several smart manufacturing aspects, 
including reference architecture, smart manufacturing 
requirements, and asset administration shells. In the 
context of reference architecture, this is a specific layer 
on connectivity. Related to requirements, issues like AI, 
Edge and Cloud Computing, 5G and F5G are 
referenced as well in the context of new technologies. In 
the area of market and innovation trends, aspects like 
6G, F6G, Quantum Technology, Digital Twin, digital 
factory and zero-touch manufacturing are addressed as 
well.  

IEC TC 65 and ISO’s TC 184 
(Automation Systems and Integration) 
have formed a Joint Working Group 
(JWG21) to develop Industry 4.0 
standards, and the JWG21 
established the RAMI 4.0 as a major 
reference model of Industry 4.0 and 
an international standard. [i.6] 

Innovative Optical 
and Wireless 
Network Forum 

The Innovative Optical and Wireless Network (IOWN) 
Forum aims to realize a smarter world where data, 
activities and people in different industries will be 
brought together in order to create a fully connected and 
intelligent society. The Forum is working on 
optical/wireless networking which can provide advanced 
capabilities of low-power consumption, ultra-wide 
bandwidth, large-scale simulations, and ultra-realistic 
UI/UX. 

May not look relevant on first sight, 
but they have Digital Twins has one of 
their strong use cases  

ISO/TC 184 
Automation Systems 
and Integration 

ISO/TC 184 Automation Systems and Integration 
handles standardization in the field of automation 
systems and their integration for design, sourcing, 
manufacturing, production and delivery, support, 
maintenance and disposal of products and their 
associated services. Areas of standardization include 
information systems, automation, control systems and 
integration technologies, Digital Twins. 
ISO TC 184/SC 4 develops several standards including 
ISO 23247 (Digital Twin manufacturing framework).The 
scopes of the four parts of this series are defined below: 

• ISO 23247-1: General principles and 
requirements for developing Digital Twins in 
manufacturing; 

− ISO 23247-2: Reference architecture with 
functional views; 

− ISO 23247-3: List of basic information 
attributes for the observable 
manufacturing elements; 

− ISO 23247-4: Technical requirements for 
information exchange between entities 
within the reference architecture.  

ISO 23247-3 defines the information 
for digitally representing 
manufacturing elements, including 
products, processes, and resources. 
ISO 23247-4 defines a method for 
exchanging information in a Digital 
Twin.  

DTS/SmartM2M-
103828 
SAREF: Ontology 
Support for Digital 
Twins and usage 
guidelines 

Technical Specification on “SAREF: Ontology Support 
for Digital Twins and usage guidelines” to fill the priority 
gaps related to SAREF and will include guidelines about 
how to use SAREF in the context of Digital Twins and 
with Digital Twins 

No document as yet been provided. A 
SAREF ontology support for Digital 
Twins may be relevant for IoT related 
use cases 

ISO/IEC JTC1SC41 
WG 
Internet of things 
and digital twin 

The scope of ISO/IEC JTC 1/SC 41 is standardization in 
the area of Internet of Things and Digital Twin, including 
their related technologies with the purpose to: 
serve as the focus and proponent for JTC 1’s 
standardization programme on the Internet of Things 
and Digital Twin, including their related technologies. 
Provide guidance to JTC 1, IEC, ISO and other entities 
developing Internet of Things and Digital Twin related 
applications. 

The initial document (ISO/IEC 30173) 
is under development and plans to 
propose terms and definition relevant 
for Digital Twins.  

ISO ISO 23247-
1:2021 
Automation systems 
and integration — 
Digital twin 
framework for 

The ISO 23247 series defines a framework to support 
the creation of digital twins of observable manufacturing 
elements including personnel, equipment, materials, 
manufacturing processes, facilities, environment, 
products, and supporting documents. 
A digital twin assists with detecting anomalies in 

The type of manufacturing supported 
by an implementation of the ISO 
23247 framework depends on the 
standards and technologies available 
to model the observable 
manufacturing elements. Different 

https://www.iec.ch/dyn/www/f?p=103:7:0::::FSP_ORG_ID,FSP_LANG_ID:1250,25
https://www.iec.ch/dyn/www/f?p=103:7:0::::FSP_ORG_ID,FSP_LANG_ID:1250,25
https://iowngf.org/
https://iowngf.org/
https://iowngf.org/
https://www.iso.org/committee/54110.html
https://www.iso.org/standard/75066.html
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=63076
https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=63076
https://www.iso.org/committee/6483279.html
https://www.iso.org/committee/6483279.html
https://www.iso.org/obp/ui/#iso:std:iso:23247:-1:ed-1:v1:en
https://www.iso.org/obp/ui/#iso:std:iso:23247:-1:ed-1:v1:en
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manufacturing manufacturing processes to achieve functional 
objectives such as real-time control, predictive 
maintenance, in-process adaptation, Big Data analytics, 
and machine learning. A digital twin monitors its 
observable manufacturing element by constantly 
updating relevant operational and environmental data. 
The visibility into process and execution enabled by a 
digital twin enhances manufacturing operation and 
business cooperation. 

 

manufacturing domains can use 
different data standards. As a 
framework, this document does not 
prescribe specific data formats and 
communication protocols. This is a 
positioning point for NGSI-LD. 

ETSI ISG ARF 
Augmented Reality 
Framework 

The purpose of the ISG ARF is to define a framework 
for the interoperability of Augmented Reality (AR) 
components, systems and services. It defines an overall 
functional reference architecture, identifying key 
components and interfaces for an AR solution. The AR 
framework will allow AR components from different 
providers to interoperate through the defined interfaces. 
This will in turn limit vertical siloes and market 
fragmentation and enable players in the ecosystem to 
offer part(s) of an overall AR solution. 

ISG ARF has an interest on open-
source solutions and needs to build a 
contextualised representation of a 
viewer environment.  ISG CIM defines 
how to handle contextualised 
information but does not investigate 
the visualisation options.  

W3C Thing 
Description 
Web of Things 
(WoT) 

The Web of Things (WoT) seeks to counter the 
fragmentation of the IoT by using and extending 
existing, standardized Web technologies. By providing 
standardized metadata and other re-usable 
technological building blocks, W3C WoT enables easy 
integration across IoT platforms and application 
domains. 

This one focuses on the IoT layer but 
included Digital Twin use cases  in its 
group note on “use cases and 
requirements” 

IEC Technology 
report 
City information 
modelling and urban 
digital twins 

City information modelling (CIM) and urban Digital 
Twins (UDT) are two sets of technology-enabled 
practices used to help city planners develop smart cities 
and city officials and business leaders to manage them. 
Aims of the report are: 

• Gain a better understanding of the state of the 
art of theory, technology, practice, and 
standards of CIM and UDT 

• Identify the similarities and differences 
between CIM and UDT 

• Identify the requirements for standards needed 
for CIM and UDT 

• Promote the exchange of information and 
experiences and enhance the conversation 
between CIM and UDT experts and 
practitioners 

Several initiatives of urban digital 
models based on NGSI-LD are 
emerging in the FIWARE ecosystem. 

Digital Twin 
consortium 

The Digital Twin Consortium has three primary 
objectives: 

• Influence the direction of the Digital Twin 
industry 

• improve interoperability of Digital Twin 
technologies, and 

• influence the requirements for Digital Twin 
standards. 

Several working groups being domains focused (i.e. 
energy…) + horizontal one such as 3Ts (Technology, 
Taxonomy and Terminology) have been created to 
discuss building blocks for DT.  

An open-source initiative has been 
created to host relevant open-source 
projects. 
Some Digital twin consortium 
members are also ETSI ISG CIM 
members and NGSI-LD based 
contributions are under discussions 

Industrial internet 
consortium 

The Industry IoT Consortium (IIC) is a global not-for-
profit partnership of industry, government, and 
academia. Since its founding in 2014, the IIC has 
helped build a technical foundation for the Industrial IoT.  
The IIC was built to support technology and business 
leaders in industries that leverage IoT, including but not 
limited to energy, sustainability, healthcare, 
manufacturing, supply chain, mining, retail, smart cities, 
and transportation. The IIC's role is to identify and 
facilitate use cases and innovative enablers, 
deployments, and approaches that alleviate the pain felt 
by technology end-users. 

IIC has co-authored a white paper [I.6] 
on the use of Asset Administration 
Shell concepts for Digital Twins in the 
Industrie 4.0 context  

https://portal.etsi.org/tb.aspx?tbid=858&SubTB=858#/5068-home
https://www.iec.ch/basecamp/city-information-modelling-and-urban-digital-twins
https://www.iec.ch/basecamp/city-information-modelling-and-urban-digital-twins
https://www.digitaltwinconsortium.org/
https://www.digitaltwinconsortium.org/
https://www.iiconsortium.org/
https://www.iiconsortium.org/
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Table 5-2: supporting initiatives 548 

Name Description Comments / Relevance 

Digital Twin Hub 
Community 

The mission of the Digital Twin Hub Community is to create 
connections and foster collaboration between Digital Twin owners 
and information management experts enabling the UK to realise the 
potential of connected Digital Twins. 

Several of the use cases 
presented at the OGC 
online event in January 
2021 “Urban Digital 
Twins” were funded 
under that initiative.  

Destination Earth The objective of the Destination Earth initiative is to develop a very 
high precision digital model of the Earth to monitor and simulate 
natural and human activity, and to develop and test scenarios that 
would enable more sustainable development and support European 
environmental policies. 
DestinE will be implemented gradually over the next 7-10 years, 
starting in 2021. The operational core platform, the Digital Twins and 
services are scheduled to be developed as part of the Commission’s 
Digital Europe programme, whilst Horizon Europe will provide 
research and innovation opportunities that will support the further 
development of DestinE. Synergies with other EU programmes, 
such as the Space Programme, and related national initiatives are 

also explored. 

This is being 
implemented by the 
European Space Agency 
together with 2 other 
agencies related to 
weather observation  
and satellite exploitation.   
 

 549 

Table 5-3: open-source initiatives and related technologies 550 

Name Description Comments / Relevance 

FIWARE foundation FIWARE Foundation is a non-profit organization that drives the 
definition and encourages the adoption of open standards 
(implemented using Open Source technologies) that ease the 
development of smart solutions across domains such as Smart 
Cities, Smart Energy, Smart AgriFood and Smart Industry, based on 
FIWARE technology 

FIWARE Foundation is 
the primary supporter 
and contributor of the 
NGSI-LD specification by 
providing compliant 
open-osurce enablers. 
Digital Twin are in the 
core of the Fiware 
Foundation strategy  

Microsoft DTDL Microsoft is proposing a Digital Twin Description Language (DTDL) 
based on JSON-LD which is programming-language independent. 
DTDL is made up of a set of metamodel classes that are used to 
define the behaviour of all Digital Twins (including devices). There 
are six metamodel classes that describe these behaviours: 
Interface, Telemetry, Property, Command, Relationship, and 
Component. 

In cooperation with Open 
and Agile Smart Cities 
(OASC), a mapping of 
DTDL to ETSI NGSI-LD 
has been made for the 
smart city context 

Eclipse Ditto Eclipse Ditto is an open source framework helping to build digital 
twins of devices connected to the internet. It is by design domain 
agnostic and thus may be used in industrial, residential, agricultural 
and many other IoT domains. It abstract the device into a digital twin 
providing synchronous and asynchronous APIs and use the digital 
twin API to work with the physical device.  

Focuses on Things level 
and could be use on the 
ingestion layer to provide 
device management 
functions 
 
 

mago3D 
 

mago3D is a 3D platform that integrates management and 
visualization of the AEC (Architecture, Engineering, Construction) 
area and traditional 3D spatial information (3D GIS). 
 

It is building information 
management (BIM) 
oriented and focus on 
accelerating complex 
geographical 
visualisation in the web 
browser 

GAZEBO  Gazebo offers the ability to accurately and efficiently simulate 
populations of robots in complex indoor and outdoor environments. 
At your fingertips is a robust physics engine, high-quality graphics, 
and convenient programmatic and graphical interfaces. Best of all, 
Gazebo is free with a vibrant community 

Some platforms (i.e. 
AWS) use gazebo as a 
backend to allow web 
based representation 
It is the de facto 
simulator for all people in 
the robotic field. 

Asset Administration 
Shell Explorer 

AASX Package Explorer is a C# based viewer / editor for the Asset 
Administration Shell. 

 

PLATEAU PLATEAU is a project for 3D city model development promoted by  

https://digitaltwinhub.co.uk/
https://digitaltwinhub.co.uk/
https://ec.europa.eu/digital-single-market/en/destination-earth-destine
https://ec.europa.eu/digital-single-market/en/europe-investing-digital-digital-europe-programme
https://ec.europa.eu/info/horizon-europe-next-research-and-innovation-framework-programme_en#relatedlinks
https://ec.europa.eu/growth/sectors/space_en
https://github.com/Azure/opendigitaltwins-dtdl/blob/master/DTDL/v2/dtdlv2.md
https://www.eclipse.org/ditto/
http://mago3d.com/en/index.html
http://mago3d.com/en/index.html
http://gazebosim.org/
https://github.com/admin-shell-io/aasx-package-explorer
https://github.com/admin-shell-io/aasx-package-explorer
https://github.com/Project-PLATEAU?tab=repositories
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the Ministry of Land, Infrastructure, Transport and Tourism of Japan. 
It uses the OGC CityGML 2.0 for 3D representation and 
VCDatabase / 3D City database for 3D data storage. 

 551 

6 Purpose and usage of Digital Twins 552 

6.1 Classification of Digital Twins 553 

6.1.1 Definition 554 

In NGSI-LD a Digital Twin is an entity which can be atomic or be the entry-point of a graph. Each Digital Twin:  555 

• is universally identified with a URI (Universal Resource Identifier),           556 

• belongs to a well-known type also universally identified by a URI, and  557 

• is characterized by several attributes which in turn are classified as:  558 

o properties holding data  559 

o or relationships, each targeting another Digital Twin entity identified by a URI.  560 

The Digital Twin is the digital counter part of a real-asset, which can be a physical asset or a concept.  561 

Example: with NGSI-LD, Digital Twins can then represent the wheel of a bus, the bus, the city public transportation 562 

system or the bus ticket.  563 

Three levels of Digital Twin complexity can be represented within an NGSI-LD property graph and are described 564 

hereafter 565 

6.1.2 Atomic-twins 566 

Most assets management platforms (such as IoT platforms) do already maintain some kind of very minimal Digital 567 

Twin (understood as a mere proxy) for the assets they take charge of. The term should not be used by default, just for 568 

riding a hype wave. These “atomic-twins” make sense as the lowest rung of a ladder, nested within higher-level and 569 

larger-scale graph-based-twins of the environments they fit into. These “atomic-twins are represented directly as NGSI-570 

LD entities (graph vertices) because they need not or cannot be decomposed further internally into sub-systems, which 571 

means they are viewed as black boxes. They will have an assortment of static and dynamic attributes of their own, 572 

possibly capturing part of their state in the sense of dynamical system theory, which is already much more than what 573 

current asset management platforms offer. In case of connected devices, these proxies may provide a network interface 574 

supporting direct interaction (e.g. actuation) of applications with the device.  575 

6.1.3 System-Twins (STs): self-contained systems as rooted subgraphs 576 

Well-defined subgraphs of the overall graph will capture the key structural links that make up the scaffolding of a 577 

“classical” self-contained system, in the intuitive sense of a physically-enclosed appliance, stacking together a set of 578 

parts/subsystems which are its direct constituents. These constituent subsystems may either be captured as “atomic-579 

twin” atomic vertices as described before, or decomposed further, recursively, into subsystems which may themselves 580 

be described by the same kind of rooted subgraphs. 581 

Figure 6.1.3-1 gives an example of this for an apartment captured as a subsystem of a building, decomposed further into 582 

rooms, which are themselves composed of entities considered here as atomic and captured as “atomic-twins”. 583 

These subgraphs have a “root” node standing for the subsystem being described by the subgraph (building, apartment, 584 

room), but the overall connection pattern is not limited to a directed rooted tree (a.k.a. arborescence). Typically they 585 

will “look like” undirected rooted trees, with added transversal links, mostly undirected edges, between the “vertical” 586 

branches that lead to the root, as shown in figure X (with NGSI-LD relationships drawn as diamonds and entities as 587 

rectangles). 588 

https://vc.systems/en/products/vc-database/
https://www.3dcitydb.org/3dcitydb/
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 589 

Figure 6.1.3-1: Description of a building as self-contained system, with nesting of subsystems   590 

By definition, the relationships between the nodes that make up self-contained systems like these are physically local; 591 

they may correspond to:  592 

1) vertical top-down links between the root system and its constituent parts (e.g. with type NGSI-593 

LD:hasPart/hasDirectPart as recommended in [i.8]), when these parts are designed to be included in the 594 

overall system and this system cannot work if these parts are removed  595 

2) vertical bottom-up links (e.g. with type NGSI-LD:isContainedIn as recommended in [i.8]) between parts and 596 

systems that would not always be captured as such, like the sets of all things (furniture, appliances, etc.) 597 

contained inside a room. This type of relationship may also be used to capture an even more informal and 598 

purely contingent set-based location, without implying a “systemic” relationship.  599 

3) transversal links (e.g. with type NGSI-LD:ConnectsTo as recommended in [i.8]) to capture the way through 600 

which one may go from one room to another, or a room is near another (e.g. with type NGSI-LD:AdjacentTo 601 

as recommended in [i.8])  602 

4) transversal directed links between a sensor and what it observes (e.g. with type sosa:isObservedBy), or an 603 

actuator and what it acts upon (e.g. with type sosa:isActedOnBy)  604 

As seen in the examples from figure 6.1.3-1,  605 

5) there is at least one path leading from the root to any node in these subgraphs,  606 

6) there may exist cycles  in these subgraphs  607 

7) the root is special only in that it is never  608 

- the source of a “isContainedIn” relationship with a target in the same subgraph  609 

- the target of a “hasPart” relationship with a source in the same subgraph 610 

The last two features distinguish them from both graph-theoretic directed-rooted-trees and undirected trees. 611 

It is reminded that the NGSI-LD specification only support directed relationships. When required, inverse direction of 612 

relationships such as “isContainedIn” or “hasPart” should then be formally created using relationships such as 613 

"contains” or “isPartOf”. 614 
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6.1.4 Systems of Systems Twins (SoSTs) : capturing distributed and 615 

complex systems  616 

This further level of representation does also capture systems as subgraphs of an overall reference graph. It is used for a 617 

less obvious, but critically important type of systems that we label here “Systems of Systems” (SoS) for short, even if 618 

not all of them, by far, are SoS in a strict sense [i.4]. For these more complex systems, it would make no sense, or be 619 

impractical, to have a regular direct relationship between a “root” node and the constituent parts of the systems, as 620 

proposed for the simple self-contained systems described before. The reasons why this kind of system has to be 621 

captured in this special way may be one or several (but not all) of the following:  622 

1) the system is physically distributed, potentially on a very large scale, with a large number of direct constituents  623 

2) the system belongs to the broad category of physical infrastructure networks, whose connections correspond to 624 

actual physical links:  road/street networks, electrical grids, water distribution networks, gas distribution and 625 

transport networks, telecom networks (at the physical infrastructure level), etc.  626 

3) the system is a “system of systems” in the strict sense of the customary definition: a bottom-up assemblage of 627 

subsystems which are operationally independent and have not been designed to work together, but which do 628 

happen to work together to provide a functionality that is more than the sum of those provided by the 629 

individual subsystems separately; like the Internet at large, or a city, be it smart or not!  630 

4) the system exists mostly as an informational abstraction, grouping subsystems that are physically independent, 631 

or have a loose connection, like e.g. a logistical network, a waste collection network, or, in a different vein, a 632 

sharing system that federates a set of physical assets for rental or lending  633 

5) the relationships between the parent system and its constituent subsystems correspond neither to the “NGSI-634 

LD:hasPart” relationship characteristic of a classically engineered top-down system, nor the more informal 635 

“NGSI-LD:isContainedIn” relationship of a bottom-up, “informal” system.  636 

These subgraphs are clusters of nodes, together with the relationships that bind them and the properties that characterize 637 

them. They are impersonated by higher-level “hypernodes” with type “NGSI-LD:graph”. The relationship between 638 

constituent nodes and their parent hypernode are captured by a special “NGSI-LD:isNodeOfGraph” relationship. The 639 

graph “hypernodes” may themselves be nodes in a higher-level graph, as subgraphs of this graph, with a relationship of 640 

type “NGSI-LD:isSubGraphOf”.  641 

An example of this type of systems-of-systems grouping is illustrated below for the infrastructure of a smart city, with 642 

obviously a tiny sample of the kinds of nodes that each of these systems would comprise. 643 

 644 

Figure 6.1.4-1: Subsystems of city infrastructure, captured as separate subgraphs & represented by 645 

graph “hypernodes” 646 



ETSI 

Draft ETSI GR CIM 017 V0.0.3 (2021-12) 29  

As a matter of fact a “graph” node stands for a whole subgraph, which is itself a system twin, but such a graph node is 647 

not at all equivalent to the root node of a rooted graph 648 

Only the simplest types of self-contained top-down classical systems can be represented by rooted subgraphs, without 649 

using this more heavyweight graph construct , which does also require “isNodeOfGraph” relationships between the 650 

nodes of the subgraph. 651 

6.2 Digital Twin capabilities 652 

Digital twins intensively rely on data that they consume and produce with the purpose of providing the user with a 653 

digitalised, augmented and actionable view of the real world asset  654 

6.2.1 Descriptive twin 655 

The descriptive twin informs about the current state of the real world asset. The descriptive twin presents past and 656 

current values of some of the real-world asset characteristics.  These characteristics can be static (e.g. a building 657 

geometry) or dynamic (e.g. sensor measurements). The connection between the real world asset and the Digital Twin is 658 

bidirectional: a change made in the descriptive twin is reflected (in real-time or not) on the real world asset (actuation). 659 

The descriptive twin capability does not restrict to metrics collected from the real-world asset and can be augmented 660 

with computed functions (e.g. distance to a fix point of a moving real world asset; deviation from normal of a room 661 

temperature). 662 

Descriptive twins are natively handled by any NGSI-LD compliant broker. Some augmentation functions (e.g. time 663 

series aggregation functions) are also natively included in, the NGSI-LD specification. 664 

  665 

Figure 6.2.1-1: descriptive twin model 666 

Example: the topology of a water distribution network equipped with sensors is described as an NGSI-LD graph. Status 667 

(e.g. water level, open/close, flow, etc.) of the real assets composing the water network (e.g. tanks, valves, pipes, etc.) 668 

are available as properties of their Digital Twins being entities of the NGSI-LD graph.  669 

6.2.2 Predictive twin 670 

The predictive twin extends the descriptive twin capability by providing predictions on the way the real asset could 671 

evolve in the future. The predicted future values can be computed on demand or stored within properties of the Digital 672 

Twin entity(ies) to be consumed as any temporal value through the NGSI-LD temporal API. Any past, current and 673 

future values of the real asset can then be consumed by external applications using the same NGSI-LD API.  674 

The predictive twin capability is handled by an NGSI-LD broker coupled with a prediction model which may require 675 

the availability of additional context information. 676 

Predictions are not ensured to be completely accurate but informative about possible futures. Different possibilities (e.g. 677 

use of multi-attribute support) exist within the NGSI-LD specification to separate the Digital Twin properties values 678 

based on their source or based on other meta-information such as a confidence level associated with a prediction. 679 

EXAMPLE: based on the current state of a water distribution network, a water distribution simulator (e.g. EPANET) 680 

can predict the forthcoming states of the water network (pipe pressures and water flow, water tank levels, etc.) using 681 

additional information, such as the foreseen water demand curve.   682 
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  683 

Figure 6.2.2-1: predictive twin model 684 

 685 

6.2.3 Prospective twin 686 

The prospective twin builds upon the predictive capabilities. It is meant to help the Digital Twin’s user to evaluate the 687 

impact that actions would have on the real-asset, if applied. This allows running “what-if” analysis made by executing 688 

the prediction model over the current description of the asset, which is altered to represent the intended action. 689 

Example: in the case of a water distribution network, the prospective twin allows evaluating the impact of closing a 690 

valve, considering the current status of the water network and foreseen environmental context variations. 691 

  692 

Figure 6.2.3-1: prospective twin model 693 

6.2.4 Prescriptive twin 694 

The prescriptive twin capabilities goes one step further: it aims at identifying actions to be taken over the real asset for it 695 

to reach a target state. Identified actions could be simply provided to the user or directly actuated on the real asset, thus 696 

implementing an autonomous behaviour of the asset.  697 

Example: the water distribution network has to limit the water pressure in the pipes depending on their characteristics 698 

(e.g. nature, age, etc.) while fulfilling the demand curves at water outlets. This multi-criteria system optimisation uses 699 

the prospective twin to explore options and provide an optimum configuration of water valves.  700 
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 701 

 702 

Figure 6.2.4-1: prescriptive twin model 703 

6.2.5 Diagnosis twin 704 

The diagnosis twin is a particular capability which is meant to understand what happened in case of real asset 705 

malfunction or what is happening in case of a real asset deviating from its expected working trajectory. It builds on a 706 

diagnostic model that collects additional data related to the real asset  evolution (e.g. log files). 707 

Example: the energy consumption of a water pump increases to maintain a level of water pressure at the outlet. The 708 

analysis of maintenance logs shows that the cleaning of the filters at the inlet is overdue. 709 

 710 

 Figure 6.2.5-1: diagnosis twin model 711 

6.3 Digital Twin lifecycle 712 

Here is an attempt to identify what the expected functionalities and usages are. It is proposed to split the analysis over 713 

the different stages of the real asset lifecycle, including the design, the commissioning, the operation and the 714 

decommissioning stages. 715 

• Design stage: a Digital Twin can be used to design a physical twin. In this case, the Digital Twin precedes the 716 

existence of the physical twin. It models the important aspects of the Digital Twin. This can include a 3D 717 

model that can be integrated in a 3D environment together with the 3D models of other twins, e.g. when 718 

building a smart factory. It can also build upon the predictive/prospective capabilities of an existing Digital 719 

Twin. This enables checking whether everything fits together as expected. This can also include physical 720 

aspects, e.g. the characteristics of an antenna and the interaction with the environment. The Digital Twin 721 

created at design stage can evolve to fulfil the requirements needed at later stages, including the relevant 722 

models needed for simulation, the history including the production of the physical twin and the different 723 

phases of commissioning, operation and decommissioning. 724 
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• Commissioning: At the commissioning stage, a Digital Twin can be used for configuring and putting a 725 

physical twin into service. The initialization information  (such as initial configuration parameters and status of 726 

the real asset), is persisted in the Digital Twin and plays an important role for maintenance and analysis, 727 

enabling the improvement of the overall operation of the physical twin including the interactions with its 728 

environment and other Digital Twins. 729 

• Operation: In the operation stage, the Digital Twin provides complementing functionality to the physical 730 

twin, which can include digital models of relevant aspects, logic with which the operation of the physical twin 731 

can be influenced or even controlled and the history of the physical twin. In particular. the following features 732 

can be provided building upon the capabilities defined in section 6.2:  733 

- The Digital Twin can provide an interface to the physical twin, which can be a composed system, 734 

exposing an “equivalent system” at hypernode level. 735 

- Based on the available model, the current state, the history and/or information about the environment and 736 

from other Digital Twins, the Digital Twin can do predictive analytics, i.e. provide a prediction of the 737 

system state in the future  738 

- The Digital Twin can monitor if the system deviates from its anticipated state following an underlying 739 

model, e.g. a state machine, to detect outliers and anomalies.  740 

- The Digital Twin can simulate what-if scenarios, taking into account the current state and different 741 

possible changes. Depending on the results, actions on the physical twin can be taken, influencing or 742 

controlling its behaviour. 743 

- The Digital Twin can optimize the operation of the system, e.g. by analysing the history, using 744 

information from other Digital Twins and doing simulations. The determined optimized settings can then 745 

be propagated to the physical twin through actuation. 746 

• Decommissioning: at the decommissioning stage, the physical twin is put out of service and is possibly 747 

disassembled and recycled. The important information about it, including its history of design and operation 748 

can be persisted in the Digital Twin, which allows gaining insights for future generations of physical twins 749 

long after the original physical twin has ceased to exist. 750 

6.4 NGSI-LD architecture for Digital Twin systems 751 

A typical representation of a NGSI-LD architecture relevant to handle Digital Twin capabilities described earlier is 752 

provided in Figure X. Several components have been identified and build together the Digital Twin system: 753 

• The NGSI-LD context broker is the central component and complies with [i.8] It contains the graph instance of 754 

the Digital Twin expressed as Atomic Twin (See clause 6.1.1), System Twin  (see clause 6.1.2) or System of 755 

System Twin (see clause 6.1.3).  756 

• The connection with the real-world asset is handled by System Adapters. These are in charge of interfacing the 757 

NGSI-LD API with the interface of the RWA. Complexity of system adapters can vary. Simplest one would 758 

publish information from an external system into the context broker, supporting the Descriptive Twin 759 

capabilities whereas more complex System Adapters would be able to handle complex actuation logic as 760 

proposed in section 7 in a completely secured way.  761 

• Additional services are optionally deployed to realize the Digital Twin capabilities and interface with the 762 

context broker through the NGSI-LD interface 763 

- Augmentation functions provide additional descriptive information in the Digital Twin attribute based 764 

on the observed state as well as other information which could be made available to the context broker. 765 

These could build upon NGSI-LD embedded capabilities such as aggregation function (e.g. to provide a 766 

moving averaging of a time serie) or an external service (e.g. adding engine characteristics of a car using 767 

its licence plate information to consult a national database of car registrations).  768 

- Prediction models are consuming information about the Real World asset and possibly other 769 

information to provide prediction. They can be executed on-demand or triggered when new information 770 

about the Digital Twin is made available (e.g. using the NGSI-LD subscription mechanisms). No 771 

assumption is made on the type of prediction model which can be a physical model, machine learning 772 
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based, etc. The description of the current state of the Digital Twin could be altered to run predictions 773 

over a hypothetically modified version of the Digital Twin so to execute the prospective analysis.  774 

- A Prescriptive service can be deployed to provide recommendations related to the Digital Twin 775 

managements. As an illustration, this service can interact with the prediction model, testing different 776 

alterations, to identify an optimum functioning point of the Real World asset 777 

The communication flow across these services and triggering of the corresponding processes can be managed using a 778 

pure data model driven approach, building upon the NGSI-LD API, as experimented in the use case described in section 779 

4.1. However, more complex flows could be orchestrated using new approaches to handle service execution as 780 

described in section 7.3. 781 

 782 

 783 

Figure 6.4-1: high-level architecture for Digital Twin systems 784 

 785 

7 Proposed orientations for NGSI-LD specification 786 

7.1 Summary of identified gaps and recommendations 787 

The use cases provided in section 4 highlighted the potential of NGSI-LD specification to represent and manage digital 788 

twins in even complex scenarios as described in section 6. To improve the developers and users’ experience, an analysis 789 

of the possible evolutions to be considered in forthcoming updates of the specifications.  790 

• Handling of actuation and services execution: several initiatives have demonstrated the use of the NGSI-LD 791 

specification to handle actuation. This deserves further specification work to handle complex scenario of 792 

actuation and service execution 793 

• Handling of simulations: the deployment and management of simulators on a FIWARE infrastructure is left 794 

as an implementer choice. The capabilities and architectural descriptions made in section 6 clarify the global 795 

approach which is relevant to handle digital twins.  796 

• Handling of the graph structure: the existing API specification as well as architectural choices (capacity to 797 

handle distributed and federated scenarios) limit the possibilities to make multi-level graph traversal queries or 798 

graph operation in general. The need to make the NGSI-LD relationships first class citizen in the API, as the 799 

NGSI-LD entities are, is also wished.   800 

• Handling of 3D spatial data: There is a tendency for cities to develop their 3D representation model and need 801 

to set direct connection with the sensors and actuators deployed in the city are emerging, to build the 3D 802 

Descriptive twin of the city. While NGSI-LD does not intend to handle 3D representations by itself, its linked 803 

data representation allow linking to external 3D models. 804 
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The two later points are topics which requires further investigations to clarify the positioning of the NGSI-LD 805 

specification within the knowledge graphs area as well as 3D representations. The work being pursued in the context of 806 

the specialist task force STF627 in the year 2022 is going to pave the way for further discussions. 807 

The topic of improved specification related to the handling of actuation and service execution is described further in 808 

that section. 809 

7.2 Suggested Actuation Workflows for Digital Twins using 810 

current NGSI-LD API 811 

7.2.1 Actuators and feedback to the application 812 

Actuators are things that can change their state (light on/off) or execute actions (move forward, detect face, etc.). The 813 

application interacts with an actuator through the actuator’s Digital Twin System. 814 

There is currently no explicitly and precisely specified support for actuation in the NGSI-LD API. Thus, this clause 815 

describes some conventions that represent a proposed best-practice about how NGSI-LD API and data models can be 816 

used for the interaction between applications and actuators represented by NGSI-LD-based Digital Twin Systems. 817 

The conventions and approach described in this clause are not powerful enough to implement complex actuation jobs 818 

that depend on each other and, for instance, make actuation decisions conditional on the outcome of other actuations, 819 

unless that behaviour is implemented in a custom way within the application logic. Thus, the concept of a more evolved 820 

Service execution logic, being a first-class citizen of the NGSI-LD API and able to offer more structured building 821 

blocks for actuation, is described in clause 7.3. 822 

A Digital Twin System that comprises an actuator and supports actuation workflows is represented as one or more 823 

NGSI-LD Entities and System Adapters, which collaborate. 824 

The application-actuator interaction needs to be bidirectional. Thus, actuators are triggered by the reception of 825 

actuation-specific commands (e.g., "set the on state of the lamp to false", to turn the light off) that are encoded as NGSI-826 

LD data, following a suggested data model. They respond with feedback, similarly encoded as NGSI-LD data. 827 

Command feedbacks may serve to control the maximum operations rate a controlling application needs to achieve, and 828 

different levels of feedback can be requested, by associating a specific Quality of Service value to the command. 829 

• Some applications need high operation rate but no feedback. For this case a QoS = 0 can be used. The typical 830 

example is to control the arms of a robot with a joystick. 831 

• Some applications need to be sure that the actuators actually received the command request or need to get back 832 

a payload in response to the command. In this case a QoS = 1 can be used. The typical case is switching on a 833 

light with confirmation, or request face-detection with consequent notification of matching events. 834 

• Commands can either require a short or a long execution time. For commands with long execution time, the 835 

application may require a continuous status feedback. In this case a QoS = 2 can be used. The typical example 836 

is that of a door opening, where feedback continuously report the current level (10% open, 50% open, …). 837 

7.2.2 Architecture for actuation 838 

Commands are sent to the Digital Twin System by the application, using the standard NGSI-LD API and a suggested 839 

convention for representing them. In turn, feedback about command execution is received by the application, both as 840 

continuous status updates and/or a final command result. 841 

More specifically, within the Digital Twin System, the component that handles direct communication with the actuator 842 

is the System Adapter: it uses an actuator-specific protocol to control the actuator and get responses and updates from it, 843 

i.e., from the real system. On the other hand, the System Adapter is able to use the NGSI-LD API to receive NGSI-LD 844 

command requests from the NGSI-LD Entity and send back command status and result to it. The NGSI-LD Entity is 845 

responsible for handling direct communication with the application. 846 

Thus, to support actuation, there is a need to specify: 847 

https://portal.etsi.org/STF/STFs/STF-Homepages/STF627
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• Additional NGSI-LD Properties the Digital Twin System must have, in order to represent and manage 848 

command Request, Status, Result; 849 

• A communication model that allows commands to flow in forward direction and feedback to flow in reverse. 850 

This communication model must comprise a mapping, to be held within the Digital Twin System, that is able 851 

to route the command requests to the appropriate handler within the System Adapter and vice-versa. 852 

 853 

Figure 7.2.2-1: Architecture for actuation 854 

7.2.3 Structure of Commands and additional Properties 855 

The Digital Twin System must have, in addition to the usual NGSI-LD Properties representing the Digital Twin status, 856 

a set of additional, dedicated NGSI-LD Properties associated with: 857 

• the list of available commands, i.e. the list of commands supported by the actuator; 858 

• command endpoints, one for each command, that are used to send and receive command related messages and 859 

optionally hold state for the ongoing commands. 860 

The structure of the commands needs to be specified, but not the internal format of their payloads. By using commands 861 

with a custom payload, one can support all kinds of operations, for example: 862 

• “set-on”: “true” 863 

• “detect-face”: {“face-features”: ”….”} 864 

• “move”: “forward” 865 

 866 

The data model for command requests, status and responses has to include metadata such as the QoS of the command, 867 

its identifier, and the custom payload itself. 868 

Both the requests/responses and the list of commands the Digital Twin System is able to support can be represented 869 

with additional NGSI-LD Properties, as follows. 870 

Application Actuator

Command Request Property

Command 

Execution
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Command Result Property
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7.2.3.1 Property for listing available commands  871 

The additional Property dedicated to the list of available commands is as follows: 872 

"commands": { 873 
  "type": "Property", 874 
  "value": ["<cmd_name1>","<cmd_name2>", …, "<cmd_nameN>"] 875 
} 876 

 877 

It is a Property whose value is an array of Strings, each string representing the unique name of a supported command. 878 

7.2.3.2 Properties for command endpoints  879 

For each available command, a set of three endpoints is to be additionally created within the Digital Twin System, by 880 

means of three dedicated Properties per command. The first endpoint will manage that command’s requests, the second 881 

endpoint will manage its status, and the third endpoint will manage command’s results. 882 

This convention dictates that: 883 

• The NGSI-LD Property that manages requests has the same name as the command, e.g. “<cmd_name1>”  884 

• The NGSI-LD Property that manages results has the same name as the command plus the “-RESULT” suffix. 885 

• The NGSI-LD Property that manages status has the same name as the command plus the “-STATUS” suffix. 886 

Each endpoint can receive multiple requests or responses, and it supports queueing of messages. For example, the 887 

command “moveToLocation” may receive a sequence of requests that are to be stored in an array and orderly processed  888 

depending on the arrival timestamps. A number of respective responses may be produced, as well. Thus, each endpoint, 889 

represented by its dedicated NGSI-LD Property, exploits the multi-Attribute feature (see [i.7] clause 4.5.5) as follows: 890 

Command Request endpoint 891 

"<cmd_name>": { 892 
  "datasetId": a URI uniquely identifying the specific command request 893 
               (optional, if the use case does not need command queueing), 894 
  "type":      "Property", 895 
  "qos":       an Integer, representing the desired QoS (optional, default=0), 896 
  "value":     custom parameters of the command (mandatory) 897 
} 898 

Command Status endpoint 899 

"<cmd_name>-STATUS": { 900 
  "datasetId": a URI uniquely identifying the specific status feedback message 901 
               (optional, if the use case does not need queueing them), 902 
  "type":      "Property", 903 
  "value":     custom status of the command (mandatory) 904 
} 905 

Command Result endpoint 906 

"<cmd_name>-RESULT": { 907 
  "datasetId": a URI uniquely identifying the specific result feedback message 908 
               (optional, if the use case does not need queueing them), 909 
  "type":      "Property", 910 
  "value":     custom result of the command (mandatory) 911 
} 912 

Usually, the System Adapter (or the actuator behind it), upon receiving a command request with a specific “datasetId”, 913 

will then generate status and result with the same “datasetId”, so that, when the status/result is received by the 914 

application, it can link it back to the corresponding command that is generating the received feedback. The value of the 915 

request, status and result is generic, and it is up to the specific application to define useful values. As an example, the 916 

PackML language for the control of packaging machines [i.9] defines a set of possible values for statuses during an 917 

actuation workflow. 918 

EXAMPLE 1 919 

An example follows, where the Digital Twin System represents a simple actuator. The example shows the NGSI-LD 920 

Entity representing a light that can change colour by manipulation of its brightness, hue and saturation values; further, it 921 

is possible to turn the lamp on and off. Apart from the “id” and the “type”, the actuator entity has a set of regular 922 

properties that represent the current status of the lamp. In the example these are “colorRGB” and “is-on”. Then it has 923 
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the conventional Property named “commands”, signalling that it supports four commands: “turn-on”, “set-924 

saturation”, “set-brightness”, “set-hue”. Further, it has four (times three) additional properties serving the purpose of 925 

command endpoints. 926 

{ 927 
  "id": "urn:ngsi-ld:pHueActuator:light1", 928 
  "type": "Lamp", 929 
  930 
  REGULAR PROPERTIES 931 
  "colorRGB": {"type": "Property", "value": "0xABABAB"}, 932 
  "is-on": {"type": "Property", "value": true}, 933 
  934 
  AVAILABLE COMMANDS 935 
  "commands": { 936 
    "type": "Property", 937 
    "value": ["turn-on", "set-saturation", "set-hue", "set-brightness"] 938 
  } 939 
  940 
  COMMAND ENDPOINTS 941 
  "turn-on": {"type": "Property", "value": <custom request>} 942 
  "turn-on-STATUS": {"type": "Property", "value": <custom status>} 943 
  "turn-on-RESULT": {"type": "Property", "value": <custom response>} 944 
  "set-hue": ... 945 
  "set-hue-STATUS": ... 946 
  "set-hue-RESULT": ... 947 
  … 948 
} 949 

EXAMPLE 2 950 

The following example, shows an NGSI-LD Entity Fragment that can be used as a command request to request that the 951 

lamp be turned off. 952 

{ 953 
  "id": "urn:ngsi-ld:pHueActuator:light1", 954 
  "type": "Lamp", 955 
  "turn-on": {  956 
    "type": "Property", 957 
    "qos": { 958 
      "type": "Property", 959 
      "value": 1 960 
    }, 961 
    "value": false 962 
  } 963 
} 964 
 965 

EXAMPLE 3 966 

In the following example, the value of the command request is a more complex JSON Object, to show that complex 967 

actions can be conveyed by just one request. Further, the request has an identifier that makes it possible to enqueue it, 968 

together with other request that may arrive to the same command endpoint within a timespan. 969 

{ 970 
  "id": "urn:ngsi-ld:pHueActuator:light1", 971 
  "type": "Lamp", 972 
  "set-hue": {  973 
    "type": "Property", 974 
    "qos": { 975 
      "type": "Property", 976 
      "value": 1 977 
    }, 978 
    "datasetId": { 979 
      "type": "Property", 980 
      "value": "myapp:mycommand:1342" 981 
    }, 982 
    "value": {"red":"1 seconds", "green": "2 seconds"} 983 
  } 984 
} 985 
 986 

In summary, the suggested convention prescribes a “commands” property that contains a list of commands supported 987 

by the actuator. For each of these commands, the convention requires a command endpoint consisting of three 988 

properties, the name of the command, e.g. “turn-on”, the status property, which is the name of the command with “-989 

STATUS” as suffix, and the result, which is the name of the command with “-RESULT” as suffix. Nevertheless, it is 990 

noted that such suffixes are just a convention to distinguish the endpoints. So far, two practical implementations exist, 991 

see clauses 7.2.5 and 7.2.6, that adopt the general scheme of this convention, with minor deviations. In fact, this 992 
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convention is derived as a generalization that leverages the full potential of NGSI-LD sub-Attributes and multi-993 

Attributes. 994 

7.2.4 Communication model 995 

7.2.4.1 Possible communication models 996 

This convention can be leveraged by two different communication models: 997 

• Subscription/notification, where both the application and the System Adapter use NGSI-LD Subscriptions to 998 

have the command requests delivered to the appropriate handler within the System Adapter and vice-versa; 999 

• Forwarding, which uses the NGSI-LD Registry and a System Adapter able to federate itself with the Context 1000 

Broker holding the Digital Twin’s Entity, as a means to deliver the commands. 1001 

7.2.4.2 Subscription/notification model 1002 

For the interaction to work, the System Adapter, acting as a proxy to the actuator, subscribes to all command properties; 1003 

in EXAMPLE 1 of clause 7.2.3.2, these are “set-brightness”, “set-saturation”, “set-hue” and “turn-on”. When the 1004 

application, acting as the actuation client, updates the value of a command property, the System Adapter will receive the 1005 

notification with the new value. This will be translated into the proprietary format and forwarded to the actuator using 1006 

the actuator-specific protocol. The application in turn can subscribe to the command status and the result. The System 1007 

Adapter updates the status of the actuation during the execution of the command, which is primarily relevant in the case 1008 

of longer-lasting actuations, and finally updates the result, once the actuation has been completed. If the application has 1009 

subscribed to the status and result, it will receive the corresponding notifications. Independent of the command-related 1010 

properties, the status of the actuator, held within its regular properties, will be updated. 1011 

The detailed workflow is depicted in Figure 7.2.4.2-1, and can be interpreted as follows: 1012 

1) Application updates "turn-on" command Property with “value”: true 1013 

2) System Adapter gets notification of the new value true 1014 

3) System Adapter updates "turn-on-STATUS" command Property with “value”: "PENDING" 1015 

4) Application gets notification of the new value "PENDING" 1016 

5) System Adapter updates "is-on" regular Property with value: true 1017 

6) Application gets notification with value: true 1018 

7) System Adapter updates "turn-on-RESULT" command Property with “value”: "OK" 1019 

8) Application gets notification with of the new value "OK" 1020 
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 1021 

Figure 7.2.4.2-1: Steps of the actuation workflow using subscription/notification 1022 

7.2.4.3 Forwarding model 1023 

The forwarding model uses registrations and forwarding of requests. Actuation of commands is provisioned via 1024 

registration(s) to the NGSI-LD Registry done by the System Adapter that states “I am responsible for command 1025 

property <X>”. When the Application changes the value of a command property, first the NGSI-LD Context Broker 1026 

asks to the NGSI-LD Registry whether the property is delegated to some other component. The NGSI-LD Registry 1027 

knows that property <X> of the Entity is delegated to the System Adapter. Hence, the request is forwarded to the 1028 

System Adapter. Similar to the other communication model, the request will then be translated into the proprietary 1029 

format and forwarded to the actuator using the actuator-specific protocol. 1030 

In this model, the NGSI-LD Entity is distributed over two different components, because some of its properties live in 1031 

the Context Brokers and other properties live in the System Adapter, as indicated in Figure 7.2.4.3-1 with a dotted 1032 

rectangle. 1033 

The rest of the workflow, i.e. delivery of status and result messages to the application, is done similarly to the 1034 

subscription/notification model. The detailed workflow is depicted in Figure 7.2.4.3-1, and can be interpreted as 1035 

follows: 1036 

1) Application updates "turn-on" command Property with “value”: true 1037 

2) Context Broker ask Registry where to forward the request 1038 

3) Context Broker forwards request to System Adapter 1039 

4) System Adapter updates "turn-on-STATUS" command Property with “value”: "PENDING" 1040 

5) Application gets notification of the new value "PENDING" 1041 

6) System Adapter updates "is-on" regular Property with value: true 1042 

7) Application gets notification with value: true 1043 

8) System Adapter updates "turn-on-RESULT" command Property with “value”: "OK" 1044 

9) Application gets notification with of the new value "OK" 1045 

 1046 

{

"id": "urn:ngsi-ld:pHueActuator:light1",

"type": "Lamp",

"colorRGB": { "type": "Property","value": "0xABABAB"},

"is-on": {"type": "Property","value": true},

"commands": {“type": "Property",

"value": ["set-saturation", "set-hue", "turn-on", …]}

…

"turn-on": {"type": "Property","value": true}

"turn-on-STATUS": {"type": "Property","value": "PENDING"}

"turn-on-RESULT": {"type": "Property","value": "OK"}

}
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 1047 

Figure 7.2.4.3-1: Steps of the actuation workflow using forwarding 1048 

7.2.5 Fed4IoT implementation 1049 

The Fed4IoT project (https://fed4iot.org) leverages the NGSI-LD architecture and the subscription/notification 1050 

workflow for actuation, in order to implement the concept of a Cloud of Things. It enables virtualization of existing IoT 1051 

sensors/actuators through Virtual Things and IoT Brokers. IoT application developers can simply rent the Virtual 1052 

Things and the Brokers their applications need. 1053 

The Fed4IoT’s Cloud of Things is named VirIoT (https://github.com/fed4iot/VirIoT), and it is based on the concept of 1054 

Virtual Silos as-a-service: isolated and secure IoT environments made of Virtual Things whose data can be accessed 1055 

through standard IoT Brokers (oneM2M, NGSI, NGSI-LD, etc.). 1056 

In Figure 7.2.5-1 a diagram shows how VirIoT implements the concept of a large-scale and distribute Digital Twin 1057 

System that leverages the architecture and the workflow convention described in clause 7.2.4.2. 1058 

{

"id": "urn:ngsi-ld:pHueActuator:light1",

"type": "Lamp",

"colorRGB": { "type": "Property","value": "0xABABAB"},

"is-on": {"type": "Property","value": true},

"turn-on-STATUS": {"type": "Property","value": "PENDING"}

"turn-on-RESULT": {"type": "Property","value": "OK"}

}
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 1059 

Figure 7.2.5-1: VirIoT implementation of the Digital Twin System and actuation workflow 1060 

All components encapsulate requests in a neutral-format message that leverages NGSI-LD Entities at its core. But, since 1061 

VirIoT uses MQTT as its internal data distribution system, all information and actuation commands are encoded as 1062 

NGSI-LD entities, plus an additional “meta header” that is used by the MQTT to publish and subscribe in a broadcast 1063 

fashion to multiple vThings, because the same virtual sensor can be used by multiple applications at the same time. 1064 

For the actuation workflow, the “data” part of this message contains the command request, as specified in clause 7.2.3, 1065 

but with an additional value key that is the “command notification uri” (cmd-nuri), representing a location where 1066 

feedback (status, result) should be sent by the ThingVisor. For example, the cmd-nuri contains the “data_in” MQTT 1067 

topic of the issuing vSilo, so that command feedback (status and results) are sent to it, only, instead of being 1068 

broadcasted to all subscribing applications. 1069 

VirIoT is agnostic to access control issues to a virtual actuator, since the relevant policies are implemented in the 1070 

specific ThingVisor, which can grant tokens to execute actuation-commands to a subset of vSilos only, through 1071 

preliminary exchange of specific actuation-commands (a kind of log-in).  1072 

Fed4IoT has develooped several different ThingVisors (System Adapters for different sensors and hardware): for 1073 

example, a Philips Hue lamp system and NVIDIA JetBot devices are virtualized through specific ThingVisors, and  1074 

applications can control the lighting system of a rented conference room or control camera and position of an NVIDIA 1075 

JetBot by adding related virtual actuators to their vSilo. 1076 

7.2.6 FIWARE implementation 1077 

The FIWARE platform implementation introduces the concept of an IoT Agent, which is a component that lets a group 1078 

of devices send their data to and be managed from a Context Broker using their own native protocols. Thus, it 1079 

corresponds to the System Adapter, and wires up the IoT devices so that measurements can be read and commands can 1080 

be sent using NGSI-LD requests sent to an NGSI-LD compliant context broker such as the OrionLD Context Broker. 1081 

IoT Agents already exist or are in development for many IoT communication protocols and data models. Examples 1082 

include the following: 1083 

• IoTAgent-JSON - a bridge between HTTP/MQTT messaging (with a JSON payload) and NGSI-LD 1084 

• IoTAgent-LWM2M - a bridge between the Lightweight M2M protocol and NGSI-LD 1085 

• IoTAgent-UL - a bridge between HTTP/MQTT messaging (with an UltraLight2.0 payload) and NGSI-LD 1086 

• IoTagent-LoRaWAN - a bridge between the LoRaWAN protocol and NGSI-LD 1087 

 1088 
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The FIWARE implementation follows the communication model described in clause 7.2.4.3, as explained in Figure 1089 

7.2.6-1. In this workflow:  1090 

• Requests between User and Context Broker use NGSI-LD 1091 

• Requests between Context Broker and IoT Agent use NGSI-LD 1092 

• Requests between IoT Agent and IoT Device use native protocols 1093 

• Requests between IoT Device and IoT Agent use native protocols 1094 

• Requests between IoT Agent and Context Broker use NGSI-LD 1095 

 1096 

Figure 7.2.6-1: FIWARE implementation of the Digital Twin System and actuation workflow 1097 



ETSI 

Draft ETSI GR CIM 017 V0.0.3 (2021-12) 43  

Provisioning of the devices will be carried out (via REST API) through IoT Agents, as well. This provisioning implies 1098 

that, on the one hand, the corresponding entities (with their commands), that represent the devices, are generated in the 1099 

Context Broker and, on the other hand, that the corresponding IoT Agent is configured for communication with the 1100 

corresponding device, all in one provisioning step. Below, an example how to provision a device which supports start 1101 

and stop commands is presented. 1102 

{ 1103 
    "devices": [ 1104 
        { 1105 
            "device_id":   "device001", 1106 
            "entity_name": "urn:ngsi-ld:Device:001", 1107 
            "entity_type": "Device", 1108 
            "attributes": [ 1109 
                { "object_id": "s", "name": "isOpen", "type": "boolean" } 1110 
            ], 1111 
            "commands": [ 1112 
                { "name": "start", "type": "command" }, 1113 
                { "name": "stop", "type": "command" } 1114 
            ], 1115 
            "static_attributes": [ 1116 
                {"name":"name", "type": "Text","value": "Device:001 provision"} 1117 
            ] 1118 
        } 1119 
    ] 1120 
} 1121 

7.3 Service execution with Digital Twins 1122 

7.3.1 Motivation   1123 

To realize the Digital Twin functionalities as described in clause 6.2 and integrate them with the NGSI-LD 1124 

functionality, e.g. as part of a Context Broker, as opposed to implementing everything as part of an external application 1125 

logic, a more explicit representation is required. In the approach described in clause 7.2, each component independently 1126 

updates and subscribes to commands, status and results. If multiple applications are involved, the synchronization 1127 

between these components has to be implemented by the components themselves. This is especially problematic if more 1128 

applications are added at a later time. In such a scenario, it is difficult to enforce priorities, e.g., in an autonomous 1129 

driving example, a component having predicted a safety critical situation should have higher priority than one trying to 1130 

optimize fuel consumption. Also, there may be dependencies, e.g. actions should only be taken if preconditions are met 1131 

like sensor values being in a certain range or previous actions having been completed. To do this in a reliable way, more 1132 

support by a system component is required. 1133 

7.3.2 Solution proposal 1134 

The proposal is to make service execution an explicit functionality of NGSI-LD – this functionality can then be used to 1135 

trigger diagnosis, prediction, simulation and in particular actuation. Entities in addition to properties and relationships 1136 

would have services. Applications would explicitly create service executions, including means for defining complex 1137 

service executions like sequences or conditional service executions, and also event-triggered service executions could 1138 

be provided, which, especially in the latter case, could significantly reduce delay as it is not required to first go back to 1139 

an external application. 1140 

Figure 7.3.2-1 shows two additional architectural roles for NGSI-LD, the Service Execution Application and the 1141 

Service Executor. The Service Executor has a similar role as the Context Source, but instead of providing context 1142 

information, it enables the execution of services related to one or more entities / Digital Twins. The Service Execution 1143 

Application is an application that creates service executions. As these are architectural roles, real applications can of 1144 

course have both roles, Context Consumer and Service Executing Application, at the same time. 1145 
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 1146 

Figure 7.3.2-1: additional architectural roles for NGSI-LD (Service Execution Application and Service 1147 

Executor) 1148 

7.3.3  Service Executor 1149 

• A Service Executor has to provide an http POST interface, which takes a JSON payload providing the 1150 

parameters needed for service execution. 1151 

• A Service Executor registers itself with the Registry Server (in analogy to a Context Source). 1152 

• A Service Executor registration includes the following aspects: 1153 

- Service endpoint (URL) 1154 

- Entity (Id) 1155 

- Services it can execute with respective parameters 1156 

- Additional properties, e.g. geographic location, owner, … 1157 

7.3.4 Service execution  1158 

A new endpoint for entities services is proposed on /entities/{entityId}/services/{serviceName}. 1159 

The interactions required for executing a service are shown in figure 7.3.4-1. 1160 

• Service Executing Application creates Service Execution instance, providing the relevant parameters and 1161 

dependencies 1162 

• Broker queries Service Executor from Registry Server 1163 

• Broker calls Service Executor providing the relevant parameters 1164 

• Service Execution instance is updated with status in case of asynchronous execution 1165 
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 1166 

Figure 7.3.4-1: Functionality for sequential/parallel execution of services, conditional execution and 1167 

event-triggered service execution 1168 

7.3.5 Service execution example 1169 

In this clause, a simple example for the service execution is provided. The syntax is to be considered preliminary, as 1170 

more advanced aspects such as ordered execution, parallel execution, conditional ordered execution, conditional 1171 

execution triggered by notification and the use of property values or relationship objects as input parameters still needs 1172 

to be integrated. 1173 

In the first step, a Service Executor registers itself with a Context Registry (enhanced to be able to deal with Service 1174 

Executor registrations).  1175 

{ 1176 
 "id": "urn:ngsi-ld:serviceRegistration:csr800949", 1177 
 "type": "ServiceRegistration", 1178 
 "name": "ServiceRegA", 1179 
 "description": "DescriptionExample", 1180 
 "information": [ 1181 
  { 1182 
   "services": [ 1183 
    { 1184 
     "id": "urn:ngsi-ld:room:A0815", 1185 
     "name": "lightswitch", 1186 
     "input": { 1187 
      "type": "attribs", 1188 
      "attribs": [ 1189 
       { 1190 
        "attribname": "state", 1191 
        "datatype": "boolean", 1192 
        "range": [ 1193 
         true, 1194 
         false 1195 
        ] 1196 
       } 1197 
      ] 1198 
     }, 1199 
     "output": { 1200 
      "type": "attribs", 1201 
      "attribs": [ 1202 
       { 1203 
        "attribname": "success", 1204 
        "datatype": "boolean", 1205 
        "value": [ 1206 
         true, 1207 
         false 1208 
        ] 1209 
       } 1210 
      ] 1211 
     }, 1212 
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     "endpoint": "http://localhost:/callmehere/lightswitch" 1213 
     1214 
 ], 1215 
 "location": {"type": "Polygon", "coordinates": 1216 
[[[8.686752319335938,49.359122687528746],[8.742027282714844,49.3642654834877],[8.767433166503904,49.1217 
398462568451485],[8.768119812011719,49.42750021620163],[8.74305725097656,49.44781634951542],[8.669241218 
2858886719,49.43754770762113],[8.63525390625,49.41968407776289],[8.637657165527344,49.3995797187007]1219 
,[8.663749694824219,49.36851347448498],[8.686752319335938,49.359122687528746]]] } 1220 
} 1221 

 1222 

As a result of this registration, the entity identified as urn:ngsi-ld:room:A0815  has a service with the name 1223 

lightswitch, as shown in the example below. 1224 

{ 1225 
"id": "urn:ngsi-ld:room:A0815" 1226 
 "type": "Room" 1227 
 … 1228 
 "services": [ 1229 
{ 1230 
"name": "lightswitch", 1231 
    "input": { 1232 
    "type": "attribs", 1233 
    "attribs": [ 1234 
     { 1235 
      "attribname": "state", 1236 
      "datatype": "boolean", 1237 
      "range": [ 1238 
       true, 1239 
       false 1240 
      ] 1241 
     } 1242 
    ] 1243 
   }, 1244 
   "output": { 1245 
    "type": "attribs", 1246 
    "attribs": [ 1247 
     { 1248 
      "attribname": "success", 1249 
      "datatype": "boolean", 1250 
      "value": [ 1251 
       true, 1252 
       false 1253 
      ] 1254 
     } 1255 
    ] 1256 
   } 1257 
  ] 1258 
} 1259 

The Service Execution Application can now create a service request that can contain a set of executions, in this case just 1260 

a single one for switching on the light, using the lightswitch service registered preciously for entity urn:ngsi-1261 

ld:room:A0815. 1262 

{ 1263 
 "type": "ServiceRequest", 1264 
 "id": "urn:servicerequest1", 1265 
 "executions": [{ 1266 
  "id": "urn:execrequest1", 1267 
  "name": "lightswitch", 1268 
  "entityId": "urn:ngsi-ld:room:A0815", 1269 
  "entityType": "Room", 1270 
  "type": "ExecutionRequest", 1271 
  "input": { 1272 
   "type": "attribs", 1273 
   "attribs": [{ 1274 
    "attribname": "state", 1275 
    "datatype": "boolean", 1276 
    "value": true 1277 
   }] 1278 
  } 1279 
 }] 1280 
} 1281 

 1282 
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The service requests triggers the execution of switching on the light by setting state to true, which is being 1283 

forwarded to the Service Executor. This may result in the following response, which is used to update the service 1284 

request urn:servicerequest1. Intermediate status updates can be provided there as well. 1285 

    { 1286 
        "name": "lightswitch", 1287 
        "entityId":"urn:ngsi-ld:room:A0815", 1288 
        "success": { 1289 
                    "datatype": "boolean", 1290 
                    "value": true 1291 
        }, 1292 
        "type": "ServiceResult" 1293 
    } 1294 

 1295 

The status of a service executions related to a service request can be requested. An example with multiple executions is 1296 

shown below. 1297 

{ 1298 
 "id": "{serviceId}", 1299 
 "executions": [{ 1300 
   "id": "exec1", 1301 
   "status": "failed" 1302 
  }, 1303 
  { 1304 
   "id": "exec2", 1305 
   "status": "success" 1306 
  }, 1307 
  { 1308 
   "id": "exec3", 1309 
   "status": "running" 1310 
  }, 1311 
  { 1312 
   "id": "exec4", 1313 
   "status": "pending" 1314 
  } 1315 
 ] 1316 
} 1317 

 1318 

  1319 
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Annex : 1320 

Change History 1321 

Date Version Information about changes 

2020-10 0.0.1 Early draft (publicly shared at https://docbox.etsi.org/ISG/CIM/Open/drafts/) 

2021-06 0.0.2 New draft (publicly shared at https://docbox.etsi.org/ISG/CIM/Open/drafts/) 
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