ETSI GR NFV-EVE 0018 V0.0.2 (2019-10)
11
Release #
[bookmark: doctype][bookmark: pages12][bookmark: docnumber]ETSI GR NFV-EVE 0018 V0.0.2 (2019-10)


GROUP REPORT
[bookmark: doctitle]Network Functions Virtualisation (NFV);
Evolution and Ecosystem;
Report on Multi-tenancy in NFV
Release 4
<
[image: ETSI_BG_final_new]
Disclaimer: This DRAFT is a working document of ETSI. It is provided for information only and is still under development within ETSI. DRAFTS may be updated, deleted, replaced, or obsoleted by other documents at any time.
ETSI or its Members accept no liability for any current or further use/implementation of the present DRAFT.
Do not use as reference material.
Do not cite this document other than as "work in progress".
· ETSI NFV public DRAFTS are available in: http://docbox.etsi.org/ISG/NFV/Open/Drafts/
· Report FEEDBACK via the NFV issue tracker: http://nfvwiki.etsi.org/index.php?title=NFV_Issue_Tracker
· Approved and PUBLISHED deliverables shall be obtained via the ETSI Standards search page at: http://www.etsi.org/standards-search



[bookmark: page2]Reference
[bookmark: docworkitem]DGR/NFV-EVE018
Keywords
functional, management, MANO, NFV, orchestration, requirements, virtualisation, tenancy


[bookmark: ETSIinfo]ETSI
650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +33 4 92 94 42 00   Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association à but non lucratif enregistrée à la
Sous-préfecture de Grasse (06) N° 7803/88



Important notice
The present document can be downloaded from:
http://www.etsi.org/standards-search
The present document may be made available in electronic versions and/or in print. The content of any electronic and/or print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.
Users of the present document should be aware that the document may be subject to revision or change of status. Information on the current status of this and other ETSI documents is available at https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
[bookmark: mailto]If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx 
Copyright Notification
No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2019.
[bookmark: tbcopyright]All rights reserved.

DECTTM, PLUGTESTSTM, UMTSTM and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPPTM and LTETM are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and
of the oneM2M Partners.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.


Contents
Intellectual Property Rights	4
Foreword	4
Modal verbs terminology	4
Executive summary	4
Introduction	4
1	Scope	5
2	References	5
2.1	Normative references	5
2.2	Informative references	5
3	Definition of terms, symbols and abbreviations	5
3.1	Terms	5
3.2	Symbols	6
3.3	Abbreviations	6
4	Overview	6
5	Use Cases and Scenarios	6
5.1.1	Motivation	6
5.2	Use Case #2: Two users share the same NFV environment	7
5.3	Network slice tenants share one NFV deployment	8
5.4	Isolation of containerized VNF instances	9
5.5	Provide Isolation on different levels	9
6	Analysis	9
7	Recommendations	9
8	Conclusions	9
Annex A: Title of annex	10
Annex B: Title of annex	11
B.1	First clause of the annex	11
B.1.1	First subdivided clause of the annex	11
Annex: Authors & contributors	12
Annex: Bibliography	13
Annex: Change History	14
History	15



[bookmark: _Toc455504134][bookmark: _Toc481503672][bookmark: _Toc22232147]Intellectual Property Rights
Essential patents 
IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org).
Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
Trademarks
The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
[bookmark: _Toc455504135][bookmark: _Toc481503673][bookmark: _Toc22232148]Foreword
[bookmark: For_tbname][bookmark: For_shortname]This Group Report (GR) has been produced by ETSI Industry Specification Group <long ISGname> (<short ISGname>).
[bookmark: _Toc455504136][bookmark: _Toc481503674][bookmark: _Toc22232149]Modal verbs terminology
In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
[bookmark: _Toc455504137][bookmark: _Toc481503675][bookmark: _Toc22232150]Executive summary

[bookmark: _Toc455504138][bookmark: _Toc481503676][bookmark: _Toc22232151]Introduction



[bookmark: _Toc455504139][bookmark: _Toc481503677][bookmark: _Toc22232152]1	Scope
Editor’s Note: The following text taken from the WID scope statement needs to be updated.
[bookmark: _GoBack]The present document studies multi-tenancy related use cases for NFV to remove the gap between the existing general functional requirements on multi-tenancy as described in ETSI GS NFV-IFA010 [i.1] and the missing requirement details regarding NFV elements consumed by different tenants. It also takes into consideration possible relation with Release 3 features like multi-domain NS provisioning, security orchestration. Key issues on multi-tenancy in NFV (e.g. tenant-dependent LCM, tenant-dependent resource management, traffic separation, ..) will be identified and analyzed for concluding the recommendations. 
[bookmark: _Toc455504140][bookmark: _Toc481503678][bookmark: _Toc22232153]2	References
[bookmark: _Toc455504141][bookmark: _Toc481503679][bookmark: _Toc22232154]2.1	Normative references
Normative references are not applicable in the present document.
[bookmark: _Toc455504142][bookmark: _Toc481503680][bookmark: _Toc22232155]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[bookmark: REF_GSNFV001][i.1]	ETSI GR NFV 001: "Network Functions Virtualisation (NFV); Use Cases".
[bookmark: REF_GSNFV002][i.2]	Editor’s note: Placeholder for NFV002
[bookmark: REF_GSNFV003][i.3]	ETSI GS NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in NFV".
[bookmark: REF_GSNFV004][i.4]	ETSI GS NFV 004: "Network Functions Virtualisation (NFV); Virtualisation Requirements".
[bookmark: REF_GSNFVIFA010][i.5]	ETSI GS NFV-IFA 010: "Network Functions Virtualisation (NFV) Release 3; Management and Orchestration; Functional requirements specification".
[bookmark: REF_GSNFVIFA013][i.6]	ETSI GS NFV-IFA 013: "Network Functions Virtualisation (NFV) Release 3; Management and Orchestration; Os-Ma-Nfvo reference point - Interface and Information Model Specification".
[i.7]	etc.
[bookmark: _Toc451532925][bookmark: _Toc22232156]3	Definition of terms, symbols and abbreviations
[bookmark: _Toc451532926][bookmark: _Toc22232157]3.1	Terms
For the purposes of the present document, the terms given in ETSI GS NFV 003 [i.3] apply.

[bookmark: _Toc455504145][bookmark: _Toc481503683][bookmark: _Toc22232158]3.2	Symbols
Void.

[bookmark: _Toc455504146][bookmark: _Toc481503684][bookmark: _Toc22232159]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in ETSI GS NFV 003 [i.3] and the following apply: 
NOTE:	An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in ETSI GS NFV 003 [i.3].

[bookmark: _Toc22232160]4	Overview
The present document focuses on use cases where multiple users consume services from the same NFV-MANO environment that are offered via the Os-Ma-nfvo reference point (see ETSI GS NFV-IFA 013 [i.6]. The NFVO thus needs to be able to protect a consumer (NFV-MANO Tenant, NMT) against another consumer. 
Some examples of protection and isolation including entities that may be not visible on the Os-Ma-nfvo reference point directly but support the NSs visible on Os-Ma-nfvo are:
· Resources created by NMT-A cannot be managed by NMT-B.
· Resources created by NMT-A cannot be used by NMT-B (e.g. bandwidth on a VL of NMT-A cannot be consumed by NMT-B).
· NMT-B is not able to access information about resources created by NMT-A.
· NMT-B is not able to monitor usage of resources created by NMT-A.
· NMT-B is not able to access traffic on resources created by NMT-A.
· Failures of resources created by NMT-A are not affecting resources created by NMT-B.

Nevertheless, there may be cases where NMTs A and B share resources.

The present document also analyses the necessary interworking within NFV-MANO to understand potential enhancements of NFV-MANO allowing protection and isolation of physical or virtual resources of the NFVI. 

[bookmark: _Toc22232161]5	Use Cases and Scenarios
Editor’s Note: Use cases 1-6 were seen in the WID supporting material. More should be added in separate level 2 clauses, using NFV001 (e.g. NFVIaas, VNFaaS) and other inputs. 
5.1	Use Case #1: Two users with own NFVO on shared NFVI
[bookmark: _Toc22232162]5.1.1	Motivation
This use case describes two users using their own NFVO and VNFM but allocate resources from the same NFVI-PoP(s) to build their NSs. It is assumed that a NFV-PoP is managed by a single VIM
NOTE:	The NFV-MANO implementations of the two users can be from different vendors.
Figure 5.1.1-1 illustrates the relation of the users and NFV-MANO FB instances, including the NSs and resources.
[image: ] 
Figure 5.1.1-1: Two users with own NFVO on shared NFVI
In this use case, VIM and NFVI need to be aware of the user of virtual and physical resources to provide the appropriate isolation between the resources allocated to the different users as required in ETSI GS NFV 004 [i.4]. 
In this use case it is assumed that the NSs of the different users can be deployed on different resources within the NFVI. For sharing physical resources see other use cases.
This use case is derived from use case #1 in ETSI GR NFV001 [i.1], Network Function Virtualisation Infrastructure as a Service (NFVIaaS).
5.1.2	Detailed User Story
Editor’s Note: To be provided.

5.1.3	Variants
Editor’s Note: To be provided.
5.1.4	Analysis
Editor’s Note: To be provided.

[bookmark: _Toc22232163]5.2	Use Case #2: Two users share the same NFV environment
Editor’s Note: This may cover using public cloud infrastructure.
Editor’s Note: The skeleton is derived from NFV001 adding analysis and recommendations.
5.2.1	Motivation
This use case describes two service providers creating NSs on the same NFV environment (i.e. the same NFVO and other FBs ) and thus being built with resources of the same NFVI-PoP(s). The service providers use the same NFV-MANO service to deploy these NS instances. Figure 5.2.1-1 illustrates the relation of the service providers and NFV-MANO, including the NSs and resources.
[image: ]
[bookmark: REF_Figure3]Figure 5.2.1-1: Two users share the same NFV environment
In this use case, all NFV-MANO FBs need to be aware of the users of NSs and their constituents to enable the NFVI to provide the appropriate isolation between the resources allocated to the different users as required in ETSI GS NFV 004 [i.4]. 
In this use case it is assumed that the NSs of the different service providers can be deployed on different resources within the NFVI. For sharing of NFVI resources see other use cases.
5.2.2	Detailed User Story
Editor’s Note: To be provided.

5.2.3	Variants
Editor’s Note: To be provided.
5.2.4	Analysis
Editor’s Note: To be provided.

[bookmark: _Toc22232164]5.3	Network slice tenants share one NFV deployment
Editor’s Note: In this case two slice tenants use the same NFO via the Os-Ma-nfvo reference point. The mapping between slice tenants and NS tenants shall be discussed.
[bookmark: _Toc22232165]5.4	Isolation of containerized VNF instances
Editor’s Note: Here two tenants (level to be defined) use instances of the may be the same VNF, while that VNF is implemented using container technology as discussed in IFA029. While isolation is provided on NFVI level, it needs to be discussed how tenancy information is transferred to the NFVI.
[bookmark: _Toc22232166]5.5	Provide Isolation on different levels
Editor’s Note: Illustrate via use cases that different levels of isolation (virtual, physical server, different NFVI/VIM) can be provided
[bookmark: _Toc22232167]6	Analysis
· Impacts on requirements and reference points
[bookmark: _Toc22232168]7	Recommendations
[bookmark: _Toc22232169]8	Conclusions
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Title of annex



[bookmark: _Toc455504150][bookmark: _Toc481503688][bookmark: _Toc22232171]Annex B:
Title of annex
[bookmark: _Toc481503689][bookmark: _Toc455504151][bookmark: _Toc22232172]B.1	First clause of the annex 
[bookmark: _Toc455504152][bookmark: _Toc481503690][bookmark: _Toc22232173]B.1.1	First subdivided clause of the annex
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