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Essential patents 
IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org).
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Trademarks
The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
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[bookmark: For_tbname][bookmark: For_shortname]This Group Report (GR) has been produced by ETSI Industry Specification Group Network Functions Virtualisation (NFV).
[bookmark: _Toc455504136][bookmark: _Toc481503674][bookmark: _Toc527985138][bookmark: _Toc19024831][bookmark: _Toc19025504]Modal verbs terminology
In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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[bookmark: _Toc455504139][bookmark: _Toc481503677][bookmark: _Toc527985141][bookmark: _Toc19024834][bookmark: _Toc19025507]1	Scope
The present document provides guidelines on the use of the VNF configuration options enabled by the NFV architectural framework. It identifies gaps in NFV specifications preventing interoperability between VNFs and independently-developed VNF configuration management functions, and/or preventing easy integration of VNF configuration management in VNF lifecycle management processes. The present document provides recommendations on normative work to be carried out to fill these gaps. 
[bookmark: _Toc455504140][bookmark: _Toc481503678][bookmark: _Toc527985142][bookmark: _Toc19024835][bookmark: _Toc19025508]2	References
[bookmark: _Toc455504141][bookmark: _Toc481503679][bookmark: _Toc527985143][bookmark: _Toc19024836][bookmark: _Toc19025509]2.1	Normative references
Normative references are not applicable in the present document.
[bookmark: _Toc455504142][bookmark: _Toc481503680][bookmark: _Toc527985144][bookmark: _Toc19024837][bookmark: _Toc19025510]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.nfv003] 	ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for main concepts in NFV"
[i.m3400]	ITU-T Recommendation M.3400, 02/2000: " Telecommunications management network : TMN management functions".
[i.rfc6241]	IETF RFC 6241, June 2011: “Network Configuration Protocol (NETCONF)” 
[i.gNMI]	gNMI - gRPC Network Management Interface
NOTE:	Available at: https://github.com/openconfig/gnmi
[i.ifa008]	ETSI GS NFV-IFA 008
[i.sol002]	ETSI GS NFV-SOL 002
[i.nfvregistry]	ETSI Registry for non-MANO artifact sets 
NOTE : 	Available at https://nfvwiki.etsi.org/index.php?title=Non_MANO_artifact_sets

[bookmark: _Toc451532925][bookmark: _Toc527985145][bookmark: _Toc19024838][bookmark: _Toc19025511]3	Definition of terms, symbols and abbreviations
[bookmark: _Toc451532926][bookmark: _Toc527985146][bookmark: _Toc19024839][bookmark: _Toc19025512]3.1	Terms
For the purposes of the present document, the [following] terms [given in ... and the following] apply:

[bookmark: _Toc455504145][bookmark: _Toc481503683][bookmark: _Toc527985147][bookmark: _Toc19024840][bookmark: _Toc19025513]3.2	Symbols
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

[bookmark: _Toc455504146][bookmark: _Toc481503684][bookmark: _Toc527985148][bookmark: _Toc19024841][bookmark: _Toc19025514]3.3	Abbreviations
For the purposes of the present document, the [following] abbrevations [given in ETSI GR NFV 003 [i.nfv003]... and the following] apply:
DHCP	Dynamic Host Configuration Protocol
NETCONF	Network Configuration
gNMI	gRPC Network Management Interface
TMN	Telecommunications Management Network
OSI	Open Systems Interconnection

[bookmark: _Toc455504147][bookmark: _Toc481503685][bookmark: _Toc527985149][bookmark: _Toc19024842][bookmark: _Toc19025515]4	VNF configuration 
[bookmark: _Toc455504148][bookmark: _Toc481503686][bookmark: _Toc527985150][bookmark: _Toc19024843][bookmark: _Toc19025516]4.1	General
Configuration management is one of the five functional areas of the Telecommunications Management Network (TMN) model. ITU-T Recommendation M.3400 [i.m3400] defines configuration management as a management functional area that provides functions to exercise control over, identify, collect data from and provide data to network elements. The present document focuses on configuration management for providing configuration data to VNFs and collecting such data from these VNFs.
4.2	VNF configuration items
Editor’s note: this clause will provide an overview of the categories of configuration items (application-related vs virtualisation-related, Day 0 vs Day 2 configuration items, etc).
A VNF instance is a set of software instances and virtualised resources needed for these software instances to execute. The scope of VNF configuration includes the configuration of both the software and the resources. Resource configuration is part of the VNF lifecycle management and relies on configuration data available in VNF descriptors and configuration data generated at runtime. The present document focuses on the configuration of the VNF software, also known as VNF application configuration.
NOTE: 	In the context of the present document the term “application configuration” should be understood in a wider sense than the configuration of the application layer of the OSI model. For example, the configuration of forwarding rules in a VNF that provides the functionality of a firewall falls in the “application configuration” category. 
The data items configured as part of the VNF software configuration process can be classified in two broad categories, as illustrated in figure 1: virtualisation-dependent items and virtualisation-independent items:
Virtualisation-dependent items are those items whose value is dependent on decisions made by the NFV infrastructure and/or the NFV management and orchestration functions. An example of such items is the VNF’s VNFM IP address. Another example is the IP address assigned to a connection point of a VNFC instance to be configured on another VNFC of the same VNF that needs to communicate with the former (e.g. a load balancer VNFC).
Virtualisation-independent items are all other items. Their values are typically determined in the OSS/BSS, as for a PNF. An example of such items is a forwarding rule for a VNF that provides that functionality of a firewall.

[image: ]
Figure 4.2-1: Overview of VNF configuration data
The data items configured as part of the VNF software configuration process can be further classified according to when to configure them. Some items are intended to be configured during the instantiation process, typically when the VNF instance cannot be fully up and running without the corresponding values being configured. Others can be configured at any time once the VNF instance is created and operational. The configuration of the first category of items is often known as “Day-0” configuration, while the configuration of items in the second category is often designated as “Day-1” (configured right after instantiation) or “Day-2” configuration (any time after “Day-1” configuration).
NOTE: 	This classification has to be understood from a VNFC instance viewpoint, e.g. scaling-out a VNF instance can require Day-0 configuration of the new VNFC instances.
4.3	VNF configuration methods
Editor’s note: this clause will provide a summary of the three available VNF configuration methods, including guidance on when to use each of these methods.
Editor’s note: it is FFS whether configuration methods based on Ansible or similar frameworks will be described as a 4th method or described as part of the 3 other methods.
4.3.1	Overview
Clause 4.3 of the present document provides a description of the configuration methods supported by the NFV architectural framework at the time of publication. These methods are not mutually exclusive.
Editor's Note: we need to add some content or a NOTE to describe what is the baseline documentation that is used for the documentation of the methods.
4.3.2	Method #A
Editor’s note: Method A uses the OSS – (EM) – VNF path
4.3.2.1	General description
4.3.2.1	General description
With this configuration method, the VNF receives configuration data directly from the OSS/BSS or from its EM. In the latter case the data can be originated in the EM or received by the EM from the OSS/BSS.
This method is only applicable to Day-1 and Day-2 configuration as it assumes that the VNF instance can communicate with the OSS/BSS or an EM. At least one VNFC instance is expected to act a configuration management agent in the VNF.
The configuration procedure can follow a push (configuration data pushed to the VNF by the OSS/BSS or EM) or pull model (configuration data retrieved by the VNF instance from the OSS/BSS or EM).
The specification of the interfaces between the VNF and its EM, as well as the specification of the interfaces between the OSS/BSS and EMs are outside the scope of NFV standardization. 
NOTE:	NETFCONF  [i.netconf], gNMI [i.gNMI] are examples of protocol solutions used in the industry on these interfaces.
VNF-specific data models for configuration (e.g. YANG data models) can be provided as non-MANO artefacts in the VNF package for use by the OSS and/or EM.
NOTE: 	onap_yang_modules [i.nfvregistry] is an example of a registered non-MANO-artefacts set for that purpose.
When used for configuring virtualisation-independent data, this method is like conventional methods applicable to a PNF as there is no involvement of NFV-MANO.
Use of this method for configuring virtualisation-dependent configuration data assumes that the OSS and/or EM retrieves the virtualisation-dependent values from the NFVO or the VNFM, prior to configuring the VNF.
[bookmark: _Hlk83722954]Figure 4.3.2.1-1 illustrates this configuration method.
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Figure 4.3.2.1-1: VNF configuration method #A

4.3.2.2	Detailed description
Editor’s note: This clause will describe the Stage 2 / Stage 3 tutorial on how to use the configuration method.
4.3.3	Method #B
Editor’s note: Method B uses the (OSS) – (NFVO) – VNFM - VNF / VNFM – EM - path
4.3.3.1	General description
With this configuration method, a VNF instance receives configuration data from the VNFM in charge of managing its lifecycle.
This method is only applicable to Day-1 and Day-2 configuration as it assumes that the VNF instance can communicate with the VNFM. At least one VNFC instance is expected to act a configuration management agent in the VNF.
The configuration data values can be originated from the VNFM or received by the VNFM from the VIM, the EM or the NFVO. In the latter case they can be determined by the NFVO or received from the OSS/BSS.
The configuration procedure can follow a push (configuration data pushed to the VNF by the VNFM) or pull model (configuration data retrieved by the VNF instance from the VNFM).
The specifications of the interfaces between the VNF and the VNFM are contained in ETSI GS NFV-IFA 008 [i.ifa008] (functional requirements) and ETSI GS NFV-SOL 002 [i.sol02] (API specification). 
The items that can be configured using this method are either configurable properties declared in the VNFD or connection point configuration data.
NOTE: 	VNF configurable properties shall not be confused with modifiable attributes (extensions and metadata).
Figure 4.3.3.1-1 illustrates this configuration method.
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Figure 4.3.3.1-1: VNF configuration method #B

4.3.3.2	Detailed description
Editor’s note: This clause will describe the Stage 2 / Stage 3 tutorial on how to use the configuration method.
4.3.4	Method #C
Editor’s note: Method C uses the (OSS) – (NFVO) – VNFM – VIM/CISM – VNF - path
4.3.4.1	General description
With this configuration method, a VNF instance receives configuration data via the NFV infrastructure. This configuration method is intended to enable Day-0 configuration. The actual procedure depends on the selected VIM or CISM solution. For example, one solution is for the VIM to write configuration data to a special configuration drive that attaches to a VM instance when it boots.
The configuration data to be pushed to the VNF are determined by the VNFM, based on information available in the VNFD and/or in configuration files included in MCIOPs (containerized VNFs). These configuration data can differ from one VNFC to another as the configuration method applies on a per VNFC et per instance basis. The actual configuration data values can be hardcoded in the VNFD or in the configuration files included in MCIOPs, or they can be computed by the VNFM or received from the NFVO or the EM. In the later case, such values can be locally determined by the NFVO or EM, or they can be received from the OSS/BSS.
Figure 4.3.4.1-1 illustrates this configuration method.
[image: ]
Figure 4.3.4.1-1: VNF configuration method #C

4.3.4.2	Detailed description
Editor’s note: This clause will describe the Stage 2 / Stage 3 tutorial on how to use the configuration method.

5	VNF configuration use cases
Editor’s note: this clause will provide a set of VNF configuration use cases (Day-0 vs Day-1 Day2 cofniguration, application vs virtualisation-related data configuration, interaction of NFV-MANO with other frameworks to handle configuration management, etc.) 
6	Analysis and Key Issues
Editor’s note: this clause will describe how  to implement the use cases described in clause 5 using one or more of the configuration options described in clause 4. This clause will also identify key issues preventing preventing interoperability between VNFs and independently-developed VNF configuration management functions, and/or preventing easy integration of VNF configuration management in VNF lifecycle management processes.
6.1	General
6.2	Use Case #1
6.2.1	Implementation options
6.2.2	Key Issues
6.3	Use Case #2
6.4	Use Case #N


7.	Potential Solutions
Editor’s note: This clause will identify solutions to address the key issues identified in clause 6

8.	Recommendations for future work

8.1	General recommendations
[bookmark: _Toc80869150]8.2 	Recommendations on functional behaviour
[bookmark: _Toc80869151]8.3 	Recommendations on descriptors
[bookmark: _Toc80869152]8.4 	Recommendations on interfaces
[bookmark: _Toc80869153]8.5	Security related recommendations
8.6	Recommendations related to cross-organizations collaboration
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