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The present document specifies requirements for secure VNF identity management and trust relationships in NFV. The present document specifies how identities are securely lifecycle managed, verified and trusted. The present document addresses both horizontal and vertical relationships and leverages existing work in NFV SEC 005[5], NFV SEC 007[4], NFV SEC 009[3], NFV SEC 012[1] and NFV SEC 013[2]. 
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[bookmark: _Toc455504141][bookmark: _Toc481503679][bookmark: _Toc482690128][bookmark: _Toc482690605][bookmark: _Toc482693301][bookmark: _Toc484176729][bookmark: _Toc484176752][bookmark: _Toc484176775][bookmark: _Toc20312106]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[1]	ETSI GS NFV-SEC 012 "Network Functions Virtualisation (NFV); NFV Security; System architecture for execution of sensitive NFV components – specification"
[2]	ETSI GS NFV-SEC 013 "Network Functions Virtualisation (NFV); Security Management and Monitoring specification"
[3]	ETSI GS NFV-SEC 009 "Network Functions Virtualization (NFV); Security; Report on use cases and technical approaches for multi-layer host administration"
[4]		ETSI GR NFV-SEC 007 "Network Function Virtualisation (NFV); Trust; Report on Attestation Technologies and Practices for Secure Deployments"
[5]	ETSI GR NFV-SEC 005 "Network Functions Virtualization (NFV); Trust; Report on Certificate Management"
[6]	ETSI GS NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in NFV"

[bookmark: _Toc455504142][bookmark: _Toc481503680][bookmark: _Toc482690129][bookmark: _Toc482690606][bookmark: _Toc482693302][bookmark: _Toc484176730][bookmark: _Toc484176753][bookmark: _Toc484176776][bookmark: _Toc20312107]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]	<Standard Organization acronym> <document number><version number/date of publication>: "<Title>".
[i.2]	etc.
[bookmark: _Toc455504143][bookmark: _Toc481503681][bookmark: _Toc482690130][bookmark: _Toc482690607][bookmark: _Toc482693303][bookmark: _Toc484176731][bookmark: _Toc484176754][bookmark: _Toc484176777][bookmark: _Toc20312108]3	Definitions, symbols and abbreviations
[bookmark: _Toc455504144][bookmark: _Toc481503682][bookmark: _Toc482690131][bookmark: _Toc482690608][bookmark: _Toc482693304][bookmark: _Toc484176732][bookmark: _Toc484176755][bookmark: _Toc484176778][bookmark: _Toc20312109]3.1	Definitions
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

[bookmark: _Toc455504145][bookmark: _Toc481503683][bookmark: _Toc482690132][bookmark: _Toc482690609][bookmark: _Toc482693305][bookmark: _Toc484176733][bookmark: _Toc484176756][bookmark: _Toc484176779][bookmark: _Toc20312110]3.2	Symbols
Void.

[bookmark: _Toc455504146][bookmark: _Toc481503684][bookmark: _Toc482690133][bookmark: _Toc482690610][bookmark: _Toc482693306][bookmark: _Toc484176734][bookmark: _Toc484176757][bookmark: _Toc484176780][bookmark: _Toc20312111]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in ETSI GS NFV 003 [6] and the following apply:
3GPP	3rd Generation Partnership Project
ABAC	Attribute-Based Access Control
CIA	Confidentiality, Integrity, Availability
CID	Company IDentifier
ID	Identity
IEEE	Institute of Electrical and Electronics Engineers
OUI	Organizationally Unique Identifiers
RBAC	Role-Based Access Control
SM	Security Manager

[bookmark: _Toc455504147][bookmark: _Toc481503685][bookmark: _Toc482690134][bookmark: _Toc482690611][bookmark: _Toc482693307][bookmark: _Toc484176735][bookmark: _Toc484176758][bookmark: _Toc484176781][bookmark: _Toc20312112]4	Overview
[bookmark: _Toc20312113]4.1 Introduction
Everything that makes up a telecoms network and everything or person who uses the network needs identity (ID). It is the fact of being as to who or what a person or thing is and determines the characteristics of the same. For CSPs, identity of NFVI components, SDN routing and VNFs are the key to how CSPs design, manage and operate their networks. 
Identities may be self-assigned, given, inherited, derived, acquired, allocated or obtained in a large number of ways. 
If an attacker obtains access to an NFV implemented CSP network then it must be possible months after the event to retrace the attack to establish where they got into the network, what was accessed, for how long and as far as possible, what identity they used to achieve this access. Similarly, if a customer reports a fault it must be possible to trace their current and past usage of services to resolve the issue.
Therefore, in an NFV environment it must be possible for identities to be trusted, structured, unique and immutable for a given period, if networks are to be operated securely and with a low risk of fraud.
The present document describes secure identity management in the context of NFV, in terms of what an identity is, what that identity is used for, how it is assigned, how it is discovered and how it is securely managed throughout the lifecycle of that identity.
[bookmark: _Toc20312114]4.2 Identity Definition Purposes and Uses of Identity
The present document defines an ID structure in clause that vertically spans the NFV domain and the application domain above it. Information from both domains is necessary to implement real-world, effective security policies. The ID will contain information about both the TYPE and INSTANCE of a software process. The information about the TYPE of a running INSTANCE available in a higher trust domain shall not be available in any lower trust domain. Further, information about the TYPE of a running INSTANCE available in any trust domain shall not be available in any trust domain of equal sensitivity, unless the process in the source trust domains explicitly intends it, as expressed in appropriate security policies.
Identity is the lowest brick in the foundation of networks. It enables distinction among individual instances and individual types, discovery of suitable partners of a process, attachment to such partners once discovered, and as the lowest brick in the foundation of security, identity enables the assignment, tracking and evolution of trust.
[image: ]
Figure 4‑1. Purposes and Uses of Identity
There are two basic flavours of identity in a network: type identity, through which architecture is structured, and instance identity, through which the runtime is structured. 
Identity enables the development of ontologies, allowing the systems designer to make statements about an object’s capabilities and uses, and based on this, allows the implementer to distinguish, manage and secure runtime instantiations of said objects.
[bookmark: _Toc20312115]4.3 Hierarchy
IDs have usage and meaning that span domains. Figure 4-1 depicts the main elements that share usage and meaning of IDs in the larger context in which NFV exists. While the figure shows the relationships, the details of the actual interfaces themselves are outside the scope of the document.
[image: ]
Figure 4‑2. NFV Context
Operations Support Systems (OSS) and Business Support Systems (BSS) have existed and will exist outside the NFV domain, but will continue to be intricately linked with the functioning of virtualized functions. As will become clear from the rest of the present document, some interaction, whether automated or manual, will have to exist between OSS/BSS and the application layer that uses NFV as its infrastructure, and, respectively between OSS/BSS and the Security Manager (SM) NFV element, and MANO.
[bookmark: _Toc20312116]5	Identity-Related Concepts and Definitions
[bookmark: _Toc20312117]5.1	General
[bookmark: _Toc20312118]5.1.1 TYPE and INSTANCE
The present document defines a software package TYPE category, which describes the particular functions the package is capable of fulfilling at the application layer (such as a firewall, a 3GPP-defined Serving Call Session Control Function [S-CSCF], etc.), and the INSTANCE, which identifies the running instance of the VNF and/or its component software process.
[bookmark: _Toc20312119]5.1.2 Lifecycle Events
Further, the present document defines two events in the lifetime of a software package: ON-BOARDING time, when the software package is received from the vendor and is added to the software catalog of the CSP, and run-time events INSTANTIATION, MODIFICATION, and TERMINATION, when the VNFI is executed, modified, and terminated, respectively. 
Editor’s Note: There may exist special constraints associated with the event of instantiating the software package (or members of the package) for the first time, and these will be pointed out when relevant.
Editor’s Note: If some of the defined events and concepts are superfluous, they will be removed before publication. They are here now for completeness’ sake only.
[bookmark: _Toc20312120]5.1.3 Confidentiality, Integrity, and Availability
The US National Institute of Standards and Technology (NIST) defines the Confidentiality/Integrity/Availability (CIA) model [REF: https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.199.pdf], which defines LOW/MODERATE/HIGH impact to each of the three dimensions. We adopt this model for the present document. The attributes can be applied at both ON-BOARDING time, to the TYPE of a package, and at INSTANTIATION time, to the running INSTANCE of the package.
[image: ]
Figure 5‑1. CIA Model
For the purposes of this document, we define the same three levels, LOW, MODERATE, and HIGH, for the three dimensions. While all three dimensions play into ID management, we concentrate on the Confidentiality dimension. At the discretion of the CSP, the NFV system shall operate with at least two of the three confidentiality levels, with the Security Manager assigned to the higher confidentiality level of the two, and MANO assigned to the lower level of the two. If the CSP elects to implement all three levels, the SM shall be assigned to the HIGH confidentiality level, and MANO shall be assigned to the LOW confidentiality level.
For the purposes of the present document, the Availability dimension is expanded to encompass Availability itself, Authorization, and Authentication. Again, the same three levels are defined for these.
[bookmark: _Toc20312121]5.1.4 Trust Domains
A trust domain is defined as a set of processes running at the same sensitivity level, as a result of the application of a common set of security policies. The CSP shall manage the flow of information across trust domain in such a way that information and attributes in a higher sensitivity trust domain shall not transfer to a lower sensitivity trust domain. 
There may exist many separate trust domains of the same sensitivity level, but information contain in each is not necessarily available from any other. For example, administrators given access to the HIGH sensitivity level will not necessarily have access to other trust domain of HIGH sensitivity level, as dictated by the need-to-know principle. In the rest of the present document we may refer to a “HIGH trust zone,” and it shall always be read to mean a HIGH confidentiality trust zone, unless the other two attributes are used explicitly. A consequence of this requirement is that data needs to be labelled as exportable or non-exportable.
Implementing an access control system shall be mandatory. As described in SEC012 [1], maintaining security is more fine grained under the implementation of Attribute-Based Access Control (ABAC), rather than the simpler Role-Based Access Control (RBAC). A difference between the two is that ABAC also takes into consideration the context (e.g., time of day access restrictions to certain resources) of a resource access event, not only the accessor and the resource itself. ABAC is comparable to concepts used in multi-factor authentication, RBAC is comparable to concepts used in single-factor authentication. Segregating access to a trust domain is therefore more robust under ABAC.
[bookmark: _Toc20312122]6	Management and Structure of Identity
[bookmark: _Toc20312123]6.1. Basic Identity Structure
There are two events in the CSP NFV network that generate a need to fix identifiers: onboarding time, and instantiation time. The onboarding event fixes the TYPE of an object, which cannot change at instantiation time (or at any time after onboarding). The instantiation event fixes the INSTANCE of an object, which remains the specified TYPE for the lifetime of the INSTANCE. Therefore, in its most basic form, the NFV identifier has two parts INSTANCE and TYPE.
There are two strategies that can be employed to define IDs in NFV: 
1) Generate standard unique identifiers for both the TYPE and INSTANCE parts, then bind information from other sources (such as the VNFD) to the ID cryptographically, hashing the combination and keeping the resulting hashes in the runtime management system, or
2) Create a standard structure inside the TYPE and INSTANCE such that information can be gleaned directly from the ID, without the need to look up another source, (e.g., dedicate the first few bits in the TYPE part to the manufacturer ID, akin to the fashion in which the IEEE manages Organizationally Unique Identifiers [OUIs] and Company IDs [CIDs]), and, obviously, cryptographically protect the IDs as in 1).
The first variant holds a clear flexibility advantage: the attributes bound to an ID can vary across CSPs, across internal CSP divisions, etc. However, interworking across CSPs is hamstrung.
The second variant is more heavily subject to standardization. If the second variant is chosen, an NFV Registration Authority (NRA) that maintains number assignments must be instituted. That will require an economic ecosystem with incentives that ensure the task is managed in perpetuity [Editor’s Note: link to new Permissioned Distributed Ledger ISG work product – ask Diego]. 
ID structure shall follow method 2), with TYPE structure pre-defined, and INSTANCE ID generated as standard unique identifiers.
[bookmark: _Toc20312124]6.2	Structure of Identity
[bookmark: _Toc20312125]6.2.1 ID Top Level Structure
There exist exactly two top level components to an identity in a CSP NFV network: an identity for the TYPE of the object, and one for the running INSTANCE. They have different properties, are assigned at different stages, by different entities, and have different security requirements.
	TYPE
	INSTANCE


Table 6‑1. ID Structure
There are two interacting layers that identity management needs to support: the NFV layer and the Business layer:
	Business layer TYPE
	Business layer IDENTIFIER
	NFV layer
TYPE 
	NFV layer
IDENTIFIER


Table 6‑2. Cross-Layer Structure

[bookmark: _Toc20312126]6.2.1.1 Business Layer Type
This field is reserved for the use of the Business (OSS/BSS) layer, and is meant to be defined in other standards bodies, at the application layer from the NFV point of view (e.g., 3GPP types such as AMF, UDM, PCF, S-CSCF, P-CSCF). The management of that space is the responsibility of the application layer standards body. The type can be pre-defined by the vendor before onboarding or defined by the CSP during the on-boarding process.
[bookmark: _Toc20312127]6.2.1.2 NFV Layer Type
This field is used by NFV, and its structure can be further defined in the scope of MANO.
[bookmark: _Toc20312128]6.2.1.3 Business layer identifier
This identifier is generated by the Business (OSS/BSS), and is out of scope of NFV as far as its format and generation go, but NFV shall not decouple it from this four element identity structure.
[bookmark: _Toc20312129]6.2.1.4 NFV layer identifier
This identifier is used by NFV, and its generation and management is in the scope of MANO.
[Editor’s Note: Identifiers are created at the time of instantiation which may not be the same time as run time.]
[bookmark: _Toc20312130]6.3	Properties and Attributes of Identity
Editor’s Note: Topics to include:
Roles and Groups.
Atomic across the system.
Persistence?
Identity is attached to the VM state.?
Are there relationships between the physical and logical layer.
	- Does this create dependencies between the two.
Needs to be able to support migration
Hardware Catalogue?
Mapping of VNF IDs to physical hardware IDs (both directions).
[bookmark: _Toc20312131]6.3.1	Purpose of Identity
A mechanism to ensure uniqueness of identity across the CSP system at any given time shall be employed.
[bookmark: _Toc8456028][bookmark: _Toc9005512][bookmark: _Toc20312132]6.3.2 Attributes bound to Identity
[bookmark: _Toc8456029][bookmark: _Toc9005513][bookmark: _Toc20312133]6.3.2.1 Attributes Bound to NFV TYPE
The following are attributes that are not part of the ID itself, but shall nevertheless be able to be cryptographically bound to the TYPE part by the Security Manager, fixed upon onboarding a package received from the vendor into the CSP catalogue:
· Manufacturer
· Version
[bookmark: _Toc20312134][bookmark: _Toc8456030][bookmark: _Toc9005515]6.3.2.2 Attributes Bound to NFV INSTANCE
The following are attributes that are not part of the ID itself, but shall nevertheless be able to be cryptographically bound to the INSTANCE part by the Security Manager, fixed upon the completion of the launch procedure of an instance of a VNF:
· TYPE
· Timestamp
· Locstamp (e.g., geolocation of data centre, host ID)
· Level Of Assurance (1,2,3,4,5a,5b – see ETSI GR NFV-SEC 007 [4], Section 5)
· Identification of MANO function instances (e.g. NFVO, VNFM, VIM) which effected the launch
[bookmark: _Toc8456031][bookmark: _Toc9005516][bookmark: _Toc20312135]6.3.2.3 Behavioural Evolution and Attribute Binding
As the NFV system is used, it evolves, and new information is gathered and created that may change the setting or meaning of attributes bound at ON-BOARDING time or INSTANTIATION time. Once a TYPE ID or INSTANCE ID is fixed, the SM shall not change them. However, the values of the attributes bound to the ID may change, and the SM may modify the bound attributes, but each SM, within its trust domain, shall make a clear, atomic, immutable but appendable, cryptographically bound log entry for every change. These SM logs shall be available for auditing at least for the lifetime of the longest lived element managed by the SM, or longer, as dictated by legal considerations or CSP policy.
[bookmark: _Toc20312136]6.4	Purpose of Identity
Purpose of identity
· Distinction
· Discovery
· Attachment 
· Trust
· Authorisation of VM/ VNFCI or VNFI to do things?
· Assert security associations to other VMs or VNFIs.
· Attest to identity being the correct VM or VNFI.
· Assert to overall state of the network as the sum of the state of all IDs.
· Binding of VM and VNFIs to hardware & Hypervisor (Entire stack downwards).
· Linkage to Legacy Physical network elements
· Discovery
VIM, MANO and associated identities.
[Editor’s Note: the above pretty much covers it, it only needs to be converted to text – sorry – ran out of time]
[bookmark: _Toc20312137]6.5	Discovery
How is are IDs discovered?
Clairvoyance?
Have four-fold structure that allows mapping from one layer to another.
[bookmark: _Toc20312138]6.6	Privacy
· Need to separate personal privacy from package/artefact confidentiality.
· When a slice/service/function can be mapped to a person, GDPR concerns apply.
· When data in a slice/service/function is stored and contains (Sensitive) Personally Identifiable Information ([S]PII), GDPR concerns apply
· Consent
· Multi-tenant consideration – stop one tenant from accessing other tenants/infrastructure provider’s PII
· Which if any elements of an NFV ID could result in PII. Type may be guide to existence of PII concerns.
[bookmark: _Toc20312139]7	Security constraints of identity
Long ID permanent requirements
Short ID term requirements.
Replay prevention
Uniqueness
Lifecycle
Temp vs long term ID Entropy / predictability vs appropriate security mechanisms.
External ID visibility vs internal visibility (eg ID@realm)
Destruction or removal of ID
Right to be forgotten?
Roles and Groups.
Assertion and assurance 
[bookmark: _Toc20312140]7.1	Usage and Consumption
[bookmark: _Toc20312141]7.1.1 Authentication
The administrator that performs the on-boarding step shall be authenticated before each onboarding action, i.e., there will be a one-to-one relationship between an administrative login and a package on-boarding action.
[bookmark: _Toc20312142]7.1.2 Authorisation
The administrator that performs the on-boarding step shall be specifically authorized to do so.
[bookmark: _Toc20312143]7.1.3 Accounting
The Security Manager shall maintain logs of all operations performed, who performed them, and where (infrastructure/host).
[bookmark: _Toc20312144]7.1.4 Integrity

[bookmark: _Toc20312145]8	Identity Trust Model
[bookmark: _Toc20312146]8.1	General Model
[bookmark: _Toc20312147]8.2	Validating Trust between Multiple Domains
How do requirements in 5 & 6 apply across multiple domains.
TODO: Expand on the SM-LI relationship at RUN-TIME.
TODO: Includes multi-vendor environments. IMPORTANT!
At a minimum insert some motherhood and apple pie statement and point to SEC013.
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Hash Constraints
The main reason to consider hashing efficiency is the security need to hide actual IDs and perform network management as much as possible on hashes of real IDs. SHA-2-256 is faster on fast-disappearing 32-bit hardware, due to the 32-bit internal state chunks, while SHA-2-512 is more efficient on modern 64-bit hardware, for any length input. Therefore, 512 bits is a sweet spot. The question now becomes, for how long?
Gartner [REF: https://www.gartner.com/imagesrv/books/iot/iotEbook_digital.pdf] predicts twenty billion Internet of Things (IoT) devices will be in use by 2020.  An identifier size of 35 bits (2^35 = 34,359,738,368) will cover that. We can expect the number of VNFs to be at least two orders of magnitude below this, therefore 29 bits should suffice for the year 2020. In conclusion, an INSTANCE ID size of 128 bits (a space of 3.4 x 1038) should be sufficient for a good long time to cover the space.
The next requirement to consider is collision resistance, and pre-image resistance. NIST publishes the following table [REF: https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf] that characterizes the security strength of various hashing functions:
[image: ]
Table A-1. NIST Security Strength Table
Collision resistance is easy to define: it is the probability that there exist any two objects that have the same hash. Pre-image collisions are a special type of collision, one in which an object is chosen, then another object is sought such that it has the same hash as the chosen one. It is intuitive that the second proposition is harder, or probabilistically less likely. As expected, the table follows this pattern.
“Security strength,” again, according to NIST, is “a number associated with the amount of work (that is, the number of operations of some sort) that is required to break a cryptographic algorithm or system in some way. […] If the security strength associated with an algorithm or system is S bits, then it is expected that (roughly) 2S basic operations are required to break it.” [REF: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf]. 
A design choice is made therefore to achieve a minimum of 128 bits of collision resistance, and 256 bits of pre-image resistance. SHA-384 satisfies both, with 192 bits of collision resistance and 384 bits of pre-image resistance. The only reason not to use 512, is to use the remaining 128 bits (512 - 384) for the TYPE part of the ID. This results in a total size of 512 bits, which, as stated before, is perfectly fit to hash on the 64-bit machines of today.
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POTENTIAL IMPACT

Security Objective

Low

MODERATE

HIGH

Confidentiality
Preserving authorized
restrictions on information
access and disclosure,
including means for
protecting personal
privacy and proprietary
information.

[44 U.S.C., SEC. 3542]

Integrity

Guarding against improper
information modification
or destruction, and
includes ensuring
information non-
repudiation and
authenticity.

[44 U.S.C., SEC. 3542]

The unauthorized
disclosure of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Availability

Ensuring timely and
reliable access to and use
of information.

[44 U.S.C., SEC. 3542]

The disruption of access to
or use of information or an
information system could
be expected to have a
limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.
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. Output Security Strengths in Bits
Function .
Size Collision Preimage 2nd Preimage

SHA-1 160 <80 160 160—L(M)
SHA-224 224 112 224 min(224, 256— L(M))
SHA-512/224 224 112 224 224
SHA-256 256 128 256 256—L(M)
SHA-512/256 256 128 256 256
SHA-384 384 192 384 384
SHA-512 512 256 512 512—L(M)
SHA3-224 224 112 224 224
SHA3-256 256 128 256 256
SHA3-384 384 192 384 384
SHA3-512 512 256 512 512
SHAKEI128 d min(d/2, 128) | >min(d, 128) min(d, 128)
SHAKE256 d min(d/2,256) | >min(d, 256) min(d, 256)

Table 4: Security strengths of the SHA-1, SHA-2, and SHA-3 functions
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