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Essential patents 
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[bookmark: For_tbname]This Group Specification (GS) has been produced by ETSI Industry Specification Group  (ISG) Network Functions Virtualisation (NFV).
The present document is part 1 of a multi-deliverable covering SCAS for NFV-MANO, as identified below: 
Part 1:	Generic
Part 2:    "NFVO";
Part 3:	"VNFM".
Part 4:	"VIM".
Part 1 contains the common security assets, security threats, security requirements and test cases for NFVO, VNFM and VIM, i.e., a complete SCAS for a product should be composed of Part 1 and corresponding part for that specific product. For instance, SCAS for NFVO should be composed of Part 1 and Part 2.
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In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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The present document defines the security assurance of generic NFV-MANO products. The outcome of this WI expects the security assets, security threats, security requirements and test cases for evaluating the generic security of NFV-MANO products. In this work item, the security assurance methodology introduced in 3GPP specifications will be leveraged. Security test cases including testing goals, testing steps, and evidence of testing results will be produced for evaluating whether the security requirements are implemented by NFV-MANO products. 
[bookmark: _Toc482690127][bookmark: _Toc484176728][bookmark: _Toc487530210][bookmark: _Toc484176751][bookmark: _Toc19025624][bookmark: _Toc455504140][bookmark: _Toc482693300][bookmark: _Toc482690604][bookmark: _Toc484176774][bookmark: _Toc527985995][bookmark: _Toc481503678][bookmark: _Toc141712683]2	References
[bookmark: _Toc482693301][bookmark: _Toc482690128][bookmark: _Toc484176729][bookmark: _Toc484176775][bookmark: _Toc487530211][bookmark: _Toc481503679][bookmark: _Toc527985996][bookmark: _Toc484176752][bookmark: _Toc482690605][bookmark: _Toc19025625][bookmark: _Toc455504141][bookmark: _Toc141712684]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[1]	ETSI TS 133 117: "Universal Mobile Telecommunications System (UMTS); LTE; 5G; Catalogue of general security assurance requirements (3GPP ETSI TS 133 117)".
[2]	ETSI GS NFV-SOL 013: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data Models; Specification of common aspects for RESTful NFV MANO APIs".
[3]	ETSI GS NFV-SEC 022: "Network Functions Virtualisation (NFV) Release 2; Security; Access Token Specification for API Access".
[4]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
NOTE:	Available at https://www.rfc-editor.org/rfc/rfc5246.
[5]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
NOTE:	Available at https://www.rfc-editor.org/rfc/rfc8446.
[6]	ETSI TS 133 210: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal Mobile Telecommunications System (UMTS); LTE; 5G; Network Domain Security (NDS); IP network layer security (3GPP TS 33.210)".
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References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]	ETSI TR 133 926: "LTE; 5G; Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes (3GPP TR 33.926)".
[bookmark: _Toc19025627][bookmark: _Toc527985998][bookmark: _Toc451532925][bookmark: _Toc141712686][bookmark: _Hlk527028731]3	Definition of terms, symbols and abbreviations
[bookmark: _Toc451532926][bookmark: _Toc19025628][bookmark: _Toc527985999][bookmark: _Toc141712687]3.1	Terms
For the purposes of the present document, the [following] terms [given in ... and the following] apply:

[bookmark: _Toc527986000][bookmark: _Toc487530215][bookmark: _Toc482690132][bookmark: _Toc484176779][bookmark: _Toc484176733][bookmark: _Toc484176756][bookmark: _Toc455504145][bookmark: _Toc482690609][bookmark: _Toc482693305][bookmark: _Toc481503683][bookmark: _Toc19025629][bookmark: _Toc141712688]3.2	Symbols
[bookmark: _Hlk527022222]For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

[bookmark: _Toc484176734][bookmark: _Toc19025630][bookmark: _Toc487530216][bookmark: _Toc484176780][bookmark: _Toc484176757][bookmark: _Toc482693306][bookmark: _Toc482690610][bookmark: _Toc527986001][bookmark: _Toc482690133][bookmark: _Toc455504146][bookmark: _Toc481503684][bookmark: _Toc141712689]3.3	Abbreviations
For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

[bookmark: _Toc97211177][bookmark: _Toc141712690]4	Catalogue of security requirements and related test cases for generic part of NFV-MANO products
[bookmark: _Toc97211178][bookmark: _Toc141712691]4.1	Introduction
TBD

[bookmark: _Toc97211179][bookmark: _Toc141712692]4.2	Security functional requirements and related test cases
[bookmark: _Toc119651737][bookmark: _Toc141712693]4.2.1	Introduction
The present clause describes the security functional requirements and the corresponding test cases, independent of a specific NFV-MANO product class. In particular the proposed security requirements are classified in two groups: 
-	Security functional requirements deriving from ETSI specifications and detailed in clause 4.2.2.
-	General security functional requirements which include requirements not already addressed in the ETSI specifications but whose support is also important to ensure a NFV-MANO product conforms to a common security baseline detailed in clause 4.2.3.
By default all test cases in clause 4.2 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products. Any additions, deletions or modification are listed separately in the following clauses.
[bookmark: _Toc119651738][bookmark: _Toc141712694]4.2.2	Security functional requirements on the NFV-MANO deriving from ETSI specifications and related test cases

[bookmark: _Toc141712695]4.2.2.1	Security functional requirements deriving from ETSI NFV specifications – general approach
Editors Note: Further work required to make sure pertinent SEC and SOL specifications are addressed
The present clause describes the general approach taken towards security functional requirements deriving from ETSI specifications and the corresponding test cases, independent of a specific network product class. 
It is assumed for the purpose of the present SCAS that a network product conforms to all mandatory security-related provisions in ETSI specifications pertaining to it, in particular: 
-	all ETSI NFV SEC specifications (security specifications) that are pertinent to the network product class;
-	other ETSI specifications that make reference to security specifications or are referred to from one of them. 
Security procedures pertaining to a network product are typically embedded in non-security procedures and are hence assumed to be tested together with them.
It is the purpose of the present SCAS to identify security requirements from the NFV security architecture that require special attention in testing as they may:
(a) lead to vulnerabilities when not satisfied;
(b) not be captured through ordinary testing activity for non-security procedures;
(c) address security-relevant failure cases and exceptions or 'negative' requirements of the kind: "The network product shall not…"
It is not an intention of the present document to provide an exhaustive set of test cases that would be sufficient to demonstrate conformance of all security procedures with the above-mentioned specifications.
[bookmark: _Toc141712696][bookmark: _Hlk136804275]4.2.2.2	Security functional requirements derived from ETSI specifications – general Interface aspects
[bookmark: _Toc141712697]4.2.2.2.1	Introduction
The purpose of the sub-clauses in 4.2.2.2 is to identify and describe the general baseline requirements from NFV security architecture and the corresponding test cases. The general baseline requirements are applicable to all NFV Management and Orchestration (MANO) functions. 
[bookmark: _Toc141712698]4.2.2.2.2	Protection at the transport layer
Requirement Name: Protection at the transport layer
Requirement Reference: ETSI GS NFV-SOL 013 [2], clause 4.1, clause 8.1, clause 8.2.2, clause 8.2.5, clause 8.3.2, ETSI GS NFV-SEC 022 [3], clause 5.3
Requirement Description:
"APIs shall use TLS version 1.2 as defined by IETF RFC 5246 [5] or later. Versions of TLS earlier than 1.2 shall neither be supported nor used." As specified in ETSI GS NFV-SOL 013 [2], clause 4.1;
"As part of setting up the TLS tunnel for the access token request, the client and authorization server perform mutual authentication based on X.509 certificates. As part of the access token request, the client presents its client identifier." As specified in ETSI GS NFV-SOL 013 [2], clause 8.1;
"In order to ensure that no third party can eavesdrop on sensitive information such as client credentials or access tokens, TLS is used to protect the transport of HTTP messages. If mutual authentication using TLS protocol is used, then the producer/server is authenticated to the consumer/client, but also the consumer/client is authenticated by the producer/server at the same time. To facilitate this mutual authentication, the server shall request a client certificate." As specified in ETSI GS NFV-SOL 013 [2], clause 8.1;
"As a precondition for step 1 to succeed, a TLS channel has been set up between API consumer and authorization server. Unless the API consumer is allowed to use client password, the API consumer and the authorization server have mutually authenticated based on TLS certificates during TLS tunnel set-up." As specified in ETSI GS NFV-SOL 013 [2], clause 8.2.2;
"Unless the API consumer is allowed to use client password, the API producer and the notification authorization server have mutually authenticated based on TLS certificates during TLS tunnel set-up." As specified in ETSI GS NFV-SOL 013 [2], clause 8.2.5;
"As a precondition for the access token request to succeed, client and authorization server shall have mutually authenticated based on TLS certificates during TLS tunnel set-up, unless the use of client password is allowed for the client." As specified in ETSI GS NFV-SOL 013 [2], clause 8.3.2;
"The TLS connection between the client and the authorization server token endpoint shall be established with mutual TLS X.509 certificate authentication, i.e. using certificate and certificate verify messages sent during the TLS Handshake." As specified in ETSI GS NFV-SEC 022 [3], clause 5.3;
Threat References: ETSI GS NFV-SEC 022 [3], clause 4.2.1 a.4.x.x, Weak cryptographic algorithms
Editors Note: Potentially need to add threat in to SEC022 for weak cryptographic algorithms (also sight SEC012/023? for weak/disallowed algorithms)
Test case: 
Test Name: TC_PROTECT_TRANSPORT_LAYER
Purpose:
Verify that TLS protocol for NFV-MANO API mutual authentication and NFV-MANO API transport layer protection is implemented in the network products based on the profile required.
Procedure and execution steps:
Pre-Conditions:
Network product documentation containing information about supported TLS protocol and certificates is provided by the vendor.
A peer implementing the TLS protocol configured by the vendor shall be available.
The tester shall base the tests on the requirements specified in clause 6.2.3 (if TLS version 1.2 as defined by IETF RFC 5246 [4] is used) or clause 6.2.2 (if TLS version 1.3 as defined by IETF RFC 8446 [5] is used) of ETSI TS 133 210 [6] (3GPP Release 16 or later).
Execution Steps 
1.	The tester shall check that compliance with the TLS profile can be inferred from detailed provisions in the network product documentation.
2.	The tester shall establish a secure connection between the network product under test and the peer and verify that all TLS protocol versions and combinations of cryptographic algorithms that are mandated by the TLS profile are supported by the network product under test.
3.	The tester shall try to establish a secure connection between the network product under test and the peer and verify that this is not possible when the peer only offers a feature, including protocol version and combination of cryptographic algorithms, that is forbidden by the TLS profile. 
Expected Results:
-	The network product under test and the peer establish TLS if the TLS profiles used by the peer are compliant with the requirements in clause 6.2.3 (if TLS version 1.2 as defined by IETF RFC 5246 [4] is used) or clause 6.2.2 (if TLS version 1.3 as defined by IETF RFC 8446 [5] is used) of ETSI TS 133 210 [6]. 
- 	The network product under test and the peer fail to establish TLS if the TLS profiles used by the peer are forbidden in clause 6.2.3 (if TLS version 1.2 as defined by IETF RFC 5246 [4] is used) or clause 6.2.2 (if TLS version 1.3 as defined by IETF RFC 8446 [5] is used) of ETSI TS 133 210 [6].
Expected format of evidence:
Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.

[bookmark: _Toc26876873][bookmark: _Toc119651739][bookmark: _Toc35529503][bookmark: _Toc19696879][bookmark: _Toc35529594][bookmark: _Toc51230263][bookmark: _Toc141712699]4.2.3	Technical Baseline 
[bookmark: _Toc35529504][bookmark: _Toc51230264][bookmark: _Toc26876874][bookmark: _Toc119651740][bookmark: _Toc35529595][bookmark: _Toc19696880][bookmark: _Toc141712700]4.2.3.1	Introduction
The present clause provides baseline technical requirements. All test cases in clause 4.2.3 of ETSI TS 133 117 [1]can be applied to generic NFV-MANO products with the exceptions listed in the following clauses.
[bookmark: _Toc26876885][bookmark: _Toc35529606][bookmark: _Toc19696891][bookmark: _Toc35529515][bookmark: _Toc51230276][bookmark: _Toc119651777][bookmark: _Toc141712701]4.2.4	Operating systems
[bookmark: _Toc119651778][bookmark: _Toc141712702][bookmark: _Toc44937882][bookmark: _Toc35348400][bookmark: _Toc19542398]4.2.4.1	General operating system requirements and related test cases
The present clause provides operating system requirements. .
[bookmark: _Toc19696892][bookmark: _Toc51230277][bookmark: _Toc26876886][bookmark: _Toc119651784][bookmark: _Toc35529516][bookmark: _Toc35529607][bookmark: _Toc141712703]4.2.5	Web servers 
[bookmark: _Toc141712704]4.2.5.1	General web servers requirements and related test cases
The present clause provides web server requirements. All test cases in clause 4.2.5 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses.
[bookmark: _Toc26876887][bookmark: _Toc35529608][bookmark: _Toc119651789][bookmark: _Toc35529517][bookmark: _Toc51230278][bookmark: _Toc19696893][bookmark: _Toc141712705]4.2.6	Network devices 
[bookmark: _Toc141712706]4.2.6.0	General network devices requirements and related test cases
The present clause provides network devices requirements. All test cases in clause 4.2.6 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses.
[bookmark: _Toc51230283][bookmark: _Toc35529613][bookmark: _Toc35529522][bookmark: _Toc26876892][bookmark: _Toc19696898][bookmark: _Toc135926163][bookmark: _Toc141712707]4.2.6.2.1	GTP-C Filtering
The requirement and test case in clause 4.2.6.2.3 of ETSI TS 133 117 [1] is not applicable to generic NFV-MANO products.
[bookmark: _Toc51230284][bookmark: _Toc35529614][bookmark: _Toc35529523][bookmark: _Toc26876893][bookmark: _Toc19696899][bookmark: _Toc135926164][bookmark: _Toc141712708]4.2.6.2.2	GTP-U Filtering
The requirement and test case in clause 4.2.6.2.4 of ETSI TS 133 117 [1] is not applicable to generic NFV-MANO products.
[bookmark: _Toc97211180][bookmark: _Toc141712709]4.3	Security requirements and related test cases related to hardening
[bookmark: _Toc51230287][bookmark: _Toc119651797][bookmark: _Toc35529526][bookmark: _Toc19696902][bookmark: _Toc26876896][bookmark: _Toc35529617][bookmark: _Toc141712710]4.3.1	Introduction
The present clause contains NFV-MANO adaptations of hardening requirements and related test cases.
[bookmark: _Toc19696903][bookmark: _Toc51230288][bookmark: _Toc35529527][bookmark: _Toc35529618][bookmark: _Toc26876897][bookmark: _Toc119651798][bookmark: _Toc141712711][bookmark: _Toc35529528][bookmark: _Toc19696904][bookmark: _Toc51230289][bookmark: _Toc26876898][bookmark: _Toc35529619]4.3.2	Technical Baseline
[bookmark: _Toc141712712]4.3.2.1	Introduction
All test cases in clause 4.3.2 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses.
[bookmark: _Toc119651799][bookmark: _Toc141712713][bookmark: _Toc26876899][bookmark: _Toc19696905][bookmark: _Toc35529620][bookmark: _Toc51230290][bookmark: _Toc35529529]4.3.3	Operating Systems
[bookmark: _Toc141712714][bookmark: _Toc119651807][bookmark: _Toc35529530][bookmark: _Toc35529621][bookmark: _Toc19696906][bookmark: _Toc51230291][bookmark: _Toc26876900]4.3.3.1	Introduction
All test cases in clause 4.3.3 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses.
[bookmark: _Toc141712715]4.3.4	Web Servers
[bookmark: _Toc141712716][bookmark: _Toc119651823][bookmark: _Toc19696907][bookmark: _Toc26876901][bookmark: _Toc35529531][bookmark: _Toc51230292][bookmark: _Toc35529622]4.3.4.1	Introduction
All test cases in clause 4.3.4 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses.
[bookmark: _Toc141712717]4.3.5	Network Devices
[bookmark: _Toc141712718][bookmark: _Toc44937936][bookmark: _Toc119651824][bookmark: _Toc35348454][bookmark: _Toc19542452]4.3.5.0	Introduction
All test cases in clause 4.3.5 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses.
[bookmark: _Toc135926193][bookmark: _Toc141712719]4.3.5.1	Traffic Separation
The requirement and test case in clause 4.3.5.1 of ETSI TS 133 117 [1] is not applicable to generic NFV-MANO products.
[bookmark: tsgNames][bookmark: _Toc119651825][bookmark: _Toc141712720]4.3.6	Network Functions in service-based architecture 
[bookmark: _Toc119651826][bookmark: _Toc141712721][bookmark: _Toc35348456][bookmark: _Toc44937938][bookmark: _Toc19542454]4.3.6.0	Introduction
[bookmark: _Toc35348457][bookmark: _Toc19542455][bookmark: _Toc44937939]All test cases in clause 4.3.6 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses
[bookmark: _Toc135926196][bookmark: _Toc141712722][bookmark: _Toc19542456][bookmark: _Toc35348458][bookmark: _Toc44937940]4.3.6.1	No code execution or inclusion of external resources by JSON parsers
The requirement and test case in clause 4.3.6.2 of ETSI TS 133 117 [1] is not applicable to generic NFV-MANO products.
[bookmark: _Toc135926197][bookmark: _Toc141712723]4.3.6.2	Unique key values in IEs
The requirement and test case in clause 4.3.6.3 of ETSI TS 133 117 [1] is not applicable to generic NFV-MANO products.
[bookmark: _Toc135926198][bookmark: _Toc141712724]4.3.6.3	The valid format and range of values for IEs
The requirement and test case in clause 4.3.6.4 of ETSI TS 133 117 [1] is not applicable to generic NFV-MANO products.
[bookmark: _Toc97211181][bookmark: _Toc141712725]4.4	Baseline vulnerability testing requirements
[bookmark: _Toc35348461][bookmark: _Toc44937943][bookmark: _Toc119651831][bookmark: _Toc141712726]4.4.1	Introduction
All test cases in clause 4.4 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses .




[bookmark: _Toc19025633][bookmark: _Toc482690613][bookmark: _Toc482690136][bookmark: _Toc527986004][bookmark: _Toc484176737][bookmark: _Toc487530219][bookmark: _Toc481503687][bookmark: _Toc484176783][bookmark: _Toc455504149][bookmark: _Toc482693309][bookmark: _Toc484176760][bookmark: _Toc141712727][bookmark: _Toc114480115][bookmark: _Toc26886891][bookmark: _Toc19783107]Annex A (informative):
Generic NFV-MANO class description 
[bookmark: _Toc26886892][bookmark: _Toc19783108][bookmark: _Toc114480116][bookmark: _Toc141712728]A.1	Overview
[bookmark: _Toc26886893][bookmark: _Toc114480117][bookmark: _Toc19783109]TBD.
[bookmark: _Toc141712729]A.2	Minimum set of functions defining Generic NFV-MANO class
A generic NFV-MANO product class is a class of products that all implement a common set of ETSI-defined functionalities. This common set is defined to be the list of functions contained in pertinent ETSI specifications.
[bookmark: _Toc19783110][bookmark: _Toc114480118][bookmark: _Toc26886894][bookmark: _Toc141712730]A.3	Generic model
[bookmark: _Toc114816450][bookmark: _Toc141712731]4.3.1	Generic NFV-MANO product model overview
Figure A.3-1 depicts the components of a generic NFV-MANO product model at a high level. 
These components are further described in the following subclauses. 


Figure 4.3-1: Generic NFV-MANO product model
[bookmark: _Toc114816451][bookmark: _Toc141712732]A.3.2	Functions defined by ETSI
A generic NFV-MANO product will, in many cases, implement ETSI-defined functions from various releases of pertinent ETSI specifications. Vendors are, to a large extent, free to select the features implemented in their NFV-MANO products.
[bookmark: _Toc114816452][bookmark: _Toc141712733]A.3.3	Other functions
A generic NFV-MANO product will also contain functionality not or not fully covered in ESTI specifications. 
Examples include, but are not limited to, local or remote management functions. 
[bookmark: _Toc114816453][bookmark: _Toc141712734]A.3.4	Operating System (OS)
The present document assumes that the generic NFV-MANO product is implemented on dedicated hardware that requires an operating system to run.
[bookmark: _Toc114816455][bookmark: _Toc141712735]A.3.5	Interfaces
There are two types of logical interfaces defined for the generic NFV-MANO product:
-	remote logical interfaces; and 
-	local logical interfaces. 
A remote logical interface is an interface which can be used to communicate with the generic NFV-MANO product from another network node. 
A local logical interface is an interface that can be used only via physical connection to the generic NFV-MANO product. That is, the connection requires physical access to the generic NFV-MANO product.
[bookmark: _Toc141712736][bookmark: _Toc114480132][bookmark: _Toc19783124][bookmark: _Toc26886908]Annex B (informative):
Generic NFV-MANO assets and threats
[bookmark: _Toc19783125][bookmark: _Toc114480133][bookmark: _Toc26886909][bookmark: _Toc141712737]B.1	Introduction 
The present subclause contains assets and threats that are believed to apply to more than one network product.
[bookmark: _Toc26886910][bookmark: _Toc114480134][bookmark: _Toc19783126][bookmark: _Toc141712738]B.2	Generic critical assets 
The critical assets of generic NFV-MANO product to be protected are:
-	User account data and credentials (e.g. passwords);
-	Log data;
-	Configuration data, e.g. generic NFV-MANO product's IP address, ports, VPN ID, Management Objects (e.g. user group, command group) etc.
-	Operating System (OS), i.e. the files that make up the OS and its processes (code and data);
-	Generic NFV-MANO product Application;
-	Sufficient processing capacity: that processing powers are not consumed close to limits;
-	The interfaces of generic NFV-MANO product to be protected and which are within SECAM scope: for example
-	Console interface, for local access: local interface on NFVO
-	OAM interface, for remote access: interface between NFVO and OAM system
-	Generic NFV-MANO product Software: binary code or executable code 
[bookmark: _Toc26886911][bookmark: _Toc114480135][bookmark: _Toc19783127][bookmark: _Toc141712739]B.3	Generic threats
[bookmark: _Toc114480136][bookmark: _Toc19783128][bookmark: _Toc26886912][bookmark: _Toc141712740]B.3.1	Generic threats format
Threats are described using the following format:
-	Threat Name: 
-	Threat Category:
-	Threat Description:
-	Threatened Asset: 
[bookmark: _Toc114480137][bookmark: _Toc26886913][bookmark: _Toc19783129][bookmark: _Toc141712741][bookmark: _Toc114816469]B.3.2	Threats relating to ETSI-defined interfaces and functions
TBD. 
[bookmark: _Toc114816470][bookmark: _Toc141712742]B.3.3	Spoofing identity
[bookmark: _Toc114816471][bookmark: _Toc141712743]B.3.3.1	Default Accounts
The threat in clause 5.3.3.1 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product. 
[bookmark: _Toc114816472][bookmark: _Toc141712744]B.3.3.2	Weak Password Policies
The threat in clause 5.3.3.2 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product. 
[bookmark: _Toc114816473][bookmark: _Toc141712745]B.3.3.3	Password peek
The threat in clause 5.3.3.3 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product. 
[bookmark: _Toc114816474][bookmark: _Toc141712746]B.3.3.4	Direct Root Access
The threat in clause 5.3.3.4 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816475][bookmark: _Toc141712747]B.3.3.5	IP Spoofing
The threat in clause 5.3.3.5 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product. However, the objective of unauthorized access is a generic NFV-MANO product, not a computer
[bookmark: _Toc114816476][bookmark: _Toc141712748]B.3.3.6	Malware
The threat in clause 5.3.3.6 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816477][bookmark: _Toc141712749]B.3.3.7	Eavesdropping
The threat in clause 5.3.3.7 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816478][bookmark: _Toc141712750]B.3.4	Tampering
[bookmark: _Toc114816479][bookmark: _Toc141712751]B.3.4.1	Software Tampering
The threat in clause 5.3.4.1 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816480][bookmark: _Toc141712752]B.3.4.2	Ownership File Misuse
The threat in clause 5.3.4.2 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816481][bookmark: _Toc141712753]B.3.4.3	External Device Boot
For generic NFV-MANO product, there is no hardware. This is different from external device boot of generic NFV-MANO product described in clause 5.3.4.3 of ETSI TR 133 926 [i.1]. The threat is described as follows:
-	Threat name: generic NFV-MANO product boot tampering
-	Threat Category: Tampering
-	Threat Description: the generic NFV-MANO product bootloader may be maliciously tampered by an attacker, e.g. the attacker tampers the bootloader of generic NFV-MANO product through a malicious virtualisation layer. 
-	Threatened Asset: guest operating system
[bookmark: _Toc114816482][bookmark: _Toc141712754]B.3.4.4	Log Tampering
The threat in clause 5.3.4.4 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816483][bookmark: _Toc141712755]B.3.4.5	OAM Traffic Tampering
The threat in clause 5.3.4.5 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816484][bookmark: _Toc141712756]B.3.4.6	File Write Permissions Abuse
The threat in clause 5.3.4.6 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816485][bookmark: _Toc141712757]B.3.4.7	User Session Tampering
The threat in clause 5.3.4.7 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816486][bookmark: _Toc141712758]B.3.5	Repudiation
[bookmark: _Toc114816487][bookmark: _Toc141712759]B.3.5.1	Lack of User Activity Trace
The threat in clause 5.3.5.1 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816488][bookmark: _Toc141712760]B.3.6	Information disclosure
[bookmark: _Toc114816489][bookmark: _Toc141712761]B.3.6.1	Poor key generation
The threat in clause 5.3.6.1 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816490][bookmark: _Toc141712762]B.3.6.2	Poor key management
The threat in clause 5.3.6.2 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816491][bookmark: _Toc141712763]B.3.6.3	Weak cryptographic algorithms
The threat in clause 5.3.6.3 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816492][bookmark: _Toc141712764]B.3.6.4	Insecure Data Storage
The threat in clause 5.3.6.4 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816493][bookmark: _Toc141712765]B.3.6.5	System Fingerprinting
The threat in clause 5.3.6.5 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816494][bookmark: _Toc141712766]B.3.6.6	Malware
The threat in clause 5.3.6.6 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816495][bookmark: _Toc141712767]B.3.6.7	Personal Identification Information Violation
The threat in clause 5.3.6.7 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816496][bookmark: _Toc141712768]B.3.6.8	Insecure Default Configuration
The threat in clause 5.3.6.8 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816497][bookmark: _Toc141712769]B.3.6.9	File/Directory Read Permissions Misuse
The threat in clause 5.3.6.9 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816498][bookmark: _Toc141712770]B.3.6.10	Insecure Network Services
The threat in clause 5.3.6.10 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816499][bookmark: _Toc141712771]B.3.6.11	Unnecessary Services
The threat in clause 5.3.6.11 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816500][bookmark: _Toc141712772]B.3.6.12	Log Disclosure
The threat in clause 5.3.6.12 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816501][bookmark: _Toc141712773]B.3.6.13	Unnecessary Applications
The threat in clause 5.3.6.13 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816502][bookmark: _Toc141712774]B.3.6.14	Eavesdropping
The threat in clause 5.3.6.14 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816503][bookmark: _Toc141712775]B.3.6.15	Security threat caused by lack of generic NFV-MANO product traffic isolation
The threat in clause 5.3.6.15 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816504][bookmark: _Toc141712776]B.3.7	Denial of service
[bookmark: _Toc114816505][bookmark: _Toc141712777]B.3.7.1	Compromised/Misbehaving User Equipments
The threat in clause 5.3.7.1 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816506][bookmark: _Toc141712778]B.3.7.2	Implementation Flaw
The threat in clause 5.3.7.2 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816507][bookmark: _Toc141712779]B.3.7.3	Insecure Network Services
The threat in clause 5.3.7.3 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816508][bookmark: _Toc141712780]B.3.7.4	Human Error
The threat in clause 5.3.7.4 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816509][bookmark: _Toc141712781]B.3.8	Elevation of privilege
[bookmark: _Toc114816510][bookmark: _Toc141712782]B.3.8.1	Misuse by authorized users
The threat in clause 5.3.8.1 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product. 
[bookmark: _Toc114816511][bookmark: _Toc141712783]B.3.8.2	Over-Privileged Processes/Services
The threat in clause 5.3.8.2 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816512][bookmark: _Toc141712784]B.3.8.3	Folder Write Permission Abuse
The threat in clause 5.3.8.3 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816513][bookmark: _Toc141712785]B.3.8.4	Root-Owned File Write Permission Abuse
The threat in clause 5.3.8.4 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816514][bookmark: _Toc141712786]B.3.8.5	High-Privileged Files
The threat in clause 5.3.8.5 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816515][bookmark: _Toc141712787]B.3.8.6	Insecure Network Services
The threat in clause 5.3.8.6 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816516][bookmark: _Toc141712788]B.3.8.7	Elevation of Privilege via Unnecessary Network Services
The threat in clause 5.3.8.7 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
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