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[bookmark: _Toc130379928][bookmark: _Toc147782071][bookmark: _Toc147782216]Foreword
This Group Specification (GS) has been produced by ETSI Industry Specification Group (ISG) Network Functions Virtualisation (NFV).
[bookmark: _Toc481503921][bookmark: _Toc487612123][bookmark: _Toc525223404][bookmark: _Toc525223854][bookmark: _Toc527974963][bookmark: _Toc527980450][bookmark: _Toc534708585][bookmark: _Toc534708660][bookmark: _Toc130379929][bookmark: _Toc147782072][bookmark: _Toc147782217]Modal verbs terminology
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
[bookmark: _Toc130379930]

[bookmark: _Toc147782073][bookmark: _Toc147782218]1	Scope
The present document specifies a set of RESTful protocol and data models fulfilling the requirements specified in ETSI GS NFV-IFA 030 [1] for the interfaces used over the Or-Or reference point.
[bookmark: _Toc130379931][bookmark: _Toc147782074][bookmark: _Toc147782219]2	References
[bookmark: _Toc130379932][bookmark: _Toc147782075][bookmark: _Toc147782220]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference/.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[bookmark: REF_GSNFV_IFA030][1]	ETSI GS NFV-IFA 030: "Network Functions Virtualisation (NFV) Release 3; Management and Orchestration; Multiple Administrative Domain Aspect Interfaces Specification".
[bookmark: REF_GSNFV_SOL013][2]	ETSI GS NFV-SOL 013: "Network Functions Virtualisation (NFV) Release 2; Protocols and Data Models; Specification of common aspects for RESTful NFV MANO APIs".
[bookmark: REF_GSNFV_SOL005][3]	ETSI GS NFV-SOL 005: "Network Functions Virtualisation (NFV) Release 2; Protocols and Data Models; RESTful protocols specification for the Os-Ma-nfvo Reference Point".
[bookmark: _Toc130379933][bookmark: _Toc147782076][bookmark: _Toc147782221]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area. 
[bookmark: REF_GSNFV003][i.1]	ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in NFV".
[bookmark: _Toc130379934][bookmark: _Toc147782077][bookmark: _Toc147782222]3	Definition of terms, symbols and abbreviations
[bookmark: _Toc130379935][bookmark: _Toc147782078][bookmark: _Toc147782223]3.1	Terms
For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.1] and ETSI GS NFV-IFA 030 [1] apply.
[bookmark: _Toc130379936][bookmark: _Toc147782079][bookmark: _Toc147782224]3.2	Symbols
Void.
[bookmark: _Toc130379937][bookmark: _Toc147782080][bookmark: _Toc147782225]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.1] and the following apply:
HTTP	HyperText Transfer Protocol
[bookmark: _Toc130379938][bookmark: _Toc147782081][bookmark: _Toc147782226]4	General aspects
[bookmark: _Toc130379939][bookmark: _Toc147782082][bookmark: _Toc147782227]4.1	Overview
The present document defines the protocol and data model for the following interfaces, in the form of RESTful Application Programming Interface (APIs) specifications:
NSD Management interface (as produced by the NFVO-N towards the NFVO-C).
NS Lifecycle Management interface (as produced by the NFVO-N towards the NFVO-C).
NS Lifecycle Operation Granting interface (as produced by the NFVO-N towards the NFVO-C).
NS Instance Usage Notification interface (as produced by the NFVO-N towards the NFVO-C).
NS Performance Management interface (as produced by the NFVO-N towards the NFVO-C).
NS Fault Management interface (as produced by the NFVO-N towards the NFVO-C).
The design of the protocol and data model for the above interfaces is based on the information model and requirements defined in ETSI GS NFV-IFA 030 [1].
In the subsequent clauses, the protocol and data model for the individual interfaces are specified. Per interface, the resource structure with associated HTTP methods is defined and applicable flows are provided. Further, the resources and the data model are specified in detail.
Annex A provides the mapping of the combination of resources and methods defined in the present document to the operations defined in ETSI GS NFV-IFA 030 [1].
Even though the various interfaces defined in the present document are related, implementations shall not assume a particular order of messages that arrive via different interfaces.
[bookmark: _Toc130379940][bookmark: _Toc147782083][bookmark: _Toc147782228]4.2	Common data types
The structured data types and simple data types defined in clause 7 of ETSI GS NFV-SOL 013 [2] shall apply in the present document.
[bookmark: _Toc130379941][bookmark: _Toc147782084][bookmark: _Toc147782229]5	NSD Management interface
This interface allows the NFVO-C to invoke management operations of NSDs towards the NFVO-N.
The interface shall follow the provisions specified in clause 5 of ETSI GS NFV-SOL 005 [3] for the NSD management interface, except that the producer is NFVO-N and the consumer is NFVO-C.
Only the "query NSD info" operation as defined in clause 5 of ETSI GS NFV-SOL 005 [3] is supported on the Or-Or reference point, i.e. only the "NS Descriptors" and "Individual NS Descriptor" resources with the GET method are supported for the present interface, and the API producer shall return a "405 Method Not Allowed" response for other methods requested on the "NS Descriptors" and "Individual NS Descriptor" resources, as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130379942][bookmark: _Toc147782085][bookmark: _Toc147782230]6	NS Lifecycle Management interface
This interface allows the NFVO-C to invoke NS lifecycle management operations of NS instances towards the NFVO-N, and to subscribe to notifications regarding NS lifecycle changes provided by the NFVO-N. 
The interface shall follow the provisions specified in clause 6 of ETSI GS NFV-SOL 005 [3] for the NS lifecycle management interface, except that the producer is NFVO-N and the consumer is NFVO-C.
The "update NS" as defined in clause 6 of ETSI GS NFV-SOL 005 [3] is not supported on the Or-Or reference point, i.e. the "Update NS task" resource and related methods are not supported for the present interface, and the API producer shall return a "404 Not Found" response for all methods requested on the "update NS" resource, as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130379943][bookmark: _Toc147782086][bookmark: _Toc147782231]7	NS Lifecycle Operation Granting interface
[bookmark: _Toc130379944][bookmark: _Toc147782087][bookmark: _Toc147782232]7.1	Description
This interface allows the NFVO-N to obtain from the NFVO-C permission for an NS lifecycle operations. This interface also allows API version information retrieval.
The operations provided through this interface are:
· Grant NS Lifecycle Operation.
[bookmark: _Toc130379945][bookmark: _Toc147782088][bookmark: _Toc147782233]7.2	API version
For the NS lifecycle operation granting interface as specified in the present document, the MAJOR version field shall be 1, the MINOR version field shall be 0 and the PATCH version field shall be 0 (see clause 9.1 of ETSI GS NFV‑SOL 013 [2] for a definition of the version fields). Consequently, the {apiMajorVersion} URI variable shall be set to "v1".
[bookmark: _Toc130379946][bookmark: _Toc147782089][bookmark: _Toc147782234]7.3	Resource structure and method
All resource URIs of the API shall use the base URI specification defined in clause 4.1 of ETSI GS NFV-SOL 013 [2]. The string "nslcog" shall be used to represent {apiName}. All resource URIs in the clauses below are defined relative to the above base URI.
Figure 7.3-1 shows the overall resource URI structure defined for the NS lifecycle operation granting interface.
[image: ]
Figure 7.3-1: Resource URI structure of the NS lifecycle operation granting interface
Table 7.3-1 lists the individual resources defined, and the applicable HTTP methods.
The NFVO-C shall support responding to requests for all HTTP methods on the resources in table 7.3-1 that are marked as "M" (Mandatory) in the "Cat" column. The NFVO-C shall also support the "API versions" resource as specified in clause 9.3.2 of ETSI GS NFV-SOL 013 [2].
Table 7.3-1: Resources and methods overview of the NS lifecycle operation granting interface
	Resource name
	Resource URI
	HTTP Method
	Cat
	Meaning

	Grants
	/grants
	POST
	M
	Request a grant

	Individual grant
	/grants/{grantId}
	GET
	M
	Read a grant



[bookmark: _Toc130379947][bookmark: _Toc147782090][bookmark: _Toc147782235]7.4	Sequence diagrams (informative)
[bookmark: _Toc130379948][bookmark: _Toc147782091][bookmark: _Toc147782236]7.4.1	Flow of requesting a grant
This clause describes a sequence for requesting a grant.
[image: ]
Figure 7.4.1-1: Flow of requesting a grant
The grant request procedure, as illustrated in figure 7.4.1-1, consists of the following steps:
1)	The NFVO-N sends a POST request to the "Grants" resource, including one data structure of type "GrantNsLifecycleOperationRequest" in the payload body.
2)	The NFVO-C checks whether the consistency of the composite NS is impacted by the nested NS lifecycle operation.
3)	The NFVO-C returns a "201 Created" response with a "Grant" data structure in the body.
Error handling: In case of failure or rejection of the grant request, appropriate error information is provided in the response.
[bookmark: _Toc130379949][bookmark: _Toc147782092][bookmark: _Toc147782237]7.5	Resources
[bookmark: _Toc130379950][bookmark: _Toc147782093][bookmark: _Toc147782238]7.5.1	Introduction
This clause defines all the resources and methods provided by the NS lifecycle operation granting interface.
[bookmark: _Toc130379951][bookmark: _Toc147782094][bookmark: _Toc147782239]7.5.2	Resource: API versions
The "API versions" resources, as defined in clause 9.3.3 of ETSI GS NFV-SOL 013 [2], are part of the NS lifecycle operation granting interface.
[bookmark: _Toc130379952][bookmark: _Toc147782095][bookmark: _Toc147782240]7.5.3	Resource: Grants
[bookmark: _Toc130379953][bookmark: _Toc147782096][bookmark: _Toc147782241]7.5.3.1	Description
This resource represents grants. The NFVO-N can use this resource to request a grant.
[bookmark: _Toc130379954][bookmark: _Toc147782097][bookmark: _Toc147782242]7.5.3.2	Resource definition
The resource URI is:
	{apiRoot}/nslcog/{apiMajorVersion}/grants
This resource shall support the resource URI variables defined in table 7.5.3.2-1.
Table 7.5.3.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 4.1 of ETSI GS NFV-SOL 013 [2]

	apiMajorVersion
	See clause 7.2



[bookmark: _Toc130379955][bookmark: _Toc147782098][bookmark: _Toc147782243]7.5.3.3	Resource methods
[bookmark: _Toc130379956][bookmark: _Toc147782099][bookmark: _Toc147782244]7.5.3.3.1	POST
The POST method requests a grant for a particular NS lifecycle operation.
This method shall follow the provisions specified in tables 7.5.3.3.1-1 and 7.5.3.3.1-2 for URI query parameters, request and response data structures, and response codes.
As the result of successfully processing this request, a new "Individual grant" resource shall be created.
Table 7.5.3.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Cardinality
	Description

	none supported
	
	



Table 7.5.3.3.1-2: Details of the POST request/response on this resource
	Request body
	Data type
	Cardinality
	Description

	
	GrantNsLifecycleOperationRequest
	1
	The NS lifecycle operation grant request parameters, as defined in clause 7.6.2.2.

	Response body
	Data type
	Cardinality
	Response
Codes
	Description

	
	Grant
	
	201 Created
	Shall be returned when the grant has been created successfully.

A representation of the created "Individual grant" resource shall be returned in the response body.

The HTTP response shall include a "Location" HTTP header that indicates the URI of the "Individual grant" resource just created.

	
	ProblemDetails
	1
	403 Forbidden
	Shall be returned upon the following error: the grant request was rejected.

A ProblemDetails structure shall be included in the response to provide more details about the rejection in the "details" attribute.

	
	ProblemDetails
	See clause 6.4 of [2]
	4xx/5xx
	In addition to the response codes defined above, any common error response code as defined in clause 6.4 of ETSI GS NFV‑SOL 013 [2] may be returned. 



[bookmark: _Toc130379957][bookmark: _Toc147782100][bookmark: _Toc147782245]7.5.3.3.2	GET
This method is not supported. When this method is requested on this resource, the API producer shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130379958][bookmark: _Toc147782101][bookmark: _Toc147782246]7.5.3.3.3	PUT
This method is not supported. When this method is requested on this resource, the API producer shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130379959][bookmark: _Toc147782102][bookmark: _Toc147782247]7.5.3.3.4	PATCH
This method is not supported. When this method is requested on this resource, the API producer shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130379960][bookmark: _Toc147782103][bookmark: _Toc147782248]7.5.3.3.5	DELETE
This method is not supported. When this method is requested on this resource, the API producer shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130379961][bookmark: _Toc147782104][bookmark: _Toc147782249]7.5.4	Resource: Individual grant
[bookmark: _Toc130379962][bookmark: _Toc147782105][bookmark: _Toc147782250]7.5.4.1	Description
This resource represents an individual grant.
[bookmark: _Toc130379963][bookmark: _Toc147782106][bookmark: _Toc147782251]7.5.4.2	Resource definition
The resource URI is:
	{apiRoot}/nslcog/{apiMajorVersion}/grants/{grantId}
This resource shall support the resource URI variables defined in table 7.5.4.2-1.
Table 7.5.4.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 4.1 of ETSI GS NFV-SOL 013 [2]

	apiMajorVersion
	See clause 7.2

	grantId
	Identifier of the grant. See note.

	NOTE:	This identifier can be retrieved from the "id" attribute in the payload body of the response to a POST request granting a new NS lifecycle operation.



[bookmark: _Toc130379964][bookmark: _Toc147782107][bookmark: _Toc147782252]7.5.4.3	Resource methods
[bookmark: _Toc130379965][bookmark: _Toc147782108][bookmark: _Toc147782253]7.5.4.3.1	POST
This method is not supported. When this method is requested on this resource, the API producer shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130379966][bookmark: _Toc147782109][bookmark: _Toc147782254]7.5.4.3.2	GET
The GET method reads a grant.
This method shall follow the provisions specified in tables 7.5.4.3.2-1 and 7.5.4.3.2-2 for URI query parameters, request and response data structures, and response codes.
Table 7.5.4.3.2-1: URI query parameters supported by the GET method on this resource
	Name
	Cardinality
	Description

	none supported
	
	



Table 7.5.4.3.2-2: Details of the GET request/response on this resource
	Request body
	Data type
	Cardinality
	Description

	
	n/a
	
	

	Response body
	Data type
	Cardinality
	Response
Codes
	Description

	
	Grant
	1
	200 OK

	Shall be returned when the grant has been read successfully. 

A representation of the "Individual grant" resource shall be returned in the response body. 

	
	ProblemDetails
	See clause 6.4 of [2]
	4xx/5xx
	In addition to the response codes defined above, any common error response code as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2] may be returned. 



[bookmark: _Toc130379967][bookmark: _Toc147782110][bookmark: _Toc147782255]7.5.4.3.3	PUT
This method is not supported. When this method is requested on this resource, the API producer shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130379968][bookmark: _Toc147782111][bookmark: _Toc147782256]7.5.4.3.4	PATCH
This method is not supported. When this method is requested on this resource, the API producer shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130379969][bookmark: _Toc147782112][bookmark: _Toc147782257]7.5.4.3.5	DELETE
This method is not supported. When this method is requested on this resource, the API producer shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130379970][bookmark: _Toc147782113][bookmark: _Toc147782258]7.6	Data model
[bookmark: _Toc130379971][bookmark: _Toc147782114][bookmark: _Toc147782259]7.6.1	Introduction
This clause defines the request and response data structures of the NS lifecycle operation granting interface. If a request or response contains attributes not defined in the present document, a receiving functional block that does not understand these attributes shall not treat their presence as an error, and may choose to ignore them.
[bookmark: _Toc130379972][bookmark: _Toc147782115][bookmark: _Toc147782260]7.6.2	Resource and notification data types
[bookmark: _Toc130379973][bookmark: _Toc147782116][bookmark: _Toc147782261]7.6.2.1	Introduction
This clause defines the data structures to be used in resource representations and notifications.
[bookmark: _Toc130379974][bookmark: _Toc147782117][bookmark: _Toc147782262]7.6.2.2	Type: GrantNsLifecycleOperationRequest
This type represents request parameters for the "grant NS lifecycle" operation. It shall comply with the provisions defined in table 7.6.2.2-1.
Table 7.6.2.2-1: Definition of the GrantNsLifecycleOperationRequest data type
	Attribute name
	Data type
	Cardinality
	Description

	nsInstanceId
	Identifier
	1
	Identifier of the NS instance which this grant request relates to.

See note 1.

	nsdId
	Identifier
	1
	Identifier of the NSD that defines the NS for which the lifecycle management operation is to be granted.

	nsLcmOpOccId
	Identifier
	1
	The identifier of the NS lifecycle management operation occurrence associated to the GrantRequest.

	lifecycleOperation
	NsLcmOperation
	1
	Type of the lifecycle management operation for which the granting is requested.

See note 2.

	additionalParams
	KeyValuePairs
	0..1
	Additional parameters passed by NFVO-N, specific to the NS and the lifecycle management operation.

	NOTE 1: 	Each NFVO-N instance manages its own namespace for NS instance identifiers.
NOTE 2: 	The NS LCM operations InstantiateNS, CreateNsIdentifier, DeleteNsIdentifier, Get Operation Status and QueryNs can be executed by NFVO-N without requesting granting.



[bookmark: _Toc130379975][bookmark: _Toc147782118][bookmark: _Toc147782263]7.6.2.3	Type: Grant
This type represents a grant. It shall comply with the provisions defined in table 7.6.2.3-1.
Table 7.6.2.3-1: Definition of the Grant data type
	Attribute name
	Data type
	Cardinality
	Description

	id
	Identifier
	1
	Identifier of the grant.

	nsInstanceId
	Identifier
	1
	Identifier of the NS instance which this grant request relates to.

	nsLcmOpOccId
	Identifier
	1
	Identifier of the NS lifecycle management operation occurrence associated to the GrantRequest.

	additionalParams
	KeyValuePairs
	0..1
	Additional parameters passed by NFVO-N, specific to the NS and the lifecycle management operation.

	_links
	Structure (inlined)
	1
	Links to resources related to this resource.

	>self
	Link
	1
	URI of this resource.

	>nsLcmOpOcc
	Link
	1
	Related NS lifecycle management operation occurrence.

	>nsInstance
	Link
	1
	Related NS instance.



[bookmark: _Toc130379976][bookmark: _Toc147782119][bookmark: _Toc147782264]7.6.3	Referenced structured data types
No particular referenced structured data types are defined for this interface.
[bookmark: _Toc130379977][bookmark: _Toc147782120][bookmark: _Toc147782265]7.6.4	Referenced simple data types and enumerations
[bookmark: _Toc130379978][bookmark: _Toc147782121][bookmark: _Toc147782266]7.6.4.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc130379979][bookmark: _Toc147782122][bookmark: _Toc147782267]7.6.4.2	Simple data types
No particular simple data types are defined for this interface, in addition to those defined in clause 4.2.
[bookmark: _Toc130379980][bookmark: _Toc147782123][bookmark: _Toc147782268]7.6.4.3	Enumeration: NsLcmOperation
The enumeration NsLcmOperation shall comply with the provisions defined in table 7.6.4.3-1. It indicates the type of the NS lifecycle management operation for which the granting is requested.
Table 7.6.4.3-1: Enumeration NsLcmOperation
	Enumeration value
	Description

	SCALE
	Scale NS operation.

	TERMINATE
	Terminate NS operation.

	HEAL
	Heal NS operation.



[bookmark: _Toc130379981][bookmark: _Toc147782124][bookmark: _Toc147782269]8	NS Instance Usage Notification interface
[bookmark: _Toc130379982][bookmark: _Toc147782125][bookmark: _Toc147782270]8.1	Description
This interface allows the NFVO-N to receive notifications from the NFVO-C indicating that the NFVO-C has started or ceased to use an existing NS instance managed by the NFVO-N as a constituent nested NS of a composite NS managed by the NFVO-C. This interface also allows API version information retrieval.
The existing NS instance is "in use" by NFVO-C when it is associated to a composite NS instance managed by that NFVO-C. That is, the former NS instance is nested into the composite NS.
The existing NS instance is "not in use" by NFVO-C when it is not associated to a composite NS instance managed by that NFVO-C. That is, the NS instance is not nested into a composite NS managed by that NFVO-C.
The operations provided through this interface are:
· Subscribe.
· Query Subscription Information.
· Notify.
· Terminate Subscription.
[bookmark: _Toc130379983][bookmark: _Toc147782126][bookmark: _Toc147782271]8.2	API version
For the NS instance usage notification interface as specified in the present document, the MAJOR version field shall be 1, the MINOR version field shall be 0 and the PATCH version field shall be 0 (see clause 9.1 of ETSI GS NFV‑SOL 013 [2] for a definition of the version fields). Consequently, the {apiMajorVersion} URI variable shall be set to "v1".
[bookmark: _Toc130379984][bookmark: _Toc147782127][bookmark: _Toc147782272]8.3	Resource structure and method
All resource URIs of the API shall use the base URI specification defined in clause 4.1 of ETSI GS NFV-SOL 013 [2]. The string "nsiun" shall be used to represent {apiName}. All resource URIs in the clauses below are defined relative to the above base URI.
Figure 8.3-1 shows the overall resource URI structure defined for the NS instance usage notification interface.
[image: ]
Figure 8.3-1: Resource URI structure of the NS instance usage notification interface
Table 8.3-1 lists the individual resources defined, and the applicable HTTP methods.
The NFVO-C shall support responding to requests for all HTTP methods on the resources in table 8.3-1 that are marked as "M" (Mandatory) in the "Cat" column. The NFVO-C shall also support the "API versions" resource as specified in clause 9.3.2 of ETSI GS NFV-SOL 013 [2].
Table 8.3-1: Resources and methods overview of the NS instance usage notification interface
	Resource name
	Resource URI
	HTTP Method
	Cat
	Meaning

	Subscriptions
	/subscriptions
	POST
	M
	Subscribe to NS instance usage notifications.

	
	
	GET
	M
	Query multiple subscriptions.

	Individual subscription
	/subscriptions/{subscriptionId}
	GET
	M
	Read an individual subscription resource.

	
	
	DELETE
	M
	Terminate a subscription.

	Notification endpoint
	(client-provided)
	POST
	See note
	Notify about change in NS instance usage. See note.

	
	
	GET
	See note
	Test the notification endpoint. See note.

	NOTE:	The NFVO-C shall support invoking the HTTP methods defined for the "Notification endpoint" resource exposed by the NFVO-N. If the NFVO-N supports invoking the POST method on the "Subscriptions" resource towards the NFVO-C, it shall also support responding to the HTTP requests defined for the "Notification endpoint" resource.



[bookmark: _Toc130379985][bookmark: _Toc147782128][bookmark: _Toc147782273]8.4	Sequence diagrams (informative)
[bookmark: _Toc130379986][bookmark: _Toc147782129][bookmark: _Toc147782274]8.4.1	Flow of managing subscriptions
This clause describes a sequence for creating, querying/reading and terminating subscriptions to notifications related to NS instance usage.
[image: ]
Figure 8.4.1-1: Flow of managing subscriptions
A)	Procedure of subscription creation
The procedure of creating subscriptions consists of the following steps, as illustrated in figure 8.4.1-1:
Precondition: The notification endpoint URI is enabled.
10)	The NFVO-N sends a POST request to the "subscriptions" resource including in the payload body a data structure of type "NsInstanceUsageSubscriptionRequest". This data structure contains filtering criteria and a client side URI to which the NFVO-C will subsequently send notifications about events that match the filter.
11)	Optionally, to test the notification endpoint that was registered by the NFVO-N as part of the subscription, the NFVO-C sends a GET request to the notification endpoint URI.
12)	In case of step 11), the NFVO-N returns a "204 No Content" response to indicate success.
13)	The NFVO-C creates a new subscription for notifications related to NS instance usage, and a resource that represents this subscription.
14)	The NFVO-C returns a "201 Created" response containing a data structure of type "NsInstanceUsageSubscription", representing the subscription resource created by the NFVO-C, and provides the URI of the newly-created resource in the "Location" HTTP header.
Postcondition: The subscription to notifications related to NS instance usage is available to the NFVO-N.
Error handling: The NFVO-C rejects a subscription if the subscription information is not valid: endpoint cannot be reached, subscription information is malformed, etc.
B)	Procedure of subscription query/read 
The procedure of querying/reading subscriptions consists of the following steps, as illustrated in figure 8.4.1-1:
Precondition: Subscriptions have been created.
20)	The NFVO-N can query information about its subscriptions by sending a GET request to the "subscriptions" resource.
21)	In case of step 20), the NFVO-C returns a "200 OK" response that contains the list of representations of all existing subscriptions that were created by the NFVO-N.
22)	The NFVO-N can read information about a particular subscription by sending a GET request to the resource representing that individual subscription.
23)	In case of step 22), the NFVO-C returns a "200 OK" response that contains a representation of that individual subscription.
Postcondition: The subscription information is available to the NFVO-N.
Error handling: The NFVO-C provides in the response message appropriate error information that reports an erroneous query request.
C)	Procedure of subscription termination
The procedure of terminating a subscription consists of the following steps, as illustrated in figure 8.4.1-1:
Precondition: The subscription to terminate exists.
30)	When the NFVO-N does not need the subscription anymore, it terminates the subscription by sending a DELETE request to the resource that represents the individual subscription.
31)	The NFVO-C acknowledges the successful termination of the subscription by returning a "204 No Content" response.
Postcondition: The subscription to notifications related to NS instance usage is deleted and not available to the NFVO‑N, and notifications associated to this subscription are not sent anymore by the NFVO-C.
Error handling: The NFVO-C provides in the response message appropriate error information that reports an erroneous termination request: the subscription to terminate does not exist, etc.
[bookmark: _Toc130379987][bookmark: _Toc147782130][bookmark: _Toc147782275]8.4.2	Flow of sending notifications
This clause describes the procedure for sending notifications related to NS instance usage.
[image: ]
Figure 8.4.2-1: Flow of sending notifications
The procedure consists of the following steps as illustrated in figure 8.4.2-1:
Precondition: The NFVO-N has subscribed previously for notifications related to NS instance usage and the NFVO-C has thus a related subscription.
1)	If an event occurs that matches the filtering criteria which are part of the subscription, the NFVO-C generates an NsInstanceUsageNotification that includes information about the event, and sends it in the body of a POST request to the URI which the NFVO-N has registered as part of the subscription request.
2)	The NFVO-N acknowledges the successful delivery of the notification by returning a "204 No Content" response.
Postcondition: The notification is available to the NFVO-N.
Error handling: If the NFVO-C does not receive the "204 No Content" response from the NFVO-N, it can retry sending the notification.
[bookmark: _Toc130379988][bookmark: _Toc147782131][bookmark: _Toc147782276]8.5	Resources
[bookmark: _Toc130379989][bookmark: _Toc147782132][bookmark: _Toc147782277]8.5.1	Introduction
This clause defines all the resources and methods provided by the NS instance usage notification interface.
[bookmark: _Toc130379990][bookmark: _Toc147782133][bookmark: _Toc147782278]8.5.2	Resource: API versions
The "API versions" resources as defined in clause 9.3.3 of ETSI GS NFV-SOL 013 [2] are part of the NS instance usage notification interface.
[bookmark: _Toc130379991][bookmark: _Toc147782134][bookmark: _Toc147782279]8.5.3	Resource: Subscriptions
[bookmark: _Toc130379992][bookmark: _Toc147782135][bookmark: _Toc147782280]8.5.3.1	Description
This resource represents subscriptions. The client can use this resource to subscribe to notifications related to NS instance usage, and to query its subscriptions.
[bookmark: _Toc130379993][bookmark: _Toc147782136][bookmark: _Toc147782281]8.5.3.2	Resource definition
The resource URI is:
	{apiRoot}/nsiun/{apiMajorVersion}/subscriptions
This resource shall support the resource URI variables defined in table 8.5.3.2-1.
Table 8.5.3.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 4.1 of ETSI GS NFV-SOL 013 [2]

	apiMajorVersion
	See clause 8.2



[bookmark: _Toc130379994][bookmark: _Toc147782137][bookmark: _Toc147782282]8.5.3.3	Resource methods
[bookmark: _Toc130379995][bookmark: _Toc147782138][bookmark: _Toc147782283]8.5.3.3.1	POST
The POST method creates a new subscription.
This method shall follow the provisions specified in tables 8.5.3.3.1-1 and 8.5.3.3.1-2 for URI query parameters, request and response data structures, and response codes.
As the result of successfully executing this method, a new "individual subscription" resource as defined in clause 8.5.4 shall have been created. This method shall not trigger any notification.
Creation of two "individual subscription" resources with the same callbackURI and the same filter can result in performance degradation and will provide duplicates of notifications to the NFVO-N, and might make sense only in very rare use cases. Consequently, the NFVO-C may either allow creating an "individual subscription" resource if another "individual subscription" resource with the same filter and callbackUri already exists (in which case it shall return the "201 Created" response code), or may decide to not create a duplicate "individual subscription" resource (in which case it shall return a "303 See Other" response code referencing the existing "individual subscription" resource with the same filter and callbackUri).
Table 8.5.3.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Cardinality
	Description

	none supported
	
	



Table 8.5.3.3.1-2: Details of the POST request/response on this resource
	Request body
	Data type
	Cardinality
	Description

	
	NsInstanceUsageSubscriptionRequest
	1
	Details of the subscription to be created, as defined in clause 8.6.2.2.

	Response body
	Data type
	Cardinality
	Response
Codes
	Description

	
	NsInstanceUsageSubscription
	1
	201 Created
	Shall be returned when the subscription has been created successfully.

The response body shall contain a representation of the created "individual subscription" resource.

The HTTP response shall include a "Location" HTTP header that points to the created "individual subscription" resource.

	
	n/a
	
	303 See Other
	Shall be returned if a subscription with the same callbackURI and the same filter already exists and the policy of the NFVO-C is to not create redundant subscriptions.

The HTTP response shall include a "Location" HTTP header that contains the resource URI of the existing "individual subscription" resource.

The response body shall be empty.

	
	ProblemDetails
	See clause 6.4 of [2]
	4xx/5xx
	In addition to the response codes defined above, any common error response code as defined in clause 6.4 of ETSI GS NFV‑SOL 013 [2] may be returned. 



[bookmark: _Toc130379996][bookmark: _Toc147782139][bookmark: _Toc147782284]8.5.3.3.2	GET
The GET method queries the list of active subscriptions of the functional block that invokes the method. It can be used e.g. for resynchronization after error situations.
This method shall follow the provisions specified in tables 8.5.3.3.2-1 and 8.5.3.3.2-2 for URI query parameters, request and response data structures, and response codes.
Table 8.5.3.3.2-1: URI query parameters supported by the GET method on this resource
	Name
	Cardinality
	Description

	filter
	0..1
	Attribute-based filtering expression according to clause 5.2 of ETSI GS NFV‑SOL 013 [2]. 

The NFVO-C shall support receiving this parameter as part of the URI query string. The NFVO-N may supply this parameter. 

All attribute names that appear in the NsInstanceUsageSubscription and in data types referenced from it shall be supported by the NFVO-C in the filter expression.

	nextpage_opaque_marker
	0..1
	Marker to obtain the next page of a paged response. Shall be supported by the NFVO-C if the NFVO-C supports alternative 2 (paging) according to clause 5.4.2.1 of ETSI GS NFV-SOL 013 [2] for this resource.



Table 8.5.3.3.2-2: Details of the GET request/response on this resource
	Request body
	Data type
	Cardinality
	Description

	
	n/a
	
	

	Response body
	Data type
	Cardinality
	Response
Codes
	Description

	
	NsInstanceUsageSubscription
	0..N
	200 OK
	Shall be returned when the list of subscriptions has been queried successfully.

The response body shall contain in an array the representations of all active subscriptions of the functional block that invokes the method, i.e. zero or more representations of NS instance usage notification subscriptions as defined in clause 8.6.2.3.
If the "filter" URI parameter was supplied in the request, the data in the response body shall have been transformed according to the rules specified in clause 5.2.2 of ETSI GS NFV-SOL 013 [2].

If the NFVO-C supports alternative 2 (paging) according to clause 5.4.2.1 of ETSI GS NFV‑SOL 013 [2] for this resource, inclusion of the Link HTTP header in this response shall follow the provisions in clause 5.4.2.3 of ETSI GS NFV‑SOL 013 [2].

	
	ProblemDetails
	1
	400 Bad Request
	Shall be returned upon the following error: Invalid attribute-based filtering expression.

The response body shall contain a ProblemDetails structure, in which the "detail" attribute should convey more information about the error.

	
	ProblemDetails
	1
	400 Bad Request
	Shall be returned upon the following error: Response too big. 

If the NFVO-C supports alternative 1 (error) according to clause 5.4.2.1 of ETSI GS NFV‑SOL 013 [2] for this resource, this error response shall follow the provisions in clause 5.4.2.2 of ETSI GS NFV-SOL 013 [2].

	
	ProblemDetails
	See clause 6.4 of [2]
	4xx/5xx
	In addition to the response codes defined above, any common error response code as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2] may be returned.



[bookmark: _Toc130379997][bookmark: _Toc147782140][bookmark: _Toc147782285]8.5.3.3.3	PUT
This method is not supported. When this method is requested on this resource, the NFVO-C shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130379998][bookmark: _Toc147782141][bookmark: _Toc147782286]8.5.3.3.4	PATCH
This method is not supported. When this method is requested on this resource, the NFVO-C shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130379999][bookmark: _Toc147782142][bookmark: _Toc147782287]8.5.3.3.5	DELETE
This method is not supported. When this method is requested on this resource, the NFVO-C shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130380000][bookmark: _Toc147782143][bookmark: _Toc147782288]8.5.4	Resource: Individual subscription
[bookmark: _Toc130380001][bookmark: _Toc147782144][bookmark: _Toc147782289]8.5.4.1	Description
This resource represents an individual subscription. The client can use this resource to read and to terminate a subscription to notifications related to NS instance usage.
[bookmark: _Toc130380002][bookmark: _Toc147782145][bookmark: _Toc147782290]8.5.4.2	Resource definition
The resource URI is:
	{apiRoot}/nsiun/{apiMajorVersion}/subscriptions/{subscriptionId}
This resource shall support the resource URI variables defined in table 8.5.4.2-1.
Table 8.5.4.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 4.1 of ETSI GS NFV-SOL 013 [2]

	subscriptionId
	Identifier of this subscription

	apiMajorVersion
	See clause 8.2



[bookmark: _Toc130380003][bookmark: _Toc147782146][bookmark: _Toc147782291]8.5.4.3	Resource methods
[bookmark: _Toc130380004][bookmark: _Toc147782147][bookmark: _Toc147782292]8.5.4.3.1	POST
This method is not supported. When this method is requested on this resource, the NFVO-C shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130380005][bookmark: _Toc147782148][bookmark: _Toc147782293]8.5.4.3.2	GET
The GET method retrieves information about a subscription by reading an "individual subscription" resource.
This method shall follow the provisions specified in tables 8.5.4.3.2-1 and 8.5.4.3.2-2 for URI query parameters, request and response data structures, and response codes.
Table 8.5.4.3.2-1: URI query parameters supported by the GET method on this resource
	Name
	Cardinality
	Description

	none supported
	
	



Table 8.5.4.3.2-2: Details of the GET request/response on this resource
	Request body
	Data type
	Cardinality
	Description

	
	n/a
	
	

	Response body
	Data type
	Cardinality
	Response
Codes
	Description

	
	NsInstanceUsageSubscription
	1
	200 OK
	Shall be returned when information about an individual subscription has been read successfully.

The response body shall contain a representation of the "individual subscription" resource.

	
	ProblemDetails
	See clause 6.4 of [2]
	4xx/5xx
	In addition to the response codes defined above, any common error response code as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2] may be returned.



[bookmark: _Toc130380006][bookmark: _Toc147782149][bookmark: _Toc147782294]8.5.4.3.3	PUT
This method is not supported. When this method is requested on this resource, the NFVO-C shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130380007][bookmark: _Toc147782150][bookmark: _Toc147782295]8.5.4.3.4	PATCH
This method is not supported. When this method is requested on this resource, the NFVO-C shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130380008][bookmark: _Toc147782151][bookmark: _Toc147782296]8.5.4.3.5	DELETE
The DELETE method terminates an individual subscription.
This method shall follow the provisions specified in tables 8.5.4.3.5-1 and 8.5.4.3.5-2 for URI query parameters, request and response data structures, and response codes.
As the result of successfully executing this method, the "individual subscription" resource shall not exist any longer. This means that no notifications for that subscription shall be sent to the formerly-subscribed API consumer.
NOTE:	Due to race conditions, some notifications might still be received by the formerly-subscribed API consumer for a certain time period after the deletion.
Table 8.5.4.3.5-1: URI query parameters supported by the DELETE method on this resource
	Name
	Cardinality
	Description

	none supported
	
	



Table 8.5.4.3.5-2: Details of the DELETE request/response on this resource 
	Request body
	Data type
	Cardinality
	Description

	
	n/a
	
	

	Response body
	Data type
	Cardinality
	Response
Codes
	Description

	
	n/a
	
	204 No Content
	Shall be returned when the "individual subscription" resource has been deleted successfully.

The response body shall be empty.

	
	ProblemDetails
	See clause 6.4 of [2]
	4xx/5xx
	In addition to the response codes defined above, any common error response code as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2] may be returned.



[bookmark: _Toc130380009][bookmark: _Toc147782152][bookmark: _Toc147782297]8.5.5	Resource: Notification endpoint
[bookmark: _Toc130380010][bookmark: _Toc147782153][bookmark: _Toc147782298]8.5.5.1	Description
This resource represents a notification endpoint. The NFVO-C can use this resource to send notifications related to NS instance usage to a subscribed NFVO-N, which has provided the URI of this resource during the subscription process.
[bookmark: _Toc130380011][bookmark: _Toc147782154][bookmark: _Toc147782299]8.5.5.2	Resource definition
The resource URI is provided by the client when creating the subscription.
This resource shall support the resource URI variables defined in table 8.5.5.2-1.
Table 8.5.5.2-1: Resource URI variables for this resource
	Name
	Definition

	none supported
	



[bookmark: _Toc130380012][bookmark: _Toc147782155][bookmark: _Toc147782300]8.5.5.3	Resource methods
[bookmark: _Toc130380013][bookmark: _Toc147782156][bookmark: _Toc147782301]8.5.5.3.1	POST
The POST method delivers a notification from the NFVO-C to the NFVO-N.
This method shall follow the provisions specified in tables 8.5.5.3.1-1 and 8.5.5.3.1-2 for URI query parameters, request and response data structures, and response codes.
Table 8.5.5.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Cardinality
	Description

	none supported
	
	



Table 8.5.5.3.1-2: Details of the POST request/response on this resource
	Request body
	Data type
	Cardinality
	Description

	
	NsInstanceUsageNotification
	1
	A notification about the change of usage of an NS instance as part of a composite NS managed by the server.

	Response body
	Data type
	Cardinality
	Response
Codes
	Description

	
	n/a
	
	204 No Content
	Shall be returned when the notification was delivered successfully.

	
	ProblemDetails
	See clause 6.4 of [2]
	4xx/5xx
	In addition to the response codes defined above, any common error response code as defined in clause 6.4 of ETSI GS NFV‑SOL 013 [2] may be returned.



[bookmark: _Toc130380014][bookmark: _Toc147782157][bookmark: _Toc147782302]8.5.5.3.2	GET
The GET method allows the server to test the notification endpoint that is provided by the client, e.g. during the subscription process.
This method shall follow the provisions specified in tables 8.5.5.3.2-1 and 8.5.5.3.2-2 for URI query parameters, request and response data structures, and response codes.
Table 8.5.5.3.2-1: URI query parameters supported by the GET method on this resource
	Name
	Cardinality
	Description

	none supported
	
	



Table 8.5.5.3.2-2: Details of the GET request/response on this resource
	Request body
	Data type
	Cardinality
	Description

	
	n/a
	
	

	Response body
	Data type
	Cardinality
	Response
Codes
	Description

	
	n/a
	
	204 No Content
	Shall be returned when the notification was tested successfully.

The response body shall be empty.

	
	ProblemDetails
	See clause 6.4 of [2]
	4xx/5xx
	In addition to the response codes defined above, any common error response code as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2] may be returned.



[bookmark: _Toc130380015][bookmark: _Toc147782158][bookmark: _Toc147782303]8.5.5.3.3	PUT
This method is not supported. When this method is requested on this resource, the NFVO-N shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130380016][bookmark: _Toc147782159][bookmark: _Toc147782304]8.5.5.3.4	PATCH
This method is not supported. When this method is requested on this resource, the NFVO-N shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130380017][bookmark: _Toc147782160][bookmark: _Toc147782305]8.5.5.3.5	DELETE
This method is not supported. When this method is requested on this resource, the NFVO-N shall return a "405 Method Not Allowed" response as defined in clause 6.4 of ETSI GS NFV-SOL 013 [2].
[bookmark: _Toc130380018][bookmark: _Toc147782161][bookmark: _Toc147782306]8.6	Data model
[bookmark: _Toc130380019][bookmark: _Toc147782162][bookmark: _Toc147782307]8.6.1	Introduction
This clause defines the request and response data structures of the NS instance usage notification interface. If a request or response contains attributes not defined in the present document, a receiving functional block that does not understand these attributes shall not treat their presence as an error, and may choose to ignore them.
[bookmark: _Toc130380020][bookmark: _Toc147782163][bookmark: _Toc147782308]8.6.2	Resource and notification data types
[bookmark: _Toc130380021][bookmark: _Toc147782164][bookmark: _Toc147782309]8.6.2.1	Introduction
This clause defines the data structures to be used in resource representations and notifications.
[bookmark: _Toc130380022][bookmark: _Toc147782165][bookmark: _Toc147782310]8.6.2.2	Type: NsInstanceUsageSubscriptionRequest
This type represents a subscription request related to notifications about NS instance usage. It shall comply with the provisions defined in table 8.6.2.2-1.
Table 8.6.2.2-1: Definition of the NsInstanceUsageSubscriptionRequest data type
	Attribute name
	Data type
	Cardinality
	Description

	filter
	NsInstanceUsageNotificationsFilter
	0..1
	Filter settings for this subscription, to define the subset of all notifications this subscription relates to. A particular notification is sent to the subscriber if the filter matches, or if there is no filter.

	callbackUri
	Uri
	1
	The URI of the endpoint to send the notification to.

	authentication
	SubscriptionAuthentication
	0..1
	Authentication parameters to configure the use of Authorization when sending notifications corresponding to this subscription, as defined in clause 8.3.4 of ETSI GS NFV-SOL 013 [2].

This attribute shall only be present if the subscriber requires authorization of notifications.



[bookmark: _Toc130380023][bookmark: _Toc147782166][bookmark: _Toc147782311]8.6.2.3	Type: NsInstanceUsageSubscription
This type represents a subscription related to notifications about NS instance usage. It shall comply with the provisions defined in table 8.6.2.3-1.
Table 8.6.2.3-1: Definition of the NsInstanceUsageSubscription data type
	Attribute name
	Data type
	Cardinality
	Description

	id
	Identifier
	1
	Identifier that identifies the subscription.

	filter
	NsInstanceUsageNotificationsFilter
	0..1
	Filter settings for this subscription, to define the subset of all notifications this subscription relates to. A particular notification is sent to the subscriber if the filter matches, or if there is no filter.

	callbackUri
	Uri
	1
	The URI of the endpoint to send the notification to.

	_links
	Structure (inlined)
	1
	Links to resources related to this resource.

	>self
	Link
	1
	URI of this resource.



[bookmark: _Toc130380024][bookmark: _Toc147782167][bookmark: _Toc147782312]8.6.2.4	Type: NsInstanceUsageNotification
This type represents an NS instance usage notification, which indicates the start or end of usage of an NS instance as a part of a composite NS managed by the NFVO-C. It shall comply with the provisions defined in table 8.6.2.4-1.
The notification shall be triggered by the NFVO-C when the usage of the NS instance has been changed.
Table 8.6.2.4-1: Definition of the NsInstanceUsageNotification data type
	Attribute name
	Data type
	Cardinality
	Description

	id
	Identifier
	1
	Identifier of this notification. If a notification is sent multiple times due to multiple subscriptions, the "id" attribute of all these notifications shall have the same value.

	notificationType
	String
	1
	Discriminator for the different notification types. Shall be set to "NsInstanceUsageNotification" for this notification type.

	subscriptionId
	Identifier
	1
	Identifier of the subscription that this notification relates to.

	timeStamp
	DateTime
	1
	Date and time of the generation of the notification.

	nsInstanceId
	Identifier
	1
	Identifier of the NS instance affected.

	status
	NsInstanceUsageStatusType
	1
	Indicates whether this notification reports about the start of the usage of an NS instance or about the end of the usage of an NS instance.

	_links
	NotificationLink
	1
	Links to resources related to this notification.



[bookmark: _Toc130380025][bookmark: _Toc147782168][bookmark: _Toc147782313]8.6.3	Referenced structured data types
[bookmark: _Toc130380026][bookmark: _Toc147782169][bookmark: _Toc147782314]8.6.3.1	Type: NsInstanceUsageNotificationsFilter
This type represents a subscription filter related to notifications about NS instance usage. It shall comply with the provisions defined in table 8.6.3.1-1. 
At a particular nesting level in the filter structure, the following applies: All attributes shall match in order for the filter to match (logical "and" between different filter attributes). If an attribute is an array, the attribute shall match if at least one of the values in the array matches (logical "or" between the values of one filter attribute).
Table 8.6.3.1-1: Definition of the NsInstanceUsageNotificationsFilter data type
	Attribute name
	Data type
	Cardinality
	Description

	notificationTypes
	Enum (inlined)
	0..N
	Match particular notification types. 

Permitted values:
- NsInstanceUsageNotification

See note.

	nsInstanceId
	Identifier
	0..N
	If present, match NS instances with an instance identifier listed in this attribute.

	status
	NsInstanceUsageStatusType
	0..1
	If present, match a particular status of usage of an NS instance.

	NOTE:	The permitted values of the "notificationTypes" attribute are spelled exactly as the names of the notification types to facilitate automated code generation systems.



[bookmark: _Toc130380027][bookmark: _Toc147782170][bookmark: _Toc147782315]8.6.4	Referenced simple data types and enumerations
[bookmark: _Toc130380028][bookmark: _Toc147782171][bookmark: _Toc147782316]8.6.4.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc130380029][bookmark: _Toc147782172][bookmark: _Toc147782317]8.6.4.2	Simple data types
No particular simple data types are defined for this interface, in addition to those defined in clause 4.2.
[bookmark: _Toc130380030][bookmark: _Toc147782173][bookmark: _Toc147782318]8.6.4.3	Enumeration: NsInstanceUsageStatusType
The enumeration NsInstanceUsageStatusType shall comply with the provisions defined in table 8.6.4.3-1.
Table 8.6.4.3-1: Enumeration NsInstanceUsageStatusType
	Enumeration value
	Description

	START
	Start of usage of the NS instance as part of a composite NS managed by NFVO-C.

	END
	End of usage of the NS instance as part of a composite NS managed by NFVO-C.



[bookmark: _Toc130380031][bookmark: _Toc147782174][bookmark: _Toc147782319]9	NS Performance Management interface
This interface allows providing performance management (measurement results collection and notifications) related to NSs. Performance information on a given NS instance is sent by the NFVO-N to the NFVO-C.
The interface shall follow the provisions specified in clause 7 of ETSI GS NFV-SOL 005 [3] for the performance management interface, except that the producer is NFVO-N and the consumer is NFVO-C.
[bookmark: _Toc130380032][bookmark: _Toc147782175][bookmark: _Toc147782320]10	NS Fault Management interface
This interface allows the NFVO-C to subscribe to notifications regarding NS alarms provided by the NFVO-N. 
The interface shall follow the provisions specified in clause 8 of ETSI GS NFV-SOL 005 [3] for the fault management interface, except that the producer is NFVO-N and the consumer is NFVO-C.


[bookmark: _Toc130380033][bookmark: _Toc147782176][bookmark: _Toc147782321]Annex A (informative):
Mapping operations to protocol elements
[bookmark: _Toc130380034][bookmark: _Toc147782177][bookmark: _Toc147782322]A.1	Overview
This annex provides the mapping between operations as defined in ETSI GS NFV-IFA 030 [1] and the corresponding resources and HTTP methods defined in the present document.
[bookmark: _Toc130380035][bookmark: _Toc147782178][bookmark: _Toc147782323]A.2	NSD Management interface
Table A.2-1 provides the mapping between the operations and corresponding resources and HTTP methods for the NSD management interface.
Table A.2-1: Mapping for the NSD management interface
	ETSI GS NFV-IFA 030 [1] operation
	HTTP method
	Resource
	Direction

	Query NSD Info
	GET
	nsd/{apiMajorVersion}/ns_descriptors
	NFVO-C  NFVO-N

	
	GET
	nsd/{apiMajorVersion}/ns_descriptors/{nsdInfoId}
	NFVO-C  NFVO-N



[bookmark: _Toc130380036][bookmark: _Toc147782179][bookmark: _Toc147782324]A.3	NS lifecycle management interface
Table A.3-1 provides the mapping between the operations and corresponding resources and HTTP methods for the NS lifecycle management interface.
Table A.3-1: Mapping for the NS lifecycle management interface
	ETSI GS NFV-IFA 030 [1] operation
	HTTP method
	Resource
	Direction

	Create NS Identifier
	POST
	nslcm/{apiMajorVersion}/ns_instances
	NFVO-C  NFVO-N

	Delete NS Identifier
	DELETE
	nslcm/{apiMajorVersion}/ns_instances/{nsInstanceId}
	NFVO-C  NFVO-N

	Instantiate NS
	POST
	nslcm/{apiMajorVersion}/ns_instances/{nsInstanceId}/instantiate
	NFVO-C  NFVO-N

	Terminate NS
	POST
	nslcm/{apiMajorVersion}/ns_instances/{nsfInstanceId}/terminate
	NFVO-C  NFVO-N

	Scale NS
	POST
	nslcm/{apiMajorVersion}/ns_instances/{nsInstanceId}/scale
	NFVO-C  NFVO-N

	Heal NS
	POST
	nslcm/{apiMajorVersion}/ns_instances/{nsInstanceId}/heal
	NFVO-C  NFVO-N

	Query NS
	GET
	nslcm/{apiMajorVersion}/ns_instances
	NFVO-C  NFVO-N

	
	GET
	nslcm/{apiMajorVersion}/ns_instances/{nsInstanceId}
	NFVO-C  NFVO-N

	Get Operation Status
	GET
	nslcm/{apiMajorVersion}/ns_lcm_op_occs
	NFVO-C  NFVO-N

	
	GET
	nslcm/{apiMajorVersion}/ns_lcm_op_occs/{nsLcmOpOccId}
	NFVO-C  NFVO-N

	Subscribe
	POST
	nslcm/{apiMajorVersion}/subscriptions
	NFVO-C  NFVO-N

	Terminate Subscription
	DELETE
	nslcm/{apiMajorVersion}/subscriptions/{subscriptionId}
	NFVO-C  NFVO-N

	Notify
	POST
	(provided by API consumer)
	NFVO-N  NFVO-C

	Query Subscription Information
	GET
	nslcm/{apiMajorVersion}/subscriptions
	NFVO-C  NFVO-N

	
	GET
	nslcm/{apiMajorVersion}/subscriptions/{subscriptionId}
	NFVO-C  NFVO-N



[bookmark: _Toc130380037][bookmark: _Toc147782180][bookmark: _Toc147782325]A.4	NS lifecycle operation granting interface
Table A.4-1 provides the mapping between the operations and corresponding resources and HTTP methods for the NS lifecycle operation granting interface.
Table A.4-1: Mapping for the NS lifecycle operation granting interface
	ETSI GS NFV-IFA 030 [1] operation
	HTTP method
	Resource
	Direction

	Grant NS Lifecycle
	POST
	nslcog/{apiMajorVersion}/grants
	NFVO-N  NFVO-C

	
	GET
	nslcog/{apiMajorVersion}/grants/{grantId}
	NFVO-N  NFVO-C



[bookmark: _Toc130380038][bookmark: _Toc147782181][bookmark: _Toc147782326]A.5	NS instance usage notification interface
Table A.5-1 provides the mapping between the operations and corresponding resources and HTTP methods for the NS instance usage notification interface.
Table A.5-1: Mapping for the NS instance usage notification interface
	ETSI GS NFV-IFA 030 [1] operation
	HTTP method
	Resource
	Direction

	Subscribe
	POST
	nsiun/{apiMajorVersion}/subscriptions
	NFVO-N  NFVO-C

	Terminate Subscription
	DELETE
	nsiun/{apiMajorVersion}/subscriptions/{subscriptionId}
	NFVO-N  NFVO-C

	Notify
	POST
	(provided by API consumer)
	NFVO-C  NFVO-N

	Query Subscription Information
	GET
	nsiun/{apiMajorVersion}/subscriptions
	NFVO-N  NFVO-C

	
	GET
	nsiun/{apiMajorVersion}/subscriptions/{subscriptionId}
	NFVO-N  NFVO-C



[bookmark: _Toc130380039][bookmark: _Toc147782182][bookmark: _Toc147782327]A.6	NS performance management interface
Table A.6-1 provides the mapping between the operations and corresponding resources and HTTP methods for the NS performance management interface.
Table A.6-1: Mapping for the NS performance management interface
	ETSI GS NFV-IFA 030 [1] operation
	HTTP method
	Resource
	Direction

	Create PM Job
	POST
	nspm/{apiMajorVersion}/pm_jobs
	NFVO-C  NFVO-N

	Delete PM Job
	DELETE
	nspm/{apiMajorVersion}/pm_jobs/{pmJobId}
	NFVO-C  NFVO-N

	Query PM Job
	GET
	nspm/{apiMajorVersion}/pm_jobs
	NFVO-C  NFVO-N

	
	GET
	nspm/{apiMajorVersion}/pm_jobs/{pmJobId}
	NFVO-C  NFVO-N

	Create Threshold
	POST
	nspm/{apiMajorVersion}/thresholds
	NFVO-C  NFVO-N

	Delete Threshold
	DELETE
	nspm/{apiMajorVersion}/thresholds/{thresholdId}
	NFVO-C  NFVO-N

	Query Threshold
	GET
	nspm/{apiMajorVersion}/thresholds
	NFVO-C  NFVO-N

	
	GET
	nspm/{apiMajorVersion}/thresholds/{thresholdId}
	NFVO-C  NFVO-N

	Subscribe
	n/a
	see note
	n/a

	Query Subscription
Information
	n/a
	see note
	n/a

	
	n/a
	see note
	n/a

	Terminate Subscription
	n/a
	see note
	n/a

	Notify
	POST
	(provided by API consumer)
	NFVO-N  NFVO-C

	NOTE:	In the NS Performance Management interface specified in the present document, delivery of notifications is controlled directly by the "Thresholds" and "PM jobs" resources.



[bookmark: _Toc130380040][bookmark: _Toc147782183][bookmark: _Toc147782328]A.7	NS fault management interface
Table A.7-1 provides the mapping between the operations and corresponding resources and HTTP methods for the NS fault management interface.
Table A.7-1: Mapping for the NS fault management interface
	ETSI GS NFV-IFA 030 [1] operation
	HTTP method
	Resource
	Direction

	Get Alarm List
	GET
	nsfm/{apiMajorVersion}/alarms
	NFVO-C  NFVO-N

	
	GET
	nsfm/{apiMajorVersion}/alarms/{alarmId}
	NFVO-C  NFVO-N

	Acknowledge Alarm
	PATCH
	nsfm/{apiMajorVersion}/alarms/{alarmId}
	NFVO-C  NFVO-N

	Subscribe
	POST
	nsfm/{apiMajorVersion}/subscriptions
	NFVO-C  NFVO-N

	Query Subscription
Information
	GET
	nsfm/{apiMajorVersion}/subscriptions
	NFVO-C  NFVO-N

	
	GET
	nsfm/{apiMajorVersion}/subscriptions/{subscriptionId}
	NFVO-C  NFVO-N

	Terminate Subscription
	DELETE
	nsfm/{apiMajorVersion}/subscriptions/{subscriptionId}
	NFVO-C  NFVO-N

	Notify
	POST
	(provided by API consumer)
	NFVO-N  NFVO-C





[bookmark: _Toc132791133][bookmark: _Toc146793623][bookmark: _Toc147782184][bookmark: _Toc147782329]Annex B (normative):
Authorization scope values
[bookmark: _Toc132791134][bookmark: _Toc146793624][bookmark: _Toc147782185][bookmark: _Toc147782330]B.1	Overview
This annex specifies authorization scope values for selected APIs defined in the present document as defined in clause 8.3.7 of ETSI GS NFV-SOL 013 [2]. Each authorization scope value is defined recursively as the union of a set of permitted resource URIs with associated permitted methods, and a set of permitted referenced authorization scope values, where one of these sets can be empty.
[bookmark: _Toc127230730][bookmark: _Toc147782331]B.2	NSD Management interface
This clause specifies authorization scope values to consume the NSD Management interface specified in clause 5. If the NFVO-C supports authorization scope values, the NFVO-C shall support the following authorization scope values referring to clause F.2 of ETSI GS NFV-SOL 005 [3] and may support additional authorization scope values, when authorizing an API request from an API consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [2].
· nsd:<vn>:ns_descriptors
· nsd:<vn>:ns_descriptors:readonly
The table B.2-1 defines the authorization scope values that are applicable to the NSD Management interface on the Or-Or reference point. 
Table B.2-1: Resource and permission of authorization scope for NSD Management interface
	Authorization scope value
	Resources and scopes
	Permitted methods

	nsd:<vn>:ns_descriptors
	/ns_descriptors
	GET

	nsd:<vn>:ns_descriptors:readonly
	/ns_descriptors
	GET

	
	/ns_descriptors/{nsdInfoId}
	GET


[bookmark: _Toc147782332]B.3	NS Lifecycle Management interface
This clause specifies authorization scope values to consume the NS Lifecycle Management interface specified in clause 6. If the NFVO-C supports authorization scope values, the NFVO-C shall support the authorization scope values referring to clause F.3 of ETSI GS NFV-SOL 005 [3] and may support additional authorization scope values, when authorizing an API request from an API consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [2].
The authorization scope value "nslcm:<vn>:update" as defined in clause F.3 of ETSI GS NFV-SOL 005 [3] is not supported on the Or-Or reference point.
[bookmark: _Toc147782333]B.4	NS Performance Management interface
This clause specifies authorization scope values to consume the NS Performance Management interface specified in clause 9. If the NFVO-C supports authorization scope values, the NFVO-C shall support the authorization scope values defined in clause F.4 of ETSI GS NFV-SOL 005 [3] and may support additional authorization scope values, when authorizing an API request from an API consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [2].
The authorization scope values of this interface shall follow the provisions specified in clause F.4 of ETSI GS NFV-SOL 005 [3] for the performance management interface, except that the producer is NFVO-N and the consumer is NFVO.
[bookmark: _Toc147782334]B.5	NS Fault Management interface
This clause specifies authorization scope values to consume the NS Fault Management interface specified in clause 10. If the NFVO-C supports authorization scope values, the NFVO-C shall support the authorization scope values defined in clause F.5 of ETSI GS NFV-SOL 005 [3] and may support additional authorization scope values, when authorizing an API request from an API consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [2].
The authorization scope values of this interface shall follow the provisions specified in clause F.5 of ETSI GS NFV-SOL 005 [3] for the fault management interface, except that the producer is NFVO-N and the consumer is NFVO.
[bookmark: _Toc147782335]B.6	NS Lifecycle Operation Granting interface
This clause specifies authorization scope values to consume the NS Lifecycle Operation Granting interface specified in clause 7. If the NFVO-C supports authorization scope values, the NFVO-C shall support the authorization scope values specified in table B.6-1 and may support additional authorization scope values, when authorizing an API request from an API consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [2]. 
The elements in the authorization scope value definition specified in clause 8.3.7 of ETSI GS NFV-SOL 013 [2] are defined as follows, resulting in the authorization scope values given in table B.6-1:
{apiName} is set as defined in clause 7.3,
<vn> shall be set to the value of {apiMajorVersion} as defined in clause 7.2, 
<permissionName> and <qualifier> are set as defined in Table B.6-1.
Table B.6-1: Authorization scope values for NS Lifecycle Operation Granting interface
	Authorization Scope value
	Description

	nslcog:<vn>:all
	Allows to perform all methods on all resources of NS Lifecycle Operation Granting interface that read the “Grants” resource, and create and read its child resources.
This permission allows to request a grant as indicated in clause 7.4.1.


The table B.6-2 defines the authorization scope values that are applicable to the NS Lifecycle Operation Granting on the Or-Or reference point. 
Table B.6-2: Resource and permission of authorization scope for NS Lifecycle Operation Granting interface
	Authorization scope value
	Resources and scopes
	Permitted methods

	nslcog:<vn>:all
	/grants
	POST

	
	/grants/{grantId}
	GET


[bookmark: _Toc147782336]B.7	NS Instance Usage Notification interface
This clause specifies authorization scope values to consume the NS Instance Usage Notification interface specified in clause 8. If the NFVO-C supports the NS Instance Usage Notification interface and supports authorization scope values, the NFVO-C shall support the authorization scope values specified in table B.7-1 and may support additional authorization scope values, when authorizing an API request from an API consumer as specified in clause 8.3.3 of ETSI GS NFV-SOL 013 [2]. 
The elements in the authorization scope value definition specified in clause 8.3.7 of ETSI GS NFV-SOL 013 [2] are defined as follows, resulting in the authorization scope values given in table B.7-1:
{apiName} is set as defined in clause 8.3,
<vn> shall be set to the value of {apiMajorVersion} as defined in clause 8.2, 
<permissionName> and <qualifier> are set as defined in Table B.7-1.
Table B.7-1: Authorization scope values for NS Instance Usage Notification interface
	Authorization Scope value
	Description

	nsiun:<vn>:all
	Allows to perform all methods on all resources of NS Instance Usage Notification interface that read the "Subscriptions” resource and to create, read and delete its child resources.
This permission allows managing subscriptions as indicated in clause 8.4.1.


The table B.7-2 defines the authorization scope values that are applicable to the NS Instance Usage Notification interface on the Or-Or reference point. 
Table B.7-2: Resource and permission of authorization scope for NS Instance Usage Notification interface
	Authorization scope value
	Resources and scopes
	Permitted methods

	nsiun:<vn>:all
	/subscriptions
	GET, POST

	
	/subscriptions/{subscriptionId}
	GET, DELETE
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Change History
	Date
	Version
	Information about changes

	October 2018
	0.0.1
	Skeleton and scope

	January 2019
	0.0.2
	Incorporate the following contributions:
· NFVSOL(18)000732r1_SOL011_Add_terms_and_the_overview_of_interface_Or-Or
· NFVSOL(18)000733_SOL011_Add_the_description_of_NSD_management_in_the_interfac
· NFVSOL(18)000734_SOL011_Add_the_description_of_NS_lifecycle_management_in_the

	April 2019
	0.0.3
	Incorporate the following contributions:
· NFVSOL(19)000110r1_SOL011_Add_the_description_of_performance_management_in_the_
· NFVSOL(19)000111r1_SOL011_Add_the_description_of_fault_management_in_the_interf
· NFVSOL(19)000113_SOL011_generic_part_of_NS_LCM_granting_interface
· NFVSOL(19)000114_SOL011_resource_structure_of_NS_LCM_granting_interface
· NFVSOL(19)000115r1_SOL011_sequence_diagram_of_NS_LCM_granting_interface
· NFVSOL(19)000116r1_SOL011_resource_definition_of_NS_LCM_granting_interface
· NFVSOL(19)000117r1_SOL011_data_type_definition_of_NS_LCM_granting_interface
· NFVSOL(19)000130r4_SOL011_NSD_management_resource_structure_and_method_of_the_i
· NFVSOL(19)000200_SOL011_generic_part_of_NS_instance_usage_notify_interface
· NFVSOL(19)000201r1_SOL011_resource_structure_of_NS_instance_usage_notify_interf
· NFVSOL(19)000202r1_SOL011_sequence_diagram_of_NS_instance_usage_notify_interfac
· NFVSOL(19)000203r1_SOL011_resource_definition_of_NS_instance_usage_notify_inter
· NFVSOL(19)000204_SOL011_data_type_of_NS_instance_usage_notify_interface

	October 2019
	0.1.0
	Incorporate the following contributions:
· NFVSOL(19)000308r1_SOL011_NS_lifecycle_management_resources_and_sequence_diagra
· NFVSOL(19)000625_SOL011_Performance_management_interface_clause_for_the_refer
· NFVSOL(19)000626_SOL011_Fault_management_interface_clause_for_the_reference_p
· NFVSOL(19)000627_SOL011_clause_4_2_address_editor_s_note
· NFVSOL(19)000628_SOL011_clause_7_4_1_address_editor_s_note
· NFVSOL(19)000629r1_SOL011_clause_7_6_2_2_address_editor_s_note

	November 2019
	0.2.0
	Incorporate the following contributions:
· NFVSOL(19)000716_SOL011_Semi-Editorial_Corrections
· NFVSOL(19)000730r1_SOL011_Annex_A_Mapping_operations_to_protocol_elements
· NFVSOL(19)000763r1_SOL011_Clause_5_Align_the_format_with_other_interfaces
· NFVSOL(19)000764r2_SOL011_Clause_6_Address_the_Editor_s_Note
· NFVSOL(19)000765r3_SOL011_Clause_7_align_the_grant_interface_design_with_SOL003
· NFVSOL(19)000766_SOL011_Clause_8_Editorial_fix_for_api_version
with rapporteur's editorial changes

	September 2022
	3.6.2
	Base line for Release 3 maintenance, created from v3.3.1

	January 2023
	4.3.1
	Base line for Release 4 maintenance, created from v3.7.1

	October 2023
	4.4.2
	Incorporate the following contributions:
· NFVSOL(23)000139_SOL011ed451_OAuth_scope_value_for_NSD_mgmt___NS_LCM__PM_and_
· NFVSOL(23)000140_SOL011ed451_OAuth_scope_value_for_NS_Granting_interfaces
· NFVSOL(23)000141_SOL011ed451_OAuth_scope_value_for_NS_Instance_Usage_Notifica
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