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[bookmark: _Toc127281339]Intellectual Property Rights
Essential patents
[bookmark: IPR_3GPP]IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org/).
Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
Trademarks
The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners. oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and of the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.
[bookmark: _Toc127281340]Foreword
This Group Specification (GS) has been produced by ETSI Industry Specification Group (ISG) Network Functions Virtualisation (NFV).
[bookmark: _Toc127281341]Modal verbs terminology
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
[bookmark: _Toc127281342]
1	Scope
The present document specifies the service interfaces to fulfil the functional requirements of the container infrastructure service cluster management (CIS Cluster Management, or CCM in abbreviation) as specified by ETSI GS NFV-IFA 036. It analyses the NFV object model for CIS cluster management and the managed objects of the referenced open-source solutions (e.g. Kubernetes® cluster API) and provide a mapping between them. Based on the analysis results, the referenced solutions are profiled for specifying the CIS cluster lifecycle, configuration, performance, fault and security management service interfaces. 
[bookmark: _Toc127281343]2	References
[bookmark: _Toc127281344]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference/.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[bookmark: REF_ISOIEC9646_7][1]	ETSI GS NFV-IFA036: "Network Functions Virtualisation (NFV); Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Requirements for service interfaces and object model for container cluster management and orchestration specification".
[bookmark: _Toc127281345]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[bookmark: REF_GSNFV002][i.1]	ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in NFV".
[bookmark: _Toc127281346]3	Definition of terms, symbols and abbreviations
[bookmark: _Toc127281347]3.1	Terms
For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.1] apply.
[bookmark: _Toc127281348]3.2	Symbols
Void.
[bookmark: _Toc127281349]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.1] and the following apply.
NOTE:	An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in ETSI GR NFV 003 [i.1].
CCM	CIS Cluster Management
RBAC	Role Based Access Control

[bookmark: _Toc127281350]4	Overview
Editor’s Note: This clause provides an overview of the requirements of the CCM service interfaces as specified by ETSI GS NFV-IFA 036, as well as the referenced open-source solutions to meet these requirements.
[bookmark: _Toc127281351]4.1	Summary of ETSI GS NFV-IFA036
ETSI GS NFV-IFA 036 [1] specifies the requirements on CIS cluster management service interfaces provided by the CCM function:
1) CIS cluster lifecycle management
2) CIS cluster configuration management
3) CIS cluster performance management
4) CIS cluster fault management
5) CIS cluster security management
Lifecycle management of CIS clusters produced by the CCM includes creating, modifying, deleting and querying CIS clusters, as well as sending notifications about changes related to CIS clusters when consumer’s subscribed events occur. CIS clusters can be based on virtualised or physical compute resources. CCM is able to manage virtual, bare-metal and hybrid CIS clusters.
Configuration management for the CIS cluster is produced by the CCM to its consumers during the lifecycle of the CIS cluster. The configuration management operations include transferring and applying configuration information to the CIS cluster, querying the configuration of the CIS cluster and subscribing/notifying the events in case of the change of CIS cluster configurations.
The CIS cluster performance management is produced by the CCM to enable its consumers to collect performance information on a given CIS cluster related object instance. The performance information results from performance information of the virtualised resources that is collected from the VIM or performance information of bare-metal resources that is collected from a management entity managing physical resources, and mapped by the CCM to this CIS cluster related object instance. 
The CIS cluster fault management is produced by the CCM to enable its consumers to collect CIS cluster fault information. Virtualised resource alarms or physical resource alarms collected by the CCM will be filtered and correlated by the CCM and mapped to the corresponding CIS cluster related object instances (e.g. CIS cluster node, storage or network), resulting in alarms on corresponding CIS cluster.
Security management for the CIS cluster is produced by the CCM to its consumers. CCM is able to guarantee secure communication among CIS cluster nodes, authenticate and authorize invocating CISM capabilities from external and/or internal entities of CIS cluster by using configuration files and declarative descriptors representing Role Based Access Control (RBAC) related information, and enable and configure the auditing of CIS cluster nodes. 
Editor’s note: If the analysis of the open source solutions is also based on IFA010, a summary of IFA010 relevant requirements is also expected.
[bookmark: _Toc127281352]4.2	Profiled protocol and data model solutions

[bookmark: _Toc127281353]5	NFV object models mapping to profiled solution objects
Editor’s Note: This clause provides the mapping between the NFV object model for CIS cluster management and the managed objects of the referenced open-source solutions.
[bookmark: _Toc127281354]5.1	CIS cluster object
[bookmark: _Toc127281355]5.2	CIS cluster node object
[bookmark: _Toc127281356]5.3	CISM instance object

[bookmark: _Toc127281357]6	CIS cluster lifecycle management service interface
Editor’s Note: This clause specifies the interface exposing the CIS cluster lifecycle management service offered by the CCM function. 
[bookmark: _Toc127281358]6.1	Description

[bookmark: _Toc127281359]7	CIS cluster configuration management service interface
Editor’s Note: This clause specifies the interface exposing the CIS cluster configuration management service offered by the CCM function. 
[bookmark: _Toc127281360]7.1	Description

[bookmark: _Toc127281361]8	CIS cluster performance management service interface
Editor’s Note: This clause specifies the interface exposing the CIS cluster performance management service offered by the CCM function. 
[bookmark: _Toc127281362]8.1	Description

[bookmark: _Toc127281363]9	CIS cluster fault management service interface
Editor’s Note: This clause specifies the interface exposing the CIS cluster fault management service offered by the CCM function. 
[bookmark: _Toc127281364]9.1	Description

[bookmark: _Toc127281365]10	CIS cluster security management service interface
Editor’s Note: This clause specifies the interface exposing the CIS cluster security management service offered by the CCM function. 
[bookmark: _Toc127281366]10.1	Description



[bookmark: _Toc127281367]Annex A (informative):
Analysis on the open-source solutions based on the CCM service interface requirements
Editor’s Note: This part provides analysis and comparison of the open-source solutions against the CCM service interface requirements. It analyses the gap between the referenced open-source solutions and CCM functional requirements in detail.
A.1	Kubernetes® Cluster API
A.1.1	Overview
This clause analyses comparison of CCM requirements (including CCM service interface requirements specified in ETSI GS NFV-IFA 036 [1] and CCM functional requirements specified in ETSI GS NFV-IFA 010 [x]), and Kubernetes® Cluster API (Cluster API, or CAPI in abbreviation). 
Kubernetes Cluster API is a Kubernetes sub-project focused on providing declarative APIs and tooling to simplify provisioning, upgrading, and operating multiple Kubernetes clusters. CAPI uses Kubernetes Custom Resource Definitions (CRDs) to represent the cluster related resources as native Kubernetes objects.
A.1.2	Comparison of CCM service interface requirements and Kubernetes Cluster API capabilities
[bookmark: _Hlk130293578][bookmark: _Hlk130293591]This clause shows comparison of CCM service interface requirements defined in clause 5.1 of ETSI GS NFV-IFA 036 [1] as “Identifier” column and “Requirement” column from Table A.1.2-1 to Table A.1.2-6 and Kubernetes Cluster API as “Support by open source” and “Related capability of open source” column. The legend of “Support by open source” are following:
“Yes”: fully support the CCM service requirements
“No”: not support the CCM service requirements
“Partial”: partial support the CCM service requirements

Table A.1.2-1: Comparison of CCM service requirements and Kubernetes Cluster API
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmSvc.001
	The CCM shall provide a CIS cluster lifecycle management service.
	Yes
	Using K8s style API  regarding Cluster as custom resource

	CcmSvc.002
	The CCM shall provide a CIS cluster fault management service.
	Yes
	Using K8s style API  regarding MachineHealthCheck as custom resource

	CcmSvc.003
	The CCM shall provide a CIS cluster configuration management service.
	Yes
	Using K8s style API  regarding Cluster as custom resource

	CcmSvc.004
	The CCM shall provide a CIS cluster performance management service.
	Partial
	More details in “Related capability of open source” column in Table A.1.2-5

	CcmSvc.005
	The CCM shall provide a CIS cluster security management service.
	Yes
	Using K8s mechanism for security assurance

	CcmSvc.006
	The services provided by the CCM shall support access control (e.g. RBAC).
	Yes
	Using K8s mechanism for access control



Table A.1.2-2: Comparison of CIS cluster lifecycle management service interface requirements and Kubernetes Cluster API
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmClMgt.001
	The CIS cluster lifecycle management service interface produced by the CCM shall support creating a CIS cluster.
	Yes
	Using K8s style API for CAPI resource object Cluster

	CcmClMgt.002
	The CIS cluster lifecycle management service interface produced by the CCM shall support querying information about a CIS cluster.
	Yes
	

	CcmClMgt.003
	The CIS cluster lifecycle management service interface produced by the CCM shall support modifying a CIS cluster.
	Yes
	

	CcmClMgt.004
	The CIS cluster lifecycle management service interface produced by the CCM shall support deleting a CIS cluster.
	Yes
	

	CcmClMgt.005
	The CIS cluster lifecycle management service interface produced by the CCM shall support sending notifications in the event of changes to a CIS cluster.
	Yes
	



Table A.1.2-3: Comparison of CIS cluster fault management service interface requirements and Kubernetes Cluster API
	Identifier
	Requirement
	 Support by open source
	Related capability of open source

	CcmFltMgt.001
	The CIS cluster fault management service interface produced by the CCM shall enable its Consumers to collect CIS cluster fault information. 
	Yes
	Using K8s style API  regarding MachineHealthCheck as custom resource object.
Nodes for CIS instances and CISM instances are collected respectively


	CcmFltMgt.002
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of a change in alarm information on a CIS cluster. 
	Yes
	

	CcmFltMgt.003
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of the creation of an alarm on a CIS cluster.
	Yes
	

	CcmFltMgt.004
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of the clearance of an alarm on CIS cluster.
	Yes
	

	CcmFltMgt.005
	The CIS cluster fault management service interface produced by the CCM shall support acknowledgement of an alarm.
	Yes
	

	CcmFltMgt.006
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of rebuilt.
	Yes
	

	CcmFltMgt.007
	The CIS cluster fault management service interface produced by the CCM shall support managing subscriptions to the notifications related to alarms.
	Yes
	



Table A.1.2-4: Comparison of CIS cluster configuration management service interface requirements and Kubernetes Cluster API
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmCfgMgt.001
	The CIS cluster configuration management service interface produced by the CCM shall support transferring and applying CIS cluster configurations provided by the CCM Consumer.
	Yes
	Using K8s style API for CAPI resource object Cluster

	CcmCfgMgt.002
	The CIS cluster configuration management service interface produced by the CCM shall support querying the information about CIS cluster configurations.
	Yes
	

	CcmCfgMgt.003
	The CIS cluster configuration management service interface produced by the CCM shall support sending notifications in the event of CIS cluster configuration changes.
	Yes
	

	CcmCfgMgt.004
	The CIS cluster configuration management service interface produced by the CCM shall support managing subscriptions to the notifications related to configuration management.
	Yes
	



Table A.1.2-5: Comparison of CIS cluster performance management service interface requirements and Kubernetes Cluster API
	Identifier
	Requirement
	Support by open source
	Related capability of open source

	CcmPerfMgt.001
	The CIS cluster performance management service interface produced by the CCM shall support controlling the collection and reporting of CIS cluster performance information, resulting from infrastructure resources (VMs or bare-metal servers) performance information, on the CIS cluster(s) it manages.
	Partial 
	As a K8s add-on,
CAPI support these requirements by by invocating CISM(K8s API) capabilities.

Basic performance/ capacity monitoring and management for each CIS node is done by K8s(CISM) with Kubelet on that Node object

(e.g. Including CPU/MEMORY/DISK PRESSURE monitoring, notification and management for each K8s node)

See 
https://kubernetes.io/docs/concepts/architecture/nodes/#node-status


	CcmPerfMgt.002
	The CIS cluster performance management service interface produced by the CCM shall support sending notifications in the event of the availability of CIS cluster performance information.
	Partial 
	

	CcmPerfMgt.003
	The CIS cluster performance management service interface produced by the CCM shall support creating a PM job specifying the CIS cluster performance information to be collected.
	Partial 
	

	CcmPerfMgt.004
	The CIS cluster performance management service interface produced by the CCM shall support deleting one or more PM job(s).
	Partial 
	

	CcmPerfMgt.005
	The CIS cluster performance management service interface produced by the CCM shall support querying the information about one or more PM job(s).
	Partial 
	

	CcmPerfMgt.006
	The CIS cluster performance management service interface produced by the CCM shall support managing the thresholds on specified CIS cluster performance information.
	Partial 
	

	CcmPerfMgt.007
	The CIS cluster performance management service interface produced by the CCM shall support sending notifications in the event of a threshold defined for a specified metric of a CIS cluster being crossed.
	Partial 
	

	CcmPerfMgt.008
	The CIS cluster performance management service interface produced by the CCM shall support managing subscriptions to the notifications related to performance management.
	Partial 
	

	CcmPerfMgt.009
	The CIS cluster performance management service interface produced by the CCM shall support sending notifications in the event of shortage of capacity in the CIS cluster.
	Partial 
	



Table A.1.2-6: Comparison of CIS cluster security management service interface requirements and Kubernetes Cluster API
	Identifier
	Requirement
	Support by open source
	Related capability of open source

	CcmSecMgt.001
	The CIS cluster security management service interface produced by the CCM shall support configuration of security related information and artifacts for secure communication among CIS cluster nodes.
	Yes
	Using K8s mechanism for security assurance

	CcmSecMgt.002
	The CIS cluster security management service interface produced by the CCM shall support configuration of authorization and authenticate invocating CISM capabilities from external and/or internal entities of the CIS cluster by using configuration files and declarative descriptors representing RBAC.
	Yes
	Using K8s mechanism for access control

	CcmSecMgt.003
	The CIS cluster security management service interface produced by the CCM shall support configuration of auditing related information for auditing of CIS cluster nodes.
	Yes
	Using K8s mechanism for auditing



A.1.3	Comparison of CCM functional requirements and Kubernetes Cluster API capabilities
[bookmark: _Hlk130293862][bookmark: _Hlk130293874]This clause shows comparison of CCM functional requirements defined in clause 5.1 of ETSI GS NFV-IFA 010 [x] as “Numbering” column and “Functional requirements description” column from Table A.1.3-1 to Table A.1.3-5 and Kubernetes Cluster API as “Support by open source” column. The legend of “Support by open source” are following:
“Yes”: fully support the CCM functional requirements
“No”: not support the CCM functional requirements
“Partial”: partial support the CCM functional requirements
[bookmark: _Hlk130823881] 
Table A.1.3-1: Comparison of CIS cluster resource management functional requirements and Kubernetes Cluster API
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Ciscrm.001
	In the case of VM-based CIS cluster, the CCM function shall support the capability to request compute, storage and network virtualised resource management from the VIM that fulfils the specified compute/storage/network resource requests and placement constraints for a CIS cluster.
	Yes

	Ccm.Ciscrm.002
	In the case of bare-metal CIS cluster, the CCM function shall support the capability to request compute, storage and network resources management from corresponding physical resources infrastructure management that fulfils the specified compute/storage/network resource requests and placement constraints for a CIS cluster. 
	Yes

	Ccm.Ciscrm.003
	In the case of a CIS cluster to be deployed as one or more VNF, the CCM function shall support the capability to request NS lifecycle management from the NFVO that fulfils the specified VNF and NS requests and placement constraints for a CIS cluster. 
	No

	Ccm.Ciscrm.004
	The CCM function shall support the capability to manage the installation of network-related artefacts (e.g. executables or plugins) into the CIS cluster nodes to enable container cluster networking, i.e. primary and secondary container cluster networks.
	Yes

	Ccm.Ciscrm.005
	The CCM function shall support the capability to process the information about resource requirements from the CIS cluster descriptor for performing the necessary resource management for the CIS cluster.
	Yes

	Ccm.Ciscrm.006
	The CCM function shall support the capability to request an operation granting before executing the CIS cluster lifecycle operation procedure and whenever changes in usage of necessary physical and/or virtualised compute, storage and network resources is expected. 
	No, but this service is consumed by CCM, not produced by CCM



Table A.1.3-2: Comparison of CIS cluster configuration management functional requirements and Kubernetes Cluster API
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Ciscfgm.001
	The CCM function shall support the capability to configure the CIS cluster control plane endpoints with necessary IP and name resolution information.
	Yes

	Ccm.Ciscfgm.002
	The CCM function shall support the capability to retrieve cluster-nodes network-related information about the CIS cluster nodes and configure the CIS cluster nodes with cluster nodes network-related configuration. 
	Yes

	Ccm.Ciscfgm.003
	The CCM function shall support the capability to request the CISM to apply corresponding network configuration for the primary container cluster network and secondary container cluster networks.
	Yes

	Ccm.Ciscfgm.004
	The CCM function shall support the capability to configure the CISM with appropriate infrastructure provider controller information to enable the CISM to request the creation and setup of necessary network resources (e.g. external load balancer).
	Yes

	Ccm.Ciscfgm.005
	The CCM function shall support the capability to configure the CISM with necessary configuration about access control. 
	Yes

	Ccm.Ciscfgm.006
	The CCM function shall support the capability to configure the CISM with provisioned storage resources for the CIS cluster.
	Yes



Table A.1.3-3: Comparison of CIS cluster descriptor management functional requirements and Kubernetes Cluster API
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Ccdm.001
	The CCM function shall support the capability of management of CIS cluster descriptors.
	Yes

	Ccm.Ccdm.002
	The CCM function shall support the capability to verify the integrity and authenticity of the CIS cluster descriptor.
	No

	Ccm.Ccdm.003
	The CCM function shall support the capability to verify that all mandatory information in the CIS cluster descriptor is present and complies with the standard for this information.
	No

	Ccm.Ccdm.004
	The CCM function shall support the capability to notify about the result of management operations and changes of CIS cluster descriptors.
	Yes



Table A.1.3-4: Comparison of CIS cluster fault, performance and capacity management functional requirements and Kubernetes Cluster API
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Cisassu.001
	The CCM function shall support the capability to monitor the resources capacity in the CIS cluster and issue notifications related to capacity events and information.
	Partial, more details in “Related capability of open source” column in Table A.1.2-5

	Ccm.Cisassu.002
	The CCM function shall support the capability to monitor for faults in the CIS cluster, and issue notifications and provide information related to alarms and fault events.
	Yes

	Ccm.Cisassu.003
	The CCM function shall support the capability to monitor the performance of the CIS cluster, and issue notifications and provide information related to performance. 
	Partial, more details in “Related capability of open source” column in Table A.1.2-5

	Ccm.Cisassu.004
	The CCM function shall support the capability for a consumer to subscribe to notifications related to capacity, performance and fault events.
	Yes



Table A.1.3-5: comparison of CIS cluster lifecycle management functional requirements and Kubernetes Cluster API
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Cislcm.001
	The CCM function shall support the capability to create a CIS cluster. 
	Yes

	Ccm.Cislcm.002
	The CCM function shall support the capability to provide information about a CIS cluster and its CIS cluster nodes.
	Yes

	Ccm.Cislcm.003
	The CCM function shall support the capability to modify a CIS cluster.
	Yes

	Ccm.Cislcm.004
	The CCM function shall support the capability to delete a CIS cluster.
	Yes

	Ccm.Cislcm.005
	The CCM function shall support the capability to notify on events related to changes to a CIS cluster and its CIS cluster nodes.
	Yes



A.2	Terraform
A.2.1	Overview
This clause analyses comparison of CCM requirements (including CCM service interface requirements specified in ETSI GS NFV-IFA 036 [1] and CCM functional requirements specified in ETSI GS NFV-IFA 010 [x]), and open source solution Terraform. 
Terraform is an open source tool for realizing “infrastructure as a code” to config and manage diversified infrastructure. Terraform aims to enable user to create and change the infrastructure using a declarative configuration format known as HashiCorp Configuration Language (HCL).

A.2.2	Comparison of CCM service interface requirements and Terraform capabilities
This clause shows comparison of CCM service interface requirements defined in clause 5.1 of ETSI GS NFV-IFA 036 [1] as “Identifier” column and “Requirement” column from Table A.2.2-1 to Table A.2.2-6 and Terraform as “Support by open source” and “Related capability of open source” column. The legend of “Support by open source” are following:
“Yes”: fully support the CCM service requirements
“No”: not support the CCM service requirements
“Partial”: partial support the CCM service requirements

Table A.2.2-1: Comparison of CCM service requirements and Terraform
	Identifier
	Requirement
	Support by open source 
	Related capability of open source 

	CcmSvc.001
	The CCM shall provide a CIS cluster lifecycle management service.
	Yes
	Execute with related Terraform manifest

	CcmSvc.002
	The CCM shall provide a CIS cluster fault management service.
	No
	

	CcmSvc.003
	The CCM shall provide a CIS cluster configuration management service.
	Yes
	Execute with related Terraform manifest

	CcmSvc.004
	The CCM shall provide a CIS cluster performance management service.
	No
	

	CcmSvc.005
	The CCM shall provide a CIS cluster security management service.
	Yes
	Execute with related Terraform manifest

	CcmSvc.006
	The services provided by the CCM shall support access control (e.g. RBAC).
	Yes
	Execute with related Terraform manifest



Table A.2.2-2: Comparison of CIS cluster lifecycle management service interface requirements and Terraform
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmClMgt.001
	The CIS cluster lifecycle management service interface produced by the CCM shall support creating a CIS cluster.
	Yes
	Execute with related Terraform manifest

	CcmClMgt.002
	The CIS cluster lifecycle management service interface produced by the CCM shall support querying information about a CIS cluster.
	Yes
	Execute with related Terraform manifest

	CcmClMgt.003
	The CIS cluster lifecycle management service interface produced by the CCM shall support modifying a CIS cluster.
	Yes
	Execute with related Terraform manifest

	CcmClMgt.004
	The CIS cluster lifecycle management service interface produced by the CCM shall support deleting a CIS cluster.
	Yes
	Execute with related Terraform manifest

	CcmClMgt.005
	The CIS cluster lifecycle management service interface produced by the CCM shall support sending notifications in the event of changes to a CIS cluster.
	No
	Terraform do not have APIs but CLIs and , it calls provider APIs when invoked.



Table A.2.2-3: Comparison of CIS cluster fault management service interface requirements and Terraform
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmFltMgt.001
	The CIS cluster fault management service interface produced by the CCM shall enable its Consumers to collect CIS cluster fault information. 
	No
	

	CcmFltMgt.002
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of a change in alarm information on a CIS cluster. 
	No
	

	CcmFltMgt.003
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of the creation of an alarm on a CIS cluster.
	No
	

	CcmFltMgt.004
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of the clearance of an alarm on CIS cluster.
	No
	

	CcmFltMgt.005
	The CIS cluster fault management service interface produced by the CCM shall support acknowledgement of an alarm.
	No
	

	CcmFltMgt.006
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of rebuilt.
	No
	

	CcmFltMgt.007
	The CIS cluster fault management service interface produced by the CCM shall support managing subscriptions to the notifications related to alarms.
	No
	



Table A.2.2-4: Comparison of CIS cluster configuration management service interface requirements and Terraform
	Identifier
	Requirement
	Support by open source
	Related capability of open source 

	CcmCfgMgt.001
	The CIS cluster configuration management service interface produced by the CCM shall support transferring and applying CIS cluster configurations provided by the CCM Consumer.
	Yes
	Execute with related Terraform manifest

	CcmCfgMgt.002
	The CIS cluster configuration management service interface produced by the CCM shall support querying the information about CIS cluster configurations.
	Yes
	Execute with related Terraform manifest

	CcmCfgMgt.003
	The CIS cluster configuration management service interface produced by the CCM shall support sending notifications in the event of CIS cluster configuration changes.
	No
	

	CcmCfgMgt.004
	The CIS cluster configuration management service interface produced by the CCM shall support managing subscriptions to the notifications related to configuration management.
	No
	



Table A.2.2-5: Comparison of CIS cluster performance management service interface requirements and Terraform
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmPerfMgt.001
	The CIS cluster performance management service interface produced by the CCM shall support controlling the collection and reporting of CIS cluster performance information, resulting from infrastructure resources (VMs or bare-metal servers) performance information, on the CIS cluster(s) it manages.
	No
	

	CcmPerfMgt.002
	The CIS cluster performance management service interface produced by the CCM shall support sending notifications in the event of the availability of CIS cluster performance information.
	No
	

	CcmPerfMgt.003
	The CIS cluster performance management service interface produced by the CCM shall support creating a PM job specifying the CIS cluster performance information to be collected.
	No
	

	CcmPerfMgt.004
	The CIS cluster performance management service interface produced by the CCM shall support deleting one or more PM job(s).
	No
	

	CcmPerfMgt.005
	The CIS cluster performance management service interface produced by the CCM shall support querying the information about one or more PM job(s).
	No
	

	CcmPerfMgt.006
	The CIS cluster performance management service interface produced by the CCM shall support managing the thresholds on specified CIS cluster performance information.
	No
	

	CcmPerfMgt.007
	The CIS cluster performance management service interface produced by the CCM shall support sending notifications in the event of a threshold defined for a specified metric of a CIS cluster being crossed.
	No
	

	CcmPerfMgt.008
	The CIS cluster performance management service interface produced by the CCM shall support managing subscriptions to the notifications related to performance management.
	No
	

	CcmPerfMgt.009
	The CIS cluster performance management service interface produced by the CCM shall support sending notifications in the event of shortage of capacity in the CIS cluster.
	No
	-



Table A.2.2-6: Comparison of CIS cluster security management service interface requirements and Terraform
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmSecMgt.001
	The CIS cluster security management service interface produced by the CCM shall support configuration of security related information and artifacts for secure communication among CIS cluster nodes.
	Yes
	Execute with related Terraform manifest

	CcmSecMgt.002
	The CIS cluster security management service interface produced by the CCM shall support configuration of authorization and authenticate invocating CISM capabilities from external and/or internal entities of the CIS cluster by using configuration files and declarative descriptors representing RBAC.
	Yes
	Execute with related Terraform manifest

	CcmSecMgt.003
	The CIS cluster security management service interface produced by the CCM shall support configuration of auditing related information for auditing of CIS cluster nodes.
	Yes
	Execute with related Terraform manifest



A.2.3	Comparison of CCM functional requirements and Terraform capabilities
This clause shows comparison of CCM functional requirements defined in clause 5.1 of ETSI GS NFV-IFA 010 [x] as “Numbering” column and “Functional requirements description” column from Table A.2.3-1 to Table A.2.3-5 and Terraform as “Support by open source” column. The legend of “Support by open source” are following:
“Yes”: fully support the CCM functional requirements
“No”: not support the CCM functional requirements
“Partial”: partial support the CCM functional requirements

Table A.2.3-1: Comparison of CIS cluster resource management functional requirements and Terraform
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Ciscrm.001
	In the case of VM-based CIS cluster, the CCM function shall support the capability to request compute, storage and network virtualised resource management from the VIM that fulfils the specified compute/storage/network resource requests and placement constraints for a CIS cluster.
	Yes

	Ccm.Ciscrm.002
	In the case of bare-metal CIS cluster, the CCM function shall support the capability to request compute, storage and network resources management from corresponding physical resources infrastructure management that fulfils the specified compute/storage/network resource requests and placement constraints for a CIS cluster. 
	Partial, depends on underlaying provider

	Ccm.Ciscrm.003
	In the case of a CIS cluster to be deployed as one or more VNF, the CCM function shall support the capability to request NS lifecycle management from the NFVO that fulfils the specified VNF and NS requests and placement constraints for a CIS cluster. 
	No

	Ccm.Ciscrm.004
	The CCM function shall support the capability to manage the installation of network-related artefacts (e.g. executables or plugins) into the CIS cluster nodes to enable container cluster networking, i.e. primary and secondary container cluster networks.
	Yes

	Ccm.Ciscrm.005
	The CCM function shall support the capability to process the information about resource requirements from the CIS cluster descriptor for performing the necessary resource management for the CIS cluster.
	No

	Ccm.Ciscrm.006
	The CCM function shall support the capability to request an operation granting before executing the CIS cluster lifecycle operation procedure and whenever changes in usage of necessary physical and/or virtualised compute, storage and network resources is expected. 
	No, but this service is consumed by CCM, not produced by CCM



Table A.2.3-2: Comparison of CIS cluster configuration management functional requirements and Terraform
	Numbering
	Functional requirements description
	Support by open source 

	Ccm.Ciscfgm.001
	The CCM function shall support the capability to configure the CIS cluster control plane endpoints with necessary IP and name resolution information.
	Yes

	Ccm.Ciscfgm.002
	The CCM function shall support the capability to retrieve cluster-nodes network-related information about the CIS cluster nodes and configure the CIS cluster nodes with cluster nodes network-related configuration. 
	Yes

	Ccm.Ciscfgm.003
	The CCM function shall support the capability to request the CISM to apply corresponding network configuration for the primary container cluster network and secondary container cluster networks.
	Yes

	Ccm.Ciscfgm.004
	The CCM function shall support the capability to configure the CISM with appropriate infrastructure provider controller information to enable the CISM to request the creation and setup of necessary network resources (e.g. external load balancer).
	Yes

	Ccm.Ciscfgm.005
	The CCM function shall support the capability to configure the CISM with necessary configuration about access control. 
	Yes

	Ccm.Ciscfgm.006
	The CCM function shall support the capability to configure the CISM with provisioned storage resources for the CIS cluster.
	Yes



Table A.2.3-3: Comparison of CIS cluster descriptor management functional requirements and Terraform
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Ccdm.001
	The CCM function shall support the capability of management of CIS cluster descriptors.
	No

	Ccm.Ccdm.002
	The CCM function shall support the capability to verify the integrity and authenticity of the CIS cluster descriptor.
	No

	Ccm.Ccdm.003
	The CCM function shall support the capability to verify that all mandatory information in the CIS cluster descriptor is present and complies with the standard for this information.
	No

	Ccm.Ccdm.004
	The CCM function shall support the capability to notify about the result of management operations and changes of CIS cluster descriptors.
	No



Table A.2.3-4: Comparison of CIS cluster fault, performance and capacity management functional requirements and Terraform
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Cisassu.001
	The CCM function shall support the capability to monitor the resources capacity in the CIS cluster and issue notifications related to capacity events and information.
	No

	Ccm.Cisassu.002
	The CCM function shall support the capability to monitor for faults in the CIS cluster, and issue notifications and provide information related to alarms and fault events.
	No

	Ccm.Cisassu.003
	The CCM function shall support the capability to monitor the performance of the CIS cluster, and issue notifications and provide information related to performance. 
	No

	Ccm.Cisassu.004
	The CCM function shall support the capability for a consumer to subscribe to notifications related to capacity, performance and fault events.
	No



Table A.2.3-5: comparison of CIS cluster lifecycle management functional requirements and Terraform
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Cislcm.001
	The CCM function shall support the capability to create a CIS cluster. 
	Yes

	Ccm.Cislcm.002
	The CCM function shall support the capability to provide information about a CIS cluster and its CIS cluster nodes.
	Yes

	Ccm.Cislcm.003
	The CCM function shall support the capability to modify a CIS cluster.
	Yes

	Ccm.Cislcm.004
	The CCM function shall support the capability to delete a CIS cluster.
	Yes

	Ccm.Cislcm.005
	The CCM function shall support the capability to notify on events related to changes to a CIS cluster and its CIS cluster nodes.
	No



A.3	Kubespray
A.3.1	Overview
This clause analyses comparison of CCM requirements (including CCM service interface requirements specified in ETSI GS NFV-IFA 036 [1] and CCM functional requirements specified in ETSI GS NFV-IFA 010 [x]), and open source solution Kubespray. 
Kubespray is a Kubernetes sub-project contributed by K8s SIG (Special Interest Group) aiming to provide a tool for installing/upgrading a Kubernetes cluster that can be hosted on different infrastructure. It is a composition of Ansible playbooks, inventory, provisioning tools for Kubernetes clusters configuration management. 
A.3.2	Comparison of CCM service interface requirements and Kubespray capabilities
This clause shows comparison of CCM service interface requirements defined in clause 5.1 of ETSI GS NFV-IFA 036 [1] as “Identifier” column and “Requirement” column from Table A.3.2-1 to Table A.3.2-6 and Kubespray as “Support by open source” and “Related capability of open source” column. The legend of “Support by open source” are following:
“Yes”: fully support the CCM service requirements
“No”: not support the CCM service requirements
“Partial”: partial support the CCM service requirements

Table A.3.2-1: Comparison of CCM service requirements and Kubespray
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmSvc.001
	The CCM shall provide a CIS cluster lifecycle management service.
	Partial
	With Kubespray tool and related Ansible playbooks

	CcmSvc.002
	The CCM shall provide a CIS cluster fault management service.
	No
	

	CcmSvc.003
	The CCM shall provide a CIS cluster configuration management service.
	Yes
	With Kubespray tool and related Ansible playbooks

	CcmSvc.004
	The CCM shall provide a CIS cluster performance management service.
	No
	

	CcmSvc.005
	The CCM shall provide a CIS cluster security management service.
	Yes
	Using K8s mechanism for security assurance

	CcmSvc.006
	The services provided by the CCM shall support access control (e.g. RBAC).
	Yes
	Using K8s mechanism for access control



Table A.3.2-2: Comparison of CIS cluster lifecycle management service interface requirements and Kubespray
	Identifier
	Requirement
	Support by open source

	Related capability of open source

	CcmClMgt.001
	The CIS cluster lifecycle management service interface produced by the CCM shall support creating a CIS cluster.
	Yes
	With Kubespray tool and related Ansible playbooks

	CcmClMgt.002
	The CIS cluster lifecycle management service interface produced by the CCM shall support querying information about a CIS cluster.
	No
	

	CcmClMgt.003
	The CIS cluster lifecycle management service interface produced by the CCM shall support modifying a CIS cluster.
	Yes
	With Kubespray tool and related Ansible playbooks

	CcmClMgt.004
	The CIS cluster lifecycle management service interface produced by the CCM shall support deleting a CIS cluster.
	Yes
	With Kubespray tool and related Ansible playbooks

	CcmClMgt.005
	The CIS cluster lifecycle management service interface produced by the CCM shall support sending notifications in the event of changes to a CIS cluster.
	No
	



Table A.3.2-3: Comparison of CIS cluster fault management service interface requirements and Kubespray
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmFltMgt.001
	The CIS cluster fault management service interface produced by the CCM shall enable its Consumers to collect CIS cluster fault information. 
	No
	

	CcmFltMgt.002
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of a change in alarm information on a CIS cluster. 
	No
	

	CcmFltMgt.003
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of the creation of an alarm on a CIS cluster.
	No
	

	CcmFltMgt.004
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of the clearance of an alarm on CIS cluster.
	No
	

	CcmFltMgt.005
	The CIS cluster fault management service interface produced by the CCM shall support acknowledgement of an alarm.
	No
	

	CcmFltMgt.006
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of rebuilt.
	No
	

	CcmFltMgt.007
	The CIS cluster fault management service interface produced by the CCM shall support managing subscriptions to the notifications related to alarms.
	No
	



Table A.3.2-4: Comparison of CIS cluster configuration management service interface requirements and Kubespray
	Identifier
	Requirement
	Support by open source
	Related capability of open source

	CcmCfgMgt.001
	The CIS cluster configuration management service interface produced by the CCM shall support transferring and applying CIS cluster configurations provided by the CCM Consumer.
	Yes
	With Kubespray tool and related Ansible playbooks

	CcmCfgMgt.002
	The CIS cluster configuration management service interface produced by the CCM shall support querying the information about CIS cluster configurations.
	Yes
	With Kubespray tool and related Ansible playbooks

	CcmCfgMgt.003
	The CIS cluster configuration management service interface produced by the CCM shall support sending notifications in the event of CIS cluster configuration changes.
	No
	

	CcmCfgMgt.004
	The CIS cluster configuration management service interface produced by the CCM shall support managing subscriptions to the notifications related to configuration management.
	No
	



Table A.3.2-5: Comparison of CIS cluster performance management service interface requirements and Kubespray
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmPerfMgt.001
	The CIS cluster performance management service interface produced by the CCM shall support controlling the collection and reporting of CIS cluster performance information, resulting from infrastructure resources (VMs or bare-metal servers) performance information, on the CIS cluster(s) it manages.
	No
	

	CcmPerfMgt.002
	The CIS cluster performance management service interface produced by the CCM shall support sending notifications in the event of the availability of CIS cluster performance information.
	No
	

	CcmPerfMgt.003
	The CIS cluster performance management service interface produced by the CCM shall support creating a PM job specifying the CIS cluster performance information to be collected.
	No
	

	CcmPerfMgt.004
	The CIS cluster performance management service interface produced by the CCM shall support deleting one or more PM job(s).
	No
	

	CcmPerfMgt.005
	The CIS cluster performance management service interface produced by the CCM shall support querying the information about one or more PM job(s).
	No
	

	CcmPerfMgt.006
	The CIS cluster performance management service interface produced by the CCM shall support managing the thresholds on specified CIS cluster performance information.
	No
	

	CcmPerfMgt.007
	The CIS cluster performance management service interface produced by the CCM shall support sending notifications in the event of a threshold defined for a specified metric of a CIS cluster being crossed.
	No
	

	CcmPerfMgt.008
	The CIS cluster performance management service interface produced by the CCM shall support managing subscriptions to the notifications related to performance management.
	No
	

	CcmPerfMgt.009
	The CIS cluster performance management service interface produced by the CCM shall support sending notifications in the event of shortage of capacity in the CIS cluster.
	No
	-



Table A.3.2-6: Comparison of CIS cluster security management service interface requirements and Kubespray
	Identifier
	Requirement
	Support by open source
	Related capability of open source

	CcmSecMgt.001
	The CIS cluster security management service interface produced by the CCM shall support configuration of security related information and artifacts for secure communication among CIS cluster nodes.
	Yes
	Using K8s mechanism for security assurance

	CcmSecMgt.002
	The CIS cluster security management service interface produced by the CCM shall support configuration of authorization and authenticate invocating CISM capabilities from external and/or internal entities of the CIS cluster by using configuration files and declarative descriptors representing RBAC.
	Yes
	Using K8s mechanism for access control

	CcmSecMgt.003
	The CIS cluster security management service interface produced by the CCM shall support configuration of auditing related information for auditing of CIS cluster nodes.
	Yes
	Using K8s mechanism for auditing



A.3.3	Comparison of CCM functional requirements and Kubespray capabilities
This clause shows comparison of CCM functional requirements defined in clause 5.1 of ETSI GS NFV-IFA 010 [x] as “Identifier” column and “Requirement” column from Table A.3.3-1 to Table A.3.3-5 and Kubespray as “Support by open source” column. The legend of “Support by open source” are following:
“Yes”: fully support the CCM functional requirements
“No”: not support the CCM functional requirements
“Partial”: partial support the CCM functional requirements

Table A.3.3-1: Comparison of CIS cluster resource management functional requirements and Kubespray
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Ciscrm.001
	In the case of VM-based CIS cluster, the CCM function shall support the capability to request compute, storage and network virtualised resource management from the VIM that fulfils the specified compute/storage/network resource requests and placement constraints for a CIS cluster.
	Yes

	Ccm.Ciscrm.002
	In the case of bare-metal CIS cluster, the CCM function shall support the capability to request compute, storage and network resources management from corresponding physical resources infrastructure management that fulfils the specified compute/storage/network resource requests and placement constraints for a CIS cluster. 
	Yes

	Ccm.Ciscrm.003
	In the case of a CIS cluster to be deployed as one or more VNF, the CCM function shall support the capability to request NS lifecycle management from the NFVO that fulfils the specified VNF and NS requests and placement constraints for a CIS cluster. 
	No

	Ccm.Ciscrm.004
	The CCM function shall support the capability to manage the installation of network-related artefacts (e.g. executables or plugins) into the CIS cluster nodes to enable container cluster networking, i.e. primary and secondary container cluster networks.
	Yes

	Ccm.Ciscrm.005
	The CCM function shall support the capability to process the information about resource requirements from the CIS cluster descriptor for performing the necessary resource management for the CIS cluster.
	No

	Ccm.Ciscrm.006
	The CCM function shall support the capability to request an operation granting before executing the CIS cluster lifecycle operation procedure and whenever changes in usage of necessary physical and/or virtualised compute, storage and network resources is expected. 
	No, but this service is consumed by CCM, not produced by CCM



Table A.3.3-2: Comparison of CIS cluster configuration management functional requirements and Kubespray
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Ciscfgm.001
	The CCM function shall support the capability to configure the CIS cluster control plane endpoints with necessary IP and name resolution information.
	Yes

	Ccm.Ciscfgm.002
	The CCM function shall support the capability to retrieve cluster-nodes network-related information about the CIS cluster nodes and configure the CIS cluster nodes with cluster nodes network-related configuration. 
	Yes

	Ccm.Ciscfgm.003
	The CCM function shall support the capability to request the CISM to apply corresponding network configuration for the primary container cluster network and secondary container cluster networks.
	Yes

	Ccm.Ciscfgm.004
	The CCM function shall support the capability to configure the CISM with appropriate infrastructure provider controller information to enable the CISM to request the creation and setup of necessary network resources (e.g. external load balancer).
	Yes

	Ccm.Ciscfgm.005
	The CCM function shall support the capability to configure the CISM with necessary configuration about access control. 
	Yes

	Ccm.Ciscfgm.006
	The CCM function shall support the capability to configure the CISM with provisioned storage resources for the CIS cluster.
	Yes



Table A.3.3-3: Comparison of CIS cluster descriptor management functional requirements and Kubespray
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Ccdm.001
	The CCM function shall support the capability of management of CIS cluster descriptors.
	Yes

	Ccm.Ccdm.002
	The CCM function shall support the capability to verify the integrity and authenticity of the CIS cluster descriptor.
	No

	Ccm.Ccdm.003
	The CCM function shall support the capability to verify that all mandatory information in the CIS cluster descriptor is present and complies with the standard for this information.
	No

	Ccm.Ccdm.004
	The CCM function shall support the capability to notify about the result of management operations and changes of CIS cluster descriptors.
	Yes



Table A.3.3-4: Comparison of CIS cluster fault, performance and capacity management functional requirements and Kubespray
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Cisassu.001
	The CCM function shall support the capability to monitor the resources capacity in the CIS cluster and issue notifications related to capacity events and information.
	No

	Ccm.Cisassu.002
	The CCM function shall support the capability to monitor for faults in the CIS cluster, and issue notifications and provide information related to alarms and fault events.
	No

	Ccm.Cisassu.003
	The CCM function shall support the capability to monitor the performance of the CIS cluster, and issue notifications and provide information related to performance. 
	No

	Ccm.Cisassu.004
	The CCM function shall support the capability for a consumer to subscribe to notifications related to capacity, performance and fault events.
	No



Table A.3.3-5: comparison of CIS cluster lifecycle management functional requirements and Kubespray
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Cislcm.001
	The CCM function shall support the capability to create a CIS cluster. 
	Yes

	Ccm.Cislcm.002
	The CCM function shall support the capability to provide information about a CIS cluster and its CIS cluster nodes.
	No

	Ccm.Cislcm.003
	The CCM function shall support the capability to modify a CIS cluster.
	Yes

	Ccm.Cislcm.004
	The CCM function shall support the capability to delete a CIS cluster.
	Yes

	Ccm.Cislcm.005
	The CCM function shall support the capability to notify on events related to changes to a CIS cluster and its CIS cluster nodes.
	No



A.4	Crossplane
A.4.1	Overview
This clause analyses comparison of CCM requirements (including CCM service interface requirements specified in ETSI GS NFV-IFA 036 [1] and CCM functional requirements specified in ETSI GS NFV-IFA 010 [x]), and open source solution Crossplane. 
Crossplane is an open source Kubernetes add-on project. Crossplane aims to connect Kubernetes cluster to external, non-Kubernetes resources, and allows platform teams to build custom Kubernetes APIs to consume those resources.
Crossplane uses Kubernetes Custom Resource Definitions (CRDs) to represent the external resources as native Kubernetes objects.
Since Crossplane is not designed for managing CIS clusters but for managing multiple non-Kubernetes resource objects, the component definitions (such as Managed Resources and Composite Resources) in Crossplane is universal for representing non-Kubernetes resources but not specific for representing CIS cluster objects and CIS cluster node objects, which will make it difficult to profile certain Crossplane APIs for certain CCM service interfaces.
A.4.2	Comparison of CCM service interface requirements and Crossplane capabilities
This clause shows comparison of CCM service interface requirements defined in clause 5.1 of ETSI GS NFV-IFA 036 [1] as “Identifier” column and “Requirement” column from Table A.4.2-1 to Table A.4.2-6 and Crossplane as “Support by open source” and “Related capability of open source” column. The legend of “Support by open source” are following:
“Yes”: fully support the CCM service requirements
“No”: not support the CCM service requirements
“Partial”: partial support the CCM service requirements

Table A.4.2-1: Comparison of CCM service requirements and Crossplane
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmSvc.001
	The CCM shall provide a CIS cluster lifecycle management service.
	Yes
	No specific API for CIS cluster but a generic design for non-K8s native objects.
This problem is common wherever there is a Yes in corresponding “Support by open source” column for CIS cluster LCM and configuration mgmt..

	CcmSvc.002
	The CCM shall provide a CIS cluster fault management service.
	No
	

	CcmSvc.003
	The CCM shall provide a CIS cluster configuration management service.
	Yes
	

	CcmSvc.004
	The CCM shall provide a CIS cluster performance management service.
	No
	

	CcmSvc.005
	The CCM shall provide a CIS cluster security management service.
	Yes
	Using K8s mechanism for security assurance

	CcmSvc.006
	The services provided by the CCM shall support access control (e.g. RBAC).
	Yes
	Using K8s mechanism for access control



Table A.4.2-2: Comparison of CIS cluster lifecycle management service interface requirements and Crossplane
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmClMgt.001
	The CIS cluster lifecycle management service interface produced by the CCM shall support creating a CIS cluster.
	Yes
	

	CcmClMgt.002
	The CIS cluster lifecycle management service interface produced by the CCM shall support querying information about a CIS cluster.
	Yes
	

	CcmClMgt.003
	The CIS cluster lifecycle management service interface produced by the CCM shall support modifying a CIS cluster.
	Yes
	

	CcmClMgt.004
	The CIS cluster lifecycle management service interface produced by the CCM shall support deleting a CIS cluster.
	Yes
	

	CcmClMgt.005
	The CIS cluster lifecycle management service interface produced by the CCM shall support sending notifications in the event of changes to a CIS cluster.
	Yes
	



Table A.4.2-3: Comparison of CIS cluster fault management service interface requirements and Crossplane
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmFltMgt.001
	The CIS cluster fault management service interface produced by the CCM shall enable its Consumers to collect CIS cluster fault information. 
	No
	

	CcmFltMgt.002
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of a change in alarm information on a CIS cluster. 
	No
	

	CcmFltMgt.003
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of the creation of an alarm on a CIS cluster.
	No
	

	CcmFltMgt.004
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of the clearance of an alarm on CIS cluster.
	No
	

	CcmFltMgt.005
	The CIS cluster fault management service interface produced by the CCM shall support acknowledgement of an alarm.
	No
	

	CcmFltMgt.006
	The CIS cluster fault management service interface produced by the CCM shall support sending notifications in event of rebuilt.
	No
	

	CcmFltMgt.007
	The CIS cluster fault management service interface produced by the CCM shall support managing subscriptions to the notifications related to alarms.
	No
	



Table A.4.2-4: Comparison of CIS cluster configuration management service interface requirements and Crossplane
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmCfgMgt.001
	The CIS cluster configuration management service interface produced by the CCM shall support transferring and applying CIS cluster configurations provided by the CCM Consumer.
	Yes
	

	CcmCfgMgt.002
	The CIS cluster configuration management service interface produced by the CCM shall support querying the information about CIS cluster configurations.
	Yes
	

	CcmCfgMgt.003
	The CIS cluster configuration management service interface produced by the CCM shall support sending notifications in the event of CIS cluster configuration changes.
	Yes
	

	CcmCfgMgt.004
	The CIS cluster configuration management service interface produced by the CCM shall support managing subscriptions to the notifications related to configuration management.
	Yes
	



Table A.4.2-5: Comparison of CIS cluster performance management service interface requirements and Crossplane
	Identifier
	Requirement
	Support by open source 
	Related capability of open source

	CcmPerfMgt.001
	The CIS cluster performance management service interface produced by the CCM shall support controlling the collection and reporting of CIS cluster performance information, resulting from infrastructure resources (VMs or bare-metal servers) performance information, on the CIS cluster(s) it manages.
	No
	, 

	CcmPerfMgt.002
	The CIS cluster performance management service interface produced by the CCM shall support sending notifications in the event of the availability of CIS cluster performance information.
	No
	

	CcmPerfMgt.003
	The CIS cluster performance management service interface produced by the CCM shall support creating a PM job specifying the CIS cluster performance information to be collected.
	No
	

	CcmPerfMgt.004
	The CIS cluster performance management service interface produced by the CCM shall support deleting one or more PM job(s).
	No
	

	CcmPerfMgt.005
	The CIS cluster performance management service interface produced by the CCM shall support querying the information about one or more PM job(s).
	No
	

	CcmPerfMgt.006
	The CIS cluster performance management service interface produced by the CCM shall support managing the thresholds on specified CIS cluster performance information.
	No
	

	CcmPerfMgt.007
	The CIS cluster performance management service interface produced by the CCM shall support sending notifications in the event of a threshold defined for a specified metric of a CIS cluster being crossed.
	No
	

	CcmPerfMgt.008
	The CIS cluster performance management service interface produced by the CCM shall support managing subscriptions to the notifications related to performance management.
	No
	

	CcmPerfMgt.009
	The CIS cluster performance management service interface produced by the CCM shall support sending notifications in the event of shortage of capacity in the CIS cluster.
	No
	



Table A.4.2-6: Comparison of CIS cluster security management service interface requirements and Crossplane
	Identifier
	Requirement
	Support by open source 
	Notes

	CcmSecMgt.001
	The CIS cluster security management service interface produced by the CCM shall support configuration of security related information and artifacts for secure communication among CIS cluster nodes.
	Yes
	Using K8s mechanism for security assurance

	CcmSecMgt.002
	The CIS cluster security management service interface produced by the CCM shall support configuration of authorization and authenticate invocating CISM capabilities from external and/or internal entities of the CIS cluster by using configuration files and declarative descriptors representing RBAC.
	Yes
	Using K8s mechanism for access control

	CcmSecMgt.003
	The CIS cluster security management service interface produced by the CCM shall support configuration of auditing related information for auditing of CIS cluster nodes.
	Yes
	Using K8s mechanism for auditing



A.4.3	Comparison of CCM functional requirements and Crossplane capabilities
This clause shows comparison of CCM functional requirements defined in clause 5.1 of ETSI GS NFV-IFA 010 [x] as “Numbering” column and “Functional requirements description” column from Table A.4.3-1 to Table A.4.3-5 and Crossplane as “Support by open source” column. The legend of “Support by open source” are following:
“Yes”: fully support the CCM functional requirements
“No”: not support the CCM functional requirements
“Partial”: partial support the CCM functional requirements

Table A.4.3-1: Comparison of CIS cluster resource management functional requirements and Crossplane
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Ciscrm.001
	In the case of VM-based CIS cluster, the CCM function shall support the capability to request compute, storage and network virtualised resource management from the VIM that fulfils the specified compute/storage/network resource requests and placement constraints for a CIS cluster.
	Yes 

	Ccm.Ciscrm.002
	In the case of bare-metal CIS cluster, the CCM function shall support the capability to request compute, storage and network resources management from corresponding physical resources infrastructure management that fulfils the specified compute/storage/network resource requests and placement constraints for a CIS cluster. 
	Yes

	Ccm.Ciscrm.003
	In the case of a CIS cluster to be deployed as one or more VNF, the CCM function shall support the capability to request NS lifecycle management from the NFVO that fulfils the specified VNF and NS requests and placement constraints for a CIS cluster. 
	No

	Ccm.Ciscrm.004
	The CCM function shall support the capability to manage the installation of network-related artefacts (e.g. executables or plugins) into the CIS cluster nodes to enable container cluster networking, i.e. primary and secondary container cluster networks.
	Partial, need to be supported by provider

	Ccm.Ciscrm.005
	The CCM function shall support the capability to process the information about resource requirements from the CIS cluster descriptor for performing the necessary resource management for the CIS cluster.
	No

	Ccm.Ciscrm.006
	The CCM function shall support the capability to request an operation granting before executing the CIS cluster lifecycle operation procedure and whenever changes in usage of necessary physical and/or virtualised compute, storage and network resources is expected. 
	No, but this service is consumed by CCM, not produced by CCM



Table A.4.3-2: Comparison of CIS cluster configuration management functional requirements and Crossplane
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Ciscfgm.001
	The CCM function shall support the capability to configure the CIS cluster control plane endpoints with necessary IP and name resolution information.
	Yes

	Ccm.Ciscfgm.002
	The CCM function shall support the capability to retrieve cluster-nodes network-related information about the CIS cluster nodes and configure the CIS cluster nodes with cluster nodes network-related configuration. 
	Yes

	Ccm.Ciscfgm.003
	The CCM function shall support the capability to request the CISM to apply corresponding network configuration for the primary container cluster network and secondary container cluster networks.
	Yes

	Ccm.Ciscfgm.004
	The CCM function shall support the capability to configure the CISM with appropriate infrastructure provider controller information to enable the CISM to request the creation and setup of necessary network resources (e.g. external load balancer).
	Yes

	Ccm.Ciscfgm.005
	The CCM function shall support the capability to configure the CISM with necessary configuration about access control. 
	Yes

	Ccm.Ciscfgm.006
	The CCM function shall support the capability to configure the CISM with provisioned storage resources for the CIS cluster.
	Yes



Table A.4.3-3: Comparison of CIS cluster descriptor management functional requirements and Crossplane
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Ccdm.001
	The CCM function shall support the capability of management of CIS cluster descriptors.
	Yes

	Ccm.Ccdm.002
	The CCM function shall support the capability to verify the integrity and authenticity of the CIS cluster descriptor.
	No

	Ccm.Ccdm.003
	The CCM function shall support the capability to verify that all mandatory information in the CIS cluster descriptor is present and complies with the standard for this information.
	No

	Ccm.Ccdm.004
	The CCM function shall support the capability to notify about the result of management operations and changes of CIS cluster descriptors.
	Yes



Table A.4.3-4: Comparison of CIS cluster fault, performance and capacity management functional requirements and Crossplane
	Numbering
	Functional requirements description
	Support by open source

	Ccm.Cisassu.001
	The CCM function shall support the capability to monitor the resources capacity in the CIS cluster and issue notifications related to capacity events and information.
	No

	Ccm.Cisassu.002
	The CCM function shall support the capability to monitor for faults in the CIS cluster, and issue notifications and provide information related to alarms and fault events.
	No

	Ccm.Cisassu.003
	The CCM function shall support the capability to monitor the performance of the CIS cluster, and issue notifications and provide information related to performance. 
	No

	Ccm.Cisassu.004
	The CCM function shall support the capability for a consumer to subscribe to notifications related to capacity, performance and fault events.
	No



Table A.4.3-5: comparison of CIS cluster lifecycle management functional requirements and Crossplane
	[bookmark: _GoBack]Numbering
	Functional requirements description
	Support by open source

	Ccm.Cislcm.001
	The CCM function shall support the capability to create a CIS cluster. 
	Yes

	Ccm.Cislcm.002
	The CCM function shall support the capability to provide information about a CIS cluster and its CIS cluster nodes.
	Yes

	Ccm.Cislcm.003
	The CCM function shall support the capability to modify a CIS cluster.
	Yes

	Ccm.Cislcm.004
	The CCM function shall support the capability to delete a CIS cluster.
	Yes

	Ccm.Cislcm.005
	The CCM function shall support the capability to notify on events related to changes to a CIS cluster and its CIS cluster nodes.
	Yes
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