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[bookmark: _Toc161396670][bookmark: _Toc161697138]Intellectual Property Rights
Essential patents
[bookmark: IPR_3GPP]IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org/).
Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
Trademarks
The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners. oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and of the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.
[bookmark: _Toc161396671][bookmark: _Toc161697139]Foreword
This Group Specification (GS) has been produced by ETSI Industry Specification Group (ISG) Network Functions Virtualisation (NFV).
[bookmark: _Toc161396672][bookmark: _Toc161697140]Modal verbs terminology
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
[bookmark: _Toc161396673][bookmark: _Toc161697141]
1	Scope
The work item will develop specification fulfilling the requirements specified in ETSI GS NFV-IFA 033 for the interfaces and reference points between CMF and VNFM. This work item will analyze existing solutions against ETSI GS NFV-IFA 033 / ETSI GS NFV-IFA 026 requirements. Based on the analysis results, The WI will profile them or develop OpenAPI representations for a RESTful protocol and data model specification. The resulting deliverable will contain normative provisions.
[bookmark: _Toc161396674][bookmark: _Toc161697142]2	References
[bookmark: _Toc161396675][bookmark: _Toc161697143]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference/.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[1]	ETSI GS NFV-IFA 026: "Network Functions Virtualisation (NFV); Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Reference points related to Security Manager and Certificate Management Function - Interface and Information Model Specification ".
[bookmark: REF_ISOIEC9646_7][2]	ETSI GS NFV-IFA 033: "Network Functions Virtualisation (NFV); Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Reference points related to Security Manager and Certificate Management Function - Interface and Information Model Specification ".
[bookmark: _Toc161396676][bookmark: _Toc161697144]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[bookmark: REF_GSNFV002][i.1]	ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in NFV".
[i.2]	IETF RFC 4210: “Internet X.509 Public Key Infrastructure Certificate Management Protocol (CMP)”
NOTE:	Available at https://www.rfc-editor.org/rfc/rfc4210
[i.3]	IETF RFC 2510: “Internet X.509 Public Key Infrastructure Certificate Management Protocols”
NOTE:	Available at https://www.rfc-editor.org/rfc/rfc2510
[i.4]	IETF RFC 9480: “Certificate Management Protocol (CMP) Updates”
NOTE:	Available at https://www.rfc-editor.org/rfc/rfc9480

[bookmark: _Toc161396677][bookmark: _Toc161697145]3	Definition of terms, symbols and abbreviations
[bookmark: _Toc161396678][bookmark: _Toc161697146]3.1	Terms
For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.1] apply.
[bookmark: _Toc161396679][bookmark: _Toc161697147]3.2	Symbols
Void.
[bookmark: _Toc161396680][bookmark: _Toc161697148]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.1] and the following apply.
NOTE:	An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in ETSI GR NFV 003 [1].
CA	Certification Authority
CMF	Certificate Management Function
CMP	Certificate Management Protocol
PSE	Personal Security Environment
[bookmark: _Toc161396681][bookmark: _Toc161697149]4	Overview of Certificate Management 
Editor’s Note: This clause provides an overview of the Certificate Management Stage 2 works as specified by ETSI GS NFV-IFA 033 and general aspects.
[bookmark: _Toc161396682][bookmark: _Toc161697150]4.1	Introduction

[bookmark: _Toc161396683][bookmark: _Toc161697151]5	Certificate Management interface
Editor’s Note: This clause provides the Stage 3 definition for Certificate Management.
[bookmark: _Toc161396684][bookmark: _Toc161697152]5.1	Description
[bookmark: _Toc161396685][bookmark: _Toc161697153]5.2	Version
[bookmark: _Toc161396686][bookmark: _Toc161697154]5.3	Sequence diagrams (informative)
[bookmark: _Toc161396687][bookmark: _Toc161697155]5.4	Operations
[bookmark: _Toc161396688][bookmark: _Toc161697156]5.5	Data model
[bookmark: _Toc161396689][bookmark: _Toc161697157]5.6	Additional feature profiling



[bookmark: _Toc161396690][bookmark: _Toc161697158]Annex A (informative):
Analysis on the existing solutions based on the Certificate Management interface requirements
Editor’s Note: This clause provides the GAP analysis CMP, CMPv2, EST, SCPE and REST.
[bookmark: _Toc161396691][bookmark: _Toc161697159]A.1 CMP
[bookmark: _Toc161396692][bookmark: _Toc161697160]A.1.1 Overview
This clause analyses comparison of interface requirements of CMF defined in ETSI GS NFV-IFA 033 [2] and CMP as specified in IETF RFC 2510 [i.3]. CMP supports operation related to certificate management from end entity as following:
· initial registration operation (ir/ip),
· initial certification operation (cr/cp),
· certificate confirmation (certConf)
· key pair update operation (kur/kup),
· certificate update operation, 
· CA key pair update operation,
· certificate discovery operation,
· recovery operation,
· revocation operation (rr/rp),
· PSE (Personal Security Environment) operation,
· End Entity Initialization

Editor’s note: since CMP is obsoleted by IETF RFC 4210 [i.2], how CMP is analysed is FFS
[bookmark: _Toc161396693][bookmark: _Toc161697161]A.2 CMPv2
[bookmark: _Toc161396694][bookmark: _Toc161697162]A.2.1 Overview
This clause analyses comparison of interface requirements of CMF defined in ETSI GS NFV-IFA 033 [2] and CMPv2 as specified in IETF RFC 9480 [i.4] and IETF RFC 4210[i.2]. CMPv2 supports operation related to certificate management as following:
· initial registration operation (ir/ip),
· initial certification operation (cr/cp),
· certificate confirmation (certConf)key pair update operation (kur/kup),
· certificate update operation, 
· CA key pair update operation,
· certificate discovery operation,
· recovery operation,
· revocation operation (rr/rp),
· PSE operation,
· End Entity Initialization
[bookmark: _Toc161396695][bookmark: _Toc161697163]A.2.2 Comparison of interface requirements of CMF and CMPv2
This clause shows comparison of interface requirements of CMF defined in clause 9.3 and clause 10.3 of ETSI GS NFV-IFA 033 [2] as “Identifier” column and “Requirement” column from Table A.2.2-1 and CMPv2 as “Support by solution” and “Related capability of solution” from Table A.2.2-1. The legend of “Support by solution” are following:
· “Yes”: fully support the interface requirements of CMF
· “No”: not support the interface requirements of CMF
· “Partial”: partial support the interface requirements of CMF
Table A.2.2-1: comparison of interface requirements of CMF and CMPv2
	Identifier
	Requirement
	Support by solution
	Related capability of solution

	CmVnfm.CertMgmt
	This interface supports registration and signing request/response of VNFCI/VNF OAM certificates for the VNFCIs managed in delegation mode.
	Yes
	initial certification operation
End Entity Initialization

	CmVnfm.VnfLcmMgmt
	This interface supports providing notifications of VNF LCM operation occurrence events and supports querying information about VNF instances (as per clause 7.2 in ETSI GS NFV-IFA 007 [5]).
	No
	

	CMF.Certm.Del.001
	Certificate management interface shall support the registration of the end entities, which are target for certificate enrolment and installation.
	Partial
	End Entity Initialization
but no concrete specification of End Entity Initialization

	CMF.Certm.Del.002
	Certificate management interface shall support signing certificates and delivering certificate chains for the registered entities.
	Yes
	initial certification operation

	VNFM.LCM.001
	The VNF Lifecycle Management interface produced by the VNFM on the Cm-Vnfm reference point shall support managing subscriptions to VNF lifecycle management operation occurrence notifications.
	No
	

	VNFM.LCM.002
	The VNF Lifecycle Management interface produced by the VNFM on the Cm-Vnfm reference point shall support querying information about a VNF instance.
	No
	


[bookmark: _Toc161396696][bookmark: _Toc161697164]A.2.3 Comparison of Register operation and End Entity Initialization operation
The End Entity Initialization operation of CMPv2 as specified in [i.2] was specified only concept and was not specified concrete parameter. There is no specification comparable to CMF's Register operation. 
[bookmark: _Toc161396697][bookmark: _Toc161697165]A.2.4 Comparison of Certificate Signing Request operation and initial certification operation
Table A.2.4-1 and Table A.2.4-2 illustrates a comparison of the attributes in Certificate Signing Request operation as specified in clause 11.2.3 in ETSI GS NFV-IFA 033 [2] and initial certification operation of CMPv2 as specified in [i.2].

Table A.2.4-1: comparison of input parameter in Certificate Signing Request operation and initial certification operation
	Input Parameters in Certificate Signing Request operation in ETSI GS NFV-IFA 033 [2]
	Parameters initial certification operation in [i.2]
	Comments

	Parameter
	Cardinality
	Parameter
	Cardinality
	

	vnfcId
	1
	
	
	No correspondence.

	certType
	1
	
	
	No correspondence.

	certChainRequest
	1
	
	
	No correspondence.

	csr
	1
	CertReqMessage
	
	



Table A.2.4-2: comparison of output parameter in Certificate Signing Request operation and initial certification operation
	Input Parameters in Certificate Signing Request operation in ETSI GS NFV-IFA 033 [2]
	Parameters initial certification operation in [i.2]
	Comments

	Parameter
	Cardinality
	Parameter
	Cardinality
	

	certificate
	1
	CertOrEncCert
	
	

	certificateChain
	1
	PKIMessage.extraCerts
	
	





[bookmark: _Toc161396698][bookmark: _Toc161697166]Annex B (informative):
Change History
	Date
	Version
	Information about changes

	February 
2024
	0.0.1
	First version providing the document skeleton and scope.

	March
2024
	0.02
	Contributions incorporated:
· NFVSOL(24)000071r1 “SOL023 MegaCR for milestone1”
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