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The present document is a study on the security assurance of NFVI products, i.e., security test cases for evaluating the security NFVI products. Using the security requirements defined in SEC specs (e.g., SEC 012, SEC020, SEC023, SEC025, SEC026, etc.) as inputs, security test cases including testing goals, testing steps, evidence of testing results will be produced for evaluating if the security requirements are fulfilled by NFVI products. 
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For the purposes of the present document, the [following] terms [given in ... and the following] apply:
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For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
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For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

[bookmark: _Toc455504147][bookmark: _Toc481503685][bookmark: _Toc527985149][bookmark: _Toc19024842][bookmark: _Toc68879921]4	Overview
[bookmark: _Toc68879922][bookmark: _Toc455504148][bookmark: _Toc481503686][bookmark: _Toc527985150][bookmark: _Toc19024843]4.1	Introduction on security assurance methodology
[bookmark: _Toc68879923]4.2	Considerations on security assurance of NFVI products 

[bookmark: _Toc68879924]5	Host requirements and related test cases
[bookmark: _Toc68879925]5.1	Introduction
[bookmark: _Toc68879926]5.2	Test cases 

[bookmark: _Toc68879927]6	Hypervisor requirements and related test case
[bookmark: _Toc68879928]6.1	Introduction
[bookmark: _Toc68879929]6.2	Test cases

[bookmark: _Toc68879930]7	Container infrastructure service requirements and related test case
[bookmark: _Toc68879931]7.1	Introduction
[bookmark: _Toc68879932]7.2	Test cases 

[bookmark: _Toc68879933]8	Conclusions and recommendations



[bookmark: _Toc455504149][bookmark: _Toc481503687][bookmark: _Toc527985151][bookmark: _Toc19024844][bookmark: _Toc68879934]Annex A:
Format of test cases
The table below specifies the information required to design a test case.
	Elements
	Definition

	[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Requirement Name
	The test Requirement Name indicates clearly and briefly which requirement is intended to be tested in the test.

	Requirement Description
	[bookmark: _Hlk3294338]Description of the requirement according to the NFV SEC specifications, e.g., "xxxx" as specified in NFV SEC xxx, clause x.x.x.

	Threat Reference
	Description of the corresponding threat according to the NFV SEC specifications.

	Test Case
	Test name
	The Test name identifies the test. Naming convention: TC_the name of the clause in the present document (which includes the Test Descriptions)

	
	Purpose
	The test purpose indicates clearly which requirement is intended to be tested in the test. This part eases the understanding of the Test Description behaviour.

	
	Pre-conditions
	The pre-conditions field defines the conditions that the state of the product under test shall verify before undergoing the actual execution steps. 

	
	Execution steps
	A set of steps of the test, carried out by the Tester to verify conformance of the product under test to the Test purpose. 

	
	Expected results
	Definition of the actions or outputs that the product under test is expected to perform or present.

	
	Expected format of evidence
	The specific evidence to show the test result, e.g., Screenshot containing the operational results.
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