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[bookmark: _Toc119651799][bookmark: _Toc130292035][bookmark: _Toc26876899][bookmark: _Toc19696905][bookmark: _Toc35529620][bookmark: _Toc51230290][bookmark: _Toc35529529]4.3.3	Operating Systems
[bookmark: _Toc130292036][bookmark: _Toc119651807][bookmark: _Toc35529530][bookmark: _Toc35529621][bookmark: _Toc19696906][bookmark: _Toc51230291][bookmark: _Toc26876900]4.3.3.1	Introduction
All test cases in clause 4.3.3 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses.
[bookmark: _Toc130292037]4.3.4	Web Servers
[bookmark: _Toc130292038][bookmark: _Toc119651823][bookmark: _Toc19696907][bookmark: _Toc26876901][bookmark: _Toc35529531][bookmark: _Toc51230292][bookmark: _Toc35529622]4.3.4.1	Introduction
All test cases in clause 4.3.4 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses.
[bookmark: _Toc130292039]4.3.5	Network Devices
[bookmark: _Toc130292040][bookmark: _Toc44937936][bookmark: _Toc119651824][bookmark: _Toc35348454][bookmark: _Toc19542452]4.3.5.1	Introduction
All test cases in clause 4.3.5 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses.
[bookmark: tsgNames][bookmark: _Toc119651825][bookmark: _Toc130292041]4.3.6	Network Functions in service-based architecture 
[bookmark: _Toc119651826][bookmark: _Toc130292042][bookmark: _Toc35348456][bookmark: _Toc44937938][bookmark: _Toc19542454]4.3.6.1	Introduction
[bookmark: _Toc35348457][bookmark: _Toc19542455][bookmark: _Toc44937939]All test cases in clause 4.3.6 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses .
[bookmark: _Toc97211181][bookmark: _Toc130292043]4.4	Baseline vulnerability testing requirements
[bookmark: _Toc35348461][bookmark: _Toc44937943][bookmark: _Toc119651831][bookmark: _Toc130292044]4.4.1	Introduction
All test cases in clause 4.4 of ETSI TS 133 117 [1] can be applied to generic NFV-MANO products with the exceptions listed in the following clauses .




[bookmark: _Toc19025633][bookmark: _Toc482690613][bookmark: _Toc482690136][bookmark: _Toc527986004][bookmark: _Toc484176737][bookmark: _Toc487530219][bookmark: _Toc481503687][bookmark: _Toc484176783][bookmark: _Toc455504149][bookmark: _Toc482693309][bookmark: _Toc484176760][bookmark: _Toc130292045][bookmark: _Toc114480115][bookmark: _Toc26886891][bookmark: _Toc19783107]Annex A (informative):
Generic NFV-MANO class description 
[bookmark: _Toc26886892][bookmark: _Toc19783108][bookmark: _Toc114480116][bookmark: _Toc130292046]A.1	Overview
[bookmark: _Toc26886893][bookmark: _Toc114480117][bookmark: _Toc19783109]TBD.
[bookmark: _Toc130292047]A.2	Minimum set of functions defining Generic NFV-MANO class
A generic NFV-MANO product class is a class of products that all implement a common set of ETSI-defined functionalities. This common set is defined to be the list of functions contained in pertinent ETSI specifications.
[bookmark: _Toc19783110][bookmark: _Toc114480118][bookmark: _Toc26886894][bookmark: _Toc130292048]A.3	Generic model
[bookmark: _Toc114816450][bookmark: _Toc130292049]4.3.1	Generic NFV-MANO product model overview
Figure A.3-1 depicts the components of a generic NFV-MANO product model at a high level. 
These components are further described in the following subclauses. 


Figure 4.3-1: Generic NFV-MANO product model
[bookmark: _Toc114816451][bookmark: _Toc130292050]A.3.2	Functions defined by ETSI
A generic NFV-MANO product will, in many cases, implement ETSI-defined functions from various releases of pertinent ETSI specifications. Vendors are, to a large extent, free to select the features implemented in their NFV-MANO products.
[bookmark: _Toc114816452][bookmark: _Toc130292051]A.3.3	Other functions
A generic NFV-MANO product will also contain functionality not or not fully covered in ESTI specifications. 
Examples include, but are not limited to, local or remote management functions. 
[bookmark: _Toc114816453][bookmark: _Toc130292052]A.3.4	Operating System (OS)
The present document assumes that the generic NFV-MANO product is implemented on dedicated hardware that requires an operating system to run.
[bookmark: _Toc114816455][bookmark: _Toc130292053]A.3.5	Interfaces
There are two types of logical interfaces defined for the generic NFV-MANO product:
-	remote logical interfaces; and 
-	local logical interfaces. 
A remote logical interface is an interface which can be used to communicate with the generic NFV-MANO product from another network node. 
A local logical interface is an interface that can be used only via physical connection to the generic NFV-MANO product. That is, the connection requires physical access to the generic NFV-MANO product.
[bookmark: _Toc130292054][bookmark: _Toc114480132][bookmark: _Toc19783124][bookmark: _Toc26886908]Annex B (informative):
Generic NFV-MANO assets and threats
[bookmark: _Toc19783125][bookmark: _Toc114480133][bookmark: _Toc26886909][bookmark: _Toc130292055]B.1	Introduction 
The present subclause contains assets and threats that are believed to apply to more than one network product.
[bookmark: _Toc26886910][bookmark: _Toc114480134][bookmark: _Toc19783126][bookmark: _Toc130292056]B.2	Generic critical assets 
The critical assets of generic NFV-MANO product to be protected are:
-	User account data and credentials (e.g. passwords);
-	Log data;
-	Configuration data, e.g. generic NFV-MANO product's IP address, ports, VPN ID, Management Objects (e.g. user group, command group) etc.
-	Operating System (OS), i.e. the files that make up the OS and its processes (code and data);
-	Generic NFV-MANO product Application;
-	Sufficient processing capacity: that processing powers are not consumed close to limits;
-	The interfaces of generic NFV-MANO product to be protected and which are within SECAM scope: for example
-	Console interface, for local access: local interface on NFVO
-	OAM interface, for remote access: interface between NFVO and OAM system
-	Generic NFV-MANO product Software: binary code or executable code 
[bookmark: _Toc26886911][bookmark: _Toc114480135][bookmark: _Toc19783127][bookmark: _Toc130292057]B.3	Generic threats
[bookmark: _Toc114480136][bookmark: _Toc19783128][bookmark: _Toc26886912][bookmark: _Toc130292058]B.3.1	Generic threats format
Threats are described using the following format:
-	Threat Name: 
-	Threat Category:
-	Threat Description:
-	Threatened Asset: 
[bookmark: _Toc114480137][bookmark: _Toc26886913][bookmark: _Toc19783129][bookmark: _Toc130292059][bookmark: _Toc114816469]B.3.2	Threats relating to ETSI-defined interfaces and functions
TBD. 
[bookmark: _Toc114816470][bookmark: _Toc130292060]B.3.3	Spoofing identity
[bookmark: _Toc114816471][bookmark: _Toc130292061]B.3.3.1	Default Accounts
The threat in clause 5.3.3.1 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product. 
[bookmark: _Toc114816472][bookmark: _Toc130292062]B.3.3.2	Weak Password Policies
The threat in clause 5.3.3.2 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product. 
[bookmark: _Toc114816473][bookmark: _Toc130292063]B.3.3.3	Password peek
The threat in clause 5.3.3.3 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product. 
[bookmark: _Toc114816474][bookmark: _Toc130292064]B.3.3.4	Direct Root Access
The threat in clause 5.3.3.4 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816475][bookmark: _Toc130292065]B.3.3.5	IP Spoofing
The threat in clause 5.3.3.5 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product. However, the objective of unauthorized access is a generic NFV-MANO product, not a computer
[bookmark: _Toc114816476][bookmark: _Toc130292066]B.3.3.6	Malware
The threat in clause 5.3.3.6 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816477][bookmark: _Toc130292067]B.3.3.7	Eavesdropping
The threat in clause 5.3.3.7 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816478][bookmark: _Toc130292068]B.3.4	Tampering
[bookmark: _Toc114816479][bookmark: _Toc130292069]B.3.4.1	Software Tampering
The threat in clause 5.3.4.1 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816480][bookmark: _Toc130292070]B.3.4.2	Ownership File Misuse
The threat in clause 5.3.4.2 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816481][bookmark: _Toc130292071]B.3.4.3	External Device Boot
For generic NFV-MANO product, there is no hardware. This is different from external device boot of generic NFV-MANO product described in clause 5.3.4.3 of ETSI TR 133 926 [i.1]. The threat is described as follows:
-	Threat name: generic NFV-MANO product boot tampering
-	Threat Category: Tampering
-	Threat Description: the generic NFV-MANO product bootloader may be maliciously tampered by an attacker, e.g. the attacker tampers the bootloader of generic NFV-MANO product through a malicious virtualisation layer. 
-	Threatened Asset: guest operating system
[bookmark: _Toc114816482][bookmark: _Toc130292072]B.3.4.4	Log Tampering
The threat in clause 5.3.4.4 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816483][bookmark: _Toc130292073]B.3.4.5	OAM Traffic Tampering
The threat in clause 5.3.4.5 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816484][bookmark: _Toc130292074]B.3.4.6	File Write Permissions Abuse
The threat in clause 5.3.4.6 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816485][bookmark: _Toc130292075]B.3.4.7	User Session Tampering
The threat in clause 5.3.4.7 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816486][bookmark: _Toc130292076]B.3.5	Repudiation
[bookmark: _Toc114816487][bookmark: _Toc130292077]B.3.5.1	Lack of User Activity Trace
The threat in clause 5.3.5.1 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816488][bookmark: _Toc130292078]B.3.6	Information disclosure
[bookmark: _Toc114816489][bookmark: _Toc130292079]B.3.6.1	Poor key generation
The threat in clause 5.3.6.1 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816490][bookmark: _Toc130292080]B.3.6.2	Poor key management
The threat in clause 5.3.6.2 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816491][bookmark: _Toc130292081]B.3.6.3	Weak cryptographic algorithms
The threat in clause 5.3.6.3 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816492][bookmark: _Toc130292082]B.3.6.4	Insecure Data Storage
The threat in clause 5.3.6.4 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816493][bookmark: _Toc130292083]B.3.6.5	System Fingerprinting
The threat in clause 5.3.6.5 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816494][bookmark: _Toc130292084]B.3.6.6	Malware
The threat in clause 5.3.6.6 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816495][bookmark: _Toc130292085]B.3.6.7	Personal Identification Information Violation
The threat in clause 5.3.6.7 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816496][bookmark: _Toc130292086]B.3.6.8	Insecure Default Configuration
The threat in clause 5.3.6.8 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816497][bookmark: _Toc130292087]B.3.6.9	File/Directory Read Permissions Misuse
The threat in clause 5.3.6.9 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816498][bookmark: _Toc130292088]B.3.6.10	Insecure Network Services
The threat in clause 5.3.6.10 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816499][bookmark: _Toc130292089]B.3.6.11	Unnecessary Services
The threat in clause 5.3.6.11 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816500][bookmark: _Toc130292090]B.3.6.12	Log Disclosure
The threat in clause 5.3.6.12 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816501][bookmark: _Toc130292091]B.3.6.13	Unnecessary Applications
The threat in clause 5.3.6.13 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816502][bookmark: _Toc130292092]B.3.6.14	Eavesdropping
The threat in clause 5.3.6.14 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816503][bookmark: _Toc130292093]B.3.6.15	Security threat caused by lack of generic NFV-MANO product traffic isolation
The threat in clause 5.3.6.15 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816504][bookmark: _Toc130292094]B.3.7	Denial of service
[bookmark: _Toc114816505][bookmark: _Toc130292095]B.3.7.1	Compromised/Misbehaving User Equipments
The threat in clause 5.3.7.1 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816506][bookmark: _Toc130292096]B.3.7.2	Implementation Flaw
The threat in clause 5.3.7.2 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816507][bookmark: _Toc130292097]B.3.7.3	Insecure Network Services
The threat in clause 5.3.7.3 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816508][bookmark: _Toc130292098]B.3.7.4	Human Error
The threat in clause 5.3.7.4 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816509][bookmark: _Toc130292099]B.3.8	Elevation of privilege
[bookmark: _Toc114816510][bookmark: _Toc130292100]B.3.8.1	Misuse by authorized users
The threat in clause 5.3.8.1 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product. 
[bookmark: _Toc114816511][bookmark: _Toc130292101]B.3.8.2	Over-Privileged Processes/Services
The threat in clause 5.3.8.2 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816512][bookmark: _Toc130292102]B.3.8.3	Folder Write Permission Abuse
The threat in clause 5.3.8.3 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816513][bookmark: _Toc130292103]B.3.8.4	Root-Owned File Write Permission Abuse
The threat in clause 5.3.8.4 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816514][bookmark: _Toc130292104]B.3.8.5	High-Privileged Files
The threat in clause 5.3.8.5 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816515][bookmark: _Toc130292105]B.3.8.6	Insecure Network Services
The threat in clause 5.3.8.6 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
[bookmark: _Toc114816516][bookmark: _Toc130292106]B.3.8.7	Elevation of Privilege via Unnecessary Network Services
The threat in clause 5.3.8.7 of ETSI TR 133 926 [i.1] is generic, so it also applies to generic NFV-MANO product.
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