ETS| GS NFV-SOL 003 V3.6.1 (2022-01)

i
o L#Q—r‘
—

GROUP SPECIFICATION

Network Functions Virtualisation (NFV) Release 3;
Protocols and Data Models;
RESTful protocols specification for
the Or-Vnfm Reference Point

Disclaimer

The present document has been produced and approved by the Network Functions Virtualisation (NFV) ETSI Industry
Specification Group (ISG) and represents the views of those members who participated in this ISG.
It does not necessarily represent the views of the entire ETSI membership.



2 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

Reference
RGS/NFV-SOL003ed361

Keywords
API, NFV, protocol

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2022.
All rights reserved.

ETSI


http://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

3 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

Contents

Intellectual Property RIGNES.... ..ottt s e e nneene e 20
01 Yo (o OSSR 20
Modal VErDS EMINOIOQY.......ccveeeeiticiecte ettt e e s te e e besre e besbeeasesreeneetesteeneensesreensesneens 20
1 o010 R 21
2 L= £ 101 SRS 21
21 NOIMALIVE FEFEIENCES ...ttt ettt et e et e et e e be e beeabesaeesaeesheesbeenseeaseessesseesbeesteesbeesreensesnnennns 21
22 INfOIMALIVE FEFEIEINCES..... ...ttt ettt ettt e et e st e et e e te st e sae e saeesbeeabeeaseeasesseesbeesteesbeesreenseanneanns 22
3 Definition of terms, symbols and abbreviations.............ccceeciiiciicice e 23
31 1= 10 PP TSP PRSP 23
3.2 Y 1210 SRS 23
3.3 ADDIEVIBLIONS ...ttt b bt e s et bt sh e b e e h e e ae e s e e ee e b e sReeh e e Rt et e e e bt e bt eheene e e nne e 23
4 (€1 1 o =S o= o LTSS UP TSRS URURTUPPRPRPIN 24
4.1 OVEIVIBW ...ttt ettt et e e et e e st e e te e beeatesaeesaeeeae e beeabeeaseesseeheeebeesbeebeensesnsesaeesaeesseenseentesntessnesseesteessnns 24
4.2 RV oo FO OSSR RRTROSP 25
4.3 RV oo FO OSSR SSP 25
4.4 COIMIMON QAL TYPES. ...ttt sttt ettt e et b e et b e e e st b s e et e b s e et e b e b e st e b e e e st eb e s e et eb e s b e e eb e b e e e 25
441 SUTUCLUINEA BEA LYPIES. ...ttt ettt bbbt bbbt b e e et bt sb et bt s b e e ebesbe e enenbennenea 25
4411 FEFOOUCTION ...t e b b b a et e e s et bRt b e e ae e e et e se e s e b e seeebeeneeb e e e ennees 25
4412 Yoo SRS 25
44.1.3 Yoo SRS 25
44.1.3a RV oL TSSO 25
4414 Yoo SRS 25
4415 Type: VNfINStanCeSUDSCIi Pt ONFIITEN ........ciieeiriieree e 25
4.4.1.6 Type: VIimMCONNECHTONINTO ..ot bbb 26
4417 TYPE RESOUICEHANIE.......c.eeieieceee bbbt b et n e 27
4.4.1.8 RV oo KOOSO 28
4.4.1.9 RV o o KOOSR 28
4.4.1.10 TYPE VNFEXICPDEIA .....c.veneeeeeieeiestesieiest ettt bbbt b et bt b et b n e 28
4.4.1.10a LIS 1= (O oo o o 28
4.4.1.10b LI 8O o (010 olo] I - - T 29
4.4.1.10c Type: |pOVErEthernetAddreSSData. ........cccveieiee et 29
44111 Type: EXEVITTUBILINKD@LA ... .. eeieeieeeie e ciestees ettt sae et e esteeneesseesta e aeeneenneeneeenes 31
44.1.12 Type: ExtManagedVirtual LINKDELA............c.cccuereeieeieiie et e s see e s ee s 31
4.4.1.13 RV 0T OSSPSR 32
4.4.1.14 TYPE EXILINKPOMDEIA. .......cueivieiiiriiieieieie e bbbt bbb 32
4.4.2 Simple data types and ENUIMEIELIONS. .........oieiiirieiriereeeste sttt st sb e e b e b e e ebesneneenens 32
4421 T (oo (8 o 1ol o DRSSP 32
4422 SIMPIE DA LYPES ...ttt bbbt e b bbbt b e e et b s b bt b ne b e ens 32
4423 ENUMETBLIONS ..ottt sttt s b et e et e e ateeaeeebeesbeesbeesbeeseensesneesaeeeaeenbeenteentesnsesaeesanesanas 33
44231 TEFOOUCTION ...ttt bbbkt b e bt b e aeeb e et e e e e e sb e e b e sbeene e e e e es 33
44232 Enumeration: LCmMCOOIARESUITTYPE. ... cciueiieieeeieeeesieeie e stesee e ste st ete e essae e e seeaeeaesneesnes 33
4.5 LYoo OSSPSR 33
4.6 LYoo OSSPSR 33
4.7 LYoo OSSPSR 33
5 VNF Lifecycle Management iNTErfaCe........cve et 33
51 [DL= o ] o] TSSOSO 33
5.1a APL VEISION. ...ttt ettt ettt e s e st e s he e sbeebe et e eaeeebaesbe e beebeenseeaseeaeeeaeeereeateenreeaeeeaeesbeenbeereenreenreeans 34
52 Resource structure and MELNOUS. ........o.ciieeee ettt see b e ene e e eneees 34
53 Sequence diagrams (INFOMMELIVE) ...........eieeiieeieeie et see st et e e e e e e sreesseeeesssesseesseenseenseeseesneesseessens 37
531 Flow of the creation of aVNF INSIANCE FESOUICE. .........ocviiiiiieriiieieet e s 37
532 Flow of the deletion of aVNF INSIANCE FESOUICE. .........ccveiiiiiiriieie et s 38
533 Flow of VNF lifecycle management operations triggered by task reéSOUrCeS..........cccoveveeievceeieeseeseeeneeenns 39
534 Flow of automatic invocation of VNF scaling and VNF healing..........cccveovveevienieiecie e 41
535 Flow oOf the QUENY VN OPEILION..........ccceieieeieeieeie e see st e st e te e s ee e sre e st e e eaeesreasse e teenteenseenteeneesneesnes 43

ETSI



5.3.6
5.3.7
5.3.8
539
5.3.10
5311
5.3.12
5.3.13
53.14
5.3.15
5.3.16
5.3.17
5.3.18
54

54.1
5411
5412
54.1a
54.2
5421
54.22
54.2.3
54231
54232
54233
54234
54235
543
5431
5432
5433
54331
54.33.2
54333
54334
54335
544
5441
5442
54.4.3
54431
54.43.2
54.43.3
54434
54435
545
5451
5.4.5.2
5453
54531
5.453.2
54.53.3
54534
54.53.5
54.6
54.6.1
5.4.6.2
5.4.6.3
5.4.6.3.1
5.4.6.3.2
5.4.6.3.3
54634

4 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

Flow of the Modify VNF Information Operation ............ccoeeeienneneiese s 44
Flow of the Get Operation StAEUS OPEraLiON.......c.civeiiirieeriereee sttt 46
Flow of managing SUDSCITPLIONS ........coiiiiiire bbb e 47
Flow Of Sending NOLIfiCALIONS...........eiirtiieieie ettt bbb 48
Flow of retrying a VNF lifecycle management OPEration............cooeererererenenenienene e 49
Flow of rolling back a VNF lifecycle management Operation............ccccvecveeeseeseesessinsiee e e e eses e s 50
Flow of failing aVNF lifecycle management Operation............cccecviceeieeieeseeseeee e see s s 52
Flow of cancelling a VNF lifecycle management OPeration...........ccocvecevieeeeeneeseee e 53
Flow of creation of a VINF SNaPShOL FESOUICE. .......c..eeiiieiieiieiie e sieeste et e et e e aessae e e reeteseesneesnes 55
Flow of the Query VNF SNapShOt OPEratioN .........ccueeievieiee e sieesieesee e seeseesae e aessae st e e seeaeeessneesnes 55
Flow of modify VNF snapshot reSource information .............ceiereeerenenenenesesieese e 56
Flow of fetching the VNF state Snapshot CONEENE .........ccoirieiririeine e 56
Flow of the deletion of @V NF SNapShOt FESOUICE.........coueiriiiririeeeie et 57
RESDUICES ...ttt ettt ettt ettt e bt e s he e e bt e e se e et et e ame e e be e e ae e e be e e ne e e be e e aneeaabeeeneeebeeenneeennneennneen 58
11 0o 1 ') o USSP RRSRS 58
OVEBIVIEW ...ttt ettt et ettt et es e e et e et e ebeeaeeaeese e e eneeseeebeeReeeeemeeneeneensenseneeseeseesneeneennenseseens 58
Task resources that trigger VNF LCM OPEraliONS .......ccuviueieeieeseeier e seesteesieeteseesseessee e eseesnessnnssnes 58
RESOUICE: API VEISIONS.......eiiiiiitietiitt ettt sttt ettt et bt b e he bt et e e e s e e sa e e bt sheeb e e e ese e s e sbenbesbesbe e e enneneeas 60
RESOUICE: VN INSEAINCES. ......eeviitieieeieeite etttk a ettt sttt eb sttt e e e e sbeeb e s bt ebe e e e neenbesbesbe e e ennennens 60
(01 1 (o) o SR 60
RESOUICE EFTNITION ...ttt e b ettt e et et eb e st e s e e et e besbeeb e e e ennenren 60
RESOUICE MELNOGS ... bbbt sb et b b bt sb e e e eneeneens 60
ISP 60

1 SRR 61

1 0 PSS 63
2 I P 63

I P 63
Resource: INdividual VINF INSEANCE........oiiieiieeeeee ettt saesbe e eneeneens 63
(01 1 o) o SO S 63
RESOUICE EFTNITION ...ttt e b ettt e et et eb e st e s e e et e besbeeb e e e ennenren 63
RESOUICE MELNOGS ... bbb e sb et e e b besae b e e e enne e 63

[ © 5] OO PP PRUSTORTPP 63

L1 PSSP P PTUPURUROPRTRN 63

1 0 PSS 64
2 I P 64

I P 65
ResSoUrce: INSEANtiate VINF TASK .......eoeieeee ettt st sne st eeneeneen 66
(D= S'ei g o1 o] o [N PTOEO P ST PP PSTPPTOTSRURPTRRON 66
RESOUICE EFINITION ...t ettt e st e e see et e e st enee e e nsesbesaeeseeneeneeneens 66
RESOUICE MELNOGS ... bbb e sb et e e b besae b e e e enne e 66

[ © 5 OO P R TRPRU SRS 66

L1 O U PP PP UPTURRUROPRURN 68

PU T et e b h et bR R R R e E e e e R e R e Re R R e e R e e R R e e e e e bt ehe b e eaeene e e ne e 68
PATCH ettt bt bt h e h et b e s e e bt e bt e h e eh e et e b se e e e bRt ebeeaeene e e ne e 68
DELETE ... ettt bbbt bt e bbbt bt Rt e R e ae e b re e e e bRt b e neene e e ne e 68
RESOUICE: SCAIE VINF TASK ...ttt ettt st et ee s ee st eaeese e e eneesaeseeseesneeseeneenseneens 68
(D= S'ei g o1 o] o [N PTOEO P ST PP PSTPPTOTSRURPTRRON 68
RESOUICE EFINITION ...ttt ettt et et e st e e seesteeseenee e e nseseeseesseeneeneeneens 68
RESOUICE MELNOMS ... ettt et et e st e s be e ebeeneenee e e nsesbesaeeseeneeneeneens 68
TS 68

1 SRR 70

PU T et b b h e E e E R R R e E e e R e R e R e R R e e R e e R R e e e R e Rt eRe bt e aeene e e re e 70
PATCH ettt bt bt h e h et b e s e e bt e bt e h e eh e et e b se e e e bRt ebeeaeene e e ne e 70
DELETE ... ettt bbbt bt e bbbt bt Rt e R e ae e b re e e e bRt b e neene e e ne e 70
ResoUrce: SCale VINF 10 LEVE] TASK .....oiuiiiiiiieiieieee sttt et s b 70
(01 1 (o) o S 70
RESOUICE EFINITION ...ttt ettt et e st e e see st e e st enee e e neesbesaeeseeneeneeneens 70
RESOUICE MELNOAS ...ttt et e st e e saeeeeeneenee e e seseeseeeseeneeneeneens 70
TS 70

1 USRS 72

1 0 PSR 72
N I P 72

ETSI



5.4.6.35
54.7
54.7.1
54.7.2
5.4.7.3
54.73.1
54.7.3.2
54.7.3.3
54.734
54.7.3.5
548
5481
5.4.8.2
5.4.8.3
54831
5.4.83.2
54.8.3.3
54834
54.83.5
549
5491
54.9.2
5.4.93
54931
54932
54933
54934
54935
5.4.10
54.10.1
5.4.10.2
54.10.3
54.10.3.1
5.4.10.3.2
5.4.10.3.3
5.4.10.34
5.4.10.35
54.11
54111
54.11.2
54.11.3
541131
54.11.3.2
54.11.3.3
54.11.34
5.4.11.35
5.4.11a
54.11al
54.11a2
5.4.11a3
5.4.11a3.1
54.11a3.2
54.11a3.3
54.11a34
54.11a3.5
54.12
54121
54.12.2
54.12.3
541231
54.12.3.2
5.4.12.3.3

5 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

DL T E et ettt et e et e et e et e e e e et e et e e et e eeae e et e eeaee e aeeeneeeeeeeaeeeeneaieaeias 72
Resource: Change VINF FIAGVOUN TASK ......c.coiiiiiirieiiieree et 72
(D= S'ei g ol o] o [N TSRO P TP PSTPPTOTSRURPTRTN 72
RESOUICE EFINITION ...ttt e ettt e e s e e e e et e e e s eaeeessebasessasbesesansseessansnessansenessanes 72
RESOUICE MEBLNOUS ...ttt e ettt e e et e e e s b e e e e st ee e s eaaeessebaeesesabesesssseessansnessabenessanes 72

[ 1 IR 72

L] I 74

= T 74

AN IO T 74

[0 I I T 74
ReSOUICE: TEIMINAIE VINF TASK.......ciiieeiie ittt e et e e s e s e st e e s s eaa e e s sabeeesssbesssassnessasseeessnsenessanes 74
(D= S'ei g o1 o] o [N PTOEO P ST PP PSTPPTOTSRURPTRRON 74
RESOUICE EFINITION ...ttt e e ettt e et e e e s e e e e et e e e s eaeeessabaeessasbesesasseessansnessenbenessnes 74
RESOUINCE MELNOUS ...ttt e e et e e ettt e s s b e e e e et e e e s eaaeessabaeessabeeesssseessassnessssenessanes 75
PO ST ettt e e e e e e e e e et e eeaeeeeeeeeeeieteeeaaeeieteeeaeesateeaaneeeatearaeeeraeeaneneias 75

BT ettt ettt e et e et et e e e e e e —eee—eeeee e e —eea—e e et eaeeaaeeeeeeseaeeaeeseaeeaeeas 76

= T 76

AN IO T 76

[0 I I T 76
RS 0 0o ol == IV N = T 76
(01 1 (o) o SR 76

(R (SS o 101 ge =X o <1 aTR (T 0] o ISR 76
RESOUINCE MEBLNOUS ... ittt e e et e e et e e e s b e e e e et e e e s eaaeessabaeessasbesesssseesssssnessabenessanes 77
PO ST ettt e e e e e e e e e et e eeaeeeeeeeeeeieteeeaaeeieteeeaeesateeaaneeeatearaeeeraeeaneneias 77

BT ettt ettt e et e et et e e e e e e —eee—eeeee e e —eea—e e et eaeeaaeeeeeeseaeeaeeseaeeaeeas 78

PU T ettt ettt e et et e et e et e e et e e ae e e et e ee—ee e tteeetee e ateeaaeeaaeeaaneeeateeaeeeaeeaaeneias 78
PA T CH ..ottt et e e e e e e et e e e et e et e et e eeaee et e eeeeeaeeeaeeeaeeaaaaeias 78

DL T E et ettt et e et e et e et e e e e et e et e e et e eeae e et e eeaee e aeeeneeeeeeeaeeeeneaieaeias 78
ResOUrCe: Operate VINF LASK ......oceiiicice ettt et e e e e st e e teeteenneenneenes 78
(D7 1 (o) o S 78
LRSS o101 go X0 (<t T o TR (T 0] o ISR 79
RESOUICE MELNOUS ...ttt e e et e e et e e s e b e e e s eaeeeessbbeeesabeesssnsseesssnreessanbenessnes 79

[ 1 TR 79

BT e et e e e e e e e e e et e e e e ee et e e —eee—ee e e ee—ee e et eeaeaeeeeaeesaeeeaeeseaeaaenas 80

PU T ettt ettt et e et et e et e et e et e e aee e —teeeeee e teeeeaee it eaaaeeaaeeaaeee et eeaaeesaeeaneneias 80

P AT CH ..ottt e et e e e et e e e e et e e — e et et e et e seaeeene e e e eeranesaneaneneias 80

DL T E .ottt et e et e et e et e e et e et e eeaee et eeeaeeeteeeeaeeeteeaaeeeaeeeaeeeaeeainneias 80
Resource: Change external VINF CONNECHIVILY aSK .......ccooiiiiiieieieeese e 81
(D= S'el g ol o] o [N SE PSP STPPTOTSRUPPTRON 81
LRSS o101 go X0 (<t T o TR (T 0] o ISR 81
RESOUICE MELNOUS ...ttt e e et e e et e e e e b e e e s eateeessbbeeesanbeesssnseeesssnreessanbenessnes 81

[ 1 T 81

L] I 82

= TR 82
AN 1 TR 82

DL T E .ottt et e et e et e et e e et e et e eeaee et eeeaeeeteeeeaeeeteeaaeeeaeeeaeeeaeeainneias 83
Resource: Change current VINF package taSK.......c.coiieririiinesee st 83
(D L= o ] o 1o DO OO SO SR P SOV PT SRS 83
RESOUICE TEFINITION ...ttt e et e e e st e s et e e e s eae e e s sabb e e s seaaaessassneessbaeessansnnessanenas 84
RESOUICE MELNOUS ...ttt e e sttt e e e et e e e e s e e e s s eabe e e seaaaesssssneessabaeessanennessanenas 84

PO ST ettt e e e e e e et e e —ee et eee—eee—teeiteeeeteaieeeaateaanee et eeaaeesraeeaieneias 84

L] I 86

= T 86

AN O TR 86

[0 I I TR 86
Resource: VNF LCM OpEration OCCUITEINCES. .......ucviieerreesieesteesteseesessseesseesseesssssssssesssesssesssesssssssssnsssnsssnes 87
(D= S'el g ol o] o [N SE PSP STPPTOTSRUPPTRON 87
RESOUICE EFINITION ...ttt e e et e et e e s st e e e e et e e e s saeeessesbeessabeeesasseessansnesssbenessanes 87
RESOUINCE MEBLNOUS ...ttt ettt e et e e et e e st e e e s et eeesseaeeeessabeeesaasseesssseesssnsnessansenessanes 87

PO ST et et e e e e e e e e e —t e e —e e e —teee—eee—eeeeaeee et eareesaaeeaaeeeaaeeaiaeearaeeaneneias 87

BT ettt e e e e et e et e e e e ee e e e e —eee—ee et e e—ee e e eeaeseeeeeaeesaeeeaeeseeeaaeeas 87

PU T ettt ettt et e et et e et et e et e e aeee—eeeeeee e tteeeaee et eeaaeeaaeeaaneeaaeeeaaeesraeeaneneias 89

ETSI



541234
5.4.12.35
5.4.13
54131
54.13.2
54.13.3
541331
54.13.3.2
54.13.3.3
54.13.34
5.4.13.35
54.14
54.14.1
54.14.2
54.14.3
541431
54.14.3.2
54.14.3.3
54.14.34
54.14.35
5.4.15
54.15.1
54.15.2
5.4.15.3
54.1531
5.4.15.3.2
5.4.15.3.3
5.4.15.34
54.15.35
5.4.16
54.16.1
5.4.16.2
54.16.3
5.4.16.3.1
5.4.16.3.2
5.4.16.3.3
5.4.16.34
5.4.16.35
54.17
54.17.1
54.17.2
54.17.3
541731
54.17.3.2
54.17.3.3
54.17.34
5.4.17.35
5.4.18
54.18.1
54.18.2
5.4.18.3
54.18.3.1
54.18.3.2
54.18.3.3
54.18.34
54.18.35
5.4.19
54.19.1
54.19.2
5.4.19.3
5.4.1931
5.4.19.3.2

6 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

N I SRS 89

I PSR 89
Resource: Individual VNF LCM Operation OCCUITENCE. .......cceutrueerrerieeeiesieeste st sesie it sse e ssesse e s s s 90
(D= S'ei g ol o] o [N SE TP TSP RSTPPTOTSRURPTRRON 90
RESOUICE AEFINITION ...ttt ettt e st e besaeea e et e e e e e nsesbesaeeseeneenseneens 90
RESOUICE MELNOGS ...ttt sttt b et e et et sbesb e e e e e e nnen 90
1] TR 90

L OSSR 90

U TP 91

N 11 TR 91

I PSR 1
ReSOUICE: REITY OPEIaliON TASK .....c.eeueiteeeiiite ettt sttt sttt bt b e et sb e bt sb e n e 91
(D= S'ei g ol o] o [N SE TP TSP RSTPPTOTSRURPTRRON 91
RESOUICE AEFINITION ...ttt ettt et e s te s be s aeeee et e e e e e nsesbeseeeseeneenseneens 91
RESOUICE MELNOMS ...ttt ettt et e e st e s tesae e st et e ae e e eesbeseeeneeneeneeneens 92
) PSSR 92

L OSSR 93

U TP 93

N 11 TR 93

3= I TSR 93
Resource: ROIDaCck Operation tasK...........c.vcueeiiiieiice et n e 93
(D1 1 (o) o SR 93
RESOUICE AEFINITION ...ttt ettt e s te s te e b e e e e e e e e nsesbesaeeseeneenseneens 93
RESOUICE MELNOUS ...ttt ettt ae e ae st e e en e e e tesbesneeseeneeneeneens 93
) IS 93

L USRS %!

1 0 PSS %!
N I SRS 95

3= I TSR 95
ReSOUrCe: Fail OPEralioN TASK.......cceciieiieeiieiesteeste e se et te s te e e sae et e e ae e e sseesseesteesseesreenseenneeneeenes 95
(D1 o 1 (o) o S 95
RESOUICE EFINITION ...ttt b et e e e b sh e bt et e e et e besbeeb e e e enneneen 95
RESOUICE MELNOGS ...ttt be bt e et e b sbesb e e e enneneens 95
) RS 95

L USRS 96

1 0 PSS 96
N I SRS 96

I PSR 97
ResoUrce: CanCel OPEratiON TASK ........coerieuirierieie ettt sttt sb e e 97
(D1 o 1 (o) o S 97
RESOUICE EFINITION ...ttt b et e e bbbt bt et e e et e besbesbe e e enneneens 97
RESOUICE MELNOGS ...t e bbbt bt e e et besbesb e e e enneneen 97
1] TR 97

L OSSR 98

U TSR 98
N I PSS 99

I PSR 99
RESOUICE: SUDSCITPLIONS. ...ttt et bbbt bbb b 99
(D= S'el g ol o] o [N SE PSP STPPTOTSRUPPTRON 99
RESOUICE AEFINITION ...t ettt et e st e besaeeae e e e e e e e nsesbeseeeseeneenseneens 99
RESOUICE MELNOMS ...ttt ettt et e e st e s tesae e st et e ae e e eesbeseeeneeneeneeneens 99
1] TR 99

L TSR 100

U ST 101

N 1O TSP 102

= I PSSP 102
Resource: INdividual SUDSCIIPLION. ........cc.ciiiieiierieeiesie et e 102
[D=S'sl g o1 Lo] o [ TSP TSP UPT SRR 102

LR e o101 £ oY o (<. 1T 0Tl (o] o 102
RESOUICE MELNOMS ...ttt ettt e e st e ae e e e et e seestesaeenee e eneees 102
) I PR 102

1 PR 102

ETSI



5.4.19.3.3
5.4.19.34
5.4.19.35
5.4.20
5.4.20.1
5.4.20.2
54.20.3
54.20.3.1
5.4.20.3.2
54.20.3.3
5.4.20.34
5.4.20.35
54.21
54211
54.21.2
5.4.21.3
54.21.31
54.21.3.2
54.21.3.3
54.21.34
54.21.35
5.4.22
54221
54.22.2
5.4.22.3
542231
54.22.3.2
5.4.22.3.3
54.22.34
54.22.35
5.4.23
54231
54.23.2
5.4.23.3
5.4.2331
5.4.23.3.2
5.4.23.3.3
5.4.23.34
5.4.23.35
54.24
54.24.1
54.24.2
54.24.3
542431
54.24.3.2
5.4.24.3.3
54.2434
5.4.24.35
54.25.1
5.4.25.2
5.4.25.3
542531
54.25.3.2
54.25.3.3
54.25.34
54.25.35
5.5

551
5.5.2
5521
5522
55.23

7 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

1 O PR 103
N I PR R 103

[ I P TRS 103
Resource: NOtification @NAPOINT ..........ooeeiiiereee bbbt 104
[D=S'el g o1 o] o [T ST ST P TSP 104
RESOUICE EFINITION ...ttt bbb bbbt b et e e e b e b e saeene e e e e e 104
RESOUICE MELNOGS ...t b bbbt e e sr b et e ae e e 104
1] ISP 104

L PR ST 104

U ST 105
N I PR R 105

[ I P TRS 105
Resource: Create VINF SNAPRSNOL TASK.......ccueeiirieiriiieirie st 105
[D=S'ei g ol [0 o [T SO P TSP UPT SR PRORP 105
RESOUIrCE AEfINITION ...t st b e et e e ea et e e s teesbe e reereenneeans 105
RESOUICE MELNOUS ...ttt ettt et s s ae e e ae e be e beeabeeabesbeesbeesbeeaseenseenneenns 106
1] ISP 106

L TSR 107

U ST 108

N 1O TSRS 108

= I PSSP 108
Resource: Revert t0 VINF SNaPShOL taSK ........ccveiieiiiii et e s ne et e ae e e sneenneenneens 108
[D=S'ei g o1 o] o [N OSSPSR PPTSTR PR 108
RESOUrCE AEfINITION ...ttt b e et e e e e e et e e s beesbe e reereenneenns 108
RESOUICE MELNOUS ...ttt ettt et s s ae e e ae e be e beeabeeabesbeesbeesbeeaseenseenneenns 109
) I PR 109

1 PR 110

1 O PR 110

N 1O TS STPSTRPRN 110

= I PSSP 110
RESOUICE: VINF SNBPSNOLS......eceiiee ettt e te e s ae e ae e e e e s ae e se e teentesnsesneesnnesaeesseenseensenns 110
L0111 (o) o 110
RESOUICE EFINITION ...ttt ettt bbbt b e e e e e e e sb e b e saeeae e e e e e 110
RESOUICE MELNOUS ...ttt et te e st e s ae e s be e beeabeeabesbeesbeesbeesreenseennennns 110
) I PR 110

1 PR 111

1 O PR 113
N I SRR 113

[ I P TRS 113
Resource: Individual VINF SNGDSNOL .......c.eevieiiciecie ettt se e e e saeesae e e sneenseenseens 113
[0 1= o 1 (0] o 113
RESOUICE EFINITION ...ttt bbbt bbb et e e e e e b e b s aeene e e e e e 113
RESOUICE MELNOAS ...t b bbbttt sr bt st eae e e e e 114
1] ISP 114

L TR STR 114

1 O PR S 114
N I SRR 114

[ I P TRS 115
[D=S'sl g o1 Lo] o [ TSP TSP UPT SRR 116
RESOUICE AEfINITION ...t b e et e b e et e et e e s beesbe e reeneenneenns 116
RESOUICE MELNOUS ...ttt e s s ae e e be e s be e beeabeeabesteesbeesbeeseenseenneenns 117
1] ISP 117

L TSR 117

U ST 118

N 1O TSP 118

= I PSSP 118

DL r= W 0010 o (= OSSPSR RSURRTO 118
INEFOTUCTION. ...ttt ettt e et e st e st e e be et e s aeeeaeeebe e be e beeabeeasessaesbeensesnsesanesaeesaeenbeentenns 118
Resource and NOtifiCation dataA LYPES .......cc.ceiirieiriiicrieeer bbb e 118
IEFOTUCTION ...ttt et e e te et e et e e beeatesaaesheesheesbeenbeeaeesseenbeenseenseeneesraesrens 118
TYPE VNFINSLBNCE. ...ttt bbbt e et b e st b st b et e b e b e e 118
TYPE: CreateV NFREQUESE ........cuiieeirtieet ettt b bbb 124

ETSI



55.24
55.25
5.5.2.6
5.5.2.7
5.5.2.8
5.5.29
5.5.2.10
55.2.11
5.5.2.11a
55.2.12
55.2.12a
55.2.13
55.2.14
55.2.15
55.2.16
55.2.17
5.5.2.18
5.5.2.19
5.5.2.20
55.2.21
5.,5.2.22
55.2.23
5.5.2.24
55.2.25
5.5.2.26
55.3
55.3.1
5.5.32
5.5.3.3
5.5.34
5.5.35
5.5.3.6
5.5.3.7
5.5.3.8
5.5.3.9
55.39a
5.5.3.9b
5.5.3.10
5,5.3.11
55.3.12
5.5.3.13
55.3.14
5.5.3.14a
5.5.3.14b
5.5.3.15
5.5.3.16
5.5.3.17
5.5.3.18
5.5.3.19
5.5.3.20
5,5.321
5.5.3.22
55.4
5541
55.4.2
55.4.3
5544
5545
5.5.4.6
5547
5.5.4.8
5.6

8 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

Type: INSEaNtiatEV NFREGUESL ........cuiitieeeeite ettt 124
TYPE: SCAIEV NFREGUESL.......ceeiteeeiiete ettt b et b et a e b bbb e 125
Type: SCAEVNFTOLEVEIREQUESL .......ceieieirieiet et 126
Type: ChangeV NfFIaVOUIREQUESE ..........couirieiiieiecierieet et 126
Type: TErMINAEV NFREGUESE .......ccuiieiiiteieieet ettt bbb 128
TYPE HEBIVNFREQUESL.........eeieeiiee ettt ettt e te et e s e e sneesneeneenteenneeneesneessaesneas 128
Type: OPerateV NFREUESL........ccciieieee ettt e et te e see e eesneesseesse e teenaeeneesseesreesneas 129
Type: ChangeExtV nfCoNNECtiVItYREQUESE .........cccuviireieceeeeeese et 129
Type: ChangeCurrentV NfPKOREUESL.........cooeee e 130
Type: VnfINfOMOdifiCatiONREQUESL .........cceeieeieecie ettt esnaesraesnees 132
Type: VNFINFOMOQITiCAIIONS .......eovieeieeeieeeet et 132
TYPE VNFLCMOPOCC. ... eeueetirteieetestee ettt b ettt b e bbbt e bbb ens 133
TYPE CBNCEIMOUE. ... .ottt bbb bbb e s bbbt b s s bbb a e ens 136
Type: LeCNSUDSCIIPLIONREGUESE ...ttt 136
TYPE LCCNSUDSTITPIION ...ttt 137
Type: VnfLcmOperationOccUrrenCeNOLIFICALTON ........c.cvviiveiririerieree s 137
Type: VnfldentifierCreatioNNOLIfiCaHION ..........ccceveecieiece e 140
Type: VnfldentifierDel etioNNOLIfiCaLION .........ccceevieeiesiecece e 140
Type: CreateV nfSnapshotiNFOREUESL..........ceo it 141
Type: CreateV NfSNapPShOtREGUESL .......ccev i sneas 141
IR 8L A1 7= 0 011 I g (o PSS 141
IR 1S 170 | PSR 142
Type: VnfSnapshotINfOM odifiCatioNREQUESL ...........cceeiriiieirieereees s 143
Type: VNfSnapshotiNFOMOifiCaLIONS..........coiuiiiiriieree s 143
Type: RevertToV NfSNaPShOtREGUESL........c.ciiriiiiricet e 143
Referenced StrUCIUred daLatYPES .......coviveuiriiieierieie ettt bbb 143
g1 0o 1 o o PSR 143
Type: EXTVITTUBILINKINTO ....cviiieceiiice bbb 144
Type: ExtManagedVirtual LiNKINFO........c.oice it 144
QIR 8L = = 1 o o PSSR 144
TYPE VNFCRESOUICEINTO ...ttt et et e e e s ae e se e beenaeeneesnaesreesneas 145
Type: VnfVirtual LINKRESOUIrCEINTO ......c.eeiie ettt snaesneesneas 146
Type: Virtual StorageRESOUICEINTO ......eiieiie ettt ae e e e s e sraesraesreesneas 146
TyPE VNFLINKPOITINTO ...ttt 147
TYPE EXILINKPOITINTO ...ttt 148
Y40 o ST STSSN 149
TYPE: CPPIOLOCONNTO.....eeeeitieieet ettt b eb e 149
Type: |pOVErEtherNetAdAreSSINfO.......c.iiieiriiere s 149
TyPE MONITOTTNGPAIAIMELEY ...ttt e et a bbb b ens 150
Type: LifecycleChangeNotifiCatiONSFIITEr ..........c.ocverieice e 150
IR N = (=0 LV o | oSSR 151
Type: ATFECLEAVITTUBILINK. ......eeeee e e s e et et e s e re e eneesnaesraesnees 153
Type: AfFECLEAEXILINKPOIT...........iciece et et enaesnaesnaenneas 154
IS Y A= e (=0 LY T o o SR 154
Type: AffECtedVirtUBl SEOTAQE..... .o i ee et st e e s e sae e be e teenaeesaesnaesraesneas 155
TYPE LCCNLINKS ...ttt ettt b bbbt bbbt b bt b e s bt e e en b e ens 156
TYPE VNFEXICPINTO ..ottt bbb 156
TYPE VNFLINKPOITDELA ......ccveeieeetirteeeeerteeet ettt b e eb e ens 157
Type: VNFCSNAPSNOINTO ...t 157
Type: VNfStAESNEPSNOINFO ..ottt 158
Type: ModificationsTriggeredByVnfPKGChaNGE ..........coeiviiriieeirieree s 159
BN/ L=V T 0% o | PSR 160
Referenced simple data types and ENUMEraLIONS ..........ccveieerieeeieeieeeeeseeeetesee e sree e e sreesneseesnaenseeneens 160
T 1T 18 ot (' o OSSP T TSP PSSP 160
S T o= oo Y 0= PR 160
Enumeration: VNfOPErational SLALETYPE. .......ccuereeieeieiieseeseesteesteete e e et ete e e sseesraesreesresnaesneesnes 160
ENUMEIation: SIOPTYPE ..cveieeieteiteieete ettt sttt et b e et bbb bt b st et sn et et b e 161
Enumeration: LCmOPErati ONSIALET Y. .....ccuerveuertereeesie ettt sttt sb et r e bbb sn e 161
Enumeration: CanCalMOOETYPE .....cciiiiieiirieeeie ittt sttt bbb 161
Enumeration: LCmMOPErali ONTYPE......ciueeeuerieieeertereete ettt sttt st se et st se et st se et st e et st sn et sbe b 162
Enumeration: LcmOpOccNotificationV erbOSItY TYPE ....ccovveiririeererieesie e 162
Success and error states of VNF lifecycle management Operations...........coceoeeevereenenieenense e 162

ETSI



9 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

56.1 Basic concepts for error handling (infOrMaLive) ..........ooueiiireirirer e 162
5.6.1.1 Ko 1AV (o o 162
56.1.2 Failure resolution strategies: Retry and ROIDACK ............coiiriiiiiiiiieee e 163
56.1.3 Error handling at VNFM and NFVO ..ottt e 163
5.6.2 States and state transitions of a VNF lifecycle management operation OCCUITENCE...........covvevrererenienenn 164
56.2.1 (€T o1 =PRSS RPR SRR 164
5.6.2.2 States of a VNF lifecycle management Operation OCCUITENCE. .......ccvvuereerieereesieeeeseeseeesseeeesseesseenns 165
5.6.2.3 Error handling operations that change the state of a VNF lifecycle management operation

Lo To oLl [ 7= 0Tox PP PTURP PSPPI 168
5.6.3 Detailed flows for error NANAIING...........ooveiieiieece e eesaeenreenneens 169
5.6.3.1 IMMEAIALE FAIUIE ...t st ae et et eseeseesaeeneeneeneeneas 169
5.6.3.2 Falure in " STARTING" SIALE.....ciiiiiiieie ettt sttt ae e et e seesbesneeneeneeneenes 169
5.6.3.3 Failure during actual LCM Operation EXECULION ........c.eoeeerierieiiniereeie et 170
56.34 LCM 0peration CANCEITBLION...........ciueiieiieieie ettt 172
5.7 Handling of Security-Sensitive attriDULES...........cccoiiiiii e 172
6 VNF Performance Management iNtErfaCe..........cvieeii et 172
6.1 DTS o o o) S 172
6.1a E Y Y= £ o] o TR TS OO RSP PSPPSRSO 172
6.2 Resource structure and MELNOUOS...........coiiii et b e se s 173
6.3 Sequence diagrams (INFOMMELIVE) ..........eeiveieiie e este e ee e seesteesae s e e eaeesse e te e beentessaesseesseenseenseenenenes 174
6.3.1 FIOW Of Creating @ PM JOD .......oiiiiiiiie bbbt 174
6.3.1a Flow of updating the callback URI Of @PM JOD ..o 175
6.3.2 Flow of querying/reading PM JODS ..o 175
6.3.3 FIOW Of del€tiNg @ PM JOD ....c..oiiiieieie bbb e 176
6.34 Flow of obtaining PerformanCe MEPONTS............eeiireiriieeses et 177
6.3.5 Flow of creating athreshold ...........cce it s e e sre e reereens 178
6.3.5a Flow of updating the callback URI of @athreshold..........c.coceeiieciiieiecee e 179
6.3.6 Flow of querying/reading threSholdS ............oouviie e 179
6.3.7 Flow Of deleting threShOIUS............i it ae e e s e e sneenseereens 180
6.3.8 Yoo TSR 181
6.3.9 Flow Of Sending NOLITICALIONS.........cccieiieie et e et e e e tesaesraesaeesneenseensenns 181
6.4 RESDUICES ...ttt ettt ettt ettt ekttt e ekt e st e e b et e bt e e ket e ase e e ke e e ase e ek et 2 ane e e a b e e emne e et e e eaneeeabeeenneeeneeeneeas 181
6.4.1 1 0o 1 (') o SR 181
6.4.1a RESOUICE: API VEISIONS.......eiiiiiieieieeieeeieeesee ettt s et eeestestesaesaeesee e e eeseeseesbesaeeseeneeneeneesaessesneeneeneenseses 181
6.4.2 RESOUICE: PIM JODIS. ...ttt bbb bbbt 182
6421 (D= S'ei g o1 [o] o [ O T SOSSSO PP SRR VPSSP 182
6.4.2.2 LRSS o101 (o= o (< 1T 0Tl (o] o P 182
6.4.2.3 RESOUICE MELNOAS ...t b et e b et sr b sae s e e e 182
6.4.2.3.1 0 1] SRR PSRPN 182
6.4.2.3.2 L TSR 183
6.4.2.3.3 U SRS 185
6.4.2.34 N 1O SRS SRPSN 185
6.4.2.35 Dt I I PSSR 185
6.4.3 Resource: INAiVIAdUEI PIM JOD ........oviiiiiiciiice bbb e 185
6.4.3.1 (D= S'ei g o1 [o] o [T SOUSO ST P TSR PPT SR PRRP 185
6.4.3.2 RS o101 £ o= o (= 1T 0Tl (T o] o 185
6.4.3.3 RESOUICE MELNOAS ...ttt ettt ettt e be e bt e e e e e e e seesbesaeeneeneeneenes 185
6.4.33.1 1Y RS SRSTOSRIN 185
6.4.3.3.2 L TSR 185
6.4.3.3.3 U SRS 186
6.4.3.34 N 1O SRS 186
6.4.3.3.5 3= I TSRS 187
6.4.4 Resource: Individual performanCe FEPOMT .........ooveieeieie et e e re e saeeae e e saeenreenneens 187
6.4.4.1 (01 1 (0] o 187
6.4.4.2 RESOUICE EFINITION ...ttt ettt e st et e et eb e e e e e et e seesbesaeeneeneeneenes 188
6.4.4.3 RESOUICE MELNOAS ...ttt ettt e e e be et eb e e e e e e e e seesbesaeeaeeneeneeses 188
6.4.4.3.1 1Y TSRS 188
6.4.4.3.2 L TR 188
6.4.4.3.3 O PSSR 188
6.4.4.3.4 A 11 SR 189
6.4.4.3.5 3= I TSRS 189

ETSI



10 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

6.4.5 RESOUICE: THIESNOIGS. ...ttt et st se e e et e s e e seesbeeneenee e eneees 189
6.45.1 (D= S'ei g o1 [o] o [ OO U O P TSO U SO S PP TSP PRR 189
6.4.5.2 RESOUICE EFINITION ...ttt e st et e e b e e e e e et e seesbesaeeneeneeneeses 189
6.4.5.3 RESOUICE MELNOAS ...ttt et be et eb e e e e e e e e seesbesaeeneeneeneeses 189
6.4.53.1 1Y TSRS 189
6.4.5.3.2 L TR 190
6.4.5.3.3 U SRRSO 191
6.45.34 N 1O USSR 191
6.4.5.3.5 3= I TSRS 191
6.4.6 Resource: Individual threSNold ..o e 191
6.4.6.1 (D= S'ei g o1 [o] o [ OO U O P TSO U SO S PP TSP PRR 191
6.4.6.2 RESOUICE EFINITION ...ttt e st et e e b e e e e e et e seesbesaeeneeneeneeses 192
6.4.6.3 RESOUICE MELNOAS ...ttt et be et eb e e e e e e e e seesbesaeeneeneeneeses 192
6.4.6.3.1 1Y TSRS 192
6.4.6.3.2 L TR 192
6.4.6.3.3 U SRR SRSPRSN 192
6.4.6.34 N 1O USSR 192
6.4.6.3.5 3= I TSRS 193
6.4.7 Yoo TSR 194
6.4.8 Yoo TSR 194
6.4.9 Resource: NOtification €NOAPOINT ..........cociiiieecies e ee e e et e e ae e sseessaesreesseesaessnesreesaeenseensenns 194
6.4.9.1 (01 1 (0] o 194
6.4.9.2 RESOUICE EFINITION ...ttt ettt e st e be e b e e e et e eeseesbesaeeneeneeneeees 194
6.4.9.3 RESOUICE MELNOAS ...ttt ettt ettt e be e bt e e e e e e e seesbesaeeneeneeneenes 194
6.4.93.1 1Y TSRS 194
6.4.9.3.2 L TR 195
6.4.9.3.3 U SRR SRSPRSN 195
6.4.9.34 N 1O SRR SRSRN 196
6.4.9.3.5 3= I TSRS 196
6.5 DL 7= 1Y, oo [ PSPPSR 196
6.5.1 L1110 e (0o (o] o FOO O ST P U RUR PRSPPI 196
6.5.2 Resource and NOtifiCation AalatyPES ......cueceererieee e see sttt te e sre e sreesaeeeesaeesneenseensenns 196
6.5.2.1 FNEFOOUCTION...c.e ettt e bbbt et bbbt e e e e et et e e et sheebesneenn e e ennas 196
6.5.2.2 1Y 0o TR 196
6.5.2.3 1Y 40 o TR 196
6.5.24 Type: ThresholdCroSSEdNOLIfiCALION ........c..eiiiiieiiieee s 196
6.5.2.5 Type: Performancel nformationAvailableNOtifiCation ... 197
6.5.2.6 Type: CreatePMIODREGUESL ........coviriiieieieeietere ettt b bbb e ens 198
6.5.2.7 LI L= o 11 o « ISR 199
6.5.2.8 Type: CreateThreSholAREQUESL .........cceiiieiee et et rae e e e sneesraessaesreesneas 199
6.5.2.9 I8/ 0= I 1= 1) o PSR 200
6.5.2.10 Type: PerfOrmManCeREDON .........cuiiieeiesie ettt te s ae e saeesaeesaeeeeenaeenaeeneesnaesreesneas 201
6.5.2.11 Type: ThreshOldMOAIfiCALIONS.........ccceiee et e e e e esaesraesraesneas 201
6.5.2.12 Type: PMJIODM OGIfICAIIONS ......ccveeieiieiie sttt e e e ne e te e e enneenaesnaesnaesneas 202
6.5.3 Referenced StruCtured JalatyPES ......coiuieieeiieecies ettt et e e sre e saeesaesneesaeesneenseensenns 202
6.5.3.1 g1 0o 1 o o PSR 202
6.5.3.2 Y4 0o TSR 202
6.5.3.3 LY LA R 11 o] o[ ] (= - TSRO 202
6.5.34 TYPE THIrESNOIACTITEITAL 1..e.ecveeeeeeete e 203
6.5.4 Referenced simple data types and ENUIMEIGLIONS ..........coiiveeriirieeriiieesiee e 203
6.54.1 g1 0o 1 o o PSR 203
6.5.4.2 SIMPIE ABLALYPES ..ottt e e e e s ae et e e e e e e seesseesaeesreessesnaesanesneesneenreereens 203
6.5.4.3 Enumeration: CrosSiNgDireCtiONTYPE.....c.uecierieeieeieeteseeseeseesteeseeeae e ssaasseesre e e e sseesesressaesnsesneesnes 204
7 VNF Fault Management iNtEITACE. ........cv ittt nne e 204
7.1 [DL= o ] o1 o] o TSP PSP PP STURTORSURPRRON 204
7.1a F N o IRV £ o] o S 204
7.2 Resource structure and MELNOUS. .......c..coiieee ettt e et e et e e e enee e eneas 205
7.3 Sequence diagrams (INFOFMBEIVE) ..........eeiirieieeirieeere ettt b et b b 205
731 Flow of the Get Alarm LiSt OPEratioN.........coiieririiieireee e 205
732 Flow of aCKNOWIEAGING 1AM ......cvieiiiiiiiete bbb bbb 206
733 Flow of managing SUBSCIIPLIONS.........cciiieieicie ettt sre e e e sae e e saeesneenseeseens 207

ETSI



734
74
74.1
742
7421
7422
7423
74231
74.2.3.2
7.4.2.3.3
74234
74235
743
7431
7432
7433
7433.1
74.33.2
7.4.3.3.3
74334
74335
744
7441
7442
7443
74431
74432
74433
74434
74435
745
7451
7452
7453
74531
74532
74533
74534
74535
74.6
74.6.1
74.6.2
74.6.3
74.63.1
7.4.6.3.2
7.4.6.3.3
74634
7.4.6.3.5
7.5
751
752
7521
7522
7523
7524
7525
7.5.2.6
7527
7.5.2.8
7.5.3
7531
7.5.3.2

11 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

Flow oOf Sending NOLIfiCALIONS...........oiueiiiieirieer bbb 208
LSS 011 0= SR 209
1 0o 1 (') o SR 209
LSS 0010 S AN =4 00 209
(D= S'ei g o1 [o] o [T S O S PP TSR PR SR PROR 209
RESOUICE EFINITION ...ttt bbb bbb ae e e e e sn e b b eae e e e e 209
RESOUICE MELNOAS ...t e bbb sr b bt eae e et e 209

[ © 5] SO P PP USRS RPTPO 209

L TSP PO PURPSRPT 209

PU T et b b e R h R R e E R R e AR e R e eRe R £ e e e a R e b e R e bt eheeh e e e e nrenns 210
N I SRS 211
I RS 211
ReSOUrCE: INAIVIAUAH BlAIM ... .ottt sae st sneene e e et e 211
(D= S'ei g o1 [o] o [T PSSO P TSP UPT SRR 211
RESOUICE EFINITION ...ttt ettt et e st e be e b e e e et et e seesbesaeeneeneeneenee 211
RESOUICE MELNOAS ...ttt et e e e be et eb e e e et e e e seesbesaeeneeneeneees 211

[ © 5] SO P PRSPPI 211

L TSP PO PURPSRPT 211

PU T et b b e R h R R e E R R e AR e R e eRe R £ e e e a R e b e R e bt eheeh e e e e nrenns 212
PATCH .ttt b bt h e a e e e et e bt bt e Rt e bt et e e ne e e e b e she bt e e e ns 212
DELETE ...ttt b et h et bt e bt bRt b e et e b e R e bt eh e bt e enrenr e e 213
RESOUICE: SUDSCITLIONS. .....cuveiieieeieeseeste e e eeeeestae s e e steesteeessseesaeesseeseesseaseasseessaesseessesneesneesseesseansennsenns 213
(D= S'ei g o1 [o] o [ O U P TSOSO SO PTP ST PPTOTRTRRP 213
LRSS o101 (o= o (< 1T 0Tl (o] o P 213
RESOUICE MELNOAS ...ttt et e e e be et eb e e e et e e e seesbesaeeneeneeneees 213
I PR 213

1 PR 215

U O PR S 216
PATCH . bbbt b bt h et e e b e bt b e Rt e h e et e e se e e e b she bt e e e e e e 216
DELETE ...ttt b et h et bt e bt bRt b e et e b e R e bt eh e bt e enrenr e e 216
Resource: Individual SUDSCIIPLION. ........ciciieiicece e sre e e ne e sneenreeneens 216
(01 1 (0] o 216
RESOUICE EFINITION ...t bbbt bbb e e e sb b e saeeae e e e e e 216
RESOUICE MELNOAS ...ttt et et e e be et eb e e e et e e e seesbesaeeneeneeneeses 216
PR 216

1 PR 216

U O PR S 217
N I SRS 217
I RS 217
Resource: NOtification €NOPOINT ..........cecieiieeeieree e e e et e e eee e sraesreesreesaessnesreesaeenseensenns 218
()1 1 o) o 218
RESOUICE EFINITION ...ttt bbb bbbt et e e e sb b saeeae e e e e e 218
RESOUICE MELNOAS ...ttt bbbt sr b saeeae e e e 218

[ © 5] LSOO PR PSPPI 218

L TSP PO PURPSRPT 219

U 0 PR 219
N I SRS 219
I RS 219

D= 7= 1Y e o = RS 220
1 0o 1 (') o SR 220
Resource and NOtifiCation data LYPES .......cc.eeiirieirieere bbb e 220
FNEFOOUCTION...c.e ettt e bbbt et bbbt e e e e et et e e et sheebesneenn e e ennas 220
Type: FMSUDSCIiIPLONREMUESL .........eoiieeieeie e este e et etesee st teeste e tesee e e sneesseeseeseensesseessaesreesnens 220
TYPE FMSUDSCIIPLION.......eeieeecieesieesee sttt te et e e e ste e teeeesnaesneesaeanseeseenseeseesseessensneas 220
I8/ L= Y =1 0 PSS 220
Type: Al@rMNOLFICAHION.......eiieiee et eesae e saeene e e e enteeneessaesraesneas 222
Type: AlarmCleare@dNOLifiCATON. .........oiveeieieeeree et 222
Type: AlarmLiStREDUITENOLIFICBLION .........eieeeiieiriiieteree e 223
Type: AlarMMOTIfiCELIONS. .......coveeiitirieieiiee et bbb e 223
Referenced StrUCIUred daEAYPES .......coviieiriiieiirieie ettt bbb 224
g1 0o 1 o o PSR 224
Type: FMNOLfiCAIONSFTITEN .......viiieiitice e 224

ETSI



12 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

7533 TyPE: FAUItYRESOUICEINTO. ...ttt bbb 224
754 Referenced simple data types and ENUIMEIGLIONS ..........coiveiririeiriieesiee e 224
7541 IEFOTUCTION ...ttt et e e be e et e et e e beeatesaaesaeesheesbeenbeeaeesseenbeenseenseeneessnesrnns 224
7542 SIMPIE DA LYPES ...ttt ettt b et b e b e bt b e s e bt b se bt eb e se bt sb e e eb e s b e e ebenneneeneas 225
7543 Enumeration: PerCaiVedSEVETTY TYPE. ... .ottt sttt st sttt bbb 225
7544 ENUMEratiON: EVENETYPE .ottt ettt e s s e st e ae e et esneessaesre e beenseenseeneeenes 225
7545 Enumeration: FaultyRESOUINCETYPE......uiiieieeteee et et ste e e s et e et tessaesreesreesresnsesneeenes 225
8 Y N 1o Lo o QT 1= = S 226
8.1 (DL w ] o 1o o T TSP PSP PP PSTUROTSURPRRON 226
8.1a APL VEISION. ...ttt ettt et e e et e et e s ae e s aeesaeesteebeeaseeaseeaeeabeesbeesbeeabeeaseeaeesheeeaeebeenbeeateeateenresaeesaeas 226
8.2 Resource structure and MELNOUS. .......co.eoieeee ettt e e see st e e eneeseeneas 226
8.3 Sequence diagrams (INFOFMBEIVE) ..........eeririeiieirieeere ettt b et b e 227
831 Flow of qUErying VINF iNGiCALOIS.........couiiiiirieieierieeeienie ettt bbb e 227
832 Flow of reading @V INF iNGICALOL ..........cceoiiiriiiririeeicnie et 228
8.3.3 Flow of managing SUBSCIIPLIONS........ccciiieiee e te e e saeesaeesaesreesneenseeneens 229
834 Flow Of Sending NOLITICALIONS..........coieiieec et e st teeaesreesaeesneenseensenns 230
8.4 RESOUICES ...ttt e et s h e e et e e ae e e R e e R e R e e R e e R e e e e s e e sae e sRe e aRe e n e e neenreennennnennnennees 231
84.1 L1110 e (0o (o] o FOO O ST P U RUR PRSPPI 231
8.4.1a RESOUICE: API VEISIONS.......eitiiiitieteniteteee ettt sttt et e et et bt ae bt et et e e e s bt eb e s aeehe e e e s e st e sbenbesaeene e e et nes 231
84.2 RESOUICE: VINF INQICALOIS.......eeeeteeieeieie sttt ettt et b e et b et e st e sn e b bt ene e e enne e 231
8421 (D= S'ei g o1 [o] o [T PP ST UPT SR PRPRP 231
8.4.22 RESOUIrCE AEfINITION ... e s s r e et e e esbe e ebeesteesbeesreereenreenns 231
8.4.23 RESOUICE MELNOAS ...ttt et e e be et eb e e e et e e e seesbesaeeneeneeneeees 231
84.23.1 1Y TSRS 231
8.4.23.2 L TR 231
8.4.2.3.3 U SRS 232
84234 N 1O SRS 233
8.4.2.35 3= I TSRS 233
843 Resource: VNF indicators related t0 8 VINF INSIANCE .......coiiiiiiieeieecee e 233
84.3.1 (01 1 (0] o 233
8.4.32 RESOUICE EFINITION ...ttt bbb bbbt bt e e e sb et saeese e e e e e 233
8.4.33 RESOUICE MELNOAS ...ttt et e e be et eb e e e et e e e seesbesaeeneeneeneeees 233
84.33.1 I PR 233
8.4.33.2 L TR 233
8.4.3.3.3 U SRR PRSTRSRSN 234
8.4.334 N 1O SRR SRSRN 235
8.4.335 3 I TSRS 235
844 Resource: Individual VNF INAICAON .......cc.oiiiiiiieeee e s 235
84.4.1 (D1 1 (0] o 235
8442 RESOUICE EFINITION ...ttt bbb bbbt bt e e e sb et saeese e e e e e 235
8443 RESOUICE MELNOAS ...t b et e b et sr b sae s e e e 235
8.4.43.1 0 1] PSSP 235
8.4.43.2 L TR 235
8.4.4.3.3 U SRR PRSTRSRSN 236
84434 N 1O SRR SRSRN 236
8.4.435 DELETE ..ttt sttt sttt ettt sttt st s b et e st et et e st e e e b e s besees e et e saeReebeseeseeae e etesteneeneerenrenens 236
845 RESOUICE: SUDSCITPLIONS. ...t bbbt s b bbb 236
8451 (D= S'ei g o1 [o] o [T SOUSO ST P TSR PPT SR PRRP 236
8452 RESOUICE EFINITION ...t bbbt bbb e e e sb b e saeeae e e e e e 236
8453 RESOUICE MELNOAS ...t e bbb e e b saeeae e e e e 236
8.45.3.1 0 1] PSSP 236
8.45.3.2 L TSR 238
8.4.5.3.3 U SRS 239
84534 N 1O SRS 239
84535 3 I TSRS 239
8.4.6 Resource: INdividual SUDSCIIPLION. ........c.ciiiieirierieerie e bbb e 239
84.6.1 (D= S'ei g o1 [o] o [T PP ST UPT SR PRPRP 239
8.4.6.2 LRSS o101 (o= o (< 1T 0Tl (o] o P 239
8.4.6.3 RESOUICE MELNOAS ...ttt et e e be et eb e e e et e e e seesbesaeeneeneeneeees 240
8.4.63.1 1Y TSRS 240
8.4.6.3.2 L TSR 240

ETSI



13 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

8.4.6.3.3 U O PR S 240
8.4.6.34 N I SRS 240
8.4.6.3.5 I RS 240
84.7 Resource: NOtification ENAPOINT ..........cc.eiiiee bbb e 241
84.7.1 (D= S'ei g o1 [o] o [T S O S PP TSR PR SR PROR 241
84.7.2 RESOUICE EFINITION ...ttt bbb bbb ae e e e e sn e b b eae e e e e 241
84.7.3 RESOUICE MELNOAS ...t e bbb sr b bt eae e et e 241
8.4.7.3.1 1] PSSR 241
8.4.7.3.2 L TSR 242
8.4.7.3.3 U SRRSO 242
84.734 N I SRS 242
8.4.7.35 I RS 242
8.5 D= = 1 1110 L= PRSP 243
851 100 1 ') o PR 243
852 Resource and NOtifiCation data LYPES .......cc.eeiirieirieere bbb e 243
8521 g1 0o 1 o o PSR 243
8.5.2.2 BN/ L= A1 o o= (o PSSR 243
8.5.2.3 Type: Vnflndicator SUDSCHPLIONREGUESE.........eoieee et e e nnees 243
8.5.24 Type: VNfINdiCator SUDSCIIPLION. ......eiieiie et e et e e te et esnaesnaesnaesneas 243
8.5.25 Type: VnflndicatorValueChangeNoOtifiCalion............cecveieriein i 244
8.5.2.6 Type: SupportedlndicatorsChangeNOtIfiCatioN............ccviverierieeee e 244
8.5.3 Referenced StruCtured JalatyPES ......covuieie e cees et et e e s esre e sreesaesneesaeesneenseensenns 245
8531 g1 0o 1 o o O SR 245
8532 Type: VNfINdicatorNOtifiCatiONSFIITEN .........cccciiiiieiriec s 245
854 Referenced simple data types and ENUIMEIGLIONS ..........coiveeriiieeriiieesee e 245
9 VNF Lifecycle Operation Granting interfaCe...........covieeoiiiceese et 246
9.1 DTS o o1 o) S 246
9.1a E Y Y= £ T o T TSSO U PSPPSR 247
9.2 Resource structure and MELNOUOS...........coiiiii et b e e 247
9.3 Sequence diagrams (INFOMMELIVE) ..........coiieieeeiecee st este et ee e ese e st e sae e e saeesse e te e beenseesaesseesseenseeseeneennes 248
931 Flow of grant request with SynChronOUS rESPONSE........ccueiieiii e ens 248
932 Flow of grant request with asynChronOUS FESPONSE .........cuiuiieiriiieerieie st 248
94 RESDUICES ...ttt ettt ettt ettt ettt e ekt e bt e ek et e bt e e ket e ase e e ke e e ase e ek e e 2ane e e ke e eaneeeabeeeaneeeabeeeaneeeneeeneeas 249
94.1 1 0o 1 (') o SR 249
94.1a RESOUICE: API VEISIONS.......eiiiieitieteeieeeieee ettt s et e eeseeseestesaeesee e e eeseeseesaesaeeseeneenseseesaessesneeneeneenseses 249
9.4.2 RESOUICE: GIAINES.....c.eieteeitie it ettt sttt e bttt ea e ae et e e be e beeeesaeesaeesae e eeemeeeaeeeae e b e e b e enbeenseeneesmnesaeesneanseansenns 250
9421 (D= S'ei g o1 [o] o [T SOUSO ST P TSR PPT SR PRRP 250
94.22 RESOUICE EFINITION ...ttt et re bbbt e e e bt b e saeeae e e enne e 250
94.23 RESOUICE MELNOAS ...t bbbt b et e e et et e ae e e e 250
94231 1] SRS 250
9.4.23.2 L TSR 251
9.4.23.3 U TSP 251
94234 N I SRS 251
9.4.235 I RS 251
9.4.3 RESOUICE: INIVIAUBL GraNT.......c.eiuiieeirtiieierteee ettt b et 251
9431 (D= S'ei g o1 [o] o [T OSSOSO PP SRR PRT PR PRRP 251
9432 LRSS o101 (o= o (< 1T 0Tl (o] o P 252
9.4.33 RESOUICE MELNOMS ...ttt ettt e e et e et eb e e e et e e e seesbesaeeneeneeneenes 252
94331 1] SRS 252
9.4.33.2 L TSR 252
9.4.33.3 U SRS 253
94334 N 1O SRS 253
9.4.3.35 3= I TSRS 253
9.5 (D= =1 1100 [ PP P PRSPPSO 253
951 1 0o 1 (') o SR 253
952 Resource and NOtifiCation dataA LYPES .......cc.ceiirieiriiicrieeer bbb e 253
9521 g1 0o 1 o o TSR 253
9522 TYPE: GraNtREGUESE ........oviiiiriiieeiieit ettt et r st s r e r e et r et e e e e sn e resreere e e enne e 254
9523 TYPE GIANE ...ttt s e e r e bt bt et e e s et Rt bR et e e r e R nreer e e e nnean 256
9.5.3 Referenced StrUCIUred daEAYPES .......coviieiriiieiirieie ettt 258
9531 FNEFOOUCTION...c.e ettt e bbbt et bbbt e e e e et et e e et sheebesneenn e e ennas 258

ETSI



14 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

9532 TYPE RESOUICEDEFTNITION ...ttt eb e 258
9533 TYPE GFaANEINTO. ...veeieeetieeet ettt bbb e bt b et b et eb e e e ens 259
9534 TYPE ZONEINTO ..ttt b et b bbbt h e et b et en e ens 260
9535 TYPE ZONEGIOUPINTO ...ttt sttt b bbbt bbb s b e b e ens 261
9536 TyPE: PlaCemMENTCONSITAINT .......c.eevirteeeeertee ettt ettt b e bt b e sesa e b s s sb b e ens 261
9.5.3.7 TYPE VIMCONSIIAINT.......ueeetiesteestieseeseeeesieeseeseesteeteeteestesseessaesseesaeesseesseaseanseaseeaseenseansesssesseessenssees 262
9.5.38 Type: CoNStraiNtRESOUICERES .......cveiiece ettt eraesraesreesneas 262
9.5.3.9 Type: VimCOMPULERESOUICEFIAVOUN...........cceeceecieeie et cte ettt e e sseeteenreennees 263
9.5.3.10 TYPE: ViIMSOfIWAIEIMBOE......c..eeveceieiiesie st sttt e e st e e te e te e eeseesaeesaeesse e teenneeseesnaessaesnees 263
95.3.11 Type: SnapshotRESOUICED i NITION........c.eiie e e s e sreenneas 264
954 Referenced simple data types and ENUIMEIGLIONS ..........coiveiririeiriieesiee e 266
9541 g1 0o 1 o o PSR 266
9542 SIMPIE DA LYPES ...ttt b e b e bt b e e bt bt se bt s b e se bt sb e e eb e s b e e ebeebeneeneas 266
9543 Enumeration: GrantedL CMOPEratiONTYPE. ......cviuirieirie ettt sttt sttt 266
10  VNF Package Management INTEIfaCe........ccecie e ittt ens 266
10.1 L0711 (o) o SR 266
10.1a E N Y= £ o] TSSOSO PRSP 267
10.2 Resource structure and MELNOGS. ...........coeiiii e bbb e 267
10.3 Sequence diagrams (INFOMMEBLIVE) ..........eeceiieiie e este et e see s e esteesteseeseesaeesseesteesteessesseesseesseenseesesnennnes 269
10.3.1 Flow of querying/reading VNF package iNfOrmation ...........ccccvecvecieeiesieseese e e 269
10.3.2 Flow of reading the VNFD of an on-boarded VNF package...........ccccorireinineieninecsieeeseeeesie e 270
10.3.2a Flow of fetching the VNF package ManifeSt ..o 270
10.3.3 Flow of fetching an on-boarded VINF PaCKagE........c.coirriiirieiriiese e 271
10.34 Flow of fetching a VINF package artifact...........ccvieiiiiiie e 271
10.34a Flow of bulk-fetching VNF package artifacts that are not images...........cccevverrinennnerreeereeee 272
10.35 Flow of managing SUBSCIIPLIONS.........ccceiieiicecie et ae e e s reesaesneesaeesneenseeseens 273
10.3.6 Flow Of Sending NOLITICALIONS..........ccieiieie et e st et e e te s aesreesaeesaeenreesenns 275
104 RESOUICES ...ttt et b et s R e e Rt e e Rt e et e as e eR e e e R e e R e e Rt e e e sae e sae e sRe e ame e n e e reennennnennnennnes 276
104.1 L1100 (0o (oo FEO TSP P PP PSTOSPPO 276
104.1a RESOUICE: API VEISIONS.......eiiiieitiiteiie ettt ettt b e sb e bt ese e b e s et e bt bt e ae et e se e e e neesbenbesaeene e e et e 276
10.4.2 RESOUICE: VINF PACKAOES. ... .eeeeeee ettt ettt te s te e st te et e e esaeassaesteesteensesneesnnesneesneenseensenns 276
104.2.1 (D= S'ei g o1 [o] o [T SO T USO S PTP TSP R PSR TRPRRP 276
10.4.2.2 LRSS o101 (o= o (= 1T 0Tl (o] o S 276
10.4.2.3 RESOUICE MELNOUS ...ttt st se st et e e e teseesreeneeneeneeneas 276
104231 0 1 TSRS 276
10.4.2.3.2 L TR 276
10.4.2.3.3 U SRS 278
10.4.2.34 N 1O SRS 278
10.4.2.35 3= I SRS 278
10.4.3 Resource: Individual VINF PaCKAJE .......ccveiieeee ettt se e et s aeesneenseeneeens 278
104.3.1 (01 1 (o) o 278
10.4.3.2 RESOUICE TEFTNITION ...ttt e e bt bttt e e e e e e nn b saeeb e e e e e e 278
10.4.3.3 RESOUICE MELNOUS ...ttt st se st et e e e teseesreeneeneeneeneas 279
104.3.3.1 0 1 TSRS 279
10.4.3.3.2 L TR 279
10.4.3.3.3 U TSSO 279
10.4.3.34 N 1O RS TSRSRSSRN 279
10.4.3.35 DELETE ..ottt sttt sttt sttt e et e s e et e s s e st ete st ese et e st e e et e st e e ebeete e esesae e etenteneenentenrenens 280
10.4.4 Resource: VNFD inanindividual VNF package.........ccceveeiieiiieeiceseee et 280
10.4.4.1 (1= 1 (o) o 280
104.4.2 RESOUICE EFINITION ...ttt ettt e e bbbt e e e e e e e sn e b e bt eb e e e e e es 280
10.44.3 RESOUICE MELNOAS ...t e b et h et e b e b e e e e e 280
10.4.4.3.1 0 1] SRS 280
10.4.4.3.2 L ST 280
10.4.4.3.3 U SRS 282
10.4.4.3.4 N 1O RS TSRSRSSRN 283
10.4.4.35 DELETE ..t cttitesiete sttt sttt sttt sttt s se et e st e se et e s e e st ete st ase et e s te e et e st e e ebesbe e esesaeneetesteneenearenneneas 283
10.4.4a Resource: Manifest in anindividual VINF Package .........ccoiiriiiniseeeseeee e 283
104.4a1l (D= S'ei g o1 [o] o [T USSP ST UPTOTRPRPR 283
10.4.4a.2 RESOUICE EFINITION ...ttt e e et e et e st et e seene e e e seeseesaeeneeneeneenes 283
10.4.4a3 RESOUICE MELNOAS ...t e bbbttt e e sr b bt e ae e e e 283

ETSI



15 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

10.4.4a3.1 I PR 283
10.4.4a3.2 1 283
10.4.4a3.3 U 0 PSR 284
10.4.4a.3.4 N I P RS 285
10.4.4a3.5 I PR 285
1045 Resource: VINF package CONENT.........cciiieii e eie s et e st et e e enaessaesnnesneesneenseensenns 285
10.45.1 (01 1 (o) o 285
10.45.2 RESOUICE EFINITION ...ttt e e bt bt h et e e e e e e e e et e saeeb e e e e e es 285
10.45.3 RESOUICE MELNOUAS ...ttt e b et h et e et e b se e e e e 285
10.45.3.1 0 1] SRS 285
10.45.3.2 1 P 285
10.45.3.3 U PR 287
10.45.34 N I PR 287
10.4.5.35 =TI PRSP 287
10.4.5a Resource: VINF package artifaCls..........coiveiiiieiriiereee e 287
10.4.5a1 (D= S'ei g o1 [o] o T OSSO PP PPT PR PROR 287
10.4.5a.2 RESOUICE EFINITION ...ttt et bt a et e e e e e e e sb e b e saeene e e enee e 287
10.4.5a.3 RESOUICE MELNOAS ...t e bbbt e e b b e eae e e e b e 287
10.4.5a3.1 0 1] ST 287
10.4.5a3.2 L PSR 287
10.4.5a3.3 U SRS 290
10.4.5a3.4 N 1O SRS 290
10.4.5a.3.5 I PR 290
10.4.6 Resource: Individual VINF package @rtifaCt..........coeoeiiiiiiiiesieeeseeesee e 290
104.6.1 (D= S'ei g o1 [o] o PSSO SR P TSP PPT PR PRORP 290
10.4.6.2 RESOUINCE EfINITION ...ttt et et e et e et e e beebeesbe e beereenreenneeans 290
10.4.6.3 RESOUICE MELNOMS ...ttt et e et e et e e beebesaeesaeesaeesbeenbeenbeenteeneesaaesanas 291
104.6.3.1 ISP 291
10.4.6.3.2 L TSR 291
10.4.6.3.3 o TSRS 293
10.4.6.34 N 1O OSSR SRPN 293
10.4.6.3.5 3= I ST 293
10.4.7 RESOUICE: SUDSCITILIONS. ... ecuveieieiieseesieestee e e e etesreeseeseeesteesseeeeeseeeseesseeseesteessesssesseeseesnsesneesneesseansennsenns 293
104.7.1 (D= S'ei g o1 [o] o PSSO SR P TSP PPT PR PRORP 293
10.4.7.2 RESOUINCE EfINITION ...ttt et et e et e et e e beebeesbe e beereenreenneeans 293
10.4.7.3 RESOUICE MELNOMS ...ttt sttt e e e et e et e e beebesaeesaeesaeeabeenbeenresnteeneesanesaeas 294
104.7.3.1 ISP 294
10.4.7.3.2 1 P 295
10.4.7.3.3 U PR 296
10.4.7.34 N 1O OSSR SRPN 297
10.4.7.35 3= I SRS 297
10.4.8 Resource: Individual SUBSCIIPLION. ........coiuieiice e e e e sreenreenreens 297
10.4.8.1 01 1 (o) o 297
10.4.8.2 RESOUICE EFINITION ...ttt ettt e e bbbt e e e e e e e sn e b e bt eb e e e e e es 297
10.4.8.3 RESOUICE MELNOTS ...ttt e bt h et e b et bt se e e e 297
10.4.8.3.1 PSR 297
10.4.8.3.2 1 P 297
10.4.8.3.3 U PR 298
10.4.8.34 N X PSR 298
10.4.8.35 3 =TI PR S 298
104.9 Resource: NOtifiCation ENAPOINT ..........couiiiiir bbb 299
10.4.9.1 (1= 1 (o) o 299
10.4.9.2 RESOUICE EFINITION ...ttt ettt e e bbbt e e e e e e e sn e b e bt eb e e e e e es 299
10.4.9.3 RESOUICE MELNOUTS ...ttt e b et h et e et e bt se e e e e 299
10.4.9.3.1 0 1] SRS 299
10.4.9.3.2 L ST 299
10.4.9.3.3 U PR 300
10.4.9.34 N X PSR 300
10.4.9.35 3 =TI PR S 300
105 DAlAIMOAE! ...ttt e et e s e s he e s ae e ebe e teeaeeeae e be e be e beeabeeheeeaeesheeehe e teenbeeateenrenaaesaeas 300
1051 INEFOTUCTION. ...ttt ettt e et e st e et e et e e aeesaeesaeesbe e beenbeeatesasesaeesbeensesnsesanesaeesaeenteentenns 300
10.5.2 Resource and NOtifiCation AL TYPES .......cc.ceriieirieee bbb e 300

ETSI



16 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

105.2.1 g1 0o 1 o o PSSR 300
10522 TYPE VNTPKGINTO .ttt bbbt eb e 300
10523 Type: PKOMSUDSCIiIPLONREGUESE ........coveeeiietireeieetest ettt 302
10524 TYPE PKOMSUDSCIIPLION ...ttt sttt b e b et s e b b e 303
10.5.25 Type: VnfPackageOnboardingNOLifiCatiON...........ccoiriiriiere s 303
10.5.2.6 Type: VnfPackageChangeNOtifiCaliON...........cocierieiee e 304
10.5.3 Referenced StruCtured JatatyPES ......covuieei et e et este e teenaesneesaeesaeenseeseens 304
10531 FNEFOOUCTION ...ttt bbbt e e e b e bt bt e e e e eb e e e e b e b sreebeeneenee e ennas 304
10.5.3.2 Type: VnfPackageSoftwarelMagelNfO.........ccvei ettt nnees 305
10.5.3.3 Type: VNfPackageA rtifaCtiNfO......ccveeeee e 306
10534 Type: PKGMNOLfiCati ONSFITTE ...t 307
10.5.35 TYPE PROMLINKS. ... ettt b et a e bbb n s 308
10.5.3.6 Yoo TSRS 308
1054 Referenced simple data types and eNUIMEIGLIONS ..........coeeiirieieirieeeeseeee e 309
1054.1 0100 1 o o SR 309
10.54.2 SIMPIE DA TYPES ...ttt ettt e et b e et b e b e bt s b et eb e sb e e eb e sb e e eb e s b e seeneebeneeneas 309
10.54.3 Enumeration: PackageOperational SLAtETYPE........cciieieiie et et 309
10.5.4.4 Enumeration: PackageUSageStatET Y. .....cc.vecveeieeieeieseeseesteesteeseesee e sreesteete e e eseesneesreesresneesneesnes 309
10.5.4.5 Enumeration: PackageChangETYPE ...cueeieeieeieeteeieeeestee st e teeste e st e e este e te e eentessaesreesresnaesneeenes 309
10.5.4.6 Enumeration: PackageOnboardiNgSLaLETYPE. .......cccuvrieiiereesierieeseeseesee st et ee e sreesree e e e naesneesnes 309
11 Virtualised Resources Quota Available Notification interface..........coocevvveeceneece v 310
111 [D=S'el g o1 o] o [N TSR PE ST USURPO 310
11.1a F N Y= = T o S 310
11.2 Resource structure and MENOGS. ...........eoeeeee et e e e 310
11.3 Sequence diagrams (INFOFMBEIVE) ..........e.eririeiririeirer ettt b et b bbb 311
11.3.1 Flow of managing SUBSCIIPLIONS.........ccceiieiicecie et ae e e s reesaesneesaeesneenseeseens 311
11.3.2 Flow Of Sending NOLITICALIONS..........ccieiieie et e st et e e te s aesreesaeesaeenreesenns 313
114 RESOUICES ...ttt et b et s R e e Rt e e Rt e et e as e eR e e e R e e R e e Rt e e e sae e sae e sRe e ame e n e e reennennnennnennnes 313
1141 L1100 (0o (oo FEO TSP P PP PSTOSPPO 313
114.1a RESOUICE: API VEISIONS.......eiiiieitiiteiie ettt ettt b e sb e bt ese e b e s et e bt bt e ae et e se e e e neesbenbesaeene e e et e 314
11.4.2 RESOUICE: SUDSCITILIONS. ... ecuveieieiieieesteestee e e e etesteesteesaeesteesseeeeeseeeseesseeseenseensesseesseeseesnsesneesaeesseansennsenns 314
11421 (D= S'ei g o1 [o] o [T SO T USO S PTP TSP R PSR TRPRRP 314
11.4.2.2 LRSS o101 (o= o (= 1T 0Tl (o] o S 314
11.4.2.3 RESOUICE MELNOUS ...ttt st se st et e e e teseesreeneeneeneeneas 314
114231 0 1 TSRS 314
114232 L TR 315
114233 U SRS 316
114234 N 1O SRS 317
11.42.35 3= I SRS 317
11.4.3 Resource: Individual SUDBSCIIPLION. ........coouieiece et e e e sneenreenneens 317
11.4.3.1 (01 1 (o) o 317
11432 RESOUICE TEFTNITION ...ttt e e bt bttt e e e e e e nn b saeeb e e e e e e 317
11.4.3.3 RESOUICE MELNOUS ...ttt st se st et e e e teseesreeneeneeneeneas 317
114331 0 1 TSRS 317
114332 L TR 317
11.4.3.3.3 U TSSO 318
114334 N 1O RS TSRSRSSRN 318
11.4.3.35 DELETE ..ottt sttt sttt sttt e et e s e et e s s e st ete st ese et e st e e et e st e e ebeete e esesae e etenteneenentenrenens 318
11.4.4 Resource: NOtification €NAPOINT .........ccicuiiiieeesie e e e e e et esteeteeaesreesreesaeenseensenns 319
11.4.4.1 (1= 1 (o) o 319
11442 RESOUICE EFINITION ...ttt ettt e e bbbt e e e e e e e sn e b e bt eb e e e e e es 319
11443 RESOUICE MELNOAS ...t e b et h et e b e b e e e e e 319
114431 0 1] SRS 319
114432 L ST 319
11.4.43.3 U SRS 320
114434 N 1O RS TSRSRSSRN 320
11.4.4.35 DELETE ..t cttitesiete sttt sttt sttt sttt s se et e st e se et e s e e st ete st ase et e s te e et e st e e ebesbe e esesaeneetesteneenearenneneas 320
115 [z = 1070 (< SRR 320
1151 11 0o 1 [ o TSR 320
1152 Resource and NOtifiCation At TYPES .......cc.eeriiieerieere bbb 320
11521 FNEFOOUCTION ...ttt bbbt e e e b e bt bt e e e e eb e e e e b e b sreebeeneenee e ennas 320

ETSI



17 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

11522 Type: VrQuOtaAVail SUDSCIPtIONREQUESE.........ceeuiieieeeirtice e 320
11523 Type: VIQUOtBAVE l SUBSCIIPLION ..o 321
11524 Type: VIQUOLBAVEI INOLIFICELION ......cveeeeiiieeeireiet e 321
1153 Referenced StrUCIUred daEAYPES .......coveeeuiriieeierieee ettt 322
11531 g1 0o 1 o o PSSR 322
11.53.2 Type: VrQUOtaAVa INOLIfiCalIONSFILEN .......oceeceiceeeeeee e 322
11.5.3.3 TYPE: QUOLBAVAIILINKS.....cveeteeieeieeie e see st ste e te st et e st e e e te e e ssaessaesseesteesseesaesseesnseenseensesneesseesnens 323
12 VNF Snapshot Package Management iNtErfaCe ...........coviireiiieneneeeeeeses e 323
121 [D=S'el g o 1 o] o [N SO PRSPPSO 323
12.1a F Y Y= = T o] o S 323
122 Resource structure and MELNOGS. ...........eoeeeee ettt e e e 323
12.3 Sequence diagrams (INFOFMBLIVE) ..........eeiirieiriieirere ettt b et b e b e 324
1231 Flow of querying/reading VNF snapshot package information............c.ccceevineinineineneicsceeseeee 324
12.32 Flow of fetching a VINF Snapshot PaCKagE .........c.ciuirieiiiiereee e 325
12.3.3 Flow of fetching a VNF snapshot package artifact ............cccecvveeieeiecci e 326
124 RESOUICES ... bbb a e bbb s 326
1241 INEFOTUCTION. ...ttt et r et Rt n et R e et r e et r e n et nr e ne e 326
12.4.1a RESOUICE: APL VEISIONS......citieeiertieeeestiseeiest ettt et s e a e b e r et n s r e et r e n e e re e 327
12.4.2 Resource: VINF Snapshot PACKAGES. ......cecuieiieieeie st eesie e see s sttt a et e e entessaesneesneesneenseensenns 327
12421 (1= 1 (o) o 327
12.4.2.2 LRSS o101 (o= o (= 1T 0Tl (o] o 327
12423 RESOUICE MELNOUS ...ttt st eae et e e e seeseesaeeneeneeneeneas 327
124231 0 5 TSRS 327
12.42.3.2 ] OSSOSO 327
12.42.3.3 O TSRS 329
12.42.34 PATCH bR R R et R et nnas 329
12.4.2.35 DELETE ..ottt b et b et b bt e bbbt 329
1243 Resource: Individual VNF SNapShOt PACKAOE .......cc.veiveeiiereei st te et esreenaeeneens 329
124.3.1 (1= 1 (o) o 329
12.43.2 RESOUICE EFINITION ...t e et 329
12433 RESOUICE MELNOMS ..ottt n et 330
124331 PO ST .t b e bR e b E e bR e b b e R e Rt ne bR et bt b et b e renneneas 330
12.43.3.2 ] OSSOSO 330
124333 PU T et b e e bR bR R R R R oAbt R Rt bRt b et b n e 330
124334 PATCH .o b et e et b e bt b e e e e b b et bt b e bRt eb e b e b b e ene s 330
12.43.35 DELETE ... oottt bbbt b e e et b bbbt et b e Rt bt b e b b neene s 330
1244 Resource: VINF snapshot package CONENE...........uoueiiiieeieieisieie e e 330
12.4.4.1 (1= 1 (o) o 330
12.4.4.2 RESOUICE EFINITION ...t e e et n et n s 331
12443 RESOUICE MELNOMS ..ottt n et 331
124431 PO ST et R R R R R R e R Rt r e b e nnas 331
12.44.3.2 L TSSO ST SO TSPV PEPRRTPTRRTRON 331
124433 O TSRS 332
12.44.34 PAT CH ettt e bt A £ £ R e R R £ A e Rt E R e Rt e b e Rt et e beRe et et e e e ereneanas 333
12.44.35 DELETE ..ottt sttt sttt h et et e £ b etk e b e £ e Rt ek e b e ee b e Re e e bebese b e e seereneanas 333
1245 Resource: Individual VNF snapshot package artifact ... 333
12451 (D= S'el g o1 [o] o [ OO SO U S PP PPTSTR PP 333
12.45.2 RESOUICE EFINITION ...ttt sttt et e st e s ae st e st e e e e e eeseeseesaeeneeneeneees 333
12453 RESOUICE MELNOMS ..ottt n et 333
12.453.1 PO ST et h R R R R R R Rt R e n e r e nnas 333
12.453.2 L TSSO ST SO TSPV PE PRSPPSO 334
12.453.3 PU T bR R R R R R e ARt R bR 335
124534 PATCH bR R R et R et nnas 335
12.45.35 DELETE ..ottt b et b et b bt e bbbt 335
125 [z = 1070 (< SR 335
1251 11 0o 1 [ o TSR 335
1252 Resource and NOtifiCation At TYPES .......ccveeriiieiriee bbb 335
12521 0100 1 o o SR 335
12522 Type: VNFSNaPSNOIPKGINTO. ...t 335
1253 Referenced StrUCLUred daEALYPES .......coveeeiriiieeerieee ettt 338
12531 T g1l 18 ot [ ' ST P ST PSSP 338

ETSI



18 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

12532 Type: VNFeSNapshotMagEINFO ......oeciiiee e 338
12533 Type: SNaPShOtPKGATTIFACHINFO......ceeiieeeeiet s 340
12534 TYPE VNFUINTO .ttt bbb b et b e bbb e ens 340
12535 Type: VNFSNGPSNOIRECOI ......c.cuiiiieeiiiteieeeet ettt 341
1254 Referenced simple data types and ENUIMEIGLIONS ..........coueviirieireriieeeseiee e 341
12.6 VNF snapshot package state model and error handling ..........cocooeveeireieiesee s 341
Annex A (informative): Mapping operationsto protocol eements............cccecvveeveieecesecceese e 342
N A @ 1Y = SRR 342
A.2  VNF Package Management INTEITACE. ..o s 342
A.3 VNF Lifecycle Operation Granting INtEITaCE. ..........ccuiiiriiirieieeeeee s 342
A.4 Virtualised Resources Management interfacesinindirect mode.........ccccceveeeeve e, 342
A.5 Virtualised Resources Quota Available Notification interface.........cvovevvveeeeve e, 343
A.6  VNF Lifecycle Management INTEITACE. ........ccci et 343
A.7  VNF Performance Management iINEITaCe. ........ccoii et 344
A.8 VNF Fault Management INTEITACEe.........ooeeii ittt s eeens 344
WSS YA\ 1o (o= (o 11 g = o SRS 344
A.10 VNF snapshot package management iNtErfaCe..........ocvoveieieeece e e 345
Annex B (informative): EXPlaNaLioNS. .....c.oouiieireiiieee s 346
= 700 R 111 0o (1 (oo OSSR 346
B.2 SCAliNGg Of @V INF INSLANCE........ccoiiiieeiieciese ettt et st e s be s re e tesaeeae e besbeennesresneeneas 346
B.3 Examples of VINF CONNECLIVITY PALEEINS .........coveiiiriiiiiiriesiesie e 348
B.3.1 g1 0o (1 1 o o SRS 348
B.3.2 Example of a VNF instance with two different types of external connection points ...........coeeeeevereeereenne, 348
B.3.3 Example of changing VNF CONNECTIVITY ......co.ciiiriiiiieinierereseeese e 349
Annex C (nor mative): VIimCoNNECtioNINfO rEQISIIY ..o 350
LSt R o 1 o0 = OSSN 350
C.2  REQISITY CONLENL......oitieiiiticieitecteese e ettt e e s e e e st e et e s besae e besaeessesteeaeestesseensesheeseeatessesnsestesneensesrennnens 350
C.3  Structure of the VIMTYPE IAENTITIEN ..o e 351
(O3 | o 1= I o = 1= (oo BT PP OSSP TROPPRPPN 351
c41 Instructions for data Structure definitioN ... e 351
C4.2 TOIMPIALE. ...ttt et h bbb e bt b e b b e R b e e bR R R et Rt Rt b b e bt be e 351
(O I = L= o TFs (= (0] AN 0 1= = ST 353
C.6  INItial rEQISINY COMEBML ...ttt e et s bt bbbt e s s e e s e ebeene e s e nne e 353
C6.1 Registration for ETSINFV.OPENSTACK_KEYSTONE.V_2 ...t e 353
C6.2 Registration for ETSINFV.OPENSTACK_KEYSTONE.V_3 ... 355
Annex D (informative): Complementary material for APl utilization ...........cccoeveieinininincnnn 357
Annex E (informative): RV o T o T 358
Annex F (informative): History of features added to the present document ............cccoeveveveinenen. 359
N @ Y= V1 SO 359
F.2 Featuresadded iINREIEASE 3 ......coo ettt te e et sreeneeeesneeneeseeenes 359
F.2.1 FEATO02: VNF Software MOdifiCatioN ..........coeeieieeie e st 359
F.2.2 AN 0 o oS =S AV o] o PSR SR 359
F.2.3 FEAT10: MUlti-Site CONNECLIVITY SEIVICES. .....cveuiitireeiiitereeieste ettt ettt b e b e sr et b e b b sneneas 360

ETSI



19 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

F.24 FEATL15: VINF SNEPSNOMING. .....ceeeteieeieeterieeeie sttt st st se bbb s a e b b e b sbeneeneas 360
F.2.5 Additional new functionality outside the "NFV features' SCheme.........c.covrenincinc e 361
F.251 TEUNKING SUPPOTT ...ttt ettt sttt sttt ettt et eb e se et b e s a e e ebesb e e eb e s b e e eb e sbeseebeebeneebeebeneebeneenneneas 361
F.25.2 Refactored patching scheme for VIM connection information.............cocoeeveneineneneneeseeeseseee 361
F.2.5.3 Verbosity of VNF LCM operation occurrence NOLIfiCatioNS ..........coeceeireereneneneseseees e 362
F.2.5.4 (@31 oloTol s ] 07= 1 o] o [OOSR PSR TRS 362
F.2.5.5 Support for virtual [P CONNECLION POINES.........ccveiieiiereesie e eieeee e steeste e s ae e e sseesreessesneessaesseesses 362
F.2.6 FEATO3: NFVI SOftware MOGifiCaLION.........cciirieirreecerreeerereeee s 362
Annex G (informative): (O gF=T [0 =N o TS o o SRS 364
[ T (PO P PSP 382

ETSI



20 ETSI GS NFV-SOL 003 V3.6.1 (2022-01)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
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ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
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Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document specifies a set of RESTful protocols and data models fulfilling the requirements specified in
ETSI GS NFV-IFA 007 [1] for the interfaces used over the Or-Vnfm reference point, except for the "Virtualised
Resources Management interfaces in indirect mode" as defined in clause 6.4 of ETSI GSNFV-IFA 007 [1].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI GS NFV-IFA 007: "Network Functions Virtualisation (NFV) Release 3; Management and
Orchestration; Or-V nfm reference point - I nterface and Information Model Specification”.

[2] ETSI GS NFV-SOL 004: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; VNF Package and PNFD Archive specification”.

[3] IETF RFC 5646: "Tags for Identifying Languages'.
NOTE: Available at https://tools.ietf.org/html/rfc5646.

[4] IETF RFC 7233: "Hypertext Transfer Protocol (HTTP/1.1): Range Reguests'.
NOTE: Available at https://tools.ietf.org/html/rfc7233.

[5] IETF RFC 7396: "JSON Merge Patch”.

NOTE: Available at https://tools.ietf.org/html/rfc7396.

[6] ETSI GSNFV-IFA 027: "Network Functions Virtualisation (NFV) Release 3; Management and
Orchestration; Performance M easurements Specification”.

[7] Recommendation ITU-T X.733: "Information technology - Open Systems | nterconnection -
Systems Management: Alarm reporting function”.

[8] ETSI GS NFV-SOL 013: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; Specification of common aspects for RESTful NFV MANO APIs".

[9] IETF RFC 7193: "The application/cms Media Type".

NOTE: Available from: https://tools.ietf.org/rfc/rfc7193.txt

[10] ETSI GS NFV-IFA 011: "Network Functions Virtualisation (NFV) Release 3; Management and
Orchestration; VNF Descriptor and Packaging Specification”.
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Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

[i.3]
NOTE:
[i.4]

[i.5]
NOTE 1:

NOTE 2:

[i.6]
NOTE 1:
NOTE 2:

[i.7]
NOTE:
[i.8]
[i.9]
[i.10]
[i.11]

[i.12]
[i.13]

[i.14]

ETSI GSNFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Conceptsin
NFV".

ETSI GSNFV-SOL 002: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; RESTful protocols specification for the Ve-Vnfm Reference Point”.

ETSI NFV registry of VimConnectionlnfo information.

Availlable at http://reqgister.etsi.ora/NFV.

ETSI GSNFV-SOL 001: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; NFV descriptors based on TOSCA specification™.

OpenStack® documentation: "Disk and container formats for images".

Available at https://docs.openstack.org/glance/pike/user/formats.html.

The OpenStack® Word Mark and OpenStack Logo are either registered trademarks/service marks or
trademarks/service marks of the OpenStack Foundation, in the United States and other countries and are
used with the OpenStack Foundation's permission. ETSI is not affiliated with, endorsed or sponsored by
the OpenStack Foundation, or the OpenStack community.

JSON Schema: " Core definitions and terminology", Version draft-07, November 19, 2017.

Draft-07 is available at https.//j son-schema.org/specification-links.html#draft-7.

The specification is available as Internet Draft at https://tools.ietf.org/html/draft-handrews-j son-schema-
01.

OpenAPI ™ Specification.

Available at https://github.com/OA|/OpenA Pl -Specification.

Void.
Void.
Void.

ETSI GSNFV-SOL 015: "Network Functions Virtualisation (NFV); Protocols and Data Models;
Specification of Patterns and Conventions for RESTful NFV-MANO APIs".

Void.

ETSI GS NFV-SOL 005; "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; RESTful protocols specification for the Os-Ma-nfvo Reference Point”.

ETSI GSNFV-SOL 010: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; VNF Snapshot Package specification”.
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3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms given in ETSI GS NFV 003 [i.1] and the following apply:

LCM workflow: set of operations, including resource management operations towards the VIM, that are executed by
the VNFM to perform alifecycle management operation

NOTE: Examplesfor LCM workflows are VNFM-internal procedures associated with an LCM operation, and
LCM scripts contained in the VNF package.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

API Application Programming Interface

CP Connection Point

CPD CP Descriptor

CSAR Cloud Service ARchive

EM Element Manager

ETS European Telecommunications Standards I nstitute
FM Fault Management

GS Group Specification

GUI Graphical User Interface

HTML HyperText Markup Language

HTTP HyperText Transfer Protocol

HTTPS HTTP Secure

IETF Internet Engineering Task Force

IFA InterFaces and Architecture

IP Internet Protocol

ISO International Organization for Standardization
ITU International Telecommunication Union
JSON JavaScript Object Notation

LCCN Life Cycle Change Notifications

LCM Lifecycle Management

MAC Medium Access Control

MANO Management and Orchestration

NFV Network Functions Virtualisation

NFVI NFV Infrastructure

NFVO NFV Orchestrator

NS Network Service

PM Performance Management

RAM Random Access Memory

REST Representational State Transfer

RFC Request For Comments

TLS Transport Layer Security

TOSCA Topology and Orchestration Specification for Cloud Applications
URI Uniform Resource Identifier

VDU Virtualisation Deployment Unit

VIM Virtualised Infrastructure Manager

VL Virtual Link

VLD VL Descriptor

VNF Virtualised Network Function
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VNFC VNF Component

VNFD VNF Descriptor

VNFM VNF Manager

VPN Virtual Private Network

YAML YAML Ain't Markup Language
4 General aspects

4.1 Overview

The present document defines the protocol and data model for the following interfaces used over the Or-Vnfm reference
point, in the form of RESTful Application Programming Interface (API) specifications:

. VNF Lifecycle Management interface (as produced by the VNFM towards the NFVO).

e VNF Performance Management interface (as produced by the VNFM towards the NFV O).

. VNF Fault Management interface (as produced by the VNFM towards the NFVO).

e  VNF Indicator interface (as produced by the VNFM towards the NFV O).

. VNF Lifecycle Operation Granting interface (as produced by the NFVO towards the VNFM).

e  VNF Package Management interface (as produced by the NFVO towards the VNFM).

e  Virtualised Resources Quota Available Notification interface (as produced by the NFV O towards the VNFM).
. VNF Snapshot Package Management interface (as produced by the VNFM towards the NFVO).

Table 4.1-1 lists the versions of the APIs defined in the present document.

Table 4.1-1: Versions of the APIs specified in the present document

API APl version
VNF Lifecycle Management interface 2.2.0
VNF Performance Management interface 2.1.0
VNF Fault Management interface 1.4.0
VNF Indicator interface 131
VNF Lifecycle Operation Granting interface 1.6.0
VNF Package Management interface 2.3.0
Virtualised Resources Quota Available Notification interface 121
VNF Snapshot Package Management interface 1.1.0

The design of the protocol and data model for the above interfaces is based on the information model and requirements
defined in ETSI GSNFV-IFA 007 [1]. In clause 4, general aspects are specified that apply to multiple APIs on the
Or-Vnfm reference point. In addition, the provisionsin clauses 4, 5, 6, 8 and 9 of ETSI GS NFV-SOL 013 [8] define
common aspects of RESTful NFV-MANO APIs, and shall apply for al APIs defined in the present document.

In the subsequent clauses, the protocol and data model for the individual interfaces are specified. Per interface, the
resource structure with associated HT TP methods is defined and applicable flows are provided. Further, the resources
and the data model are specified in detail.

Annex A provides the mapping of the combination of resources and methods defined in the present document to the
operations defined in ETSI GS NFV-IFA 007 [1]. Annex B contains explanations of key concepts. Annex C definesthe
structure of the VimConnectionInfo registry.

Even though the different interfaces defined in the present document (apart from the Virtualised Resources Quota
Available Notification Interface) are related, implementations shall not assume a particular order of messages that arrive
viadifferent interfaces.
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4.2 Void
4.3 Void

4.4 Common data types

4.4.1 Structured data types

44.1.1 Introduction

This clause defines data structures that are referenced from data structures in multiple interfaces. In addition, the
structured data types defined in clause 7.1 of ETSI GS NFV-SOL 013 [8] shall apply.

4412 Void
4413 Void
4.4.1.3a Void
4414 Void

4.4.1.5 Type: VnflnstanceSubscriptionFilter

This type represents subscription filter criteriato match VNF instances. It shall comply with the provisions defined in
table 4.4.1.5-1.

Table 4.4.1.5-1: Definition of the VnflnstanceSubscriptionFilter data type

Attribute name Data type Cardinality Description
vnfdlds Identifier 0..N If present, match VNF instances that were
created based on a VNFD identified by one of
the vnfdld values listed in this attribute.

See note 1.
vnfProductsFromProviders  |Structure (inlined) 0..N If present, match VNF instances that belong to
VNF products from certain providers.
See note 1.
>vnfProvider String 1 Name of the VNF provider to match.
>vnfProducts Structure (inlined) 0..N If present, match VNF instances that belong to

VNF products with certain product names, from
one particular provider.

>>vnfProductName String 1 Name of the VNF product to match.
>>versions Structure (inlined) 0..N If present, match VNF instances that belong to
VNF products with certain versions and a
certain product name, from one particular

provider.
>>>ynfSoftwareVersion Version 1 Software version to match.
>>>ynfdVersions Version 0..N If present, match VNF instances that belong to

VNF products with certain VNFD versions, a
certain software version and a certain product
name, from one particular provider.
vnflnstancelds Identifier 0..N If present, match VNF instances with an
instance identifier listed in this attribute.

See note 2.
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Attribute name Data type Cardinality Description
vnflnstanceNames String 0..N If present, match VNF instances with a VNF

Instance Name listed in this attribute.
See note 2.

NOTE 1: The attributes "vnfdlds" and "vnfProductsFromProviders" are alternatives to reference to VNF instances that
are based on certain VNFDs in a filter. They should not be used both in the same filter instance, but one
alternative should be chosen.

NOTE 2: The attributes "vnflnstancelds" and "vnfinstanceNames" are alternatives to reference to particular VNF
instances in a filter. They should not be used both in the same filter instance, but one alternative should be
chosen.

4.4.1.6

Type: VimConnectioninfo

This type represents parameters to connect to a VIM for managing the resources of a VNF instance. It shall comply with

the provisions defined in table 4.4.1.6-1.

This structure is used to convey VIM-related parameters over the Or-V nfm interface. Additional parameters for aVIM
may be configured into the VNFM by means outside the scope of the present document and bound to the identifier of

that VIM.

Table 4.4.1.6-1: Definition of the VimConnectionInfo data type

Attribute name

Data type

Cardinality

Description

vimid

Identifier

0.1

The identifier of the VIM instance. This identifier is
managed by the NFVO.

Shall be present to address additional information about
the VIM if such information has been configured into the
VNFM by means outside the scope of the present
document and should be absent otherwise.

vimType

String

Discriminator for the different types of the VIM
information.

The value of this attribute determines the structure of the
"interfacelnfo" and "accessInfo" attributes, based on the
type of the VIM.

The set of permitted values is expected to change over
time as new types or versions of VIMs become available.

The ETSI NFV registry of VIM-related information [i.3]
provides access to information about VimConnectioninfo
definitions for various VIM types. The structure of the
registry is defined in annex C.

interfacelnfo

KeyValuePairs

0.1

Information about the interface or interfaces to the VIM, if
applicable, such as the URI of an interface endpoint to
communicate with the VIM. The applicable keys are
dependent on the content of vimType.

Alternatively, such information may have been configured
into the VNFM and bound to the vimld.
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Attribute name

Data type

Cardinality

Description

accesslinfo KeyValuePairs

0.1

Authentication credentials for accessing the VIM and
other access-related information such as tenants or
infrastructure resource groups (see note 1). The
applicable keys are dependent on the content of
vimType.

If the VimConnectionInfo structure is part of an HTTP
response payload body, sensitive attributes that are
children of this attributes (such as passwords) shall not
be included.

If the VimConnectionInfo structure is part of an HTTP
request payload body, sensitive attributes that are

children of this attribute (such as passwords) shall be
present if they have not been provisioned out of band.

See note 2.

extra KeyValuePairs

0.1

VIM type specific additional information. The applicable
structure, and whether or not this attribute is available, is
dependent on the content of vimType.

NOTE 1: If applicable, this attribute also provides information about the resourceGrouplds that are accessible using a
particular set of credentials. See definition of "resourceGroupld" in clause 9.5.3.3.

NOTE 2: Once the connectivity between VNFM and VIM is provided through a secure connection over HTTP Secure
(HTTP over SSL/TLS), and the connection might also be established through a VPN (for example TLS-based
VPN tunnelling) for site-to-site connection, the "accessinfo" JSON data structure, and the sensitive data related
information ("username"/"password" as required properties for authentication purpose), will be transmitted as
plain text through a TLS tunnel without additional encoding/encryption before transmitting it, making the
sensitive data visible to the endpoint. The base64 encoded certificates are only used by the VNFM to verify the
authenticity of the interface endpoint of the VIM.

4.41.7 Type: ResourceHandle

This type represents the information that allows addressing a virtualised resource that is used by aVNF instance.
Information about the resource is available from the VIM. The ResourceHandl e type shall comply with the provisions
defined intable 4.4.1.7-1.

Table 4.4.1.7-1: Definition of the ResourceHandle data type

Attribute name

Data type

Cardinality

Description

vimConnectionld

Identifier

0.1

Identifier of the VIM connection to manage the resource.
This attribute shall only be supported and present if
VNF-related resource management in direct mode is
applicable.

The applicable "VimConnectioninfo" structure, which is
referenced by vimConnectionld, can be obtained from
the "vimConnectionInfo" attribute of the "Vnfinstance"
structure.

resourceProviderld

Identifier

0.1

Identifier of the entity responsible for the management of
the resource.

This attribute shall only be supported and present when
VNF-related resource management in indirect mode is
applicable. The identification scheme is outside the
scope of the present document.

resourceld

IdentifierInVim

1

Identifier of the resource in the scope of the VIM or the
resource provider.

vimLevelResourceType

String

0.1

Type of the resource in the scope of the VIM or the
resource provider. See note.

NOTE: The value set of the "vimLevelResourceType" attribute is within the scope of the VIM or the resource provider
and can be used as information that complements the ResourceHandle. This value set is different from the
value set of the "type" attribute in the ResourceDefinition (refer to clause 9.5.3.2).
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44.1.8 Void
44.1.9 Void

4.4.1.10 Type: VnfExtCpData

This type represents configuration information for external CPs created from a CPD. It shall comply with the provisions
defined in table 4.4.1.10-1.

Table 4.4.1.10-1: Definition of the VnfExtCpData data type

Attribute name Data type Cardinality Description
cpdid IdentifierlnVnfd 1 The identifier of the CPD in the VNFD. See note 1.
cpConfig map(VnfExtCpConfig) |[1..N Map of instance data that need to be configured on the

CP instances created from the respective CPD.

The key of the map which identifies the individual
VnfExtCpConfig entries is of type "ldentifierinVnf" and is
managed by the APl consumer. The entries shall be
applied by the VNFM according to the rules of JSON
Merge Patch (see IETF RFC 7396 [5]).

See notes 2, 3 and 4.

NOTE 1: In case this identifier refers to a CPD with trunking enabled, the external CP instances created from this CPD
will represent ports in a trunk.

NOTE 2: Within one VNF instance, all VNFC instances created from a particular VDU have the same external
connectivity. Thus, given a particular value of the "cpdld" attribute, there shall be one "cpConfig" entry for each
VNFC instance that has been or can be created from a VDU which includes a CPD identified by the "cpdld"
attribute. If the cpConfig represents a subport in a trunk, all "cpConfig" entries in this list shall have the same
segmentationld, which means they are connected to the same set of external VLs via the trunk.

NOTE 3: The map entry value shall be set to "null" in order to delete a "VnfExtCpConfig" entry identified by a particular
key value from the map, i.e. for the disconnection of an existing external CP instance addressed by
cplnstanceld in the deleted map entry from a particular external virtual link, and deletion of that instance in case
it represents a subport. Deleting the last key from the map removes the affected instance of the
"VnfExtCpData" structure from its parent data structure.

NOTE 4: If, as defined by the input parameters of a "ChangeVnfFlavour”, "ChangeExtVnfConnectivity" or
"ChangeCurrentVnfPkg" operation or as part of the Grant response for any of these operations, a cpConfig
map entry identified by a particular map key value is moved into another "ExtVirtualLinkData" or
"VnfExtCpData" structure, this particular cpConfig map entry may be used by an external CP instance different
than the one that has used it before the operation, or by no external CP instance at all. Renaming a CPD
identifier during the "changeCurrentVnfPkg" operation does not count as moving the related "cpConfig" map
entries to a new "extCpData" structure.

4.4.1.10a  Type: VnfExtCpConfig

This type represents an externally provided link port or network address information per instance of an external
connection point. In case alink port is provided, the VNFM shall use that link port when connecting the external CP to
the external VL. In case alink port is not provided, the VNFM shall create alink port on the external VL and use that
link port to connect the external CP to the external VL.

Thistype shall comply with the provisions defined in table 4.4.1.10a-1.

Table 4.4.1.10a-1: Definition of the VnfExtCpConfig data type

Attribute name Data type Cardinality Description

parentCpConfigld IdentifierinVnf 0.1 Value of the key that identifies the "VnfExtCpConfig" map
entry which corresponds to the parent port of the trunk.
Only present in "VnfExtCpConfig" structures that provide
configuration information for a CP which represents a
sub-port in a trunk, and if parent ports are supported.

linkPortld Identifier 0.1 Identifier of a pre-configured link port to which the
external CP will be associated. See note.
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Attribute name Data type Cardinality Description

createExtLinkPort Boolean 0.1 Indicates to the VNFM the need to create a dedicated link
port for the external CP.

If set to True, the VNFM shall create a link port.
If set to False, the VNFM shall not create a link port.

This attribute is only applicable for external CP instances
without a floating IP address that expose a VIP CP
instance for which a dedicated IP address is allocated. It
shall be present in that case and shall be absent
otherwise.

cpProtocolData CpProtocolData 0..N Parameters for configuring the network protocols on the
link port that connects the CP to a VL. See note.

NOTE: The following conditions apply to the attributes "linkPortld" and "cpProtocolData":

1) Void.

2) Atleast one of the "linkPortld" and "cpProtocolData" attributes shall be present for an external CP
instance representing a subport that is to be created, or an external CP instance that is to be created by
creating the corresponding VNFC or VNF instance during the current or a subsequent LCM operation, or
for an existing external CP instance that is to be re-configured or added to a particular external virtual link.

3) If the "linkPortld" attribute is absent, the VNFM shall create a link port.

4) If the "cpProtocolData" attribute is absent, the "linkPortld" attribute shall be provided referencing a pre-
created link port, and the VNFM can use means outside the scope of the present document to obtain the
pre-configured address information for the connection point from the resource representing the link port.

5) If both "cpProtocolData" and "linkportld" are provided, the APl consumer shall ensure that the
cpProtocolData can be used with the pre-created link port referenced by "linkPortid".

4.41.10b  Type: CpProtocolData

This type represents network protocol data. It shall comply with the provisions defined in table 4.4.1.10b-1.

Table 4.4.1.10b-1: Definition of the CpProtocolData data type

Attribute name Data type Cardinality Description
layerProtocol Enum (inlined) 1 Identifier of layer(s) and protocol(s).

Permitted values: IP_OVER_ETHERNET.

See note.
ipOverEthernet IpOverEthernetAddre |0..1 Network address data for IP over Ethernet to
ssData assign to the extCP instance. Shall be present

if layerProtocol is equal to

"IP_OVER_ETHERNET" and shall be absent

otherwise.

NOTE: This attribute allows to signal the addition of further types of layer and protocol in future versions of the
present document in a backwards-compatible way. In the current version of the present document, only IP
over Ethernet is supported.

4.4.1.10c  Type: IpOverEthernetAddressData

Thistype represents network address data for |P over Ethernet. It shall comply with the provisions defined in
table 4.4.1.10c-1.
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Table 4.4.1.10c-1: Definition of the IpOverEthernetAddressData data type

Attribute name

Data type

Cardinality

Description

macAddress

MacAddress

0.1

MAC address. If this attribute is not present, it
shall be chosen by the VIM. See note 1.

segmentationType

Enum

0.1

Specifies the encapsulation type for the traffics
coming in and out of the trunk subport.
Permitted values:
- VLAN: the subport uses VLAN as
encapsulation type.
- INHERIT: the subport gets its
segmentation type from the network it
is connected to.

This attribute may be present for CP instances
that represent subports in a trunk and shall be
absent otherwise. If this attribute is not present
for a subport CP instance, default value VLAN
shall be used.

segmentationld

String

Identification of the network segment to which
the CP instance connects to. See note 3 and
note 4.

ipAddresses

Structure (inlined)

List of IP addresses to assign to the CP
instance. Each entry represents IP address
data for fixed or dynamic IP address
assignment per subnet.

If this attribute is not present, no IP address
shall be assigned. See note 1.

>type

Enum (inlined)

The type of the IP addresses.

Permitted values: IPV4, IPV6.

>fixedAddresses

IpAddress

Fixed addresses to assign (from the subnet
defined by "subnetld" if provided). See note 2.

>numDynamicAddresses

Integer

Number of dynamic addresses to assign (from
the subnet defined by "subnetld" if provided).
See note 2.

>addressRange

Structure (inlined)

An IP address range to be used, e.g. in case
of egress connections.

In case this attribute is present, IP addresses
from the range will be used. See note 2.

>>minAddress

IpAddress

Lowest IP address belonging to the range.

>>maxAddress

IpAddress

[N

Highest IP address belonging to the range.

>subnetld

IdentifierlnVim

Subnet defined by the identifier of the subnet
resource in the VIM.

In case this attribute is present, IP addresses
from that subnet will be assigned; otherwise,
IP addresses not bound to a subnet will be
assigned.

NOTE 1:
NOTE 2:
NOTE 3:

be present.
NOTE 4:

At least one of "macAddress" or "ipAddresses" shall be present.
Exactly one of "fixedAddresses", "numDynamicAddresses" or "ipAddressRange" shall be present.
If the CP instance represents a subport in a trunk, segmentationld shall be present. Otherwise it shall not

Depending on the NFVI networking infrastructure, the segmentationld may indicate the actual network

segment value (e.g. vlan Id, Vxlan segmentation id, etc.) used in the transport header of the packets or it
may be an identifier used between the application and the NFVI networking infrastructure to identify the
network sub-interface of the trunk port in question. In the latter case the NFVI infrastructure will map this
local segmentationld to whatever segmentationld is actually used by the NFVI's transport technology.
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This type represents an external VL. It shall comply with the provisions defined in table 4.4.1.11-1.

Table 4.4.1.11-1: Definition of the ExtVirtualLinkData data type

Attribute name

Data type

Cardinality

Description

id

Identifier

1

The identifier of the external VL instance. The identifier is
assigned by the NFV-MANO entity that manages this VL
instance.

vimConnectionld

Identifier

0.1

Identifier of the VIM connection to manage this resource.
This attribute shall only be su