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The present document describes the features of a PDL to be applicable as a qualified electronic ledger and in support for eIDAS trust services. The document analyses the properties that a PDL can have to be an enabler for eIDAS, for authentication and identification, and also for using eIDAS in other areas of the Digital Economy.
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For the purposes of the present document, the [following] terms [given in ... and the following] apply:
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For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
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For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:
eIDAS		tbc
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Robustness
PDL communities
Discovery and PDL
· Integrity of record 
· Immutability
· Sequence
· Some have identity of originator
· Time is not inherent in PDL
· ?? distributed trust / consensus
4.3	Governance
· Principles of governance in PDL based on ISO/TS 23635:2022
· Include concept whether a TAO Trusted Accreditation Organisation (cf: regulatory “competent authority”) authorises for particular “subject matter” / “activity.  May need to include “Passporting” in multi-jurisdiction scenario.

[bookmark: _Toc136357045][bookmark: _Toc137707215]5	Features of eIDAS Qualified Trust Services
[bookmark: _Toc136357046][bookmark: _Toc137707216]5.1	eIDAS trust services
Regulation 910/2014 (commonly referred to as eIDAS) provides a regulatory framework for the provision of electronic identities and trust services.  This defines specific types of third party “trust services” supporting the security of electronic transactions.  This is primarily aimed at the European internal market but can be applied internationally.  Within eIDAS trust services are limited to those services which are provided commercially.  Government provided services, which are generally funded through taxation, are not considered trust services under eIDAS.
The concept of trust service was initially applied to services issuing public key certificates in support digital signatures, legally referred to in eIDAS as advanced electronic signatures or seals.  Issuance of  certificates in support of digital signatures remains the main type of trust service used within Europe and this type of trust service is becoming recognised internationally.  Currently, 9 trust services types are recognised in the current eIDAS regulation, all of which have been implemented by a number of trust service providers.  Trust services are defined are defined in eIDAS regulations as services for:
a) the creation, verification, and validation of electronic signatures, electronic seals or electronic time stamps, electronic registered delivery services and certificates related to those services, or
b) the creation, verification and validation of certificates for website authentication; or
c) the preservation of electronic signatures, seals or certificates related to those services.
This is being extended in proposed revisions to eIDAS regulation for recognised trust services also to include:
d) the electronic archiving of electronic documents;
e) the management of remote electronic signature and seal creation devices;
f) the recording of electronic data into an electronic ledger
5.2	Qualified Trust Service Providers
eIDAS give specific recognition for the provision of trust services which meet particular requirements as identified in the eIDAS regulation.  A trust service provider which meet these requirements are referred to as a “Qualified Trust Service Provider” (QTSP).  The requirements for being a QTSP include:
a) requirements to take appropriate technical and organisational measures (applicable to both qualified and non-qualified trust service providers), 
b) requirements for notification of security breaches (applicable to both qualified and non-qualified trust service providers),
c) requirements for the cybersecurity of essential services under NIS 2 [ref]
d) requirements for personal data protection such as in GDPR [ref]
e) requirements for the provision of Qualified trust services
f) requirements for the particular type of Qualified trust service.
[bookmark: _Toc136357047][bookmark: _Toc137707217]5.3	Requirements of EU Qualified Electronic Ledgers
[For Qualified Electronic Ledgers the specific technical requirements have yet to be established.  May include requirements in EU Council version]
[bookmark: _Toc136357048][bookmark: _Toc137707218]5.4	Audit & Supervision
A national regulatory body is assigned in to oversee the operations of qualified and non-qualified trust service providers established in its nation.  A QTSP is required to provide an audit report to the supervisory body every 2 years to confirm that it meets the requirements of eIDAS.  This audit report has to be produced by an accredited “conformity assessment body” which is recognised under EU Regulation (EC) No 765/2008.  ETSI EN 319 403-1 defines specific “conformity assessment” requirements for QTSPs which is generally accepted by EU national supervisory bodies  as the basis for eIDAS conformant audits.
ETSI publish policy and security standards for trust service providers, including QTSPs, which are commonly used as the basis for the QTSP audit checks.
5.5	EU Trusted List
National supervisory bodies publish a list of QTSPs which are recognised as meeting the requirements for given types of trust service called a Trusted List.  The EU publish a List of Trust Lists (LOTL) from each EU nation.  Parties relying on certificates and other information provided by QTSPs use the LOTL, and national Trusted Lists, to verify that this information can be considered trusted under the eIDAS regulation.
5.6	Trust Service Components
A trust service provider may use several independent components for the provision of a trust service.  Such trust service components may be provided by the QTSP as an integral part of its operations, or sub-contracted to external parties.  For example, when issuing a certificate, a QTSP may subcontract the checking of the identity of the subject to external parties.  Such external trust service component can be independently audited.  The QTSP however remains responsible to the overall provision of its services, and provides an overall audit report to its supervisory body.  A QTSP’s audit report can build on the audit report for an external trust service component,
An electronic ledger can be a trust service component of a QTSP providing another type of trust service.  For example, a ledger may be used in support of Qualified signature validation service maintaining a record of signatures with validation information based on checks made by the QTSP at a given time.
5.7 eIDAS Qualification and permission
eIDAS Qualification can apply to a provider of an electronic ledger based on the results of the QTSP audit.  This can be either as an stand alone QTSP providing an electronic ledger trust service, or as a trust service component supporting a QTSP providing another type of trust service.
A community of Qualified electronic ledger providers can cooperate together, using a consensus protocol, to support a PDL for specific type of Qualified trust service.  The EU Trusted List will identify the provider and the trust services it supports.  The EU Trusted List can be used as the basis of “Permissioning” the electronic ledger providers as being part of the community.
This is illustrated in the following diagrams
a)  For a stand alone electronic ledger:
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b) For electronic ledger (e-ledger) as a trust service component
[image: A diagram of a company
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5.8 Mutual Recognition with Third Countries outside the EU
Pilot for the International Compatibility of Trust Services (europa.eu)
https://ec.europa.eu/digital-building-blocks/wikis/display/DIGITAL/Pilot+for+the+International+Compatibility+of+Trust+Services
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Combining PDL community governance and eIDAS audit & supervision
(use concepts in PDL 15 & PDL 12 as relevant)
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6.2.1	Requirements for Qualified Electronic Ledgers vs
Features of PDL
[Block chain does not inherently include time of recording (as in Commission original text).  However, sequencing is definitive (as in later Council version). 
It is not mandated in all block chains that the ledger establish the origin of data records in the ledger (as in council version).
Need to review when final draft of regulation available.]
6.2.2	Governance & Audit
[Being in Trusted List is necessary for eIDAS but is not sufficient for entering PDL.  May need to include additional requirements for governance as in clause 4.]


6.2.3	Policy and Security Requirements
Include PDL specific 
· Needs to include requirements on consensus mechanism, statement of consensus mechanisms supported by QTSP
Include EN 319 401
Other requirements
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[bookmark: _Toc136357056][bookmark: _Toc137707226]6.5	PDL in support of Preservation Services
Applied to electronic signatures, seals or certificates

[bookmark: _Toc136357057][bookmark: _Toc137707227]6.6	PDL in support of Electronic Registered Delivery Services

[bookmark: _Toc136357058][bookmark: _Toc137707228]6.x	Application to 3rd (non-EU) countries
7	General Conclusions

[bookmark: _Toc136357059][bookmark: _Toc137707229]7.1	Benefits
-	Application of eIDAS trust controls to permissioning
-	Immutable history of timed events (e.g. validity update of certificates, signatures, attributes)
-	Distributed trust through consensus mechanisms
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