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Essential patents
[bookmark: IPR_3GPP]IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org/).
Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regarding the essentiality of IPRs, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
Trademarks
The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners. oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and of the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.
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This Group Report (GR) has been produced by ETSI Industry Specification Group (ISG) Permissioned Distributed Ledger (PDL).
[bookmark: _Toc74905982][bookmark: _Toc74910618][bookmark: _Toc109065243]Modal verbs terminology
In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.


[bookmark: _Toc74905983][bookmark: _Toc74910619][bookmark: _Toc109065244]1	Scope
This document will describe the definition of redactable distributed ledgers, presents use cases where redactable distributed ledgers are useful, and assesses existing solutions of redactable distributed ledgers. This document also discusses potential standardization areas for enabling, managing, and using redactable distributed ledgers.
[bookmark: _Toc74905984][bookmark: _Toc74910620][bookmark: _Toc109065245]2	References
[bookmark: _Toc74905985][bookmark: _Toc74910621][bookmark: _Toc109065246]2.1	Normative references
Normative references are not applicable in the present document.
[bookmark: _Toc74905986][bookmark: _Toc74910622][bookmark: _Toc109065247]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]	D. Zhang, J. Le, X. Lei, T. Xiang, and X. Liao, “Exploring the Redaction Mechanisms of Mutable Blockchains: A Comprehensive Survey,” International Journal of Intelligent Systems, vol. 36, no. 9, 2021, pp. 5051-5084.
[i.2]	G. Ateniese, B. Magri, D. Venturi, and E. Andrade, “Redactable Blockchain – or – Rewriting History in Bitcoin and Friends,” 2017 IEEE European Symposium on Security and Privacy (EuroS&P), 2017, pp. 111-126, doi: 10.1109/EuroSP.2017.37.
[bookmark: _Toc74905987][bookmark: _Toc74910623][bookmark: _Toc109065248]3	Definition of terms, symbols and abbreviations
[bookmark: _Toc74905988][bookmark: _Toc74910624][bookmark: _Toc109065249]3.1	Terms
For the purposes of the present document, the following terms apply:
Chameleon Hash: tbd
Redaction: tbd
Redaction operation: tbd
Redactable distributed ledger: tbd
[bookmark: _Toc74905989][bookmark: _Toc74910625][bookmark: _Toc109065250]3.2	Symbols
Void.
[bookmark: _Toc74905990][bookmark: _Toc74910626][bookmark: _Toc109065251]3.3	Abbreviations
For the purposes of the present document, the following abbreviations apply:
CH	Chameleon Hash
ETSI	European Telecommunications Standards Institute
EU	European Union
GDPR	General Data Protection Regulation
PDL	Permissioned Distributed Ledger
RDL	Redactable Distributed Ledger
[bookmark: _Toc109065252][bookmark: _Toc74905991][bookmark: _Toc74910627]4	Introduction to Redactable Distributed Ledger
[bookmark: _Toc109065253]4.1	Introduction
[bookmark: _Toc109065254]4.2	Issues with Immutable Ledgers
Editor’s Note: To describe issues from immutability and motiations for “redactable distributed ledger”



Figure 4.1-1: Potential Issues and Limitations from Immutable Blockchain
[bookmark: _Toc109065255]4.3	Redaction Operations
Editor’s Note: To discuss possible operations to redact/change/modify distributed ledgers
[bookmark: _Toc109065256]5	Use Cases for Redactable Distributed Ledgers
[bookmark: _Toc74905992][bookmark: _Toc74910628][bookmark: _Toc109065257]5.1	Introduction
[bookmark: _Toc109065258]5.2	Self-Sovereign Identity (SSI)
[bookmark: _Toc109065259]5.3	Metaverse
Editor’s Note: Need to well define “Metaverse”. May consider “immesive experience” or other terms/scenarios.
[bookmark: _Toc109065260]5.4	Wireless and Mobile Networks


[bookmark: _Toc109065261]6	Existing Solutions of Redactable Distributed Ledger
[bookmark: _Toc109065262]6.1	Introduction
[bookmark: _Toc109065263]6.2	Chameleon Hash (CH)
[bookmark: _Toc109065264]6.3	CH-based Redactable Blockchain
[bookmark: _Toc109065265]6.3.1	Blockchain Redaction Process
[bookmark: _Toc109065266]6.3.2	Blockchain Redaction Management
[bookmark: _Toc109065267]6.4 	Policy-based Redactable Blockchain
[bookmark: _Toc109065268]6.5 	Redaction Using New Block Structures 
[bookmark: _Toc109065269]6.6	Comparisons among Existing Redactable Blockchain Schemes

[bookmark: _Toc109065270]7	Potential Issues with Redactable Distributed Ledger

[bookmark: _Toc109065271]8	Conclusions and Next Steps
Editor’s Note: Provide “recommendations” for next steps. 
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