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[bookmark: _Hlk527464395][bookmark: _Hlk527031484]This clause, is an optional informative element. 
[bookmark: _Hlk527464442]The "Executive summary" is used to summarize the ETSI deliverable. It should contain enough information for the readers to become acquainted with the full document without reading it. It is usually one page or shorter. 
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This GR documents and describes permissioned distributed ledger Application Scenarios. The aim is to consider and describe the potential application scenarios for the operation of PDLs, including provision models with special emphasis on as-a-service paradigms, and PDL infrastructure governance aspects. The report will provide definition of terms to be used in the scenarios and recommendations for future normative specifications. 
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[bookmark: _Hlk527033604]communal site: location at which there is more than one fixed transmitter
NOTE:	There are two types of communal site; one having separate equipment and antennas but housed in a common equipment room, and the other having an engineered system employing common antenna working where the isolation between equipment is determined by the filter system.
At all communal sites equipment installed on the site meet the limits as specified in the relevant standards.
fast channel: channel with low latency but higher BER in comparison to the slow channel
EXAMPLE:	In contrast to the slow channel, the fast channel is not interleaved.
[bookmark: _Toc451246123][bookmark: _Toc486250562][bookmark: _Toc486251378][bookmark: _Toc486253315][bookmark: _Toc486253343][bookmark: _Toc486322659][bookmark: _Toc527621352][bookmark: _Toc527622201][bookmark: _Toc31893208]3.2	Symbols
none
[bookmark: _Toc451246124][bookmark: _Toc486250563][bookmark: _Toc486251379][bookmark: _Toc486253316][bookmark: _Toc486253344][bookmark: _Toc486322660][bookmark: _Toc527621353][bookmark: _Toc527622202][bookmark: _Toc31893209]3.3	Abbreviations
[bookmark: _Hlk527377044][bookmark: _Hlk527465924][bookmark: _Toc451246125]DPC	Dynamic Power Control
CCI	Co-Channel Interference
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[bookmark: _Toc31893211]4.1	ISG PDL Scope 
Editor’s Note:	This section will describe the scope of ETSI ISG PDL and must be in line with PDL-001 and PDL-002.

In order to provide a basis for discussing various scenarios, an abstract, simplified, reference architecture and functional diagram must be used. Figure ‎0‑1 herewith defines the three abstract elements that we would expect to see in most PDL applications. Let us discuss them one by one, as well as the relations and dependencies therein.
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[bookmark: _Toc31892253]Figure 4‑1 Abstract Reference Architecture

The Applications and Services layer represents the actual customer/consumer facing application, be that consumer an individual or another platform/device. It is beyond the scope of this document to discuss the applications and the methods by which they interface with the customer/consumer, but a few examples may serve to demonstrate the point: A food quality application used by a consumer at a supermarket checking the freshness of food by scanning a barcode on its packaging using a mobile phone. A bank wire-transfer confirmation sent from a bank to the e-mail account of a customer. Authorization of an autonomous vehicle to make a turn into a toll road.
Applications would require exchange of information with the PDL itself, possibly more than one PDL. Such PDLs may be developed and operated by different entities - thus an API and Tooling abstraction layer will be required to allow interaction between the applications/services and the PDLs. Such layer is often also referred to as a Presentation layer, or simply as an Abstraction layer.
The Distributed Ledger Platform layer is the engine that enables the operation. The PDL platform may use any of the multitude of chain types available at the time and may use governance and management tools that are compatible/interoperable with said chain. It is not the intent of this document to compare different chain types nor is it the intention here to make a recommendation of a specific, or group, of chains. Chains differ from one another by multiple dimensions, such as consensus mechanism, transaction rate, programmability (through smart contracts), tamper-immunity and many others. The commonalities are that PDL platforms can be Manageable and Governable, must be Accessible by Applications and Services through APIs, and should be programmable through Templates (that may be dependent on chain type).


The Distributed Ledger platform is often accompanied by additional elements, as depicted in Figure ‎0‑2 herewith. 
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[bookmark: _Ref25864326][bookmark: _Ref25864316][bookmark: _Toc31892254]Figure 4‑2 Simplified Functional Reference Framework
The Platform is managed and governed through various methods, that may vary by chain type, consensus mechanism and application. A Platform Management and Governance Support feature allows the continued operation of the entire platform by ensuring resources are available, governance requirements are met, and the ledger is operating in good order (e.g. no forks, a sufficient number of validating nodes are in operation etc.)
PDL platforms require computing, storage and communication infrastructure. The computing resources would typically be off-the-shelf blades, and in most cases can be implemented as VMs or containers in private or public clouds. It would be worth mentioning here that certain permissionless distributed ledger require that the node is owned, operated and in-house by its user. This is not the case for permitted distributed ledgers that this document is about. Storage requirements depend on the choice of chain, as well as the requirements of the applications. PDL platforms today use the public internet as the means of communication between nodes and between users to the PDL platform. Future scenarios may introduce the need for managed communications between nodes in order to ensure predictable and secured performance.
Certain core and common functionalities, such as Identity, smart contracts, assurance, are defined as Templates that may be re-used and integrated with repetition in multiple instances and aspects. E.g. the Identity of a person or an entity may be used in multiple applications and will preferably be presented in a common way regardless of the application and ledger.

Certain application scenarios require chain agnosticism. That would typically be the case in eco-systems where multiple, sometimes competing, entities use PDL in a federated wholesale supply chain. It may be impossible, or operationally/commercially non-plausible, to enforce the use of a specific chain for an application. As depicted in Figure ‎4‑3 The PDL Platform may consist of multiple chains which are managed via the functionality of the Platform Management and Governance Support layer and synchronized in a manner that allows chain-agnostic applications to operate.

[image: ]
[bookmark: _Ref25867510][bookmark: _Toc31892255]Figure 4‑3 Multi-Chain PDL
Certain eco-systems, mainly in wholesale supply chain management scenarios, will require the use of bilateral PDLs and Multi-Lateral/Omni-Lateral PDLs in tandem. While it is operationally and contractually simple to require that both parties in a bilateral arrangement use the same type of chain, it may be complex (and in certain cases impossible) to enforce the use of a select chain in a multilateral environment. In such cases it is the task of the Platform Management Support function to conduct periodical synchronization between parallel chains. This may result in operational overheads and reduced performance of such platform and requires careful planning and sizing to ensure continuous operation.

Editor’s note:	[Do we really need/want to discuss IoT specifics here?] The effect of IoT on PDL is yet to be determined. There are numerous semi-realtime IoT scenarios that may require different or additional interface functionality. IoT is explicitly discussed in WI-002, and diagram [?] herein thus defines an abstract IoT-Service element within the PDL Platform and it will be later determined (though out of scope of IDG-PDL) what (if any) specific additional features such an element requires. Also in diagram [?] are shown multiple chain types rendering the PDL Platform as chain agnostic.
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[bookmark: _Toc31892256]Figure 4‑4 Functional Reference Framework
Editor’s note:	IoT related PDL functionality does not differ, in principle, from PDL functionality for non-IoT services.  The External IoT Service provides interactions with external IoT platforms which either inject information/data or read-out stored information from sub-chain(s). The external IoT Platform may, for example, read the smart-contract information needed to authorize some external operations. It may inject the current status and timestamp of some external machinery sensor to add to the history/repository required by a smart contract. The difference lies in the volume of transactions and the required response time. Additional IoT examples are considered in WI-002. 

As depicted in Figure ‎4‑4 the API and Tooling abstraction layer allows any Application or Service to interface with any chain type. We would also expect to see an Application abstraction layer that allows multiple vendors to develop compatible and interoperable applications giving users choice of supply and chain type. Diagram Figure 4‑5 herewith describes such abstraction and demonstrates the use of different chain types for different scenarios. The templates mentioned earlier may serve as common functions on the application layer as well.
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[bookmark: _Ref25869151][bookmark: _Toc31892257]Figure 4‑5 Multi MVP Abstract Architecture
[bookmark: _Toc31893212]5	The infrastructural Layers 
[bookmark: _Toc451246126][bookmark: _Toc31893213]5.1	The ICT Layer 
The ICT sector includes Stakeholders such as Service Providers, Vendors, Software developers and Service Integrators that rely on each other to provide Products and Services to Customers. Stakeholders often provide services to each other as well as team up with each other in order to provide services to other stakeholders or customers. The services offered are built on three vertical families of components, where different combinations of which, accompanied by management through software, yield Applications used by Stakeholders and Customers. The following sections discuss the three families of components, and how software turns those components into Applications. It is beyond the scope of this document to discuss the commercial and operational aspects of implementation and integration of those components into an application or a service. However one needs to take into account that components may be provided by different, sometime competing, entities, thus the delivery requires a federated and automated wholesale supply-chain based service lifecycle and settlement framework.

[bookmark: _Toc31893214]5.1.1	The Connectivity Vertical 
Connectivity provides the ability to move data from place to place. The nodes participating a ledger are typically connected with a peer-to-peer (P2P) network over IP protocol.  In its simplest and easiest form one may choose to use the public internet, though this medium raises performance and security concerns. Dedicated connectivity options (such as leased lines or quality-managed VPNs) offer a more secure and predictable alternative but introduce commercial and operational overheads.
There are some aspects that the connectivity infrastructure should provide to the ledger.
5.1.1.1 Accessibility: once a node is allowed to the ledger (e.g., via access control), the node is able to discover and connect to other nodes. 
5.1.1.2 Availability: the nodes participating a ledger may locate in one cloud environment (e.g., in a same data center or even in a same local area network), or reside remotely from each other and connect with each other through wide area network. In either case, the P2P network needs to guarantee the availability for the connectivity. 
5.1.1.3 Integrity: the connectivity infrastructure may encounter malicious behavior, e.g., BGP hijack, DNS hijack and TCP hijack. The infrastructure needs to continue guaranteeing the integrity of the communication data under these attacks or faults. 
5.1.1.4 Confidentiality: the connectivity may encounter interception. The communication data should be kept confidential under interception. 
5.1.1.5 Quality: some application scenarios may require high-bandwidth and low-latency connectivity, to accelerate consensus or enhancing throughput of the ledger. 
To this end, the connectivity can use secure end-to-end protocols (e.g., IPSec, TLS) for endpoint authentication, and data integrity and confidentiality. A secure key-exchange mechanism is required in advance. The P2P network should provide robust connectivity, and infrastructure may need to defend against hijack and DDoS attacks and protect from network faults. Resource reservation may be used for quality of service. 


[bookmark: _Toc31893215]5.1.2	The Compute Vertical 
Compute is the act of performing computations on data. Computations require a computing device, either a dedicated computer or a virtual resource such as a VM or a container in a cloud. Certain ICT service providers focus on delivering computational capabilities on-demand through data-centers where multitude devices are made available to use by consumers.

[bookmark: _Toc31893216]5.1.3	The Storage Vertical 
Storage is the act of moving data through time. Storage may be local, remote, distributed or centralized, encrypted or not. PDL is distributed and decentralized by definition. Encryption is optional. Depending on design and requirements – some chains contain all information always available, others allow off-chain storage of dated information an offers methods to retrieve off-chain information and verify its validity when required. Depending on the application and volumes of data processed, as well as the cost of storage and speed of access to off-chain data one may choose a storage option that fits its purpose.

A typical application will use a mix of Compute, Storage and Connectivity functions to deliver its intended functionality. An example for such a mix would be a cloud storage application such as “Dropbox” which obviously requires storage, but also requires connectivity to convey data between the user devices and the cloud storage facility as well as between storage facilities, and compute resources in order to manage user credentials, security, consumption, billing etc.
[bookmark: _Toc31893217]5.2	The Template Layer 
The Template layer consists of software components that enable to operation of the PDL. Some of those components are mandatory while others are optional. PDL versions differ, among other factors, by their approach to, and implementation of, Templates.
The components of the Template layer can be grouped into the following groups:

[bookmark: _Toc31893218]5.2.1	Core Elements 
A PDL platform has core elements that are mandatory for its operation, such as Identity Management, Assurance, Consensus Management, Governance. Such elements would appear in all DLT platforms though the implementation may vary depending on type of chain and operational environment. E.g. different chain may use different algorithms to achieve consensus, but all PDL chains use a consensus algorithm. 

[bookmark: _Toc31893219]5.2.2	Support Stacks 
In order to properly manage and operate a PDL platform it may include support stacks such as a GUI, monitoring elements, APIs and abstraction layers that allow the PDL platform to interface with its surrounding environments (humans, other platforms, machines, sources of information and peripherals such as sensors or communication devices).

[bookmark: _Toc31893220]5.2.3	Smart Contracts 
One of the unique features of a PDL platform is its programmability through Smart Contracts. Smart contracts are snippets of code that are triggered by events and execute the instructions coded in them. The trigger could be external, e.g. an instruction received from a user through a GUI or from another machine through an API, or internal, e.g. transacting a new record, or reaching a certain timestamp or exceeding a certain threshold. The code execution may use the information contained in the chain but can also act independently of the chain. One important feature of smart contracts is that they are implemented in all nodes that are part of a specific chain and act in the same manner in all such nodes. Failure of a node to perform the instructions in a smart contract may indicate a faulty node, a data mismatch or fraudulent activity, and should be detected through consensus mechanisms and monitoring functions.

[bookmark: _Toc31893221]6	Horizontal Integration Layers and Incentives 
[bookmark: _Toc31893222]6.1	PDL and Databases/Ledgers 
This section discusses the similarities and differences between a legacy, centralized, database/ledger and a PDL. Legacy ledgers are centrally managed though they may be distributed physically and geographically for diversity and resiliency purposes. Such legacy ledgers are owned by an entity that may be the same one using the ledger, or a third party operating a ledger used by another entity or entities. The key feature of a legacy ledger is its centricity: A single entity operating the ledger and responsible for the integrity of the information. A PDL, on the other hand, is not only physically and geographically distributed, it is also managed in a distributed manner. There is no single entity managing all nodes in a PDL though certain entities may each manage more than a single node in a PDL. The integrity of the information in a PDL is managed through programing all nodes to use the same code, same software release, and same smart contracts. A consensus algorithm must be able to detect any node that uses an outdated software release or an outdated smart contract, or contains incorrect data, and eliminate use of this node until it is updated and aligned with the consenting majority.
[bookmark: _Toc31893223]6.1.1	Consensus Mechanisms 
The most noticeable difference between PDLs is the Consensus Mechanism used to verify transactions and ensure the integrity of the chain. Consensus mechanisms vary in the algorithm used and in the rigorousness of tests required to verify a transaction. While in a permissionless  distributed ledger the consensus mechanism must be very rigorous and must ensure there is a cost to fraudulent activity that is higher than the possible gain from such activity, in a Permissioned distributed ledger the entities operating the nodes would typically have a common goal and have a responsibility to maintain the integrity of the chain and a motivation to avoid malicious activity. Thus the consensus mechanisms in such scenarios may use less rigorous methods to reach consensus. As an example – in a permissionless ledger a node has to “prove” it has done work, or has put funds at stake, that it will lose if it acts maliciously. In PDL nodes do not necessarily need to put anything at stake and may not be financially penalized if a record is compromised, as it is assumed that there were no malicious intentions. Consensus may then be reached through a reduced list of delegates where most nodes are simply transacting and delegate the consensus management to a select (voluntary or elected) list of validating nodes. It is beyond the scope of this document to list all consensus mechanisms and algorithms currently in the market, and new algorithms keep being developed and introduced. Suffice to say that in a PDL there is typically a “double-safety” mechanism as there is the inherent tamper-resistance of the consensus mechanism and the mutual responsibility of the permitted validating nodes for the operation of the PDL, while in a permissionless distributed ledger the consensus mechanism is in fact the only means to prevent tampering with the information, and the nodes operate under mutual suspicion.

[bookmark: _Toc31893224]6.1.2	Basic Blockchain Operation 
The basic functions of a PDL are the following:
[bookmark: _Toc31893225]6.1.2.1	Capture data transactions. 
The PDL captures a data transaction, or a group of transactions, or pieces of information, and packages them into a block. The minimal and maximal size of such block varies by PDL type. The data may or may not be encrypted. There is no restriction as to the source of such information or transactions, though the accurate capture of such information, sometimes referred to as “the last mile problem”, may have significant influence on the quality and value of the PDL.
[bookmark: _Toc31893226]6.1.2.2 	Hashing the block
Once a block is generated, a hash is generated from the sum of its contents. Hashes are created using the SHA256 or similar algorithms.
While it is possible (though with extremely low probability) that two completely different blocks will yield identical hashes, it is even less likely that a change of even only a few bits or bytes of data within a certain block will generate the same hash as was before such change. 
As a result – once a block is hashed its integrity can be easily verified by repeating the hash (no matter if the information in the block is encrypted or not). If the hash produces the same result – the block can be considered untampered. If the hash produces a different result one should suspect that the block had been tampered with, and may not contain the exact same information that was stored therein when it was originally created and hashed.
[bookmark: _Toc31893227]6.1.2.3 	Chaining blocks
Blocks are chained to each other by including the hash of one block as part of the data of the next block. This creates a link and a dependency between consecutive blocks in a chain. If a block that is even a few links deep in the chain is tampered with – it will invalidate all subsequent links. Though it is theoretically (and practically) possible to keep altering the data in a tampered block in hope of finding a combination that yields the same hash, or otherwise re-hash all subsequent blocks so as to hide the tampered block, the computational resources and time required to perform such act without being noticed makes blockchains tamper-resistant. It is worth noting in that context that blockchain was considered “tamper-proof” in the past, but as it was proven that with sufficient time and resources it may still be tampered – it is now considered “tamper-resistant”.
[bookmark: _Toc31893228]6.1.2.4	Reading data from blocks
The information stored in blocks can be accessed and read (unencrypting may be required) by entities that have access to the chain. In a PDL such access is restricted to permitted entities. Encrypted records within a block will require an encryption key that may be provided by the entity that has encrypted that record.
[bookmark: _Toc31893229]6.1.3	Other Blockchain Operations 
In addition to the basic functions described above, PDLs offer additional functionalities such as:
[bookmark: _Toc31893230]6.1.3.1	Smart Contracts 

See section 5.2.3 hereof that describes Smart Contracts.
[bookmark: _Toc31893231]6.1.3.2	Zero Knowledge Proof (ZKP)
ZKP is the ability to prove something without having to reveal the information that such proof is based upon. ZKP may require extensive computational resources but is a useful tool in environments where competing entities use a shared resource.

[bookmark: _Toc31893232]6.1.3.3	Forks
Forks occur when a blockchain diverges into two potential paths forward. Forks may be intentional or accidental. 
[bookmark: _Toc31893233]6.1.3.3.1 	Incidental Forks
Incidental Forks occur when two entities append a block (each appending a different block) to the chain creating two different chains in the same PDL. The result is that different nodes in the PDL may contain different chains. 
[bookmark: _Toc31893234]6.1.3.3.2 	Intentional Forks
Intentional Forks are the result of a change in the rules that govern the PDL. Such change of rules could be the result of a software upgrade or a change to a smart contract that governs the behavior of the chain. The result of an intentional fork would be similar to that of an incidental fork: different nodes in the PDL may contain different chains. 
There are numerous methods to handle forks (intentional and incidental) and it is beyond the scope of this document to discuss this topic in much greater detail. Suffice to say that there are two possible solutions:
· One of the chains is continued and the other one is discarded, ending up with a single chain used by all nodes. 
· The fork becomes permanent generating two separate chains, each used by a subset of the nodes. 
[bookmark: _Toc31893235]6.1.4	Data storage and Privacy concerns 
Data Integrity and Privacy are a major concern in any platform used for storage and retrieval of data. The distributed nature of PDL, where data is duplicated in multiple nodes, poses an increased concern from multiple aspects:
[bookmark: _Toc31893236]6.1.4.1	Competition
A PDL may be used by competing entities which results in confidential information of one competitor being stored in a node maintained and owned by another competitor. The solution to such concern would be encryption of the information prior to creating the block, thus preventing unauthorized accessed. The inherent tamper resistance of PDL ensures an owner of a node can not tamper information stored on their node.
[bookmark: _Toc31893237]6.1.4.2	Geography
Certain administrations regulate the geographical spread of information and may not allow nodes to be operated at certain locations. As an example – many countries do not allow personal identification information to be stored or even transported outside the borders of their country. As a result a PDL that contains such information will be limited to the geographical borders of that country.
[bookmark: _Toc31893238]6.1.4.3	GDPR
GDPR and other Data Protection Regulations restrict storage of personal information in ledgers. PDLs must comply with such restrictions and follow such regulations. This can be achieved by removing the restricted information prior to creating a block and, possibly, generating a reference to where such information may be obtained in a manner that does not violate such regulations.
[bookmark: _Toc31893239]6.1.4.4	Storage in the Cloud and On-Premise
Regulations may state that certain information can be stored in the Cloud while other types of information must be stored on-premise, in a private cloud environment, on a device owned and operated, bare metal, by the entity participating in the PDL. A node operator must comply with such regulations and can use public cloud only in scenarios where it is allowed.
[bookmark: _Toc31893240]6.1.5	Data Interfaces 
This section will discuss the interfaces through which data is stored and retrieved from a PDL both on a platform level and a single node level…
Data loaded to a PDL by one node will propagate to all PDL nodes with time. The duration of propagation varies depending on factors such as geography (that affects network latency), consensus mechanism, number of nodes and others. For the purpose of this document it is assumed that the information in all nodes in a properly functioning PDL is identical.
There are three primary data interfaces in a PDL:
[bookmark: _Toc31893241]6.1.5.1	Application to PDL
Applications access data in a PDL through an API to one of the nodes that operate the PDL. In the event that the application is running on the same device that is the PDL node – this is an internal API. In the event that the application is running on a different device the API will be using a communication protocol that both the PDL node and the application node are subscribed to. In most cases this will be the IP protocol over the Public Internet, but there may be scenarios where a PDL is implemented on an Intranet preventing access to and from the public internet.
[bookmark: _Toc31893242]6.1.5.2	PDL node to Storage layer.
A PDL node may use directly attached storage whereby the data interface between the PDL node and its information will be the device’s internal bus or peripherals connectivity (e.g. Thunderbolt, SATA). In many cases the PDL node will be using a network storage device (NAS) in which case the information is accessed through an API or a specific network protocol between the PDL node and the data storage device.
[bookmark: _Toc31893243]6.1.5.3	Node to Node
Nodes exchange information using the IP protocol over either the public internet or an intranet.
[bookmark: _Toc31893244]6.1.6	Data Operation and Management 
The distributed nature of a PDL poses challenged with management and operations on the data stored therein…
[bookmark: _Toc31893245]6.2	Platform Management 
This section will discuss the challenges in management of a distributed platform…
[bookmark: _Toc31893246]6.2.1	Trust Links 
This section will discuss the inter-node links within a PDL and the method of establishing trust…
[bookmark: _Toc31893247]6.2.2	Node Management 
This section will discuss management of PDL nodes…

[bookmark: _Toc31893248]6.2.3	Identity Management 
This section will discuss management of Identities…
[bookmark: _Toc31893249]6.3	Horizontal Incentives 
This section discussed aspects of ICT Applications that occur, in various forms, across the board, and carry common characteristics… 
[bookmark: _Toc31893250]6.3.1	The Security Horizontal 
While security can be implemented as an application by itself (e.g. Firewall) this section discusses the security aspects of applications in a more general term. That includes: A. Access-Control: The ability to restrict access to or use of an application based on criteria such as identity, payment method and balance, location. B. Transaction-Security: The ability to preserve confidentiality or information during execution of a transaction and the ability to prevent malicious or unintended execution of a transaction. C. Fraud-Prevention: The ability to identify and mitigate fraudulent transactions.
Blockchain in general and PDL in particular are considered secure protocols. However – they are not hermetically sealed against fraud or malicious acts. The weak spots are typically related to collection and verification of data and it is recommended that those aspects are carefully designed and secured.
[bookmark: _Toc31893251]6.3.2	The Economic Incentive Horizontal 
One of the key benefits of PDL is improved economic management. This is often evidenced in reduction of cost, but in many cases it can also be realized through an increase in revenue from existing services/applications and from an ability to yield new revenues through the introduction of new services and applications that would be difficult to realize in absence of PDL technology.
[bookmark: _Toc31893252]6.3.3	The Operational Incentive Horizontal 
PDL is often implemented as a replacement to complex platforms that may include multiple inter-dependent systems. It has been demonstrated through several PoCs [ref to be included] that a few lines of code embedded in a smart contract can replace the functionality of an entire systems.
[bookmark: _Toc31893253]6.3.4	The Disintermediation Horizontal 
The industry as a whole and the wholesale supply chain in particular, could benefit form disintermediation. The Telecommunications industry has a long history of operation in an equal-level playing field of federated operators. Services such as international voice traffic and the public internet operate in absence of a centralized intermediating or controlling entity. Distributed ledgers, both Permissioned and Permissionless, operate in a similar self-managed manner with no hierarchy of a top-level entity. There are certain applications in the ICT sector that rely on intermediaries (e.g. mobile settlements) and PDL has the potential to replace such intermediaries.
[bookmark: _Toc31893254]6.3.5	The Sovereign Identity Horizontal 
While Identity-Management has its roots in the Security Horizontal, the functionality PDL provides extends its use beyond it. Identity management can be used in applications related to DRM, payments, digital signatures and more…
[bookmark: _Toc31893255]7	Vertical Integration Layers and Applications 
Any ICT Application must have at least one component of the three verticals listed in section 5.1 above, and often an Application will include a mix of all three. An example would be an application such as Dropbox™ that offers storage, but in order to provide such storage it must also include certain connectivity elements to move the data back and forth, and computational capabilities to identify users, calculate usage, perform billing and so forth. Another example would be an on-demand CE VLAN connectivity platform that allows a customer to order and activate connectivity between endpoints through a GUI (compute) and automatically bills customer for usage (compute and storage).
Applications may be offered to individual users and enterprises, as well as be consumed by other ICT stakeholder to generate other applications. 
[bookmark: _Toc31893256]7.1	PDL Middleware 
This section will describe Middleware and Abstraction layers that allow interoperability across…
[bookmark: _Toc31893257]7.2	Platform APIs 
This section will discuss APIs internal to a PDL platform…
[bookmark: _Toc31893258]7.3	Service APIs and Ecosystem
This section will discuss external facing APIs that allow a PDL to be integrated into an eco-system…
[bookmark: _Toc31893259]7.4	Retail Applications
Retail applications are offered to end users, who may be employees of a company using the application to perform their day to day job or individuals using the application for their own personal use. Retail applications may be made available through a wholesale supply chain or through a single supplier. E-mail would be the immediate example of a retail application.
[bookmark: _Toc31893260]7.5	Wholesale Applications
Wholesale applications are used by wholesale ICT stakeholders as part of a supply-chain. An alliance of organizations participate in the ledger. They use the APIs and tools to manage the ledger and run decentralized applications. The organizations may then distribute the data or service on the ledger to internal components or external components (e.g., downstream customers), which may or may not be aware of the ledger. 
One example would be Decentralized Trustworthy Network Infrastructure (a work item of ITU-T SG13 Q2, see PDL-001), where Internet service providers (ISPs) participate the ledger to manage trustworthy Internet resource (including IP address, AS number, and domain name) ownership, and resource mapping (e.g., IP-to-AS mapping for BGP security, and domain-name-to-IP mapping for DNS security). This consistent trustworthy data on ledger is then distributed to other components in the network. In the BGP case, the IP-to-AS mapping data is directly downloaded to BGP routers, which is not aware of the ledger. In the DNS case, since the DNS client may not fully trust the DNS resolver, the client may also participate the ledger (as a lightweight verification client) to verify the resolution result returned by the resolver. 
[bookmark: _Toc31893261]8	Permissioned Distributed Ledger Governance 
[bookmark: _Toc31893262]8.1	The need for Governance 
Permissionless ledgers, such as Bitcoin, are self-governed through the open-source code that runs them. PDLs, on the other hand, may use less stringent verification of transactions, and distribute tokens to participants without need to spend resources for PoW or PoS. Governance is then required in order to manage and operate the PDL. The functions governance should perform would be: A. Selectively admitting new participants into the platform. B. Managing software development. C. Establishing the rules and processes. 
[bookmark: _Toc31893263]8.2	Governance Methods
As stated in the previous paragraph – Permissionless ledgers would typically be self-managed. PDLs require a governing body that could be: A. A select group of representatives from the PDL membership. B. An external panel of experts. C. A mix of both.
[bookmark: _Toc31893264]8.3	Governance Structure
The governance body may be appointed or elected or consist of a mix of appointed and elected members. Election of board members can be based on seniority (e.g. Senior members’ vote weights more) or size (e.g. Weight of vote is proportional to turnover or headcount of the voting member), or could be based on a single and equal vote per member.
[bookmark: _Toc31893265]8.4	Governing the Governance 
Governance involves the delicate task of both generating the rules and enforcing them. When bootstrapping a PDL based platform it is recommended that measures are taken to prevent a hostile takeover of the governing body in a manner that can lead to irreversible consequences.
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