20

[bookmark: doctype][bookmark: pages12]Disclaimer
The present document has been produced and approved by the <long ISGname> (<short ISGname>) ETSI Industry Specification Group (ISG) and represents the views of those members who participated in this ISG.
It does not necessarily represent the views of the entire ETSI membership.
[bookmark: _Toc451246111][bookmark: _GoBack]ETSI GR PDL - v0.0.2(2019-11)

GROUP REPORT
Smart Contracts in Telco Permissioned Distributed Ledgers — System Architecture and Functional Specification

[bookmark: doclogo]



[image: ETSI_BG_final_new]



[bookmark: page2]Reference
DGR/PDL-004
Keywords
blockchain, Smart Contracts, Policy, Service Level Agreement (SLA)

[bookmark: ETSIinfo]ETSI
650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +33 4 92 94 42 00   Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association à but non lucratif enregistrée à la
Sous-préfecture de Grasse (06) N° 7803/88


Important notice
The present document can be downloaded from:
http://www.etsi.org/standards-search
The present document may be made available in electronic versions and/or in print. The content of any electronic and/or print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.
Users of the present document should be aware that the document may be subject to revision or change of status. Information on the current status of this and other ETSI documents is available at https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
[bookmark: mailto]If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
Copyright Notification
No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

[bookmark: copyrightaddon]© ETSI 2019.
[bookmark: tbcopyright]All rights reserved.

DECTTM, PLUGTESTSTM, UMTSTM and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPPTM and LTETM are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M™ logo is a trademark of ETSI registered for the benefit of its Members and
of the oneM2M Partners
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.


Contents 
Intellectual Property Rights	4
Foreword	4
Modal verbs terminology	4
Executive summary	4
Introduction	4
1	Scope	5
2	References	5
2.1	Normative references	5
2.2	Informative references	5
3	Definition of terms, symbols and abbreviations	5
3.1	Terms	5
3.2	Symbols	5
3.3	Abbreviations	5
4 	Smart Contracts	6
4.1	 Definition	6
4.2 	Properties	6
1.	Auto-Execution	6
2.	Immutability	6
3.	Transparency	6
Reusability	7
4.3	 Components	7
5 	Smart Contracts – Planning, coding and Testing	7
5.1 Planning phase	7
5.2 Coding Phase	7
5.3 Testing Phase	7
6 	Architectural requirements for Smart Contracts	7
6.1 	Reference Architecture	7
6.2 	Interaction between PDLs	7
Membership Service Provider (MSP)	8
Smart Contracts (SC)	8
Node Identity	8
Inter-PDL communication	8
7 	Smart Contracts – Applications, solutions and Needs	9
7.1 	Regulatory Aspects	9
8 	Limitations of Smart Contracts	9
8.1 	Inter and Intra system threats	9
8.2 	Limitations	9
Annex B: Title of annex	9
B.1	First clause of the annex	9
B.1.1	First subdivided clause of the annex	9
Annex <L>: Authors & contributors	10
Annex <L+1>: Bibliography (style H9)	10


[bookmark: _Toc486250549][bookmark: _Toc486251365][bookmark: _Toc486253302][bookmark: _Toc486253330][bookmark: _Toc486322646][bookmark: _Toc527621341][bookmark: _Toc527622190]
[bookmark: _Toc25533943]Intellectual Property Rights 
Essential patents 
IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org).
Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
Trademarks
The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
[bookmark: _Toc451246112][bookmark: _Toc25533944][bookmark: _Toc486250550][bookmark: _Toc486251366][bookmark: _Toc486253303][bookmark: _Toc486253331][bookmark: _Toc486322647][bookmark: _Toc527621342][bookmark: _Toc527622191]Foreword 
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AML: Anti-Money Laundering
API: Application Program Interface
SC: Smart Contract
CEN-CENELEC: European Committee for Standardization and European Committee for Electrotechnical Standardization.
DLT. Distributed Ledger Technology
EBP: European Blockchain Partnership
EBSI: European Blockchain Service Infrastructure.
EC: European Commission
EFTA: European Free Trade Association
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Smart Contracts are software codes, installed on distributed machines and govern the manifesto of the PDLs. They are installed or deployed once and can be executed many times. 

[bookmark: _Toc25533958]4.2 	Properties
SCs possess properties of auto-execution, immutability and transparency. 
a) [bookmark: _Toc25533959]Auto-Execution
SCs are auto-executable, self-governing code. Once installed and they will be executed when the specified condition becomes true.
b) [bookmark: _Toc25533960]Immutability
SCs cannot be amended by any party, however their all executions are recorded as transactions.
c) [bookmark: _Toc25533961]Transparency
SCs should be transparent to both the parties; both the parties should be able to view and audit their contracts. 
d) [bookmark: _Toc25533962]Reusability
SCs are coded once and executed multiple times. To ensure reusability, the contracts are advised to be generalised; this will enable the standardisation of contracts for industries. For example, the SC for cellular service is standardised with required field for QoS metrics such as latency; all the operators in this case will be required to specify the latency they will provide.
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[bookmark: _Toc25533968]6 	Architectural requirements for Smart Contracts
[bookmark: _Toc25533969]6.1 	Reference Architecture
[bookmark: _Toc25533970]6.2 	Interaction between PDLs
It can be foreseen as that most of the major organisations will be adopting PDLs to maintain their company records. For example, a telecom company can be using a PDL to maintain its billing records, an automobile company for their vehicle specifications, and an aviation authority to log their flight records. The next step would be these ledgers should have access, to some extent, to other ledgers. For example, a tractor should be able to records its start and end of a trip to the logistic company ledger but should not be able to change any record. However, this tractor can have full access to its own company’s PDL where it can record and access its maintenance information such as service history.  
Hence, multiple PDL must be able to inter-connected by a secure Access Control (AC) mechanism and should allow permissioned access to only certain sections with appropriate AC credentials. PDLs should be able to access each other’s ‘related and concerned only’ records only such as GP Surgery should be able to access person’s health records but don’t have access to their financial transactions. 
If a PDL wishes to access an object from other PDL, in this case, we consider examples of ORG1 – PDL is the PDL wishes to access the information(the ‘Subject)’, the data it wants to access from other PDL(i.e. ORG2 - PDL) is called as ‘object’. The components are explained in detail below:
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Figure 1: Overall two PDLs with respective MSP
a) [bookmark: _Toc25533971]Membership Service Provider (MSP) 
The term MSP is adopted from Hyperledger Fabric and its function here is similar (to some extent) to HLF’s MSP. Every PDL has one ‘Membership Service Provider’(MSP) – and is responsible to maintain node IDs, their access rights and roles. All MSPs keep their own ledgers for identity management, to which access can be granted to other PDL-MSPs for verification. The common records (i.e. access of MSP2 from MSP1) should be recorded, and accessible by both.
b) [bookmark: _Toc25533972]Smart Contracts (SC)
MSP will install three different Smart Contracts (SC) in MSP ledger; one to ensure the dynamic up of public keys, one to amend access rights of the nodes (which is accessible only by the MSP itself or nodes with higher authority) and other to grant access to other PDLs.
When a node/peer wishes to update its public key, it will locally generate Public Key/Private Key pair and invoke the smart contract to update this credentials at MSP end. A peer on its own cannot amend, its role and access rights; this is still managed and controlled by the MSP or the authorised node.
c) [bookmark: _Toc25533973]Node Identity
The node identities and access rights are kept by MSP, in a separate ledger; when the access rights or ID of the node is changed, a smart contract is executed by the authorised node and the state changed is recorded in MSP ledger.
d) [bookmark: _Toc25533974]Inter-PDL communication
Two PDLs should be able to connect through MSPs only and as MSP has no access to ledger data, this access should ask by a designated node (Admin node (AN)). When a PDL (i.e. ORG1-PDL) wishes to access data from other PDL (i.e. ORG2-PDL), the AN must ask permit from its local MSP(i.e.MSP1). The MSP, then contacts the other MSP (i.e. MSP 2 in this example) by sending Access Request (AR). AR must define metrics of access (i.e. PDL ID, roles, duration and PKs of the nodes). 
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Figure 2: MSP1 sends AR to MSP2
MSP2 grants access to its PDL by invoking SC; and recording the request and access grant to its ledger and sending the Transaction ID to MSP 1.
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Figure 3: MSP confirms the access with Transaction ID

MSP2 will subsequently record the keys of MSP1 and assign role (such as visiting peers with read only access). As soon as the duration elapsed, the access is revoked, and all the ledgers are updated. 
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