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4.2 [bookmark: _Toc29591343]	 Definition
Any PDLT general goal is the distributed managing of a common data repository defining a current global state. There is no assumption on the type of data stored. When such data is executable code, then the induced global state can be seen as the state of a distributed virtual machine. Any executable code stored on a PDLT is dubbed a “Smart Contract” (SC).
As per ISO definition, Smart Contract is:
[bookmark: _GoBack]It is a computer program, stored in a distributed ledger system, wherein the outcome of any execution of the program is recorded in the distributed ledger.
4.3 [bookmark: _Toc29591344]Smart Contract Programming Paradigms
In general, any executable code deployed on a PDLT can be considered a SC, but different schemes are possible to achieve this. In the next two sections we will show the two main proposals adopted in practice, highlighting their similarities to classical programming languages paradigms.
4.3.1 [bookmark: _Toc29591345]Object-Oriented Paradigm
[bookmark: __DdeLink__1469_827195581]Historically the main model adopted for SCs has been on the line of the traditional Object Oriented paradigm. As such an SC is seen as a code entity composed of two main sections:
· Internal storage, in the form of identifiers – value associations akin to a dictionary, similarly to object fields;
· Functions’ definitions, specifying the set of actions allowed for the given SC with the appropriate scope modifiers, similarly to object methods.
A general contract definition, i.e. the writing of a SC code, is akin to defining a new class. A new SC can then be deployed to the PDLT, akin to an object being instantiated from a class. Similarly to how an object has a reference, so a SC, once deployed, holds a unique identifier. The deploy operation of a new SC updates the global state, making all its fields and functions visible and callable, according to their respective visibility modifiers. Any accessible function of deployed SCs can then be called as many times as wanted, according to their operational logic specified by their code.
This model of SCs generally describes all PDLT protocols derived from or inspired by the Ethereum protocol, such as the Quorum protocol form JPMorgan[footnoteRef:1] and Move for LIBRA[footnoteRef:2]. [1: 	https://docs.goquorum.com/en/latest/]  [2: 	https://developers.libra.org/docs/assets/papers/libra-move-a-language-with-programmable-resources.pdf] 

4.3.2 [bookmark: _Toc29591346]Properties
Since SCs code resides on-chain, any SC inherits all of the underlying PDLT properties. However, being executable code, such properties get new meanings. 
4.3.2.1 [bookmark: _Toc2553395912][bookmark: _Toc29591347]Immutability
As any data on a PDLT, a SC is immutable. This means that the code deployed on the PDLT, specifying the contract logic, cannot be changed. Do note that the values contained inside a SC internal storage are mutable as expected. A consequence of Immutability is Immortality, since, once deployed, a SC cannot be removed. However, most PDLT protocols allow for a logic marking of a SC as disabled, to disable future calls to a given SC. In order to disable a SC needs to specify an appropriate function inside its code.
4.3.2.2 [bookmark: _Toc29591348]Availability
An SC is always available as long as the underlying PDLT is accessible. This means that a SC functions can be invoked, and fields can be read, as long as an entity has the appropriate privileges specified by the contract and PDLT. 
4.3.2.3 [bookmark: _Toc255339601][bookmark: _Toc29591349]Transparency
Any entity, with the appropriate privileges, might inspect a SC code and current values. As such, it is transparent to all intended participants what the logic that the SC enforces is. Moreover, any call to a function of a contract is performed through a general state update on the PDLT (i.e. transaction). As such, all function calls are recorded and traceable, providing Auditability.
4.3.2.4 [bookmark: _Toc29591350]Self-Execution
Any execution of a SC, i.e. an invocation to one of its visible functions, is performed by the PDLT, not by the user invoking the SC, nor by the SC creator. The SC execution is protected by the distributed consensus of the PDLT, as such, it is behind the control of any single party, and cannot be tampered with by them. This property induces the sub-properties of:
· Atomicity: a SC invocation runs entirely or fails without affecting the state;
· Synchronicity: a SC invocation is executed in a synchronous way;
· Determinism: a SC invocation must return the same result for any party executing it.
4.3.2.5 [bookmark: _Toc255339621][bookmark: _Toc29591351]Reusability
SCs are coded once and executed multiple times. To ensure reusability, the contracts are advised to be generalised; this will enable the standardisation of contracts for industries. For example, the SC for cellular service is standardised with required field for QoS metrics such as latency; all the operators, in this case, will be required to specify the latency they will provide.
4.4 [bookmark: _Toc29591352]Components
4.5 [bookmark: _Toc29591353]Storage
Smart contracts are mostly stored in distributed ledgers; however, their storage depends upon the nature of ledger architecture. For example, in case of a public blockchain such as Ethereum, a smart contract will be stored by all nodes; on the contrary, in a permissioned blockchain such as Hyperledger, smart contracts are installed on the channels (an abstract point-to-point link between nodes) which are established through communication between nodes.
4.6 [bookmark: _Toc29591354]Life cycle of a Smart Contract
Diagram

5 [bookmark: _Toc29591355] 	Smart Contracts – Planning, coding and Testing
Smart Contracts are software programs; the inherent properties such as auto-execution can be dangerous and small inaccuracy can produce erroneous executions. Such as, with a smart intentional or unintentional, logical or syntax error can make a SC can go in an infinite loop. Hence, SC should be planned, coded and tested thoroughly before deployment.


	
5.1 [bookmark: _Toc29591356]Planning phase
5.1.1 [bookmark: _Toc29591357]Verification
Smart Contracts should be tested for every step of execution. TBD
5.1.2 [bookmark: _Toc29591358]Validation
The smart contract should be the exact and true representation of natural language contract and should perform only the tasks specified in natural language contract. The most pertinent discussion here is that: does the smart contract truly and completely encode the legal contract logic? Is the software-code water-tight enough to prevent the unwanted execution of the contract by unauthorised parties?
5.2 [bookmark: _Toc29591359]Coding Phase
5.3 [bookmark: _Toc29591360]Testing Phase
The Smart Contracts’ testing varies from traditional software testing in several ways; In traditional software which is mostly meant to be coded for a limited number of users, and the executed on a single machine at a time. On the contrary, SCs is executed once and the distributed ledger comprising of several machines get updated with the results. This makes the task of 
5.4 [bookmark: _Toc29591361]Modelling
TBD - traditional modelling methods such as ER and UML diagram can be modified to fit in with SCs?
6 [bookmark: _Toc29591362] 	Architectural requirements for Smart Contracts
6.2 [bookmark: _Toc29591363]Reference Architecture
6.3 [bookmark: _Toc29591364]Interaction between PDLs
It can be foreseen as that most of the major organisations will be adopting PDLs to maintain their company records. For example, a telecom company can be using a PDL to maintain its billing records, an automobile company for their vehicle specifications, and an aviation authority to log their flight records. The next step would be these ledgers should have access, to some extent, to other ledgers. For example, a tractor should be able to records its start and end of a trip to the logistic company ledger but should not be able to change any record. However, this tractor can have full access to its own company’s PDL where it can record and access its maintenance information such as service history.  
Hence, multiple PDL should be able to inter-connected by a secure Access Control (AC) mechanism and should allow permissioned access to only certain sections with appropriate AC credentials. PDLs should be able to access each other’s ‘related and concerned only’ records only such as GP Surgery should be able to access person’s health records but don’t have access to their financial transactions. 
If a PDL wishes to access an object from other PDL, in this case, we consider examples of ORG1 – PDL is the PDL wishes to access the information(the ‘Subject)’, the data it wants to access from other PDL(i.e. ORG2 - PDL) is called as ‘object’. The components are explained in detail below:
[image: ]
Figure 1: Overall two PDLs with respective MSP
6.3.1 [bookmark: _Toc29591365]Membership Service Provider (MSP) 
The term MSP is adopted from Hyperledger Fabric and its function here is similar (to some extent) to HLF’s MSP. Every PDL has one ‘Membership Service Provider’(MSP) – and is responsible to maintain node IDs, their access rights and roles. All MSPs keep their own ledgers for identity management, to which access can be granted to other PDL-MSPs for verification. The common records (i.e. access of MSP2 from MSP1) should be recorded, and accessible by both.
6.3.2 [bookmark: _Toc29591366]Smart Contracts (SC)
MSP will install three different Smart Contracts (SC) in MSP ledger; one to ensure the dynamic up of public keys, one to amend access rights of the nodes (which is accessible only by the MSP itself or nodes with higher authority) and other to grant access to other PDLs.
When a node/peer wishes to update its public key, it will locally generate Public Key/Private Key pair and invoke the smart contract to update this credentials at MSP end. A peer on its own cannot amend, its role and access rights; this is still managed and controlled by the MSP or the authorised node.
6.3.3 [bookmark: _Toc29591367]Node Identity
The node identities and access rights are kept by MSP, in a separate ledger; when the access rights or ID of the node is changed, a smart contract is executed by the authorised node and the state changed is recorded in MSP ledger.
6.4 [bookmark: _Toc29591368]Inter-PDL communication
Two PDLs should be able to connect through MSPs only and as MSP has no access to ledger data, this access should ask by a designated node (Admin node (AN)). When a PDL (i.e. ORG1-PDL) wishes to access data from other PDL (i.e. ORG2-PDL), the AN must ask permission from its local MSP (i.e.MSP1). The MSP then contacts the other MSP (i.e. MSP 2 in this example) by sending Access Request (AR). AR must define metrics of access (i.e. PDL ID, roles, duration and PKs of the nodes). 
[image: ]
Figure 2: MSP1 sends AR to MSP2
MSP2 grants access to its PDL by invoking SC; recording the request and access grant to its ledger and sending the Transaction ID to MSP 1.
[image: ]
Figure 3: MSP confirms the access with Transaction ID

MSP2 will subsequently record the keys of MSP1 and assign the role (such as visiting peers with read-only access). As soon as the duration elapsed, the access is revoked, and all the ledgers are updated. 

7 [bookmark: _Toc29591369] 	Smart Contracts – Applications, solutions and Needs
7.2 [bookmark: _Toc29591370]Regulatory Aspects
7.3 [bookmark: _Toc29591371]Security of the Contracts
7.4 [bookmark: _Toc29591372]Enforceability 
Every contract or agreement should be enforced and respected; the contracts which cannot be enforced has no significance. Enforceability in SCs can be achieved by two methods: by embedding the conditions in the code, and by monitoring by the Regulatory Authority (RA). These two conditions are inter-related and should be achieved by the supervision of the regulatory authority. 
7.4.1 [bookmark: _Toc29591373]The role of the regulatory authority:
A Regulatory Authority can monitor one or many PDLs depends upon the industry requirements. Such as a group of car manufacturers, each managing their own PDL may wish to form a consortium monitored and managed by a RA. The presence of a RA makes the participants of the consortium to follow code-of-conduct and the SCs to be respected. In the situations, where either of the party doesn’t comply with the agreement RA can step in and resolve the dispute. However, to ensure the data privacy, RA should have only controlled access the ledgers’ data and should get involved only in the occurrences of disputes between the participants.
Diagram

8 [bookmark: _Toc29591374] 	Limitations of Smart Contracts
8.2 [bookmark: _Toc29591375]	Inter and Intra system threats
8.3 [bookmark: _Toc29591376]	Limitations
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