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[bookmark: _Toc451246114][bookmark: _Toc486250553][bookmark: _Toc486251369][bookmark: _Toc486253306][bookmark: _Toc486253334][bookmark: _Toc486322650][bookmark: _Toc527621344][bookmark: _Toc527622193]"must" and "must not" are NOT allowed in ETSI deliverables except when used in the direct citation.
[bookmark: _Toc32911210]Executive summary 
[bookmark: _Toc451246115][bookmark: _Toc486250554][bookmark: _Toc486251370][bookmark: _Toc486253307][bookmark: _Toc486253335][bookmark: _Toc486322651][bookmark: _Toc527621345][bookmark: _Toc527622194]This present document specifies a high-level functional abstraction of PDL Smart Contract System Architecture. In particular, basic building blocks for designing, coding and testing Smart Contracts for the PDLs. This includes describing how different classes of systems interact with Smart Contracts. Processes, models, and detailed information are beyond the scope of the present document.
[bookmark: _Toc32911211]Introduction 
The present document defines a high-level functional abstraction of policies to design and code Smart Contract components. Smart Contracts are mere codes, and if not well planned, designed, coded and tested; can leave the system vulnerable to external attacks and internal errors. 

1. [bookmark: _Toc451246116][bookmark: _Toc32911212][bookmark: _Toc486250555][bookmark: _Toc486251371][bookmark: _Toc486253308][bookmark: _Toc486253336][bookmark: _Toc486322652][bookmark: _Toc527621346][bookmark: _Toc527622195]Scope 
[bookmark: _Toc451246117][bookmark: _Toc486250556][bookmark: _Toc486251372][bookmark: _Toc486253309][bookmark: _Toc486253337][bookmark: _Toc486322653][bookmark: _Toc527621347][bookmark: _Toc527622196][bookmark: _Toc527985032]Scope of work to be undertaken: The present document specifies the functional components of Smart Contracts, their planning, coding and testing. This includes:
a) reference architecture of the technology enabling Smart Contracts – the planning, designing and programming frameworks
b) specify how to engage using this architecture – the methods and frameworks the Smart Contracts building blocks possibly communicate
c) point out possible threats and limitations
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[bookmark: _Toc451246118][bookmark: _Toc32911214][bookmark: _Toc486250558][bookmark: _Toc486251374][bookmark: _Toc486253311][bookmark: _Toc486253339][bookmark: _Toc486322655][bookmark: _Toc527621348][bookmark: _Toc527622197][bookmark: _Toc527985033]Normative references 
[bookmark: _Toc451246119][bookmark: _Toc32911215]Informative reference

[bookmark: _Toc451246121][bookmark: _Toc32911216][bookmark: _Toc486250560][bookmark: _Toc486251376][bookmark: _Toc486253313][bookmark: _Toc486253341][bookmark: _Toc486322657][bookmark: _Toc527621350][bookmark: _Toc527622199]	Definition of terms, symbols and abbreviations 
[bookmark: _Toc32911217][bookmark: _Toc486250561][bookmark: _Toc486251377][bookmark: _Toc486253314][bookmark: _Toc486253342][bookmark: _Toc486322658][bookmark: _Toc527621351][bookmark: _Toc527622200]Definitions 
[bookmark: _Toc32911218]Smart contract
As per ISO /TR23455/2019 definition, Smart Contract is:
 It is a computer program stored in a distributed ledger system, wherein the outcome of any execution of the program is recorded on the distributed ledger.
A smart contract might represent terms in a contract in law and create a legally enforceable obligation under the legislation of an applicable jurisdiction.

In this document we separate smart contract and smart legal contract.
[bookmark: _Toc32911219]On-chain Smart contract
[bookmark: _Toc32911220][bookmark: _Toc451246124][bookmark: _Toc486250563][bookmark: _Toc486251379][bookmark: _Toc486253316][bookmark: _Toc486253344][bookmark: _Toc486322660][bookmark: _Toc527621353][bookmark: _Toc527622202]Off-chain Smart contract




[bookmark: _Toc32911221]	Abbreviations 
AML: Anti-Money Laundering
API: Application Programming Interface
SC: Smart Contract
CEN-CENELEC: European Committee for Standardization and European Committee for Electrotechnical Standardization.
DLT. Distributed Ledger Technology
EBP: European Blockchain Partnership
EBSI: European Blockchain Service Infrastructure.
EC: European Commission
EFTA: European Free Trade Association
eIDAS: Electronic Identification, Authentication and Trust Services.
EIRA: European Interoperability Reference Architecture
ESSIF: European Self Sovereign Identity Framework
ETSI: European Telecommunication Standards Institute
EU. European Union
FIG: International Federation of Surveyors
GDPR: General Data Protection Regulation
ICO: Initial Coin Offering
ICT: Information and Communications Technology
ISO: International Standards Organization
ITU: International Telecommunication Unit
KYC: Know Your Customer
OECD: Organization for Economic Co-operation and Development
PDL: Permissioned Distributed Ledger.
RA: Regulatory Authority
SG: Study Group.
SLA: Service Level Agreement
SME: Small and Medium Enterprise.
STO: Security Token Offering.
TOOP: The Once-only Principle
TSAG: Telecommunication Standardization Advisory Group.
UN/CEFACT: United Nations Centre for Trade Facilitation and Electronic Business.
UNCITRAL: United Nations Commission on International Trade Law.
UNE: Spanish Association for Standardization.
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Introduction
In general, an computer program deployed on a PDL can be considered a SC, but different schemes are possible to achieve this. In the next two sections, we will show the two main proposals adopted in practice, highlighting their similarities to classical programming languages paradigms.

[bookmark: _Toc32911223]Smart Contract Programming Paradigms
Any PDL general goal is the distributed managing of a common data repository defining a current global state. There is no assumption on the type of data stored. When such data is executable code, then the induced global state can be seen as the state of a distributed virtual machine. Any executable code stored on a PDL is dubbed a “Smart Contract” (SC).
[bookmark: _Toc32911225]Object-Oriented Paradigm
[bookmark: __DdeLink__1469_827195581]Historically, the main model adopted for SCs has been on the line of the traditional Object Oriented paradigm. As such, a SC is seen as a code entity composed of two main sections:
· Internal storage, in the form of identifiers – value associations akin to a dictionary, similarly to object fields;
· Functions’ definitions, specifying the set of actions allowed for the given SC with the appropriate scope modifiers, similarly to object methods.
A general contract definition, i.e. the writing of a SC code, is akin to defining a new class. A new SC can then be deployed to the PDL, akin to an object being instantiated from a class. Similarly to how an object has a reference, so a SC, once deployed, holds a unique identifier. The deploy operation of a new SC updates the global state, making all its fields and functions visible and callable, according to their respective visibility modifiers. Any accessible function of deployed SCs can then be called as many times as wanted, according to their operational logic specified by their code.
This model of SCs generally describes all PDL protocols derived from or inspired by the distributed consensus protocol Ethereum protocol, such as the Quorum protocol from JPMorgan[footnoteRef:1] , Tezos or stellar protocol etc. [1: 	https://docs.goquorum.com/en/latest/] 

[bookmark: _Toc32911226]Properties
Since SCs code resides both on-chain or off-chain, and inherits most of the underlying PDL properties. However, being executable code, such properties get new meanings:
[bookmark: _Toc2553395912][bookmark: _Toc32911227]Immutability
As any data on a PDL, a SC is immutable. This means that the code deployed on the PDL, specifying the contract logic, cannot be changed.  The values contained inside a SC internal storage are mutable as expected. A consequence of Immutability is Immortality, since, once deployed, a SC cannot be removed. However, most PDL protocols allow for a logic marking of a SC as disabled, to disable future calls to a given SC. In order to disable a SC needs to specify an appropriate function inside its code.
[bookmark: _Toc32911228]Availability
An SC is always available as long as the underlying PDL is accessible. This means that a SC functions can be invoked, and fields can be read, as long as an entity has the appropriate privileges specified by the contract and PDL. 
[bookmark: _Toc255339601][bookmark: _Toc32911229]Transparency
Any entity, with the appropriate privileges, might inspect a SC code and current values. As such, it is transparent to all intended participants what the logic that the SC enforces is. Moreover, any call to a function of a contract is performed through a general state update on the PDL (i.e. transaction). As such, all function calls are recorded and traceable, providing Auditability. As a further remark, we observe how the code of the contract is itself auditable given a source code and a certain compiler, i.e. any user can re compile the source code to make sure that the object code actually executed on ledger corresponds.
[bookmark: _Toc32911230]Self-Execution
Any execution of a SC, i.e. an invocation to one of its visible functions, is performed by the PDL, not by the user invoking the SC, nor by the SC creator. The SC execution is protected by the distributed consensus of the PDL, as such, it is behind the control of any single party, and cannot be tampered with by them. This property induces the sub-properties of:
· Atomicity: a SC invocation runs entirely or fails without affecting the state;
· Synchronicity: a SC invocation is executed in a synchronous way;
· Determinism: a SC invocation returns the same result for any node executing it. 

[bookmark: _Toc255339621][bookmark: _Toc32911231]Reusability
SCs are coded once and executed multiple times. A given smart contract can be uses as template for a wider set of applications sharing the same high level logic. The actual behaviour of a given contract may change depending on the parameters which are set at invocation time. For example, the SC for cellular service is modelled with required fields for QoS metrics such as latency; all the operators, in this case, will be required to specify the latency they will provide. 
[bookmark: _Toc32911232]Storage
Smart contracts are stored in distributed ledgers; however, their storage depends upon the nature of ledger architecture. For example, in case of a public blockchain such as Ethereum, a smart contract will be stored by all nodes; on the contrary, in a permissioned blockchain such as Hyperledger, smart contracts are stored only on the nodes that are part of  a given channel (an abstract point-to-point link between nodes) and are established through communication between nodes.
[bookmark: _Toc32911233]Life cycle of a Smart Contract
A smart contract is a computer program, the difference is that the smart contracts are immutable, so it requires great care to program them and should be tested on several levels before deployment. This section presents the recommended life cycle a smart contract should follow in order to avoid the dangers of mis-programming.
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[bookmark: _Toc32911234] 	Smart Contracts – Planning, coding and Testing
[bookmark: _Toc32911235]Introduction
Smart Contracts are software codes, and similar efforts are required to program them like any other software program. The difference is, however for any usual software, the bugs can be fixed in new releases or through software patches, but SCs stored in a DLT by design lack this provision. The deployed SC code becomes ossified to the system and further changes to the same code under the same identification is not permitted. Hence, the careful planning and scrutiny of the code before deployment to the ledger is of utmost importance. 
[bookmark: _Toc32911236]Planning phase
[bookmark: _Toc32911237]Draft template
TBD - traditional modelling methods such as ER and UML diagram can be modified to fit in with SCs?
[bookmark: _Toc32911238][bookmark: _GoBack]Terms Negotiation
[bookmark: _Toc32911239]Compile Draft
[bookmark: _Toc32911240]Review
[bookmark: _Toc32911241]Coding and Testing phase
[bookmark: _Toc32911242]Code Verification
Smart Contracts should be tested at every step of execution. There are methods to inspect the SC code are discussed as follows:
[bookmark: _Toc32911243]SC Analysers
There are number of open-source SC analyzers such as Securify and SmartCheck are available to analyse the SC code and tag the vulnerabilities present in the program. These vulnerabilities such as unintiated functions, can provide third-party(possibly malicious) access to the contract, thus to the ledger. These analysers prevent external accesses by inspecting the code and flagging the possible vulnerablabilities in the code. However, all the analysers have their limitations, also the attacks on the contracts are evolving,  hence more comprehensive scrutiny of the code can be achieved by multiple analyses techniques. Another important consideration for analyser is the support for ledger technology, most of the available analysers are for Ethereum and Hyperledger and the adopters of the ledger should look for their own supported analyser.
[bookmark: _Toc32911244]Testbeds
Ethereum Ropsten, Rinkeby etc. Private nodes, Hyperledger Fabric dockers, University of surrey test bed.
Sandbox approaches
[bookmark: _Toc32911245]Validation
The smart contract should be the exact and true representation of natural language contract and should perform only the tasks specified in the natural language contract. In other words, semantic gap[Making SC smarter] that is the expected execution and the actual execution must be avoided in order to avoid the wrong doings of the contract and implement an error-free code.
The most pertinent discussion here is that: does the smart contract truly and completely encode the contract logic? Is the software-code water-tight enough to prevent the unwanted execution of the contract by unauthorised parties?
[bookmark: _Toc32911246]Code Testing
Refer to traditional software testing – mirror in the context of SC
The Smart Contracts’ testing varies from traditional software testing in several ways; In traditional software which is mostly meant to be coded for a limited number of users, and the executed on a single machine at a time. On the contrary, SCs is executed once and the distributed ledger comprising of several machines get updated with the results
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Execution
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[bookmark: _Toc32911248]	Architectural requirements for Smart Contracts
[bookmark: _Toc32911249]Reference Architecture

[bookmark: _Toc32911250] 	Smart Contracts – Applications, solutions and Needs
[bookmark: _Toc32911251]Regulatory Aspects
[bookmark: _Toc32911252]Security of the Contracts
[bookmark: _Toc32911253]Enforceability 	Comment by Faisal, Tooba: Try to avoid enforceability and RA
[bookmark: _Toc32911254]Introduction
Comments: contracts are not supervised by any regulator – enforceability is achieved by mutual trust between the operators. 
Smart contracts – can become sc legal contracts depends on the situations – thus enforceable -  mechanism etc.
Every contract or agreement should be enforced and respected; the contracts which cannot be enforced have no significance. Enforceability in SCs can be achieved by two methods: by embedding the conditions in the code, or by pre-agreed terms by a Regulatory Authority (RA). These two conditions are inter-related and should be achieved by the supervision of the regulatory authority. 
Several regulators can be involved in this eco-system – 
[bookmark: _Toc32911255]Expected role of the regulatory authority
A Regulatory Authority is expected to monitor one or many PDLs depending on the industry requirements. Such as a group of car manufacturers, each managing their own PDL may wish to form a consortium monitored and managed by a RA. The presence of a RA makes the participants of the consortium to follow code-of-conduct and the SCs to be respected. In the situations, where either of the party does not comply with the agreement RA is expected to help resolving the dispute. However, to ensure the data privacy, RA should only have controlled access over the ledgers’ data and can get involved only in the occurrences of disputes between the participants.
Diagram
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[bookmark: _Toc32911257]	Inter and Intra system threats
[bookmark: _Toc32911258]	Limitation
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