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ETSI Drafting Rules (EDRs), 
Enabling communication between different DLT is a challenge that can be resolved in favor of scalability if interoperability is implemented with security, however the architecture, taxonomy and ontology of the DLT landscape is certainly very diverse and with a variety of technical issues and challenges that a lot of time and efforts are being invested in deploying approaches and solutions. This is in favor of the ecosystem as a whole. Priorities for multi-stakeholders are based on interoperability and cross-chain solutions for connecting the new era of internet.

The baseline for this document is aligned with the definition of ISO/IEC 17788:2014 “information Technology -Cloud Computing-Overview and vocabulary” whereby Interoperability is “the ability of two or more systems or applications to exchange information and to mutually use the information that has been exchanged.

The European Interoperability Framework (EIF) from the European Commission (EC) had first version adopted in 2010 between the new EU policies in the field of information technology with strong focus on openness and information management, data portability, interoperability governance, and integrated service delivery. Furthermore, NIFO (National Interoperability Framework Observatory) produce a variety of documents with recommendations for policy makers, researchers, and business stakeholders with the latest developments on digital government and interoperability across Europe. On the other hand, the European Blockchain Services Infrastructure (EBSI) is officially established with which inter-ledger interoperability will be a key ingredient for scalable business and connecting networks for cross-border communications. Actually, four use cases are applying on the top of EBSI and one of them is related to trusted data sharing which is a value for considering interoperability as a priority within the deployment of the European Digital Single Market. 
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European Blockchain Services Infrastructure (EBSI)
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/EBSI

European Interoperability Framework (EIF) 
“Full Text: https://ec.europa.eu/isa2/sites/isa/files/eif_brochure_final.pdf
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API: Application Programming Interface
DLT. Distributed Ledger Technology
EBSI: European Blockchain Service Infrastructure
EIF: European Interoperability Framework
EC:  European Commission
NIFO: National Interoperability Framework Observatory
PDL: Permissioned Distributed Ledger

4	Why Interoperability between PDLs:

           Motivation. Cd be technical reponse
i. Different sectors complementary services
ii. Third party auxiliary services (Access control, etc.)
iii. Different Jurisdictions (Cannot share a PDL)
iv. Business or personal Privacy issues (Idem)
v. Antitrust
vi. Regulatory/Lawful access obligations ( UNCEFACT Doc, Note by Misha easy regulation MICA Regulation))
vii. Business secrets  


· exploit different properties of each ledger, lowering cost and latency, better security and privacy (due to GDPR we can not store personal data in public ledgers), etc.
· Transferring and/or trading (or exchanging) value between chains
· Transferring information or generic messages between chains
· Allowing different tradeoffs between trust and cost
· Different levels of privacy
· Increasing the overall scalability and functionality

Combining two or more DLTs using interledger mechanisms offers a tradeoff in terms of trust and cost, allows different levels of privacy, and can increase the overall scalability and functionality of a DLT-based platform. A higher or wider-scale trust requires a larger number of nodes and/or a more demanding consensus model. This would typically be the case of Public Permissionless ledgers, which results in a higher computation and transaction cost and higher transaction delay (or rather lower transaction speed) compared to permissioned DLTs. When a higher level of trust is required and transaction speed isn’t of essence, one may opt to record such transactions on a public DLT, whereas a permissioned DLT may better serve situations where transaction speed is of essence (frequent transactions) and a lower level of trust is sufficient. One of the culprits that may be solved by use of interledger mechanisms in situations where both high level of trust is required as well as high frequency of transactions. By utilizing a combination of permissioned DLTs that support the desired frequency of transactions in combination with a Permissionless DLT that periodically stores the hashes of the permissioned DLT transactions, both the speed of a permissioned DLT and the immutability and higher trust of a Permissionless DLT can be achieved. 
Finally, multiple permissioned DLTs can be combined with a public blockchain to exploit transaction locality, hence achieve scalability, while also allowing the permissioned DLTs to support different consensus models and programming functionality. 



This document will describe the scenarios where multiple ledgers are used in an interoperable manner. Intra-chain operations within the same PDL which allow interoperability between applications but do not communicate with other PDLs is out of scope of this document. Although intra-domain operations is a very important dimension of the interoperability and is part of the intrinsic mechanism of the PDL, this document introduces and discusses cross-chain or inter-ledger interoperability scenario.
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Figure 1 EXAMPLE OF NON INTER-LEDGER INTEROPERABILITY

Figure 1 describes a scenario where multiple applications are using a single DLT. This scenario is out of the scope of this document. However – some components in the architecture described in this figure may take part in intra-chain interoperability within the PDL for the completeness of the DLT.









6.  TYPES OF PDL INTEROPERABILITY

6.1. 	UNIDIRECTIONAL

i. A PDL receives information from other(s) blockchains (PDLs or not) to update their status (i.e. An oracle blockchain pushing information to a PDL)
ii. A PDL sends information to others blockchain (PDLs or not) (i.e. A PDL updates the status of a delivery to vendor/procurement PDLs)

[image: ]
Figure 2 EXAMPLE ONE OF INTER-LEDGER INTEROPERABILITY


Figure 2 describes a scenario where two DLTs interoperate. One PDL is exchanging information with the other PDL to mutually use such information. Each of the two DLTs in Figure 2 interoperates with the other PDL via a Gateway or an API.  There are a variety of approaches in existence to implement such interoperability and it is likely that additional approaches will be developed in the future. Using different DLTs in a single application may require the use of key common parameters which will exist in every DLT (Tooba would contribute this side)	Comment by ismael arribas: Note to make consistent PDL and DLT.
Make a note (Shahar) at the beginnign.
Diego: could mixing things between DLT and PDL which is not T (technology) ys L (Ledger)

When one PDL ingests information from another PDL or an external data source the following considerations are recommended:
· Data Integrity – data feed to the ledger will have to be authenticated. A guarantee or authentication key from the source of such information may be attached to prove the integrity of the data. Other methods of authentication exist and are dependent on the type of data, type of source and possible risk of meddling with the data. 
· Data Security – ensure the prevention of attacks such as eavesdropping and man-in-the-middle attack.
· Data format – ensure the data is in the a format compatible with the PDL. 

Those considerations are discussed in detail herewith:

6.2.3 Data Integrity:
When data is fed to the PDL, it is written to the PDL for the lifetime of the PDL and becomes immutable. Hence its integrity and authenticity is of prime importance. Moreover, if this data is required to execute Smart Contracts and invoke other chained transactions, lack of data integrity  may result in wrong executions. Several examples may illustrate the importance of data integrity and the risks lack of it may create: 
Example 1: A Smart Contract is programmed to pay to a customer, and wrong recipient information is fed to the contract. Payment will be remitted to the wrong recipient. 
Example 2: A malicious party tempers a bid entered to a PDL by submitting a fictitious bid value which  may affect bid results.
Example 3: A ledger recording temperature of a substance is as accurate as the thermometer that measures the temperature. If the thermometer is inaccurate – so will be the temperature recorded in the DLT. On the other hand – the temperature sample may be stamped with an authentication key by the thermometer, which may then ensure that the temperature data, whether accurate or not, had not been meddled with. 

The same applies when the source of the data is another DLT: Regardless of the content of the data itself, there will be an authentication mechanism in place ensuring that the copies of the data on both DLTs (source and destinations) have not been altered. Note that the blocks on both DLTs may not be an exact match because the structure of the blocks on the source and destination DLTs may differ. However- the normative content, or payload, of the blocks is expected to be an exact match so an application using such normative data will behave in the same manner no matter which of the DLTs it had extracted the information from (or stored onto).	Comment by ismael arribas: We suggest to define it after all. (Shahar).


6.2.4 Data Security:
It is expected that data exchanged with a DLT be secured from cyber attacks such as man-in-the-middle attack and eavesdropping. For example: When a bid is placed by one PDL on another PDL, it is essential to secure such information exchange. For example: When a node in a PDL ingests data from a sensor, it is imperative that the communication line between the sensor and the node is secured in a manner that prevents tempering with the data.

6.2.5 Data Format:
In order for two PDLs to be able to communicate with each other and exchange data with one another we would expect them to follow a compatible data format. Following a standard format for PDL may also help with automated chained executions of the contracts where several Smart Contracts are involved in a chained execution process.
It is expected that the payload within the matching blocks on two interoperated DLTs is identical. In the event that any of the DLTs uses a format or encapsulation that is incompatible with the data being ingested to it – this data may have to be manipulated or reformatted (in a fully reversible manner) so it can be stored in said DLT and be retrieved and reformatted again to its original format. Example: A certain DLT may be limited by design to store only 8-bit data. If the other DLT sends 16-bit data, such data will have to be converted to 8-bit prior to ingestion by the other PDL, and will have to be converted back to 16-bit when extracted from the other PDL. The methods by which such conversions are executed is beyond the scope of this document.


Standard Attributes for PDL Interoperability:

For Unidirectional PDL Interoperability the following fields are considered essential:
 
1) DLT Identifier: A unique per-DLT Identifier that is recorded  in the Gateway (see next section).	Comment by ismael arribas: Same notice PDL instead of DLT (WHole revisión for the document is needed).
2) Node Identifier: A unique Node Identifier corresponding to the DLT(s) it participates in. For example a DLT Identifier XY can have a Node with Identifier XY123.	Comment by Shahar Steiff: We may want to discuss a situation where a single node participates in more than one DLT. How is it then identified? Does it have two identifiers? If so – how are those two identifiers associated with one another? 

3) Shareable Data Fields: Data fields that may be shared with other users are marked as such in the Gateway that in turn allows access to such data. The opposite then applies: Data fields that are NOT marked as shareable are not accessible by the Gateway or by other users of the PDL. 

There are two scenarios to consider:
a. A scenario where access is managed by a gateway that grants or rejects access based on information stored within the gateway.
b. [bookmark: _Hlk60840059]A scenario where access is handled by a gateway that relays the requests to the respective host DLTs and then grants or rejects access based on the responses received from the host DLTs.

[bookmark: _Hlk60840035]Reference architecture for Unidirectional PDL access centrally managed by the Gateway: (see Figure 3)

1) A DLT (“PDL1” in Figure 3) that intends to access data from another DLT (“PDL2” in Figure 3), makes a request to the Gateway (step #1 in Figure 3). The Gateway is an entity trusted by both DLTs and includes its own storage with Smart Contracts. The Gateway, either permanently or temporarily,  maintains all the records of data that is shareable between the DLTs. for example: DLT2 does not allow to share certain details. The fields containing those details will not be visible to the Gateway. Smart Contracts stored on the Gateway, may be maintained in another PDL (e.g. PDL2) or trusted data storage depending on the design and resources available.
2) PDL1’s request from the Gateway may include details such as:
a. Its own DLT Identifier; (may be public key)
b. The DLT Identifier that the data is requested from;
c. The Data fields requested; (a separate key per field may be required)
d. The Duration for which access is needed.
3) The Gateway checks the requesting DLT (PDL1 in this example) credentials and verifies if access rights exist; if all credentials match access is granted by means of keys forwarded by the Gateway to PDL1 (step #2 in Figure 3). A Smart Contract is executed on the Gateway at this stage and records the details of requested data and the requester. 
NOTE: A Smart Contract will execute both if the request had been accepted or rejected so  records of all the requests are kept.
4) [bookmark: _Hlk60840597]Using the keys provided by the Gateway PDL1 can now access the requested records from PDL2 (step 3 in Figure 3).
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                                  Figure 3: example with simple scenario of interoperability between two PDL (faster procedure).
Security Considerations:
One major security consideration with this scenario is that the Gateway becomes a single point of failure. This means that if the Gateway is compromised, a malicious party can take over the system and issue keys to themselves or possibly to other malicious parties. 

Reference architecture for Unidirectional PDL where access is handled by a gateway that relays the requests to the respective host DLTs: (see Figure 4)	Comment by ismael arribas: Probably new chapter or annex to consider.??

Figure 4 depicts a scenario where the Gateway is used as a relay. Instead of saving all the information such as readable data fields the on the Gateway itself, the Gateway will only contain a map of all respective DLTs and will relay request coming from DLTs to access others. 

1. When PDL1 requests from the Gateway to have access to PDL2 (step 1 in Figure 4) the Gateway relays the request to PDL2 (step 2 in Figure 4). 
2. PDL2, after performing the required authorization steps (e.g. consensus), sends an accept/reject key to the Gateway (step 3 in Figure 4). 
3. A Smart Contract is then executed in the Gateway which subsequently issues keys to PDL1 (step 4 in Figure 4). 
4. Using the keys provided by the Gateway PDL1 can now access the requested records from PDL2 (step 5 in Figure 4).

[image: Graphical user interface, diagram

Description automatically generated]
							Figure 4: example secured interoperability between 2 PDL (Live verification)

This approach reduces the risk of compromise to the security of the system. The Gateway still remains a single point of failure, but its compromise can not result in data loss or leak. In the worst case scenario, a compromised Gateway will result in inability to perform inter-ledger operations.

Figure 5 describes a more complex scenario where two DLTs are consolidated into a third, common DLT turning all the DLTs into one. In this scenario inter-ledger interoperability can occur between ledgers within a same DLT or between different DLTs. (Christophe will contribute this side with a use case, note Gaia-X exploring case)	Comment by ismael arribas: Isma takes action on gaia-x
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Figure 5  EXAMPLE TWO OF INTER-LEDGER INTEROPERABILITY


6.2. BIDIRECTIONAL:

i. A PDL can change the status of some registries of another PDL and vice versa but the same kind of registry can only be changed by one of them.
  ii. Two PDL share the value/status of one or more registries. Any change in any PDL triggers a change in the other PDL.
7.    PDL INTEROPERABILITY TOOLS:	

a. Through APIs or Tooling (as depicted in PDL-003)
b. Through dedicated application (to discuss whether this is interoperability) 
c. Through an inter-PDL dedicated application developed for automation of interoperability. This is the case when the two ledgers are not accessible by a single ‘user’.

7.1. APIs or Tooling: as depicted in PDL 03 

Gateway API at (New European Interoperability Framework

7.2. Atomic swaps

Different categories can use the same basic mechanism; for example, atomic swaps based on Hashed Time-Lock Contracts (HTLCs) are used in atomic cross-chain transactions for direct trading between two peers, in transactions-across-a-network (also referred to as payment networks), ILP, and some bridging solutions. Hence, the difference between the categories with respect to their underlying mechanisms is not always absolute. However, at a higher-level the various categories differ in their initial application assumptions. Atomic cross-chain transactions target peer-to-peer trading between two parties that seek to exchange value. Transactions-across-a-network solutions and ILP generalize peer-to-peer transactions to payment networks, where payments are routed along paths that are comprised of off-chain payment channels. Bridging approaches target cross-chain transactions between existing ledgers. Sidechain approaches assume the existence of a main chain and support the transfer of value between the main chain and sidechains, which are regarded as subordinate to the main chain. Ledger-of-ledgers approaches introduce a new super-ledger with the goal of having multiple sidechain-like ledgers, which can also support the interconnection to existing ledgers, such as Ethereum and Bitcoin. 
The various approaches differ in the reliability of performing interledger operations. Specifically, if atomic cross-chain transactions are performed by a single entity, then this entity can be a single point of failure. On the other hand, bridging approaches, sidechains, and ledger-of-ledger approaches involve multiple nodes that implement the interledger operations, hence their decentralized operation yields a high reliability. Finally, the reliability of approaches involving transactions-across-a-network W3C ILP depend on the existence of redundant paths between the end nodes that wish to transact.

Note:V.A. Siris, P. Nikander, S. Voulgaris, N. Fotiou, D. Lagutin, G.C. Polyzos, “Interledger Approaches,” IEEE Access, vol. 7, 89948-89966, 2019. DOI: 10.1109/ACCESS.2019.2926880

7.3. Sidechains
7.4. Layered value transfer protocols
7.5. Bridging
7.6. Apps for interoperability
7.7. Ledger-of-Ledger

8.    PDL INTEROPERABILITY SOLUTIONS
8.1. Direct interoperability
8.2. Auxiliary PDL

i. The auxiliary PDL contains part of the information of third party PDLs for the shake of interoperability between those third PDLs
ii. The auxiliary PDL is the consolidation of third party PDLs (and the reference for disputes?)









· SOFIE Interledger use cases
· food-supply-chain:
· storing hashes of transactions (of a private ledger, even db) to a public DL
· hierarchical DLT solutions
· context aware mobile gaming ecosystem
· SOFIE Interledger component implementation

9.    PDL INTEROPERABILITY REQUIREMENTS  	Comment by Usuario de Microsoft Office: Check with recommendations Edithelp
9.1  Who will interoperate with (checklist from WEF)
http://www3.weforum.org/docs/WEF_A_Framework_for_Blockchain_Interoperability_2020.pdf
9.2. What information do you need to exchange What a user wants in terms of exchange and what the stakeholders allow
9.3. Which are the operations allowed
9.4. Traceability
9.5. Future-proof (need for contributors discussion is about post-quatum ???)
9.6. Minimal viable governance (isma inspiration like shahar doc and iso tc307 ts 23635)

A PDL requires a clear definition on the lifecycle whereby the minimal viable governance guidance is going to be implemented: initialization, operation and termination. At the same 
time, it is necessary to make a perimeter on the context per each phase of the lifecycle where the roles and application´s policies and rules are easy to audit and provide efficacy on the accountability.






	
	INITIALIZATION
	OPERATION
	TERMINATION

	PROTOCOL CONTEXT
	Genesis Block, establishment of interoperability
	Alteration rules (Forks, etc)
	Execution and validation

	APPLICATION CONTEXT
	Accessibility and accountability
	Discoverability, Auditability, availability, accountability, Syntactic Interoperability
	Disposal, destruction or transfer.

	DATA CONTEXT
	Establishment of data governance
	Collection, Storage, Reporting, Semantic Interoperability
	Disposal, archiving or destruction.

	BEHAVIOURAL CONTEXT
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