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server) which are, or may be, or may become, essential to the present document. 

Trademarks 

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. 

ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no 

right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does 

not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks. 

Foreword 

This Group Specification (GS) has been produced by ETSI Industry Specification Group <long ISGname> (<short 

ISGname>). 

Modal verbs terminology 

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 

"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 

provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Executive summary 

 

Introduction 

Security testing of AI has some commonalities with security testing of traditional systems but poses new challenges and 

requires different approaches for several reasons: 

• significant differences between symbolic and subsymbolic AI versus traditional systems have strong 

implications on AI system security and on how to test their security properties 

• non-determinism: AI-based systems can evolve (self-learning systems), and security properties can degrade 

• test oracle problem: assigning a test verdict is different and more difficult for AI-based systems since not all 

expected results are known a priori 

• data-driven algorithms: in contrast to traditional systems, (training) data forms the behaviour of subsymbolic 

AI, which needs to extend security testing from the AI component to the data used for training or continuous 

leaning of a system. 
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1 Scope 

The purpose of the present document is to identify objectives, methods and techniques that are appropriate for security 

testing of AI components. The particular focus of the present document is on machine learning (ML) algorithms. The 

goal is to offer guidelines for security testing of ML and ML components, taking into account the different algorithms 

of subsymbolic ML.  

The scope covers the following topics: 

•  security testing approaches for ML 

•  testing data for ML from a security point of view 

•  security test oracles for ML 

•  definition of test adequacy criteria for security testing of ML 

•  test goals for security attributes of ML, in terms of ML threats [1] and mitigations [2] 

and provide guidelines for security testing of AI taking into account the abovementioned topics. The guidelines refer to 

the "AI Threat Ontology" [1] to cover relevant threats for AI through security testing as well as mitigations [2] that 

serve as test goals and also address challenges and limitations when testing ML-based components. 

NOTE: The focus of the present document is to provide guidelines and recommendations on how to perform 

security testing of ML components rather than of systems that use ML. This does not include the 

implementation of ML components on code level on which traditional security testing methods as 

mentioned in [i.1] can be used for. 

2 References 

2.1 Normative references 

References are either specific (identified by date of publication and/or edition number or version number) or 

non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 

referenced document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found at 

https://docbox.etsi.org/Reference. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 

their long term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] ETSI GR SAI 001 SAI; AI Threat Ontology 

[2] ETSI GR SAI 005 SAI; Mitigation Strategy Report 

 

2.2 Informative references 

References are either specific (identified by date of publication and/or edition number or version number) or 

non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 

referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 

their long term validity. 

https://docbox.etsi.org/Reference/
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The following referenced documents are not necessary for the application of the present document but they assist the 

user with regard to a particular subject area. 

[i.1] ETSI TR 101 583: "Methods for Testing and Specification (MTS); Security Testing; Basic 

Terminology" 

[i.2] ETSI GR SAI 001 SAI; AI Threat Ontology 

[i.3] ETSI GR SAI 005 SAI; Mitigation Strategy Report 

[i.4] [Chen 1998] Chen, T. Y., Cheung, S. C., & Yiu, S. M. (2020). Metamorphic testing: a new 

approach for generating next test cases. arXiv preprint arXiv:2002.12543. 

[i.5] [Mayer 2004] Mayer, J., & Guderlei, R. (2004). Test oracles using statistical methods. Testing of 

component-based systems and software quality. 

[i.6] [Ma 2018] Ma, L., Juefei-Xu, F., Zhang, F., Sun, J., Xue, M., Li, B., ... & Zhao, J. (2018, 

September). Deepgauge: Multi-granularity testing criteria for deep learning systems. In 

Proceedings of the 33rd ACM/IEEE International Conference on Automated Software Engineering 

(pp. 120-131). 

[i.7] [Ma 2018b] Ma, L., Zhang, F., Sun, J., Xue, M., Li, B., Juefei-Xu, F., ... & Wang, Y. (2018, 

October). Deepmutation: Mutation testing of deep learning systems. In 2018 IEEE 29th 

International Symposium on Software Reliability Engineering (ISSRE) (pp. 100-111). IEEE. 

[i.8] [Goodfellow 2014] Goodfellow, I. J., Shlens, J., & Szegedy, C. (2014). Explaining and harnessing 

adversarial examples. arXiv preprint arXiv:1412.6572. 

[i.9] [Kurakin 2016] Kurakin, A., Goodfellow, I., & Bengio, S. (2016). Adversarial examples in the 

physical world. arXiv preprint arXiv:1607.02533. 

[i.10] [Papernot 2016] Papernot, N., McDaniel, P., Jha, S., Fredrikson, M., Celik, Z. B., & Swami, A. 

(2016, March). The limitations of deep learning in adversarial settings. In 2016 IEEE European 

symposium on security and privacy (EuroS&P) (pp. 372-387). IEEE. 

[i.11] [Carlini 2017] Carlini, N., & Wagner, D. (2017, May). Towards evaluating the robustness of 

neural networks. In 2017 ieee symposium on security and privacy (sp) (pp. 39-57). IEEE. 

[i.12] [Athalye  2017] Athalye, A., Engstrom, L., Ilyas, A., & Kwok, K. (2017). Synthesizing robust 

adversarial examples. arXiv preprint arXiv:1707.07397. 

[i.13] [Yuan 2019] Yuan, X., He, P., Zhu, Q., & Li, X. (2019). Adversarial examples: Attacks and 

defenses for deep learning. IEEE transactions on neural networks and learning systems, 30(9), 

2805-2824. 

[i.14] [Hendrycks  2019] Hendrycks, D., & Dietterich, T. (2019). Benchmarking neural network 

robustness to common corruptions and perturbations. arXiv preprint arXiv:1903.12261. 

[i.15] The basic idea of the Lipschitz constant is that it confines the maximum slope of a continuous 

functions.] Xu, H., & Mannor, S. (2012). Robustness and generalization. Machine learning, 86(3), 

391-423. 

[i.16] [Kim 2019] Kim, J., Feldt, R., & Yoo, S. (2019, May). Guiding deep learning system testing using 

surprise adequacy. In 2019 IEEE/ACM 41st International Conference on Software Engineering 

(ICSE) (pp. 1039-1049). IEEE. • [Chen 1998] Chen, T. Y., Cheung, S. C., & Yiu, S. M. (2020). 

Metamorphic testing: a new approach for generating next test cases. arXiv preprint 

arXiv:2002.12543. 

[i.17] [Mayer 2004] Mayer, J., & Guderlei, R. (2004). Test oracles using statistical methods. Testing of 

component-based systems and software quality. 

[i.18] [Ma 2018] Ma, L., Juefei-Xu, F., Zhang, F., Sun, J., Xue, M., Li, B., ... & Zhao, J. (2018, 

September). Deepgauge: Multi-granularity testing criteria for deep learning systems. In 

Proceedings of the 33rd ACM/IEEE International Conference on Automated Software Engineering 

(pp. 120-131). 
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3 Definition of terms, symbols and abbreviations 

3.1 Terms 

 

For the purposes of the present document, the [following] terms [given in ... and the following] apply: 

AI component: implementation of an AI model embedded in a traditional software component 

NOTE: A synonym for AI component is AI-based component. 

AI system: traditional IT system that employs at least one AI component 

NOTE: A synonym for AI system is AI-based system. 

 

3.2 Symbols 

For the purposes of the present document, the [following] symbols [given in ... and the following] apply: 
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3.3 Abbreviations 

For the purposes of the present document, the following abbreviations apply: 

 NaN    Not a Number 

 ReLU    Rectified Linear Unit 

 

4 Guidelines for security testing of AI components 

 

4.1 <AI Algorithm X> 

4.1.1 Threats and mitigations 

This section refers to threats from the ML threat ontology and mitigations, whose effectiveness is subject to security 

testing. 

4.1.2 Security testing techniques 

Applicable security testing technique and how they relate to the threats; refer to the annex for a description of these 

techniques and further literature 

4.1.3 Guidelines 

Provides guidelines on how to apply the security testing techniques mentioned in section 4.1.2 to cover the threats from 

section 4.1.1. 

4.1.4 Test adequacy criteria/test stop criteria 

Provides criteria for how much testing needs to be performed and when to stop. 

4.1.5 Limitations 

Which limitations apply to security testing techniques, guidelines and test adequacy criteria and how strong statements 

can be derived. 

4.2 <AI Algorithm Y> 

Same structure as 4.1 

4.3 <AI Algorithm Z> 

Same structure as 4.1 

… 

 

5 Guidelines for security testing of ML data 

Security testing criteria for ML data and data sources cover threats such as data poisoning, trust to the source 

 

DeepMutation: Mutation Testing of Deep Learning Systems 
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Annex A (informative): 
Security Test Toolbox 

 

A.1 Security testing techniques for ML algorithms 

A.1.1 Mutation testing 

A.1.1.1 Coverage-guided fuzzing 

Coverage-guided fuzzing is a technique that is established for traditional software systems. For such systems, code 

coverage has been extensively used as coverage metrics together with genetic algorithms, mostly using binary mutation 

without protocol models, as in American Fuzzy Lop [AFL] and libFuzzer [LibFuzzer]. Odena et al. [Odena 2018] 

transferred this approach to neural networks of different architectures. Instead of random binary mutation, they use 

specific mutators for images and text. For images, they mutated existing pictures by adding white noise either to the 

extend of a user-configurable variance or by a user-configurable L∞ norm. As distance metrics the approximate nearest 

neighbour that is greater than some amount L is used. 

NOTE: L∞ norm or Chebyshev distance simply takes the (mathematically absolutely) largest component of a 

vector. 

[Ma 2018a] Deepmutation: Mutation testing of deep learning systems 

[Wang 2019] Adversarial sample detection for deep neural network through model mutation testing 

A.1.2 Metamorphic testing 

A.1.3 Adversarial data generation 

Fast Gradient Sign Method (FGSM) [Goodfellow 2014] 

Basic Iterative Method (BIM) [Kurakin 2016] 

Jacobian-based Saliency Map Attack (JSMA) [Papernot 2016] 

Carlini/Wagner attack (CW) [Carlini 2017] 

A.1.x Differential testing 

Deepxplore: Automated whitebox testing of deep learning systems. 

 

 

A.2 Test adequacy criteria 

A.2.1 Test coverage criteria 

A.2.1.1 General Considerations 

The metrics and coverage criteria in this section are considered as not sufficient to increase the robustness of neural 

networks if used together with corresponding training [Dong 2019]. Hence, such metrics should not be used solely. 

Editor’s note: The discussion will be extended in the near future. 
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A.2.1.2 Metrics for neural networks 

A.2.1.2.1 Common concepts and notations 

A.2.1.2.1.1 Introduction 

Most of the subsequent sections refer to some common formulas to simplify the coverage metrics and increase their 

comprehensiveness. These common formulas are introduced in the subsequent sections. 

A.2.1.2.1.2 Activation value 

The activation value of a neuron n of a neural network that is stimulated with an input x has the following notation: 

𝜙(𝑛, 𝑥) 

where: n is referring to the considered neuron from the neural network; 

 x is the input to the neural network. 

A.2.1.2.1.3 Activation trace 

Kim et al. [Kim 2019] introduced the notion of an activation trace that captures the activation values of the neurons of a 

neural network when stimulated with a certain input, and the set of all activation values as a matrix that can be obtained 

when stimulating the neural network with a set of inputs. In that sense, it is a generalization of the activation values with 

respect to the considered neurons and inputs. The activation trace of a set of neurons is defined as follows: 

𝛼𝑁(𝑥) = (
𝜙(𝑛1, 𝑥)

…
𝜙(𝑛𝑛, 𝑥)

) 

where: N refers to an ordered subset of neurons from a neural network 

 x is an input t to the neural network 

The cardinality of 𝛼𝑁(𝑥) is equal to |𝑁|. 

The set of activation values obtained from a set of inputs is defined as follows: 

𝐴𝑁(𝑋) = {𝛼𝑁|𝑥 ∈ 𝑋} 

where: N refers to an ordered subset of neurons from a neural network 

 x is an input t to the neural network. 

A.2.1.2.1.4 Major function region 

The basis of k-multisection neuron coverage is the so-called major function region derived from the training set. The 

major function region is a closed interval [𝑙𝑜𝑤𝑛 , ℎ𝑖𝑔ℎ𝑛] where the 𝑙𝑜𝑤𝑛and ℎ𝑖𝑔ℎ𝑛 are the minimal and maximal 

activation values 𝜙(𝑛, 𝑥) of a neuron n obtained from the training set. 

A.2.1.2.2 Neuron-level coverage metrics 

A.2.1.2.1.1 Neuron coverage 

Pei et al. introduced the metric of neuron coverage in [Pei 2017] for a neural network with rectified linear units (ReLUs) 

as activation function. Neuron coverage is measured given a test input set as the number of neurons whose output value 

is higher than a certain threshold for at least one element from the test input set. The formal definition given in [Pei 

2017] is as follows: 

𝑁𝐶𝑜𝑣(𝑇, 𝑡) =
|{𝑛|∀𝑥 ∈ 𝑇, 𝜙(𝑛, 𝑥) > 𝑡}|

|𝑁|
 

where: T is the set of test inputs; 

 x is an element from the set of test inputs; 
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 N is the set of all neurons from the network; 

 n refers to a neuron from the network; 

 t is a threshold that determines wether a neuron is activated, e.g. 0; 

 𝜙(𝑛, 𝑥) denotes the activation values of the neuron n if the neural network receives test input x. 

NOTE 1: The parameter t, i.e. the threshold, determines how hard it is to achieved the coverage criterion. 

NOTE 2: This metric is only applicable to the neural networks with ReLUs as activation function. 

A.2.1.2.1.2 k-Multisection neuron coverage 

The k-multisection neuron coverage metrics measures for each neuron how well its output space is covered. It does this 

by dividing the interval between the minimum and maximum output value of each neuron, observed during training, 

into k equal sections and counting the ratio of sections that are covered by at least one value of the test set [Ma 2018]. 

The basis of k-multisection neuron coverage is the so-called major function region derived from the training set. The 

major function region is a closed interval [𝑙𝑜𝑤𝑛 , ℎ𝑖𝑔ℎ𝑛] where the 𝑙𝑜𝑤𝑛and ℎ𝑖𝑔ℎ𝑛 are the minimal and maximal 

activation values 𝜙(𝑛, 𝑥) of a neuron n obtained from the training set. To measure the degree to which a major function 

region, i.e. the interval [𝑙𝑜𝑤𝑛 , ℎ𝑖𝑔ℎ𝑛], is covered, it is partitioned into k sections. If for each of these k partitions at least 

one activation value is observed, this neuron is considered as covered. The major function region of a neuron is 

completely covered if all k partitions of its major function region are covered by the test input set. A formal definition 

from [Ma 2018] is as follows: 

𝐾𝑀𝑁𝐶𝑜𝑣(𝑇, 𝑘) =
∑ |{𝑆𝑖

𝑛|∃𝑥 ∈ 𝑇: 𝜙(𝑛, 𝑥) ∈ 𝑆𝑖
𝑛}|𝑛∈𝑁

𝑘 × |𝑁|
 

where: T is the set of test inputs; 

 x is an element from the set of test inputs; 

 N is the set of all neurons from the network; 

 n refers to a neuron from the network; 

 𝑆𝑖
𝑛 refers to the set of values of the i-th partition of the major function region of neuron n; 

 𝜙(n, x) denotes the activation values of the neuron n if the neural network receives test input x. 

NOTE 1: The parameter k, i.e. the number of partitions derived from a major function region, determines how hard 

it is to achieved the coverage criterion. 

NOTE 2: This metric applies to feed-forward neural networks and can be applied to recurrent neural networks by 

unrolling a certain depth of layers. 

A.2.1.2.1.3 Neuron boundary coverage 

Neuron boundary coverage measures for each neuron if a value below and above the minimal and maximal output value 

observed during training, is observed during testing [Ma 2018]. It is based on corner cases derived from the major 

function region of each neuron as defined in clause A.2.1.2.1.1 "k-Multisection neuron coverage". 

𝑁𝐵𝐶𝑜𝑣(𝑇) =
|𝐿𝑜𝑤𝑒𝑟𝐶𝑜𝑟𝑛𝑒𝑟𝑁𝑒𝑢𝑟𝑜𝑛| + |𝑈𝑝𝑝𝑒𝑟𝐶𝑜𝑟𝑛𝑒𝑟𝑁𝑒𝑢𝑟𝑜𝑛|

2 × |𝑁|
 

where: 𝐿𝑜𝑤𝑒𝑟𝐶𝑜𝑟𝑛𝑒𝑟𝑁𝑒𝑢𝑟𝑜𝑛 = {𝑛 ∈ 𝑁|∃𝑥 ∈ 𝑇: 𝜙(𝑛, 𝑥) ∈ (−∞, 𝑙𝑜𝑤𝑛)}; 

 𝑈𝑝𝑝𝑒𝑟𝐶𝑜𝑟𝑛𝑒𝑟𝑁𝑒𝑢𝑟𝑜𝑛 = {𝑛 ∈ 𝑁|∃𝑥 ∈ 𝑇: 𝜙(𝑛, 𝑥) ∈ (ℎ𝑖𝑔ℎ𝑛 , +∞)}; 

 N is the set of all neurons from the network; 

  n refers to a neuron from the network; 

 T is the set of test inputs; 

 x is an element from the set of test inputs; 
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 𝑙𝑜𝑤𝑛 is the lower border of  the major function region of neuron n; 

 ℎ𝑖𝑔ℎ𝑛 is the upper border of the major function region of neuron n. 

NOTE: This metric applies to feed-forward neural networks and can be applied to recurrent neural networks by 

unrolling a certain depth of layers. 

A.2.1.2.1.4 Strong neuron activation coverage 

Strong neuron activation coverage measures for each neuron how many corner cases above the maximal output value 

observed during training are observed during testing [Ma 2018]. It can be considered as a generalization of neuron 

boundary coverage. A formal definition from [Ma 2018] is as follows: 

𝑆𝑁𝐴𝐶𝑜𝑣(𝑇) =
|𝑈𝑝𝑝𝑒𝑟𝐶𝑜𝑟𝑛𝑒𝑟𝑁𝑒𝑢𝑟𝑜𝑛|

|𝑁|
 

where: 𝑈𝑝𝑝𝑒𝑟𝐶𝑜𝑟𝑛𝑒𝑟𝑁𝑒𝑢𝑟𝑜𝑛 = {𝑛 ∈ 𝑁|∃𝑥 ∈ 𝑇: 𝜙(𝑛, 𝑥) ∈ (ℎ𝑖𝑔ℎ𝑛 , +∞)}; 

 N is the set of all neurons from the network; 

  n refers to a neuron from the network; 

 T is the set of test inputs; 

 x is an element from the set of test inputs; 

 ℎ𝑖𝑔ℎ𝑛 is the upper border of the major function region of neuron n. 

NOTE: This metric applies to feed-forward neural networks and can be applied to recurrent neural networks by 

unrolling a certain depth of layers. 

A.2.1.2.3 Layer coverage criteria 

A.2.1.2.2.1 Top-k neuron coverage 

Top-k active neurons is defined based on the activation values of the neurons of a single layer. Top-k neuron coverage 

measures how many different neurons were the most k active neurons during testing [Ma 2018]. The higher the number 

of k neurons during testing is considered better. A formal definition is as follows: 

𝑇𝐾𝑁𝐶𝑜𝑣(𝑇, 𝑘) =
⋃ ⋃ 𝑡𝑜𝑝𝑘(𝑥, 𝑖)1≤𝑖≤𝑙𝑥∈𝑇

|𝑁|
 

where:  T is the set of test inputs; 

 x is an element from the set of test inputs; 

 N is the set of all neurons from the network; 

  n refers to a neuron from the network; 

 l is the number of layers of the neural network; 

 𝑡𝑜𝑝𝑘(𝑥, 𝑖) is the set of k neurons in layer i of the neural network with highest activation values 

𝜙(𝑛, 𝑥) given input x. 

NOTE 1: The parameter k determines how many active neurons are considered for this metric. If k is set to 1, this 

metric is similar to neuron coverage without a threshold value (see clause A.2.1.2.1.1). 

NOTE 2: This metric applies to feed-forward neural networks and can be applied to recurrent neural networks by 

unrolling a certain depth of layers. 

A.2.1.2.2.2 Top-k neuron patterns 

Top-k neuron patterns is similar to top-k neuron coverage by considering the top-k active neurons as k-tuples instead of 

single neurons [Ma 2018]. A formal definition is as follows: 

𝑇𝐾𝑁𝑃𝑎𝑡(𝑇, 𝑘) = |{𝑡𝑜𝑝𝑘(𝑥, 1), … , 𝑡𝑜𝑝𝑘(𝑥, 𝑙)|𝑥 ∈ 𝑇}| 
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where:  T is the set of test inputs; 

 x is an element from the set of test inputs; 

 l is the number of layers of the neural network; 

 𝑡𝑜𝑝𝑘(𝑥, 𝑖) is the set of k neurons in layer i of the neural network with highest activation values 

𝜙(𝑛, 𝑥) given input x. 

NOTE: This metric applies to feed-forward neural networks and can be applied to recurrent neural networks by 

unrolling a certain depth of layers. 

A.2.1.2.3 Surprise Adequacy 

A.2.1.2.3.1 Basic idea 

Surprise metrics are based on the idea that a test set should be somehow new to a neural network with respect to the 

training data set [Kim 2019]. Surprise adequacy is measured using similarity of new test inputs to existing training 

inputs in terms of activation values based on activation traces (as specified in clause A.2.1.2.1.3) . 

A.2.1.2.3.2 Likelihood-based Surprise Adequacy 

Likelihood-based Surprise Adequacy (LSA) [Kim 2019] uses kernel density estimation to approximate the probability 

density of the activation values in an activation trace and define surprise adequacy based on a density function 𝑓 such 

that the metric increases when the density function decreases: 

𝐿𝑆𝐴(𝑥) = − log (𝑓(𝑥)) 

where:  x is the test input; 

 𝑓 is the density function. 

NOTE: This metric is computationally expensive. Hence, the authors reduce the computational effort by 

considering only neurons from a selected layer and ignore neurons whose activation value variance is 

below a certain threshold. The computational costs can further be reduced by computing LSA per class 

under the assumption that the activate traces are similar if inputs are from the same class. 

The authors use a Gaussian kernel function to produce the following densitiy function: 

𝑓(𝑥) =
1

|𝐴𝑁(𝑇)|
× ∑ 𝐾𝐻(𝛼𝑁(𝑥) − 𝛼𝑁(𝑥𝑖))

𝑥𝑖∈𝑇

 

where: x is the test input; 

 T is the set of training inputs; 

 xi is an input from the training set T; 

 N is the number of considered neurons, e.g. reduced the a single layer of a neural network; 

 𝐴𝑁(𝑇) are the activation traces of the training set of the considered neurons N; 

 𝐾𝐻 is the kernel function, e.g., Gaussian kernel function with a bandwidth matrix H. 

A.2.1.2.3.3 Distance-based Surpise Adequacy 

Distance-based Surprise Adequacy (DSA) [Kim 2019]is a computationally cheaper version of LSA that used Euclidean 

distance distance of activation traces instead of a density function to compare new inputs with activation traces from the 

training phase. It uses the distance between a new input and the closest activation trace obtained from the training score. 

A formal definitions of DSA is as follows: 

𝐷𝑆𝐴(𝑥) =
𝑑𝑖𝑠𝑡𝑎

𝑑𝑖𝑠𝑡𝑏

 

where: 𝑑𝑖𝑠𝑡𝑎 = ‖𝛼𝑁(𝑥𝑎) − 𝛼𝑁(𝑥𝑖)‖; 
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 𝑥𝑎 = argmin
𝐷(𝑥𝑖)=𝑐𝑥

‖𝛼𝑁(𝑥𝑎) − 𝛼𝑁(𝑥𝑖)‖; 

 𝐷(𝑥𝑖) denotes the classification result of a neural network when stimulated with input 𝑥𝑖 

 𝑐𝑥 is the predicted class of input x 

A.2.2 Stop criteria 

A.2.2.0 Relationship of stop criteria to metrics for neural networks 

Stop criteria for testing are usually be defined on the basis of metrics as those provided by Clause A2.1.2 Metrics for 

neural networks. However, as discussed by [Dong 2019], relying on such metrics is not sufficient when using security 

testing with these metric together with adversarial training to achieve networks that are more robust w.r.t. adversarial 

samples than the neural network before testing and adversarial training. Hence, the following metrics provide a means 

to identify a neural network’s robustness and thus, can serve as stop criterion in conjunction with a goal to be specified 

before testing, e.g., as a robustness requirement. 

A.2.2.1 Adversarial robustness 

A.2.2.1.1 Global Lipschitz constant 

The basic idea of the Lipschitz constant is that it confines the maximum slope of a continuous functions and thus, 

implies that small changes to the input only lead to small changes in the output of function. The Lipschitz constant 

measures the factor between the output difference and the input difference and can be illustrated as follows: 

‖𝑥 − �̂�‖𝑝 ≤ 𝜆 × ‖𝑓(𝑥) − 𝑓(�̂�)‖𝑝 

where: 𝑥 is an input value; 

 �̂� is another input value 

 𝑓(𝑥) is the function value of 𝑥; 

 𝑓(�̂�) is the function value of �̂�; 

 ‖  ∙ ‖𝑝 is the 𝐿𝑝-norm, usually 𝑝 = ∞; 

 𝜆 is the Lipschitz constant. 

NOTE: W.r.t. adversarial robustness, 𝑥 − �̂� is usually constrained by some 𝜖, i.e., 𝑥 − �̂� < 𝜖. 

The global Lipschitz constant aggregates all the local Lipschitz constants of a neural network layerwise. Thus, the 

global Lipschitz constant measures the sensitivity to adversarial samples [Dong 2019]. Cisse et al. [Cisse 2017] and 

Dong et al. [Dong 2019] provide rules for calculating the global Lipschitz constant for several neural network 

architectures: 

Calculation for a fully connected layer (according to [Dong 2019]): 

𝜆 = max𝑘 Σ
𝑖=1

𝑠𝑗
|𝜔𝑖,𝑘

𝑗
| 

where: 𝜔𝑖,𝑘
𝑗

 is the weight between the 𝑘-th neuron in layer 𝐿𝑗 and the 𝑖-th neuron in layer 𝐿𝑗−1; 

 𝑠𝑗 is the number of neurons in Layer 𝐿𝑗. 

Cisse et al. [Cisse 2017] provide also calculation rules for convolutional layers and aggregation/transfer layers. 

NOTE: The Lipschitz constant is in general independent of the number of layers of a neural network and depends 

mainly on the weights of a network.  

[Cisse 2017] Cisse, M., Bojanowski, P., Grave, E., Dauphin, Y., & Usunier, N. (2017). Parseval networks: Improving 

robustness to adversarial examples. arXiv preprint arXiv:1704.08847. 
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A.2.2.1.2 CLEVER score 

This attack-independent metric measures the adversarial robustness of a neural network against any attack that identifies 

the minimal distortion given an Lp norm [Carlini 2019].  

A.2.2.1.3 Local adversarial robustness 

Local adversarial robustness is a generalization of the CLEVER score measures the robustness against perturbation 

attacks. It defines for an individual input the perturbation threshold for which the classification result remains the same 

for any derived input below that threshold, using a certain Lp-norm. A formal definition is originally given in [Katz 

2017] and restated by [Dong 2019]: 

[Katz 2017] Katz, G., Barrett, C., Dill, D. L., Julian, K., & Kochenderfer, M. J. (2017, July). Reluplex: An efficient 

SMT solver for verifying deep neural networks. In International Conference on Computer Aided Verification (pp. 97-

117). Springer, Cham. 

A.2.2.1.4 Global adversarial robustness 

Global adversarial robustness is a generalization of local adversarial robustness with respect to the given input. In 

contrast to local adversarial robustness that considers a single input as given that shall be robust to perturbations below 

a static threshold, global adversarial robustness extends this statement to any input whose classification result shall be 

robust against any perturbation below a certain threshold. A formal definition is given by [Dong 2019]: 

 

[Dong 2019] Dong, Y., Zhang, P., Wang, J., Liu, S., Sun, J., Hao, J., ... & Ting, D. (2019). There is Limited Correlation 

between Coverage and Robustness for Deep Neural Networks. arXiv preprint arXiv:1911.05904. 

A.3 Security test oracles 

A.3.1 Statistical and probabilistic test oracles 

A probabilistic test oracle does not provide an exact verdict whether a test case has failed or passed but provides a 

probability in terms of a real number by using statistical tests and providing an estimation of the error that the test 

verdict given by the oracle is correct [Mayer 2004]. Statistical test oracles are useful if the statistical properties of the 

data are known. 

[Mayer 2004] Mayer, J. & Guderlei, R., (2004). Test oracles using statistical methods. In: Beydeda, K., Gruhn, 

V., Mayer, J., Reussner, R. & Schweiggert, F. (Hrsg.), Testing of component-based systems and 

software quality. Bonn: Gesellschaft für Informatik e.V.. (S. 179-189). 

A.3.2 Pseudo test oracles 

A3.2.1 Not a Number 

NaN stands for 'Not a Number' and is provided by some programming languages such as Python, PHP and Java if an 

input or calculation is not a number, e.g. a string, or as a result to some error in the calculation, precision or length of 

the resulting value. Odena et al. [Odena 2018] used this as an oracle to find numerical errors that result from the fact the 

neural networks are implemented using floating-point math. 

[Odena 2018]  Odena, A., & Goodfellow, I. (2018). Tensorfuzz: Debugging neural networks with coverage-

guided fuzzing. arXiv preprint arXiv:1807.10875. 

A.3.2.2 Differential testing 

Differential testing [McKeeman 1998] or differential fuzzing is employing a pseudo oracle through another system that 

provides the same functionality. Each test case is executed against the system under test as well as the reference system. 

The reference system serves as a pseudo oracle. The results of both executions are then compared. If they are not 

identical, it is assumed that the system under test is misbehaving. 

NOTE: No system is error-free and hence, also existing but yet undiscovered errors in the reference system can 

lead to false positives and false negatives when calculating the test verdict. 
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[McKeeman 1998] McKeeman, W. M. (1998). Differential testing for software. Digital Technical Journal, 10(1), 100-

107. 

A.3.2.3 Metamorphic relations 

Metamorphic testing [Chen 1998] is based on the idea that if a test oracle is not available, comparing inputs and outputs 

of the test item, identifying the relationships between them in terms of, e.g., qualities, inequalities, periodicity 

properties. These relationships specify how a modification to an input result in which changes to the corresponding 

outputs and are called metamorphic relations. Thus, metamorphic relations can be used in place of test oracles and are 

helpful if a test oracle is not available. The challenge is the identification of expressive and representative metamorphic 

relations. 
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Annex B (informative): 
Cross Tables 

B.1 Recommendations for AI algorithms 

Table B.1: Recommendations for AI Algorithms 

ML Algorithm Security Testing 
Technique 

Oracle Adequacy Criteria Clause 

     

     

 

B.2 Recommendations for AI threats 

Table B.2: Recommendations for AI Threats 

AI Threat Security Testing 
Technique 

Oracle Adequacy Criteria Clause 

     

     

 

B.3 Recommendations for AI mitigations 

Table B.3: Recommendations for AI Mitigations 

AI Mitigation Security Testing 
Technique 

Oracle Adequacy Criteria Clause 
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