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Editor’s note: This clause includes security related terminologies used in this study, e.g. access control, threat, risk analysis, trust evaluation, etc.
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[bookmark: _Hlk156218830]Editor's note:	This clause provides gap analysis with ZSM010, the previous ZSM security study and includes security threats and risks analysis of closed-loop automation (ZSM009 series, ZSM010 and ZSM014), as well as analyzes how the security risks can impact on service provider and consumer from technical view.This clause also identifies the security risks on implementation/coordination of closed loop both in single mangement domain and across management domains, etc.
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Editor's note:	This clause provides the gap analysis with ZSM 010 to show gap and relationship between ZSM010 and the present document. 
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[bookmark: _Hlk156220438]Editor's note:	This clause provides the brief description about ZSM010 and closed loop automation to show new security challenges for ZSM framework which has not been covered by ZSM010 security study.
  
[bookmark: _Toc151643570]4.1.2	Relationship between ZSM010 and the present document 
[bookmark: _Hlk156220448]Editor's note: This clause provides the description about closed loop from assets protection view, and shows how to use the general methodologies for security and risks analysis of the closed loop automation, which also are adopted in ZSM010, such as CAPEC, ATT&CK projects of MITRE and etc. 
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[bookmark: _Toc143090527][bookmark: _Toc140151676][bookmark: _Toc143074194][bookmark: _Toc141280562][bookmark: _Toc141280606]Editor's note:	This clause includes the security risks analysis on Monitoring, Analysis, Decision and Execution 4 closed-loop stages from functional view in the clause 7.2 of ZSM009-1, e.g. flow data security risks in the four closed-loop stages, action plan security risks in the Decision stage, etc.
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Editor's note:	This clause includes the security risks analysis on coordination/governance between different Closed Loops (hierarchical CLs, peer CLs), e.g. sensitive data disclosed on coordination between CLs, malicious tampering for CL goals between CLs, etc.This clause may also provide security risks analysis according to interaction between two or more CLs, e.g. unauthorized interaction between CLs, inappropriate external visibility for management services through CLs, leakage and tampering of interaction information between CLs, etc.
[bookmark: _Toc151643577]4.3.1	Coordination between hierarchical Closed Loops
Editor's note:	This clause includes the security risks analysis on coordination between hierarchical Closed Loops. Closed Loop should take into consideration accuracy and timeliness of information received from another CL. This is especially important in the hierarchical closed loop when controlling subordinate CLs across management domain. Some important and sensitive data (e.g. interaction information, CL instance attribute details, closed-loop action plan, etc.) may be disclosed and information may be tampered to make closed loop unable to achieve the accurate goal.
[bookmark: _Toc151643578]4.3.2	Coordination between peer Closed Loops
Editor's note:	This clause includes the security risks analysis on coordination between peer Closed Loops, e.g. some important information exchanged between peer Closed Loops may be tampered and make peer Closed Loops unable to cooperate in achieving a common objective.
[bookmark: _Toc151643579]4.3.3	Interaction between Closed Loops and external entities
Editor's note:	This clause includes the security risks analysis on internal/external governance between CLs and external entities based on closed loop automation (ZSM009 series) and intent-driven closed loops (ZSM016),  e.g. sensitive information (e.g. status, performance, etc.) may be provided to external unauthorized entities when the CLs in a management domain are governed by management services internal to the management domain.
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Editor’s note: This clause includes issue descriptions and potential security solutions to mitigate security risks of closed loop automation mentioned in clause 4, especially those applicable to the coordination across closed loops from different management domains under the ZSM framework, e.g. closed-loop access control, closed-loop security data collection, closed-loop security analytics/decision, closed-loop trust management, closed-loop security exposure, etc. 

[bookmark: _Toc151643581]5.1	Closed-loop access control for coordination between closed loops
Editor’s note: This clause includes issue description and potential security solutions about closed-loop access control to mitigate the security risk for unauthorized interaction between CLs, which may be based on access control services defined in ZSM014.
5.1.1	Issue description 

5.1.2	Potential proposed solutions


[bookmark: _Toc151643582]5.2	Closed-loop trust management for coordination between closed loops
Editor’s note: This clause includes issue description and potential security solutions about closed-loop trust management to collect different metrics from CLs related to trust, make trust evaluation for the CLA and provide level of trust for specific CLs within a given management domain or across management domains, which may be based on trust management service defined in ZSM014.
5.2.1	Issue description 

5.2.2	Potential proposed solutions

[bookmark: _Toc151643583]5.3	Closed-loop security exposure for coordination between closed loops
Editor’s note: This clause includes issue description and potential security solutions about closed-loop security exposure to mitigate security risks of unexpected exposure of CLs and management services between CLs. 
5.3.1	Issue description 

5.3.2	Protential proposed solutions


[bookmark: _Toc151643584][bookmark: _Hlk150962234]6	Potential security requirements and capabilities 
[bookmark: _Hlk150962222]Editor’s note: This clause includes potential security requirements and capabilities according to security risks of closed loop automation in clause 4 and potential security solutions in clause 5, e.g. ZSM Closed Loop Automation framework shall support dynamic authentication policy management for coordination between closed loops, etc. 
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[bookmark: _Hlk150962278]Editor’s note: This clause includes the list of recommendations for further standardization activities for ZSM Closed Loop Automation framework according to the threat risks analyzed in clause 4 and the potential security solutions in clause 5 and security capabilities of CLA in clause 6.
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