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[bookmark: _Toc455504134][bookmark: _Toc481503672][bookmark: _Toc482690121][bookmark: _Toc482690598][bookmark: _Toc482693294][bookmark: _Toc484176722][bookmark: _Toc484176745][bookmark: _Toc484176768][bookmark: _Toc487530204][bookmark: _Toc527985989][bookmark: _Toc19025618][bookmark: _Toc119272439]Intellectual Property Rights
Essential patents 
IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org).
Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
Trademarks
The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
[bookmark: _Toc455504135][bookmark: _Toc481503673][bookmark: _Toc482690122][bookmark: _Toc482690599][bookmark: _Toc482693295][bookmark: _Toc484176723][bookmark: _Toc484176746][bookmark: _Toc484176769][bookmark: _Toc487530205][bookmark: _Toc527985990][bookmark: _Toc19025619][bookmark: _Toc119272440]Foreword
[bookmark: For_tbname][bookmark: For_shortname]This Group Specification (GS) has been produced by ETSI Industry Specification Group <long ISGname> (<short ISGname>).
[bookmark: _Toc455504136][bookmark: _Toc481503674][bookmark: _Toc482690123][bookmark: _Toc482690600][bookmark: _Toc482693296][bookmark: _Toc484176724][bookmark: _Toc484176747][bookmark: _Toc484176770][bookmark: _Toc487530206][bookmark: _Toc527985991][bookmark: _Toc19025620][bookmark: _Toc119272441]Modal verbs terminology
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
[bookmark: _Toc455504137][bookmark: _Toc481503675][bookmark: _Toc482690124][bookmark: _Toc482690601][bookmark: _Toc482693297][bookmark: _Toc484176725][bookmark: _Toc484176748][bookmark: _Toc484176771][bookmark: _Toc487530207][bookmark: _Toc527985992][bookmark: _Toc19025621][bookmark: _Toc119272442]Executive summary

[bookmark: _Toc455504138][bookmark: _Toc481503676][bookmark: _Toc482690125][bookmark: _Toc482690602][bookmark: _Toc482693298][bookmark: _Toc484176726][bookmark: _Toc484176749][bookmark: _Toc484176772][bookmark: _Toc487530208][bookmark: _Toc527985993][bookmark: _Toc19025622][bookmark: _Toc119272443]Introduction



[bookmark: _Toc455504139][bookmark: _Toc481503677][bookmark: _Toc482690126][bookmark: _Toc482690603][bookmark: _Toc482693299][bookmark: _Toc484176727][bookmark: _Toc484176750][bookmark: _Toc484176773][bookmark: _Toc487530209][bookmark: _Toc527985994][bookmark: _Toc19025623][bookmark: _Toc119272444]1	Scope
The present document …
[bookmark: _Toc455504140][bookmark: _Toc481503678][bookmark: _Toc482690127][bookmark: _Toc482690604][bookmark: _Toc482693300][bookmark: _Toc484176728][bookmark: _Toc484176751][bookmark: _Toc484176774][bookmark: _Toc487530210][bookmark: _Toc527985995][bookmark: _Toc19025624][bookmark: _Toc119272445]2	References
[bookmark: _Toc455504141][bookmark: _Toc481503679][bookmark: _Toc482690128][bookmark: _Toc482690605][bookmark: _Toc482693301][bookmark: _Toc484176729][bookmark: _Toc484176752][bookmark: _Toc484176775][bookmark: _Toc487530211][bookmark: _Toc527985996][bookmark: _Toc19025625][bookmark: _Toc119272446]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[1]	<Standard Organization acronym>  <document number>: "<Title>".
[2]	<Standard Organization acronym>  <document number>: "<Title>".
[bookmark: _Toc455504142][bookmark: _Toc481503680][bookmark: _Toc482690129][bookmark: _Toc482690606][bookmark: _Toc482693302][bookmark: _Toc484176730][bookmark: _Toc484176753][bookmark: _Toc484176776][bookmark: _Toc487530212][bookmark: _Toc527985997][bookmark: _Toc19025626][bookmark: _Toc119272447]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]	NIST 800-39: "Managing Information Security Risk".
NOTE:	Available at https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-39.pdf.

[i.2]	Trust Relationship definition in Information Technology Laboratory of NIST Computer Security Resource Center.
NOTE:	Available from https://csrc.nist.gov/glossary/term/trust_relationship.

[bookmark: _Toc451532925][bookmark: _Toc527985998][bookmark: _Toc19025627][bookmark: _Toc119272448][bookmark: _Hlk527028731]3	Definition of terms, symbols and abbreviations
[bookmark: _Toc451532926][bookmark: _Toc527985999][bookmark: _Toc19025628][bookmark: _Toc119272449]3.1	Terms
For the purposes of the present document, the following terms apply:
trust model: model that describes ways in which organizations can obtain the levels of trust needed to form partnerships, collaborate with other organizations, share information, or receive information
[bookmark: _Toc455504145][bookmark: _Toc481503683][bookmark: _Toc482690132][bookmark: _Toc482690609][bookmark: _Toc482693305][bookmark: _Toc484176733][bookmark: _Toc484176756][bookmark: _Toc484176779][bookmark: _Toc487530215][bookmark: _Toc527986000][bookmark: _Toc19025629][bookmark: _Toc119272450]3.2	Symbols
[bookmark: _Hlk527022222]For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

[bookmark: _Toc455504146][bookmark: _Toc481503684][bookmark: _Toc482690133][bookmark: _Toc482690610][bookmark: _Toc482693306][bookmark: _Toc484176734][bookmark: _Toc484176757][bookmark: _Toc484176780][bookmark: _Toc487530216][bookmark: _Toc527986001][bookmark: _Toc19025630][bookmark: _Toc119272451]3.3	Abbreviations
For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

[bookmark: _Toc455504147][bookmark: _Toc481503685][bookmark: _Toc482690134][bookmark: _Toc482690611][bookmark: _Toc482693307][bookmark: _Toc484176735][bookmark: _Toc484176758][bookmark: _Toc484176781][bookmark: _Toc487530217][bookmark: _Toc527986002][bookmark: _Toc19025631][bookmark: _Toc119272452]4	Security requirements 
[bookmark: _Toc455504148][bookmark: _Toc481503686][bookmark: _Toc482690135][bookmark: _Toc482690612][bookmark: _Toc482693308][bookmark: _Toc484176736][bookmark: _Toc484176759][bookmark: _Toc484176782][bookmark: _Toc487530218][bookmark: _Toc527986003][bookmark: _Toc19025632][bookmark: _Toc119272453]4.1	General security requirements 
Editor’s note: This clause will define general security requirements on the ZSM framework reference architecture to support automatic/zero-touch security controls for ZSM framework.
Editor’s note: This clause will capture potential security capabilities identified in ZSM010 where valid and applicable. E.g. For the potential security capabilities which were already analysed in ZSM010, they will be copied to this clause directly, probably with minor change. For the potential security capabilities which was lack of analysis, maybe some justifications will be added. 
Editor’s note: This clause will not include potential security requirements identified in ZSM010but were already defined in ZSM001 and ZSM002.
Editor’s note:  This clause may define requirements on capabilities, including security capabilities, of ZSM framework to implement intelligent security services. E.g. To support INSPIRE-5Gplus (Intelligent Security and Pervasive Trust for 5G and Beyond) project, which is a ZSM based architecture solution, to build intelligent security services to be integrated in the 5G network graph based on ZSM framework.
Editor's note: intelligent security services are over the top applications which will utilize management capabilities, including both general capabilities and security related capabilities, to build security services.
[bookmark: _Toc119272454]4.1.1 trust relationship requirement
This clause defines requirements to support adaptive trust relationship between management domains of ZSM framework, as well as trust of third party by ZSM framework if necessary.
NOTE: In ZSM context, trust relationship represents the trust established among ZSM management domains (refer to [i.x]). It is governed by criteria for secure interaction, behaviour, and outcomes relative to the protection of management services/functions of the management domains, or by policies that how does management function in differing management domains honour each other’s authorizations (refer to [i.y]).

[trust-01] 	The ZSM framework reference architecture shall support capability to evaluate trustworthiness of ZSM entities within or across management domain(s).

[trust-02] 	The ZSM framework reference architecture shall support capability to decide trust model and trust relationship between two ZSM entities within or across management domains based on trustworthiness of the ZSM entities.

[trust-03] 	The ZSM framework reference architecture shall support capability to re-evaluate the trustworthiness of a ZSM entity to reflect any change on the ZSM entity in the ZSM framework.

[trust-04] 	The ZSM framework reference architecture shall support capability to re-build the trust model for a ZSM entity and re-establish trust relationship between the changed ZSM entity and other ZSM entities to reflect any change on the ZSM entity in the ZSM framework.

[trust-05] 	The ZSM framework reference architecture shall support capability to apply corresponding security controls on ZSM entities based on trust relationship between the ZSM entities.
[bookmark: _Toc119272455]4.1.2 access control requirement
This clause defines requirements to support access control on ZSM services.

[AC-01] 	The ZSM framework reference architecture shall support dynamic identity management (e.g. create, read, update and delete identity) of various type of MnS consumer and producer.
NOTE 1:	MnS consumer can be ZSM framework consumer, MnF, DIF, digital portal acting on behalf of system administrator, etc., MnS producer can be MnF.

[AC-02] 	The ZSM framework reference architecture shall support dynamic authentication policy management (e.g. create, read, update and delete policies) for each MnS consumer and producer.
NOTE 2:	The authentication policies may include authentication factor ( e.g. single factor, multi-factors, etc.), authentication mode ( e.g. local authentication, domain authentication, common authentication, SSO, etc.), authentication protocol (e.g. TLS, SAML2.0, OpenID, basic user/password, Kerberos, etc.), and other context adaptive information (e.g. different anthemion factor may be applied to different location and time the consumer authenticates to the ZSM framework)

[AC-03] 	The ZSM framework reference architecture shall support capability to generate consolidated authentication policy based on MnS consumer and producer(s) of multiple management domains.
[AC-04] 	The ZSM framework reference architecture shall support capability to authenticate MnS consumer and producer based on authentication policy.
NOTE 3: MnS consumer authentication (e.g. validate identity and credentials of MnS consumer, and optionally return token/assertion to the consumer) is proceeded on integration fabric. MnS producer authentication (e.g. validate identity and credentials of MnS producer) is performed by the MnS consumer intends to access MnSs provided by the MnS producer
[AC-05] 	The ZSM framework reference architecture shall support dynamic authorization/access control policy management (e.g. create, read, update, delete, etc.) for each group/role of MnS consumers based on clearance of the group/role and classification of MnSs to be accessed.
NOTE 4:	The authorization/access control policies are business logic dependent, which describes right subject has the right access to the right resource/object at the right time for the right reasons, generally it may include, e.g.:
- Who: subject (user/entity or group or role) accessing management services.
- What: object (MnS or group of MnSs) and operations on the object.
- When: timeframe to access specific MnS.
- Where: region/location to access specific MnS.
- Why: reason to access specific MnS.
	All access should be denied unless explicitly allowed in the policies.

NOTE 5:	Clearance of the group/role of MnS consumers could be e.g. SLA, industry, region of the group of MnS consumers, and mission of the role of MnS consumers. Classification of MnS could be e.g. security level, applied industry, region and security status of the MnS.

NOTE 6:  Integration fabric, analytics and intelligence management services may be involved for dynamic authentication and authorization policy management.

[AC-06] 	The ZSM framework reference architecture shall support capability to generate and grant permissions to a authenticated MnS consumer based on access control policies of group/role of the MnS consumer in multiple domains and security context of the MnS consumer.
NOTE 7:	Security context of the MnS consumer could be e.g. time, location, security status of the MnS consumer, and reason of accessing. 

[AC-07] 	The ZSM framework reference architecture shall support access control enforcement through validate the permissions grant to a MnS consumer.
NOTE 8:	Access control/authorization enforcement may be performed by MnS producer or integration fabric. 

[AC-08] 	The ZSM framework reference architecture shall support capability to collect security logs in data service for recording every registration, login and access request and result, 
[AC-09] 	The ZSM framework reference architecture shall support capability to generate security/audit report for specific domain, cross-domain, specific service, specific tenant, specific consumer, etc., based on security logs collected from domain/cross domain log service.


[bookmark: _Toc119272456]4.2	Solution specific security requirements 
Editor’s note: This clause will define solution specific security requirements on the ZSM framework reference architecture to support automatic/zero-touch security controls for specific solution, e.g.  based on closed-loop automation related security requirements identified in ZSM010 where valid and applicable.
[bookmark: _Toc119272457]4.2.1 Closed-loop automation security requirements 
This clause defines closed-loop automation related security requirements.

[Sec-Cla-01]	The ZSM framework reference architecture shall support capabilities to automatically detect and identify security incidents of closed loop supported by ZSM framework.
[Sec-Cla-02]	The ZSM framework reference architecture shall support capabilities to notify security incidents of closed loop supported by ZSM framework to authorized consumers of these closed-loops.
[Sec-Cla-03]	The ZSM framework reference architecture shall support capabilities to automatically react to security incidents of closed loop supported by ZSM framework.
NOTE 1:	A reaction could be for example to execute a mitigation plan.
[Sec-Cla-04]	The ZSM framework reference architecture shall support capabilities to automatically react to security incidents between related closed loops supported by ZSM framework.
NOTE 2:	For example, an incident could be an attack against the closed loop supported by ZSM framework and/or performance degradation(s) of the closed loop supported by ZSM framework. and/or between the related closed loops supported by ZSM framework.
[Sec-Cla-05]	The ZSM framework reference architecture shall support capabilities to ensure privacy of the data when the closed loops deal with personal data.
[Sec-Cla-06]	The ZSM framework reference architecture shall support capabilities to ensure the data security when the closed loops deal with security relevant data.
NOTE 3:	Security relevant data is for example credentials for access control, keys for building secure communication channels, certificates of interaction parties, etc.
[Sec-Cla-07]	The ZSM framework reference architecture shall support capabilities to ensure the data security  the closed loops deal with management data.
NOTE 4:	Management data is for example configuration and performance data related to the closed-loops.
NOTE 5: data security includes data integrity, confidentiality and availability of the data
[Sec-Cla-08]	The ZSM framework reference architecture shall support capabilities to  to identify vulnerabilities of closed loop's components.
[Sec-Cla-09]	The ZSM framework reference architecture shall support capabilities to provide recommendations for mitigation of security risks caused by vulnerabilities of closed loop's components.
[Sec-Cla-10]	The ZSM framework reference architecture shall support capabilities to ensure integrity and confidentiality of a closed loop notification.
[Sec-Cla-11]	The ZSM framework reference architecture shall support capabilities to automatically detect and identify deceit or spoofing attacks regarding an intent in a declarative form which is used as input for closed loops supported by ZSM framework.

[bookmark: _Toc119272458]5	Specification of management services relevant to security
Editor’s note: This clause will define a set of management services according security requirements, complementing the existing management services defined in ZSM002. 
[bookmark: _Hlk93955812][bookmark: _Toc15467481][bookmark: _Toc16589976][bookmark: _Toc16590158][bookmark: _Toc16592548][bookmark: _Toc16601190][bookmark: _Toc119272459]5.1	Trust management service
[bookmark: _Toc119272460]5.1.1	Overview
One major challenge for ZSM framework consists in monitoring the trust of different management services and their managed resources. The reason is the complex nature of the infrastructure (and related applications) supporting the execution of these resources and services; indeed, it features heterogeneity (the infrastructure spans multiple network and technology domains) and multi-party (the infrastructure spans multiple administrative domains). 
Also, complex multi-operator environment can result in competition between providers who offer different (albeit similar) levels of guarantees and trust. Support trust management in each management domain and in a E2E vision will allow transparency and automation in provision and operations over ZSM framework.
Trust models depend on the motivation by a management domain to place or not trust on other based on their capabilities demonstrating Trustworthiness. The Trustworthiness capabilities can be obtained by measuring the capacity of their systems to preserve the security of the information during its whole lifecycle and anomaly detection and closed-loop mitigation against any attacks. 
The objective for a trust management service is:
· Collect different metrics from management domain services related to trust, such as security metrics, audit logs, trustworthiness, risk values, etc.
· Evaluate trust for a SMD based on the trustworthiness measures of their services and including their infrastructure resources managed. This evaluation process is dynamic over the time.
· Provide a level of trust for specific services within a given management domain, or across management domains. 
[bookmark: _Toc119272461]5.1.2 	Provided management services 
[bookmark: _Toc119272462]5.1.2.1	Trustworthiness evidence collection service
This service allows collecting data relevant in security and availability area that impacts to the trustworthiness and reputation of the systems or services managed in the domain. Data can be collected directly from the domain  security specific resources, including physical security functions  (e.g., anti-DDoS appliance, intrusion detection systems, firewalls, security probes) and/or or virtualized security functions (e.g., anti-virus, WAF, access control solutions). Additionally, relevant events from the domain management services related to the service enablers’ health, privacy, isolation, geolocation, etc., will be incorporated from the domain log collection service. This service will collect, extract relevant to trust data, aggregate and transform the data collected to help in the trust evaluation service. Additionally, this service can collect Trustworthiness evidence from different capabilities from the Trustworthiness metric generation service. 

Table 5.1.2.1-1: Service definition
	Service name
	Trustworthiness evidence collection service

	External visibility
	Optional

	Service capabilities
	

	
	Configure trustworthiness metrics (M)
	Configure new source of trustworthiness metrics. It can be a new type of metric  or a new entity with and associated metric.

	
	Provide trustworthiness metrics (M)
	Provide query capacity by subscription, streaming telemetry, batch process, on demand, the different metrics or trust related attributes.

	
	Provide trustworthiness metrics list (O)
	Provide notifications with the type of metrics supported and stored



[bookmark: _Toc119272463]5.1.2.2	Trustworthiness attestation service
Ensuring an overall level of trustworthiness requires a dynamic and intelligent system able to adapt to the diversity of its subsystems and their trust relationships. This service allows enforcing extensible trustworthiness specific metrics valid for any system and network. Initial metrics considered are the ones related to remote attestation procedures.
Table 5.1.2.2-1: Service definition
	Service name
	Trustworthiness attestation service

	External visibility
	Optional

	Service capabilities 

	
	Request remote attestation service (O)
	Trigger on demand the execution of a remote attestation against the list of IT resources or network connectivity associated to a specific management service in a domain

	
	Provide remote attestation report (O)
	Report with the results of the last remote attestation 



NOTE 1:  Additional capabilities beyond attestation can be included in future, e.g., data privacy.


[bookmark: _Toc119272464]5.1.2.3	Trustworthiness evaluation service
Different metrics provided by the trustworthiness evidence collection service are combined to calculate the level of trustworthiness or reputation. For example, some metrics will be related to availability (i.e., the provider’s monitoring system works, or the provider has no lack of resources to deploy specific service), the isolation (i.e., data in transit do not leave a geographic area or cross over specific device), or the security (i.e., time to mitigate a DoS). Different evaluation models can be supported to generate specific Level of Trust metric. 
Table 5.1.2.3-1: Service definition
	Service name
	Trustworthiness evaluation service

	External visibility
	Optional

	Service capabilities

	
	Request Trustworthiness evaluation method (O)
	Trigger trust evaluation process method to be used

	
	Provide level of trust for specific managed service in a Domain(O)
	Trust report with metrics used, evaluation method used and results for a specific management service

	
	Provide level of trust for a specific Domain(O)
	Trust report with metrics used, evaluation method used and results from a specific domain




[bookmark: _Toc119272465]5.2	Access Control
[bookmark: _Toc15467482][bookmark: _Toc16589977][bookmark: _Toc16590159][bookmark: _Toc16592549][bookmark: _Toc16601191][bookmark: _Toc119272466]5.2.1	Overview
Access control in ZSM framework is capabilities and procedures that authenticate and authorize a management service consumer and trace the activities of the consumer according to SLA and other policies or regulations.
Access control services include:
Authentication services support dynamic identity management, identity group management, authentication policy management and authentication decision and enforcement;
Authorization services support dynamic access control policy management, permission generating and granting, and authorization decision;
Audit services support security log collection and audit report generation;
The access control services can be cross-domain or domain services. Cross-domain access control services, e.g., cross-domain authentication, authorization and audit services, could be optionally provided by cross‑domain integration fabric.  Domain access control services, e.g., domain authentication and authorization services, could be optionally provided by domain integration fabric or other management service producers.

[bookmark: _Toc15467483][bookmark: _Toc16589978][bookmark: _Toc16590160][bookmark: _Toc16592550][bookmark: _Toc16601192][bookmark: _Toc119272467]5.2.2	Provided management services
[bookmark: _Toc15467484][bookmark: _Toc16589979][bookmark: _Toc16590161][bookmark: _Toc16592551][bookmark: _Toc16601193][bookmark: _Toc119272468]5.2.2.1	Management services authentication administration service
Table 5.2.2.1-1: Service definition
	Service name
	Management services authentication administration service.

	Service capabilities 

	
	Manage identity (M)
	Manage (create, read, update and delete) identity of management service consumer or producer, and manage notification subscription for management service consumer.

	
	Provide identity change notification (O)
	Notify subscribed consumer when security state and/or security context of the identity is changed.

	
	Manage identity group (M)
	Manage (create, read, update and delete) group of management service consumer according to specific properties of the consumers, e.g. consumer of same tenant, in same management domain, same type of management functions, etc., and manage notification subscription for management service consumer.

	
	Provide group change notification (O)
	Notify subscribed consumer when state of the group is changed.

	
	Manage authentication policy (M) 
	Manage (create, read, update and delete) authentication policies, enable generating consolidated authentication policies based on management service consumer and producer(s) of multiple management domains, and manage notification subscription for management service consumer.

	
	Provide authentication policy change notification (O)
	Notify subscribed consumer, e.g. authentication enforcement point, when authentication policies of a related group are changed.

	
Note: The identify is used to identify MnS consumer or producer before authentication. MnS consumer and producer can be played by MnF of ZSM framework. MnS consumer can also be external consumer of ZSM framework, e.g. it can be digital store fronts, web portals, BSS components, etc.



[bookmark: _Toc119272469]5.2.2.2	Management services authentication enforcement service
Table 5.2.2.2-1: Service definition
	Service name
	Management services authentication enforcement  service.

	Service capabilities 

	
	Enforce authentication (M)
	Authenticate a management service consumer or producer through verifying its identity and credential based on authentication policy, and establish authentication session if needed, optionally generate and provide authentication assertion in the authentication response.



[bookmark: _Toc119272470]5.2.2.3	Management services authorization administration service
Table 5.2.2.3-1: service definition
	Service name
	Management services authorization administration service.

	Service capabilities 

	
	Manage role (O)
	Manage (create, read, update and delete) role of management service consumers or group of management service consumers according to type of the consumers, and manage notification subscription for management service consumer.

	
	Provide role change notification (O)
	Notify subscribed consumer when state of the role is changed.

	
	Manage authorization policy (M) 
	Manage (create, read, update and delete) authorization policies for a group or role on management services, enable generating contextual policies based on clearance of the group/role and classification of management services, and manage notification subscription for management service consumer.

	
	Provide authorization policy change notification (M)
	Notify subscribed consumer, e.g. authorization administration or enforcement point, when authorization policies of a related group/role are changed. Note 2.

	
	
	

	Note 1:  Authorization administration service can be reused for exposure configuration service (see 6.3.2.5 of ETSI GS ZSM 002 [x]) for access control of an external ZSM consumer in specific deployment.
Note 2: The MnS consumer can be external consumer of ZSM framework, internal consumer of same or different management domain(s), also the MnS consumer may be acting on behalf of system administrator, or daily maintainer, or developer.  Role is used to represent  the aforementioned different type of consumers, then different privileges can be assigned to different roles. E.g. the role represents external consumer has privilege to access MnSs exposed by E2E service management domain, the role represents system administrator of ZSM framework has full privileges for ZSM services, the role represents developer has privilege to only access log collection services, etc. 



[bookmark: _Toc119272471]5.2.2.4	Management services authorization decision service
Table 5.2.2.4-1: service definition
	Service name
	Management services authorization decision service.

	Service capabilities 

	
	Grant permissions (M)
	Grant permissions to a authenticated management service consumer based on access control policies of group/role of the management service consumer or entitlements configured for the management service consumer, and security context of the management service consumer.

	
	Provide authorization decision (O)
	Support authorization enforcement point to verify permissions in service access request or locally. See Note 3

	Note 3: A management service producer (acting as authorization enforcement point) returns management service to a management service consumer after checking permissions of the consumer with an integration fabric or AAA server (acting as authorization decision point). The permissions may be included in access request or stored locally in the authorization decision point.



[bookmark: _Toc119272472]5.2.2.5	Management services security log collection service
Configure managed entity and management function to provide security logs which record every operation related to authentication and authorization administration and decision, every identity registration, login, access request and result. The logs should include who access what service in which time and which location and the access result.
Log collection services defined in 6.5.2.2.4 of ETSI GS ZSM 002 [x] are reused to collect security log.

[bookmark: _Toc119272473]5.2.2.6	Management services audit service
Table 5.2.2.3-2: service definition
	Service name
	Management services audit service.

	Service capabilities 

	
	Security audit (M)
	Analyze and generate security audit report for cross-domain, specific domain, service, tenant, consumer, etc., based on security logs collected from domain/cross domain log service.

	
	Manage audit (O)
	Configure audit report rule for specific domain, tenant, consumer, period, location, etc., as well as information including in the report, format of report, etc.



[bookmark: _Toc15467489][bookmark: _Toc16589984][bookmark: _Toc16590166][bookmark: _Toc16592556][bookmark: _Toc16601198][bookmark: _Toc119272474]5.2.3	Cross-domain access control services
Cross-domain access control services can be used for access control of internal ZSM consumer and external consumer of ZSM framework. The services enable authentication and authorization of external ZSM consumer to access ZSM services, as well as authentication and authorization of internal ZSM consumer to access management services in different management domains.
Cross-domain authentication and audit services are utilized for centralized authentication and audit of intra-domain access control.
Cross-domain access control services, e.g., authentication and authorization administration service, cross-domain authentication enforcement service, cross-domain authorization decision service and audit service, can be provided by cross‑domain integration fabric or dedicated service producer, such as authentication, authorization, audit (AAA) server.
Authorization enforcement (validate the permissions including in the service request or check with authorization decision point, and return allowed services) is proceeded on either cross-domain integration fabric or management service producer in a management domain, including the E2E service management domain.

Any ZSM deployment shall contain management functions that provide in a cross-domain fashion management services as defined in table 5.2.3-1, indicating for each service whether its support by the cross-domain integration fabric is OPTIONAL or MANDATORY.
Table 5.2.3-1: Support of services offered by the cross-domain access control service 
	Service name
	Clause
	Support

	Management services authentication  administration service
	5.2.2.1
	MANDATORY

	Management services authentication  enforcement service
	5.2.2.2
	MANDATORY

	Management services authorization  administration service
	5.2.2.3
	MANDATORY

	Management services authorization  decision service
	5.2.2.4
	MANDATORY

	Management services security log collection service
	5.2.2.5
	MANDATORY

	Management services security audit service
	5.2.2.6
	MANDATORY



[bookmark: _Toc15467490][bookmark: _Toc16589985][bookmark: _Toc16590167][bookmark: _Toc16592557][bookmark: _Toc16601199][bookmark: _Toc119272475]5.2.4	Domain access control
Domain access control services enable authentication and authorization of internal ZSM consumer to access management services in different or same management domains.
Domain access control services, e.g., authentication and authorization administration service, authentication enforcement service, authorization decision service and audit service, can be provided by domain integration fabric or management function.
Authorization enforcement (validate the permissions including in the service request or check with authorization decision point, and return allowed services) is proceeded on either domain  integration fabric or management service producer .

A management domain including the E2E service management domain may contain management functions that provide management services as defined in table 5.2.4-1, indicating for each service whether its visibility outside the domain is OPTIONAL or MANDATORY. Services not externally visible need not be supported.

Table 5.2.4-1: Support and external visibility of services offered by the domain access control service 
	Service name
	Clause
	External visibility

	Management services authentication  administration service
	5.2.2.1
	OPTIONAL

	Management services authentication  enforcement service
	5.2.2.2
	OPTIONAL

	Management services authorization  administration service
	5.2.2.3
	MANDATORY

	Management services authorization  decision service
	5.2.2.4
	OPTIONAL

	Management services security log collection service
	5.2.2.5
	MANDATORY

	Management services security audit service
	5.2.2.6
	OPTIONAL



[bookmark: _Toc119272476]5.3	Ensure robustness of AI/ML model
[bookmark: _Toc119272477]5.3.1	Overview
Artificial Intelligence/Machine Learning is used in ZSM framework to provide E2E service/domain specific insights & predictions and support variable degrees of automated decision-making.

Generally, security regarding AI/ML model in ZSM would include security of data supply chain, model supply chain, model deployed in shared framework, interaction between multiple domains, trust between AI/ML service producer and consumer. 

AI/ML model could be subjected to adversarial attacks such as data and model poisoning in training phase, model evasion and stealing, data extraction in inference phase. Robustness of an AI/ML model against attack  could be influenced by following factors:
· Vulnerabilities of AI/ML model which could be exploited by attacker for adversarial attacks.
· Threat surface in training and deployment environment which may change probability of successful attack.
· Implemented security control.
· Ability to maintain operations during adversarial attacks.
· Ability to return to normal operations over an acceptable period of time, post-disruption, after adversarial attacks.

To ensure the robustness of the AI/ML model deployed in ZSM framework, security threat and risk analysis services should be provided to evaluate potential risks on AI/ML model, recommend the actions on the risk (e.g. report the risk, accept the risk, mitigate the risk, etc.), and trigger processes to mitigate the risk if needed. 
[bookmark: _Toc119272478]5.3.2	Provided management services
[bookmark: _Toc119272479]5.3.2.1	AI model security threat and risk analysis services 
The deployed AI models can be compromised with adversarial attack or mis-operation/configuration,  which may result in unavailability or disruption of the AI service. The deployed AI model security threat and risk analysis service allows evaluating and predicting the risks of loss of availability of the AI model, determining the most appropriate action to mitigate the risks. 
To evaluate potential risks on the deployed AI model, the AI model security threat and risk analysis service producer needs to collect information related to known vulnerabilities of the deployed AI model, deployment environment of the AI model, successful attacks on the same type of the AI model in the similar execution environment, former analysis results, trustworthiness of the deployed AI model (e.g. quality of trust (QoT) configured on the AI model pipeline such as poisoning/evasion defending,  refer to 5.6.3 of ZSM012), access pattern on the AI model (e.g. frequency) and input/output samples which may reflect behaviours of the AI model and its consumers, test result of the deployed AI model,  whether the model is retrained or not, security controls applied on the AI model and execution environment, etc. 
Based on the collected data, the AI model security threat and risk analysis service producer predicts the probability that the identified threat would result in damaging the AI model. The AI model security threat and risk analysis service producer needs also collecting the usage pattern of the AI model, and evaluating potential business impact if the AI model is compromised in different scenarios, e.g. SLA breakdown, loss of service, leak of privacy, sensitive data or intelligent property, etc. 
To recommend the action, the AI model security threat and risk analysis service producer needs to consider security objectives and baseline, as well as accepted/tolerable security risk of operator/customer, which could be input through management and orchestration system as security policies or intents. After comparing the potential risk and tolerable risk, the AI model security threat and risk analysis service producer determines either accepting or mitigating the risk. For risk mitigation, it recommends the most appropriate actions to perform on the deployed AI model such as reconfigure, retrain, upgrade, replace, pause, terminate, the AI model, or sanitize, qualify, transform, pre-process the training data and AI model input, or obfuscate the AI model output.

Table 5.3.2.1-1: Service definition
	Service name
	AI model security threat and risk analysis service 

	External visibility
	Optional

	Service capabilities
	

	
	
	

	
	Request security threat and risk analysis result (O)
	Trigger AI model security threat and risk analysis process to generate an analysis report.

	
	Provide security threat and risk result (O)
	Provide a AI model security threat and risk analysis report.



[bookmark: _Toc119272480]5.3.2.2	AI model adversarial robustness evaluation services 
The AI model security threat and risk analysis service evaluates the potential risk in production environment based on historic data. As a concrete case of AI Model Trust Evaluation services (refer to 5.6.3 of ZSM012), the AI model adversarial robustness evaluation service provides capability to evaluate robustness of an AI model against adversarial attacks with adversary test.
Based on the adversary test type, e.g. data poisoning, model evasion and stealing, data extraction, the AI model adversarial robustness evaluation service deploys the target AI model in a controlled testing environments (e.g. sandboxes),  simulate the adversarial attacks, and validate the robustness of the model against the attacks.
The result of evaluation will be used for security threat and risk analysis and may trigger action on the AI model, e.g. 
harden the model using adversarial training.

Table 5.3.2.2-1: Service definition
	Service name
	AI model adversarial robustness evaluation service 

	External visibility
	Optional

	Service capabilities
	

	
	
	

	
	Request adversarial robustness evaluation result (O)
	Trigger AI model adversarial robustness evaluation process to generate an evaluation report. 

	
	Provide adversarial robustness evaluation result (O)
	Provide a AI model adversarial robustness evaluation report.



[bookmark: _Toc119272481]5.3.2.3	AI model security risk mitigation services 
The AI model security risk mitigation services allow the authorized ZSM service consumer to reconfigure the AI model pipeline to mitigate the potential security risk of AI model according to result of AI model security threat and risk analysis. E.g. the authorized entity could reconfigure robustness requirements (such as poisoning block/defence, evasion defence, extraction defence) for the AI model through AI/ML data or model trust management services defined in 5.6.3 of ZSM012. Accordingly, following mitigation measures could be triggered, e.g.:
· Model retraining for restoring or treat inference data sample separately to mitigate risks caused by backdoor attack, 
· Model hardening  to mitigate risks caused by evasion attack,
· Train the model with privacy guarantees to mitigate data risks caused by extraction attack 
· Secure model (hyper-)parameters or deploy secure HW  or apply encryption schemes mitigate  risks caused by model stealing attack.
In addition, traditional security controls such as firewall, authentication and authorization service, host or network based Intrusion Detection System (IDS), Data Lost Prevention (DLP), Data Packet Inspection, data sanitization tool, etc., may be deployed or reconfigured to perform stronger access control, stricter traffic filter and smarter anomaly detection, and so on.

Table 5.3.2.2-1: Service definition
	Service name
	AI model security risk mitigation service 

	External visibility
	Optional

	Service capabilities
	

	
	Request AI model security risk mitigation (O)
	Trigger AI model security risk mitigation process. 

	
	
	




[bookmark: _Toc119272482]6	ZSM reference architecture with security aspects
Editor’s note: This clause will show ZSM reference architecture with security capabilities/features to support automatic/zero-touch security controls. e.g. authentication/authorization management services identified in ZSM010 may be added in ZSM reference architecture.
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User scenarios related to ZSM security aspects/features
Editor’s note: This clause will document deployment aspects of the security scenarios to validate the applicability of the security requirements and management services defined in clause 4 and 5. The user scenarios include, e.g. automating security assurance of management service/function including AI/ML enabled service/function, establishing adaptive trust relationship between management domains, performing dynamic access control and exposure of ZSM service, as well as building intelligent security services built on capabilities of ZSM framework.
Editor’s note: Unlike scenarios described in clause 6 of ZSM001, which were business level workflow, the user scenarios documented in this Annex will describe how the security management services defined in clause 5 of this specification will be used in specific security related scenarios, hence validate the management services defined in clause 5 are feasible in real deployment. It will be similar to workflows in clause 6 of ZSM003, or clause 5 of ZSM008 but focus on the adoption of security management services. 


[bookmark: _Toc455504150][bookmark: _Toc481503688][bookmark: _Toc482690137][bookmark: _Toc482690614][bookmark: _Toc482693310][bookmark: _Toc484176738][bookmark: _Toc484176761][bookmark: _Toc484176784][bookmark: _Toc487530220][bookmark: _Toc527986005][bookmark: _Toc19025634][bookmark: _Toc119272484]Annex B (informative):
Available output from standard groups or open source programs related to management and automation security
[bookmark: _Toc481503689][bookmark: _Toc482690138][bookmark: _Toc482690615][bookmark: _Toc482693311][bookmark: _Toc484176739][bookmark: _Toc484176762][bookmark: _Toc484176785][bookmark: _Toc487530221][bookmark: _Toc527986006][bookmark: _Toc19025635][bookmark: _Toc455504151]Editor’s note: This clause will list SDOs and open source projects where applicable, describe how could the 3rd parties' work items, specifications, and projects could be leveraged in ZSM014 to build cognitive and adaptive security controls for zero touched management system.
[bookmark: _Toc119272485]B.1	ETSI 
Editor’s note: e.g. refer ETSI SAI for AI/ML security, ETSI NFV for virtualization security in cross multi-domains case.
[bookmark: _Toc119272486]B.2	3GPP 
Editor’s note: e.g. refer to 3GPP SA5 for information model of potential access control related management services
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