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	Reason for change
	In the current version of ETSI TS 103 601, the specification of the P2P CRL/CTL distribution service in clause 5.3 is using an old proposition which intended to use and extend the field missingCrlIdentifier of the headerInfo data structure, but was finally abandoned. Instead the new extension mechanism Contributed Extensions (in HeaderInfo) was designed commonly with the IEEE 1609.2 standardization subgroup and this new extensibility mechanism is used for the specification of the P2P CRL/CTL request service.

	
	

	Consequence if not approved
	The requirements specified in the standard cannot be fulfilled or if fulfilled, the request for CRL/CTL inserted in the transmitted secure message (SPDU) would create an interoperability issue (the receiver would reject the received messages as non-compliant to the profile of TS 103 097).
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Add the affected clauses with track changes.
5.3.1	Overview
…………..
To provide the peer-to-peer distribution service, the ITS-Ss shall provide the following capabilities:
The ITS-S requester shall provide functionalities to add a missing CRL/DeltaCTL request field (missingCrlIdentifier)using the ETSI originating’s Header Info extension specified in ETSI TS 103 097 [3] clause 4.2.2,   which is inserted in a transmitted secure F-PDU (e.g. a CAM, etc.) to request other ITS-Ss to provide the missing CRL/DeltaCTL and to receive the response using the in-band communication (short-range communication via a ITS 5,9 GHz channel, e.g. SCH).
NOTE:	for the purpose of peer-to-peer distribution of CTL and CRL, the ETSI TC ITS group has specified two extensions in its reserved contributed extension block: etsiTs102941CrlRequest and etsiTs102941DeltaCtlRequest. 

5.3.4.1	General
…………..
[bookmark: _Hlk121413559]The requesting ITS-S starts to transmit P2P CRL/CTL Distribution (P2PCXLD) request inserted in the secured F-PDU (e.g. CAM, etc.) under precise trigger conditions which are specified in clause 5.3.56.

[bookmark: _Toc47961080][bookmark: _Toc48054285][bookmark: _Toc49249483][bookmark: _Toc50026465][bookmark: _Toc53661640][bookmark: _Toc53668933][bookmark: _Toc53733314]
5.3.6	P2P CRL/CTL request message trigger, repetition and termination
[bookmark: _Hlk122516276]…………..

when the ITS-S receives a signed PDU which contains an ETSI originating extension block in the HeaderInfo structure (component of type ContributedExtensionBlock identified by etsiHeaderInfoContributorId (2)) including an extension of type CTL request (EtsiTs102941DeltaCtlRequest) from another ITS-S and finds out that the value lastKnownCtlSequence associated to the certificate Identifier of the issuer (TLM or RCA) is higher than the sequence number of the CTL of TLM or RCA stored in the ITS-S memory.
when the ITS-S receives a signed PDU which contains a missingCrlIdentifier in the SignedData structure  an ETSI originating extension block in the HeaderInfo structure (component of type ContributedExtensionBlock identified by etsiHeaderInfoContributorId (2)) including an extension of type CTL request (EtsiTs102941DeltaCtlRequest) from another ITS-S and finds out that the value ctlSequencelastKnownCtlSequence associated to the certificate Identifier of the issuer (TLM or RCA) is higher than the sequence number of the CTL of TLM or RCA stored in the ITS-S memory.
…………..

when the ITS-S receives secured messages from a peer ITS-S using AtTs issued by an AA linked to its own RCA or another RCA. The ITS-S shall set in the cracaId field of the missingCrlIdentifier structure the ETSI originating extension block in the HeaderInfo structure (component of type ContributedExtensionBlock identified by etsiHeaderInfoContributorId (2)) containing an extension of type CRL request (EtsiTs102941CrlRequest) where  the value of HashedId3 of the topmost certificate (trust anchor) of the certificate chain built from the AT used by the peer ITS-S and the lastKnownUpdate thisUpdate field is set to thisUpdate value of the CRL stored in the ITS-S memory.

