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Monitoring NCU/OBS Transmissions
Purpose

This document proposes an addition to the Harmonised Standard for the use of GSM on Aircraft which covers the management processes concerned with turning the transmissions on and off.

Background

Throughout the investigation of the possibility that GSM might be used on aircraft it has been apparent that the organisations which are concerned with the safe operation of aircraft would prefer that it would be possible for the network control unit to be used throughout the flight. This would alleviate some of the problems concerned with turning the mobiles on and off and the human factors involved. Whilst it is presumed safe for mobiles to be used during the cruise phase of the flight there is concern that during the approach and landing there is less time to respond to any problems which might result from interference to the radios or equipment so that any mobiles left on might reduce the safety of operation. Aviation authorities therefore see it as an advantage for airlines to leave the network control unit in operation during the approach and landing.
There is a belief that pilots use their mobiles in flight. This suggests that they will explore the possibilities of any options and continue to use those that are found to work. It should be expected that, if it is possible to continue to use the NCU during the descent, then a proportion of pilots or airlines will do so in the mistaken belief that it cannot be detected.

Impact on the GSM Network Operators

The work of SE7 has demonstrated that leaving the NCU on will result in interference to mobiles whilst the aircraft is in the take off and approach phases of the flight. If the NCU is left on as the aircraft approaches the terminal building then it should be expected that service will be lost in significant areas of the building. The GSM network operators employ on the service which they offer within the terminals at airports to capture the valuable roaming traffic from visitors to the country. A small number of aircraft in which the NCU has been left on would invalidate the investment which they have made.
Tracking the Errant Aircraft

Some countries in Europe have sophisticated technology for tracking illegal radio signals and some do not. The NCU signal is particularly difficult to track because it has a broad band of emissions of low power. In order to locate it using the sophisticated technology, it would be necessary to define the edges of the emission spectrum and concentrate on the approach path to the airport. A computer controlled tracking program would be devised to explore this space and then to locate the source of the emissions. The location would then be correlated with the sequence of flights into the airport.
Countries with less sophisticated systems would need to employ a mobile team with a van and a high gain antenna. The high gain antenna would be aimed at the aircraft by hand using a set of sights similar to those found on a firearm and another operator within the van would scan the profile of the jamming signal. This process is extremely expensive because of the need to keep a team of men permanently on the road.

In both cases gaining evidence for prosecution would require the presence of a further tracking team on the ground to identify and detain the offending aircraft. These teams are also expensive.

Proposed Alternative to Tracking the Aircraft

An alternative to tracking the aircraft is to ensure that all aircraft employing the GSM system automatically record the heights at which the transmissions from both the NCU and the base station commence and cease. This information would need to be accessible to any regulatory authority in which the aircraft operates as a condition of that airline’s license to use the technology.

It is necessary that this feature is included in the harmonised standard. A failure to include this provides an opportunity for airlines to volunteer to source the information from written records which may be falsified. Neither regulators nor network operators should be expected to accept a process of recording which is not both automatic and tested.
Specification

It is necessary to specify the parameters of the function which shall be supported by the system management and control units. These shall include a description of the facility and the tests which shall be required.

Specification of the Facility
For each type of aircraft a maximum and minimum operating power of the NCU and the OBS shall be defined in an annex to TS xxx xxx. 

These powers shall be monitored at the output stages of the NCU and the OBS.

On each occasion that the NCU or OBS shall change the status the system management function shall record the following:-

The date and time (as UTC) from the onboard GPS as Day/Month/Year and Hours/Minutes/Seconds.

The location from the onboard GPS as Latitude, Longitude and Height.
The NCU bands in use and the powers will be recorded.
The OBS channel numbers in use will be recorded.

The unit in which the status is changing will be recorded. If there are multiple NCUs or multiple OBSs they will be numbered.
The information for at least 100 status changes will be stored.

Testing the Recording Facility

Equipment Required
PC capable of emulating the Aircraft GPS

Onboard system management unit

Network Control Unit

Onboard Base Station

Recording the Location

For each test the location created by the emulated GPS will be changed slightly. At each test the location recorded by the system management unit will be checked against the emulated GPS location.
Configuring the NCU/OBS

The NCU/OBS will be set up to produce the power defined for the same aircraft type as has been employed for the system management unit.

Testing the Transition from Off to On

The power of the NCU/OBS will be switched from off to on and from on to off, using the facility within the System Management Unit which would be used by the crew of the aircraft.

Check that the record is created with the information specified above.

Verify that the record history shows the status following the application of power to the system management unit.

Testing the Data Recorded
Change the output from the emulated GPS unit such that the location is changed and the height isles than the minimum height. Turn the transmission on and off and verify that the correct figures are recorded.

