ETSI MTS

MTS(10)0031r1

	

	Title*:
	Technical Proposal to EC: "A TTCN-3 Based Methodology for Security Assurance Testing"

	
	

	from Source*:
	ETSI

	Submitted To*:
	MTS

	
	

	Document for*:
	Decision
	
	

	Only one "X"
	Discussion
	X
	

	
	Information
	
	

	Submission date*:
	2010-05-11

	


Technical Proposal

Title
:
A TTCN-3 Based Methodology for Security Assurance Testing
Specific agreement number
:
SA/ETSI/ENTR/000/2010-XXX
Organisation
:
ETSI
Date
:
10/05/2010
Part I - Policy relevance and expected market impact
1
Policy relevance

Security is an issue that cuts across all ICT domains and is as much an essential part of many core standards as the elements of Confidentiality, Integrity and Availability (CIA). Due to its generic relevance to security, this proposed action supports several domains in the 2010-2013 ICT standardisation work programme (listed below). 
A standardised security assurance testing methodology as proposed in this document is applicable both within domains and across them (inter-domain). However, as security assurance validation has often been viewed as expensive and complex to perform this has historically been seen to benefit only large companies thus the aim of developing a standardised security assurance testing methodology will be of particular benefit to SMEs as it will reduce the individual costs for the development of test suites and test tools for security assurance, spreading the burden and sharing knowledge over a larger (hopefully global) community.
A common testing methodology will facilitate the release of trusted products from smaller, innovative companies (either directly or indirectly supporting security) as well as from large vendors. Furthermore, if the testing is applied, it will lower the risk of non-interoperability due to security issues, consequently opening the market to a wide range of vendors.
Domain 3: Intelligent Transport (ITS)
This proposal is generally applicable to security testing (and associated interoperability issues) in ITS. In particular it is related to testing privacy and data protection aspects for “Electronic fee collection – Security framework of the European Electronic Toll Service (EETS). This work item should define a technical specification which is part of the standards family developed in CEN TC278/WG1. This specification provides the necessary security elements which are needed to implement an interoperable EETS and to enable trust between all stakeholders. It should be based on the identification of the security assets to be protected, which also covers data privacy aspects. The security assets are information objects, interfaces, subsystems and other entities or events which need to be protected”.
Domain 4: RFID

This proposal is generally applicable to security testing (and associated interoperability issues) in RFID concerning privacy and data protection aspects. Note also, Mandate M/436 addresses data protection, privacy and information security aspects of RFID.  
Domain 8: ICT for sustainable growth

Note the item “ICTs for managing and controlling the distributed power grid, including the reinforcement of cyber security.”
Domain 9: Internet of Things (IoT)
Security testing and validation is a high-priority for IoT. Note in particular: COM(2009) 149 final: Protecting Europe from large scale cyber-attacks and disruptions: Enhancing preparedness, security and resilience. 
Domain 11: eIdM, privacy and Security

Generally applicable to this domain, and in particular to potential testing of standards identified in the ETSI Security Standards Roadmap. It would also build on the FP7 ESCoRTS project (“European Network for the Security of Control and Real-Time Systems”) has provided an overview of the relevant standards and guidelines.  This work should be taken forward in order to provide interoperability specifications and implementation guidance.
Domain 14: Support to the implementation of standards
A standardised security assurance testing methodology will be applicable to both SMEs and large industry alike. However, as security assurance validation has often been viewed as expensive and complex to perform this has historically been seen to benefit only large companies. Thus, the aim of developing a standardised security assurance testing methodology will be of particular benefit to SMEs as it will reduce the individual costs for the development of test suites and test tools for security assurance, spreading the burden and sharing knowledge over a larger (hopefully global) community. 
2
Rationale
Security is an issue that cuts across all ICT domains and is an essential part of many core standards as the elements of Confidentiality, Integrity and Availability (the CIA Paradigm) are also the key components behind the technical elements of Privacy Enhancing Technologies (PETS) cited in COM(2007)228 "COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL on Promoting Data Protection by Privacy Enhancing Technologies (PETs)". Furthermore, it is generally accepted that validation (of standards) and testing (of implementations) are critical factors in any serious development process. ETSI standards are developed on the understanding that “any requirement shall be testable”. In this proposal we go one step further to state that “any security requirement shall be testable and must achieve its security objectives”. The implication being that it must be possible to show (to a certain degree of confidence) that the objectives have been met.
ETSI has a long and proven track record of standards validation and testing. This includes conformance testing, interoperability testing and aspects of performance and robustness testing. However, less attention has been paid to security assurance testing, especially in the critical areas of penetration and vulnerability.
Certainly, ETSI has good experience of testing security protocols such as DIAMETER, RADIUS, IPSEC and AAA. However, while these activities show that the protocols are correctly specified and implemented they do not necessarily give a firm indication of whether or not security objectives are actually met. 
The vast majority of ETSI test specifications are written in TTCN-3 (the Testing and Test Control Notation, ES 201 873). Over the last 10 years this ETSI standard has become the only standardised test language with global deployment in telecommunications, transportation, internet, medical, web-based services and distributed systems. Its versatility includes functional conformance testing, load testing, performance and interoperability testing. In the last few years TTCN-3 has experienced a rapid uptake in Asia in general, and in India and China in particular. The  International TTCN-3 User Conference was held in India (Bangalore) in 2009 and the 2010 conference will be held China (Beijing).
However, beyond pure protocol testing, the use of TTCN-3 for security assurance testing (focus on penetration and vulnerability) is a very recent usage scenario.  There is a growing need in the global testing community for the definition of suitable methodology/guidelines for the application of TTCN-3 to this form of testing. 
3
Objective
The objective of this proposed action is to develop standardised guidelines (ETSI Guide) on the application of TTCN-3 to security assurance with the focus on penetration and vulnerability testing.
The methodology will be generic in nature but case studies will be taken from a selection of the technical domains listed in section 1 of this document. The guide will define methods for testing as well as the use of TTCN-3. Examples will be included in the guide, but it is beyond the scope of this proposal to develop any full-scale test suites.  
The methodology will build on the successful existing methodologies and frameworks for conformance testing (ISO 9646 series) and interoperability testing (EG 202 237) as well as the security specification methodology done by TC MTS (see EG 202 387, ES 202 382, and ES 202 383).
It is possible that this work will highlight necessary additions to the TTCN-3 language. If this is the case then Change Requests to the ES 201 873 series will be generated and input to TC MTS for incorporation into the TTCN-3 standard.
Finally, a general objective is to further disseminate ETSI testing methodologies (in this case with a focus on security assurance). 
4
Market impact
It is difficult to quantify the negative impact that not doing this work would have. However, the overall positive market impact of secure, trusted and interoperable implementations is potentially very significant. Assurance tested implementations will bring user confidence and promote standards. 

NOTE:  For clarification, actual implementation of any accreditation program(s) is not within the scope of this proposal.

The methodology will bring a market advantage to SMEs as it will reduce their individual costs for the development of test suites and test tools for security assurance, spreading the burden and knowledge sharing over a larger (hopefully global) community. A common testing methodology will facilitate the release of trusted products (either directly or indirectly supporting security) from smaller, innovative companies. Furthermore, if the testing is applied, it will lower the risk of non-interoperability due to security issues, consequently opening the market to smaller vendors.
Where appropriate, the methodology can be applied to ETSI interoperability events (PlugtestsTM). This will increase ETSI’s ability to host test events covering security assurance aspects (should the market demand it). 
Finally, through the active participation of representatives from the BRIC countries it is hoped to spread the use of the methodology and this particular application of TTCN-3 on a global scale, thus promoting promote European presence in both the security and testing industries in these countries.
Stakeholders and other concerned organisations are listed in the following sections.
4.2
ETSI TC MTS

The proposed action will be led by TC MTS (Methods for Testing and Specification) which is the ETSI lead technical body.  TC MTS is responsible for the identification and definition of advanced specification and testing methods, including security methodologies, which take advantage of innovative techniques to improve efficiency and economics of both the standard description and associated conformance and interoperability testing processes. 
Methodologies are established, in cooperation with the relevant Technical Committees, for future use in the development of standards, and of testing specifications including interoperability issues. 
All TC MTS methodologies are based on practical experience and are often validated with practical case studies, for example ePassport reader testing (together with the with European Joint Research Centre, JRC), IMS Network Interface interoperability testing and GRID/Cloud testing.
The contact persons are the TC MTS Chair, Professor Dieter Hogrefe (Universitaet Goettingen, Institut fuer Informatik), TC MTS Chair-elect, Stephan Schulz (Conformiq Software Ltd) and the Vice Chair, Giulio Maggiore (Telecom Italia).
4.3
ETSI TC TISPAN WG7 

The proposed project will liaise with TC TISPAN/WG7 (Competence Centre for Security). 
This working group is in charge of multiple security domains, including enhanced privacy & security of RFID & RFID networks.
The contact person is the TC TISPAN WG7 chair, Paolo De Lutiis (Telecom Italia).
4.4
ETSI Clusters
Recently ETSI has created Technology Clusters to group standardisation work around a set of technology domains such as the Internet of Things, Transport, Wireless Technologies, etc. 

Each cluster groups the relevant ETSI Technical Bodies with related Standards Partners (including Fora), Research Partners and applicable mandates. As well as summarising the current (standardisation) work, each cluster identifies new areas of work and activities. The intention is to enable collaborative efforts within clusters as well as across clusters. They are also a valuable dissemination tool to identify the key areas of ETSI standardisation.

This proposed action  will carry out liaison with the Internet of Things Cluster, the Security Cluster and the Interoperability Cluster.
4.4.1
Internet of Things Cluster
This proposed action will liaise with the ETSI Internet of Things Cluster which includes ETSI committees eHEALTH, ERM [TGs 28, 30, 34, TLPR, Ultra Wide Broadband], GRID and Cloud Computing, M2M (Machine 2 Machine), Power Line Transmission (PLT), TISPAN (NGN) and the USER  community.
Related mandates include: M/436 (RFID), M/441 (Smart meters)
The ETSI contact person for this Cluster is David Boswarthick (ETSI Technical Officer).
4.4.2
Security Cluster
This proposed action will liaise with the ETSI Security Cluster which includes ETSI committees Electronic Signature (ESI), ERM, INS ISG (Identity and access management for Networks and Services), Lawful Interception, Methods for Testing and Specification, Quantum Key Distribution (ISG), SAGE, Smart Card Platform, Intelligent Transport Systems, TISPAN (NGN) and the USER community.
Related mandates are: M/460, draft programming mandate on security standardisation
The ETSI contact person for this Cluster is Carmino Rizzo (ETSI Technical Officer).
4.4.3
Interoperability Cluster
This proposed action will liaise with the ETSI Interoperability Cluster which includes many ETSI committees as well as Methods for Testing and Specification (TC MTS) and IMS Network Testing (TC INT).
Related mandates are: M/403.
The ETSI contact person for this Cluster is Anthony Wiles (Director, ETSI Centre for Testing and Interoperability).
4.6
FP7 ESCORTS

This project will take into consideration the work of FP7 ESCORTS (see domain 11, of the 2010-2013 ICT standardisation work programme (eSecurity).
4.7
Indian Institute of Science 
Related work on this issue is being done at the Indian Institute of Science. This project will liaise with that work and experts from this community will be invited to review the project outputs. 
The contact persons are T. V. Prabhakar and Gopi Garge (Indian Institute of Science).
4.8
Beijing IP Institute (BII China) 
ETSI has close links with the Beijing Internet Institute (BII). This project will liaise with BII on issues of IPv6 Security (IPSEC) and the use of TTCN-3 that are relevant to the scope of this project.
The contact person is Liu Dong (CEO, Beijing Internet Institute)
Part II - Execution of the work

5
Working method/approach
The work will be done by an ETSI STF (Specialist Task Force) under the responsibility of TC MTS, working together with the ETSI CTI (Centre for Testing and Interoperability). 

A Steering Group (SG) will be formed comprising members of ETSI TC MTS and stakeholders from the organisations mentioned in section 4 of this proposal. 
The STF will provide monthly reports to the Steering Group. Conference calls will be held when appropriate. Face-to-face meetings will occur in connection with the relevant TC meetings.
5.1
Standards Input
The following base standards are applicable to this proposed project:
· EG 202 387: Common Criteria

· ES 202 382: Protection Profile

· ES 202 383: Security Target
· TS 102 165-1: The TISPAN TVRA Method

· TR 187 011: General security Standards Development methodology
· ES 201 873 Series: The Testing and Test Control Notation version 3 (TTCN-3)

· EG 202 237: generic methodology for Interoperability Testing

· ISO 9646 Series: Framework and Methodology for Conformance Testing
· ES 202 553: TPLAN – Test Purpose Language
Relevant documents from the stakeholders may be considered on demand.
5.2
Required Expertise
Up to 3 experts in the proposed STF will be expected to possess a mixture of the following skills:

· expert knowledge of security standards and security assurance;
· expert knowledge of TTCN-3 (ES 201 873);
· very good experience of conformance and/or interoperability testing;
· very good experience of security testing;
· good knowledge of EG 202 387,  ES 202 382, and ES 202 383

· good knowledge of software engineering techniques;
· good knowledge of the methodologies defined in ISO/IEC 9646 and EG 202 237.
The experts will be recruited under the normal ETSI procedures.
6
Performance indicators
ETSI will provide information that will act as performance indicators against this activity in the following cases. 
6.1
Effectiveness

· an evaluation of feedback received from the Steering Group;
· progress reports and liaisons to the various ETSI clusters: 
· project progress in relation to the schedule specified in the proposal;
· the number of meetings held in relation to this work:

· the number of presentations made on the activity.
6.2
Stakeholder engagement

An analysis will be given of the effective stakeholder representation in the project and the number of liaison activities performed (especially at the Technical Committee level and with other partners). The Steering Group will receive monthly reports and it is also intended to provide quarterly summaries of these reports to the BRIC partners who wish to receive them. 
6.3
Dissemination of results

Information will be provided on the effectiveness of activities related to the dissemination of project deliverables and efforts made to raise industry awareness of the activity. 
Stakeholders and STF members will make every effort to contribute to relevant conferences/workshops/test events to disseminate the project results.
6.4
Impact
Information will be provided on the satisfaction of the stakeholders with the progress and outputs of the project. This will be collected at Steering Group meetings, plenary meetings of TC  MTS and reports to the Internet of Things (IoT) Cluster.
7
Work plan, milestones and deliverables
The work plan, tasks, deliverables and relation to milestones are described in the following sections
.
 
7.1
Tasks List and Deliverables
This project proposes the following tasks, deliverables and relation to milestones:

	List of Tasks, Deliverables and Milestones

	#
	Task Name
	Deliverable
	Doc Type
	Milestone

	T1
	Technical Project Management
	Internal Progress Reports 
	Report
	Continuous

	
	
	Interim EC Report
	Report
	M1

	
	
	Final EC Report
	Report
	M2

	T2
	General security criteria analysis
	Contribution to D1
	ETSI EG
	M3

	T3
	Identification of common testing functionality
	Contribution to D1
	ETSI EG
	M4

	T4
	Analysis of TTCN-3
	Contribution to D1
	ETSI EG
	M5

	T5
	Change Requests (CR) to TC MTS
	Record of CRs
	Mantis
	M6

	T6
	Methodology for Security Assurance Testing
	D1
	ETSI EG
	M7

	T7
	Project Training Material
	D2
	Slides
	M8

	T8
	Recommendation for Phase 2
	D3
	Report
	M9


7.1.2
Task T1 – Technical Project Management
This task will deal with the continuous activity involved with the technical and administrative leadership of the proposed STF. This activity is responsible for ensuring the overall technical integrity of the project, task allocation, work plan scheduling, progress reports (including the Interim and Final project Reports to the EC/EFTA), conference calls and project meetings, reporting results to the Steering Group, other meetings and TC MTS.
7.1.2
Task T2 – General security criteria analysis

This task will involve the analysis and categorisation of general security assurance criteria (based on the standards referenced in section 5.1 of this proposal). The intention is to provide a basis for Task T3 below in order to identify common areas of testing functionality.
The output of this task will be incorporated into the deliverable D1 (an ETSI EG).

7.1.3
Task T3 – Identification of common testing functionality

This task is dependent on the outcome of Task T2. It will analyse the general security criteria and identify common testing scenarios, functionalities and methods necessary to test the security assurance requirements as identified in Task T2. 

The output of this task will be incorporated into the deliverable D1 (an ETSI EG).
7.1.4
Task T4 – Analysis of TTCN-3
This task is dependent on Task T3. This task will analyse and document how TTCN-3 constructs can be used to express tests for the various testing functionality as identified in Task T3. 
In the case where TTCN-3 is lacking in the necessary functionality (constructs), proposals for additions to the language will be made. However, in the interests of stability to the language this should be considered as a last and unavoidable resort.

Case studies (resulting in examples of TTCN-3 code) will be taken from a selection of the technical domains listed in section 1 of this proposal.
The output of this task will be incorporated into the deliverable D1 (an ETSI EG).

7.1.5
Task T5 – Change Requests (CR) to TC MTS
This task is dependent on Task 4. If the results of the analysis (from Task T4) show that additions to the TTCN-3 language are necessary then this task will generate the necessary Change Requests (CRs) to the TTCN-3 specifications in the ETSI ES 201 873 series of standards. These CRs will be submitted to TC MTS in the normal manner. A list of the CRs will be made available and included in the project reporting.
T5 will liaise with the TTCN-3 community and TC MTS to ensure that the CRs are in line with current thinking on the general development of TTCN-3

. 

7.1.6
Task T6 – TTCN-3 Based Methodology for Security Assurance Testing
This is the main deliverable. Based on the material from Tasks T2 – T5 the guide will define test methods, typical test scenarios and configurations for security assurance testing. The test methodology will build on and adapt the basic approaches of ISO/IEC 9646 and EG 202 237. 

This task will address concepts such as Test Purposes, Test Descriptions and the use of TTCN-3. Other languages such as TPLAN (ES 202 553) may be considered for expressing Test Purposes and/or Test Descriptions. 
The methodology may also consider other test documentation such as Security assessment checklists.
The output of this task will be deliverable D1 – an ETSI Guide (EG

).
7.1.7
Task T7 – Project Training Material for Dissemination
A training material package (including a PowerPoint slideset) presenting the methodology with examples will be developed for use by the stakeholders and others to promote the methodology. 
This will not be a formal ETSI deliverable but will be made available to all ETSI TCs, ETSI CTI and stakeholders as required. It will be used to disseminate the project results
 
at the following events:
· A paper detailing the project objectives and progress will be submitted to the 2011 TTCN‑3 Users Conference in Bled, Slovenia;
· A full presentation of the training material will be delivered during the 2012 TTCN‑3 Users Conference;
· A full presentation of the training material will be delivered as part of an adjunct event to the annual ETSI Security Workshop in 2012.
In addition, the Security and Testing pages on ETSI's "Making Better Standards" website will be extended to include the main principles of the training material with links to the full presentation itself.
7.1.8
Task T8 – Recommendation for Phase 2
It is intended to continue the work of this project in 2012 with a second phase. This second phase is out of the scope of this present proposal. In phase 2 the stakeholders intend to validate the methodology developed in phase 1 with a full-scale development of a standardised security assurance test suite based on the methodology of phase 1. 

Task T8 will produce a short report to be submitted to TC MTS at the end of the project to define the scope of phase 2. The contents of this report will also be included in the Final Report to the EC.
NOTE - An application for continuing this second phase under the ICT Work programme will be made in 2011/2012. At this point in time it is impossible to give an accurate estimate of the amount of resource required. 

7.2
Workflow and Milestones
The workflow and milestone schedule are indicated below. Duration of the technical work is 20 months. However, as this is to provide an ETSI Guide then the duration of the overall action will require  an additional 4-5 months for the required ETSI Membership Vote and final publication of the ETSI EG. 

 The total duration of the proposed action is 25 months.
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Final Technical Milestone TC approval of all deliverables


7.3
Deliverables
The outcome of this action will be the provision of an Interim and Final Report to the EC/EFTA. The Interim Report will be provided 13 months after the start of the action and will provide a status report on the activity performed along with the latest draft of the ETSI Guide at that time. Full resource usage information will also be provided via the DG Enterprise Cost Control Strategy on EC acceptance of the Interim Report.
The Final Report will be provided to the EC/EFTA 25 months after the start of the action detailing the activity performed since the Interim Report along with the publication version of the ETSI member adopted ETSI Guide plus the presentation material to be developed. The Final Report will also provide an analysis and report on the performance indicators as outlined in clause 6 of this proposal. On acceptance of the Final Report the full resource usage details will also be provided following the DG Enterprise Cost Control Strategy along with the required external audit certificate and declaration of the real costs incurred.
The following item is the primary project deliverable:
	Deliverable
	ETSI Reference
	Title
	Scope

	D1
	DEG/MTS-00130
	A TTCN-3 Based Methodology for Security Assurance Testing
	This ETSI Guide defines test methods, typical test scenarios and configurations for security assurance testing based on the use of TTCN 3. The test methodology will build on and adapt the fundamental approaches to conformance and interoperability testing found in ISO/IEC 9646 and EG 202 237.


The following items constitute the secondary internal deliverables to ETSI:
	Deliverable
	Title
	Scope

	1
	Training Material for TTCN-3 Based Methodology for Security Assurance Testing
	A training material package (including a PowerPoint slideset) presenting the methodology with examples which will be developed in order to promote the methodology. Salient points from the methodology will also be incorporated into a revision of the Security and Testing pages of the Making Better Standards website.

	2
	TTCN-3 Change Requests
	A set of change requests to the TTCN-3 base specifications (ES 201 873 series) to accommodate aspects of the security testing methodology not currently supported by the TTCN-3 language.

	3
	Recommendations for Phase 2 of the project
	A short report directly to TC‑MTS providing detailed recommendations on how to validate the methodology developed in phase 1 with a full-scale development of a standardised security assurance test suite based on the methodology


Part III:
Financial part

8
Resources Required
The approximate split of working days for each task is indicated in the following table:
	Assignment of days per task

	#
	Task Name
	Funded
	Voluntary

	T1
	Technical Project Management and Support
	22
	

	T2
	General security criteria analysis
	25
	

	T3
	Identification of common testing functionality
	30
	

	T4
	Analysis of TTCN-3
	25
	

	T5
	Change Requests (CR) to TC MTS
	25
	

	T6
	Methodology for Security Assurance Testing
	70
	

	T7
	Project slide set for dissemination
	6
	

	T8
	Recommendation for Phase 2
	3
	

	Totals
	206
	


8.1
Total Action Costs

The total action costs estimated for this action amounts to 180 600 € as summarised in the following table:
	EC - ETSI Contributions

	 
	Person-days
	Rate €/day
	Total €
	%

	CTI experts
	18
	620
	11160
	

	STF expert
	188
	600
	112800
	 

	Travel
	 
	 
	9000
	 

	Total EC Contribution
	206
	 
	132960
	65,64%

	
	
	
	
	 

	Contributions inkind
	116
	600
	69600
	 

	Total ETSI Contribution
	116
	 
	69600
	34,36%

	 
	 
	 
	 
	 

	TOTAL
	
	 
	202 560
	100%


The total eligible costs will cover 132 960 € (65,64% of the total action costs) from the EC/EFTA where 112 800 € will be made up of 188 man-days of STF expert resource, 18 man-days of ETSI CTI technical and project management support  plus 9000 € for travels.


There will be an in-kind contribution amounting to 69 600€ (the equivalent of 116 man-days). In total this amounts to around 34,36% of the total action costs.  

8.2 
Expert Manpower

Total cost for manpower resources:


188 working days at 600 € per day:  112 800€.

18 man-days of ETSI CTI expert support at 620 € per day: 11 160€
Number of experts required:



3 – 4 experts for a total of 206 man-days.
8.3
Travel Costs

Total estimated cost for travelling: 9 000€
Two (2) intercontinental travels are anticipated to meet with BRIC partners from India and China.  Attendance of one STF expert to two or three (2-3) Technical Body (TB) meetings outside ETSI are anticipated.
	Travel Costs

	#
	Description
	€

	1
	TB and project meetings: 2-3 Europe
	3000

	2
	1 Intercontinental to meet BRIC partner (China)
	3000

	3
	1 Intercontinental to meet BRIC partner (India)
	3000

	 
	TOTAL
	9000


8.4 
Equipment necessary to implement the action

N/A.
8.5 Cost of consumables and supplies necessary to implement the action

N/A.

8.6 Other costs and services necessary to implement the action

N/A
8.7 Subcontracting to external organizations

N/A
8.8 Contribution in kind

The in-kind contribution is indicated in the relevant estimated financial budget and will follow the provisions of Article II.15.5 of the Framework Partnership Agreement between ETSI and the European Commission signed on 04 February 2009. An in-kind contribution amounting to 69 600 € (the equivalent of 116 man-days) will be provided as an element of the co-financing of this action. The 116 man-days will be justified by signed attendance sheets by participants in the planned activity (equivalent to 69 600 €). Signatures at TB and reference body meetings will be valued at three times the one day signed for. Signatures from other standards body meetings, workshops, consultations, etc will be solely for the eligible day or half-day. Any further man-days of this in-kind contribution total will be provided by ETSI member companies as STF expert contributions (as measured by the ETSI TAM application).  
The total cost of funding via in kind contribution is 69 600 € (34,36% of the total action cost).


�The reporting tasks to the EC need to be built in here asthese are milestones for the EC in any contract.


�Done. See table below and schedule


�CRs to what deliverables? Need to be specific and also promise the required update and new versions resulting from the CRs


�Done, see above


�We need to have an idea of the work item proposal - including a title and draft scope.


�Done, see table in "Deliverables" chapter


�Any ideas where we will use this in presentations? This will strengthen the proposal and allow use in the performance indicators.


�Done, see below.


�Workflow needs modification as need to allow 2 months to set up the STF


�Done, see revised 25 month schedule
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