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Activities carried out by the STF and results obtained in the STF working period, from 2011-03-01 to 2011-07-31 (SA/ETSI/ENTR/000/2009-04)

1 Executive summary

The ETSI Specialist Task Force (STF) 400 was given action to design, build and test a prototype TTCN-3 Test System for ePassport Reader Conformance Testing. 
This work has been performed in a joint effort between the EC Joint Research Centre (JRC) and the European Telecommunications Standards Institute (ETSI) on a pedior of 18 months.
The first phase of the project has been dedicated to create a prototype of Conformance Test System for ePassport reader. Then, the STF experts have developed some TTCN-3 test cases selected from the TR-03105-5 test specification, and they integrated them in the prototype.

4 validation campaigns were needed to reach the expected level of confidence.

The expected deliverables were produced, reviewed, discussed and approved in their various stages of completion at different MTS meetings. The final versions of the deliverables of the STF (ePassport Testing Framework DTR/MTS-00126 and ePassport Prototype Test Platform DMI/MTS-00127) have been approved by the Technical Committee Methods for Testing and Specification (TC MTS) according to the work plan.
The STF has also created a dissemination ETSI White Paper summarising the experience of implementing TTCN-3 for Conformance Testing of the ePassport readers. This document has been approved by TC MTS and the ETSI Executive Committee.

Stakeholder involvement was achieved through internally regular interactions with TC MTS and TC SCP, TC TISPNA WG7 and TC AERO. Outside ETSI presentations have been provided to the international TTCN-3 User Conference and ETSI 6th Security workshop.
In terms of diffusion of the results, the number of people attending the ETSI TC meetings and being informed of the STF 400 activity exceeds the expected amount of in-kind contributions by a large extent, thereby ensuring that the results from STF 400 have been given a wide audience, especially in the TTCN-3  community.

All the tasks planned in the project have been achieved on time.

2 Introduction

2.1 Scope, major aims of the STF work

This project addresses the issue of ePassport conformity and devices and readers to support biometric passport implementation.

Biometrically enhanced, the identification used in e-MRTD (Electronic Machine Readable Travel Document) like the ePassport, is an efficient way to improve security, both on national and European level, especially in the present Schengen area. 

However, the deployment of biometric systems is a real challenge as it involves collaborative effort by many participants (both regulatory bodies and industry).

The ePassport, its reader and the associated inspection system have been specified and designed to operate correctly across a wide variety of infrastructures worldwide. Such design could include a widespread risk of error or fault, which other words interoperability is a global challenge. This project provides evidence that successful testing and proven interoperability are key factors enabling the use of security technologies and their successful global deployment.

Providing application-specific testing and compliance scenarios for biometric security applications is essential and allows EU to keep on its leadership in present and future biometric technology.

This project has intended to adapt solid and proven tools developed over 20 years at ETSI to address these challenges of ePassport Reader Interoperability requirements.

This project therefore used TTCN-3 formal notation to improve quality and repeatability of test cases and provides a TTCN-3 test tool environment to execute such tests.

The purpose was to demonstrate the feasibility of using such formal techniques which would improve quality, repeatability of tests, reduce room for interpretation and provide a cost-efficient approach to develop tests solutions.

The outcomes of the project show that the goal has been achieved successfully.
2.2 STF activity and expected output

The objective of this project was to design, build and test a prototype TTCN-3 Test System for ePassport Reader Conformance Testing. The action aimed to use a standardized methodology following ISO/IEC 9646, providing also a full support to ISO/IEC 17025 requirements for test laboratories.
The first phase of the project has been dedicated to create an early prototype of Conformance Test System for ePassport reader.
In a second phase, a selection of the 50 most relevant test cases of the TR-03105-5 test specification has been performed by the ePassport experts of the STF. The project has then developed the corresponding TTCN-3 test cases who are run in the final test system prototype.

4 validation campaigns have been needed to completely validate the prototype and to reach the targeted level of confidence required by the project. The validations have been performed in ETSI premises and in the JRC lab Biometric lab where the project team had the possibility to validate the prototype versus a large set of ePassport Inspection systems.

The output from STF 400 consists in the 3 deliverables: 

· an ETSI TR (“ePassport Readers Conformance Testing”) giving a framework for the development of a conformance testing specification for e-Identification. It includes sample test cases, test purposes, validation reports and lab procedures for ePassport Readers. The Abstract Test Suite has been provided in machine processable TTCN-3 format.

· The Test system platform software, including adaptation layer, codec, test management and security profiles needed for ePassport Readers conformance testing.

· a Dissemination White Paper summarising the project experience of implementing TTCN-3 for Conformance testing of  ePassport readers.
The final deliverables of the STF (ePassport Testing Framework DTR/MTS-00126 and ePassport Prototype Test Platform DMI/MTS-00127) have been approved by the Technical Committee Methods for Testing and Specification (TC MTS).

No delay has been noticed from the original work plan.
2.3 Relation with the reference TB and with other bodies, inside and outside ETSI

STF400 is a project of ETSI Technical Committee Methods for Testing and Specification (TC MTS), which is developing specification and testing approaches suitable for the use in standardization. The membership of TC MTS includes stakeholders from operators, manufacturers and research institutions. TC MTS meets at least 2 times a year for 2 days. At each meeting the STF leader presents a progress report and draft copies of deliverables for review, and approval if appropriate, by the Technical Committee. In addition, between meetings, TC MTS members have the opportunity to undertake email reviews of draft deliverables and make comments. Conference calls and ad-hoc meetings are organised as and when required to resolve any issues and to discuss comments received.

Other ETSI technical committees to whom the output of this STF is relevant are:

· TC SCP (Smart Card Platform) and especially TC SCP-TEST
The main responsibilities of TC SCP are the development and maintenance of multi-application Integrated Circuit (IC) Card platform for general telecommunication purposes, and especially for mobile telecommunication systems; 

· TC TISPAN Working Group 7 (Competence Centre for Security): This working group is in charge of multiple security domains, including enhanced privacy & security of RFID & RFID networks.

· TC AERO (Aeronautics). The proposed project will provide especially to TC AERO’s airport service providers (e.g. FRAPORT and Munich Airport) and the main European Air Navigation Service Providers (e.g. DFS and DSNA) as well as EUROCONTROL.  

Other organizations outside of ETSI to whom the output of this STF is relevant are:

· EC Joint Research Centre (JRC): The project will involve the EC Joint Research Centre as the main partner of ETSI. 

The IPSC of the JRC (Institute for the Protection and Security of the Citizen) is responsible for this support. The STA Unit (Safety Technology Assessment) of the IPSC aims in the context of European harmonisation to support EU policies for the security of citizens and society in electronic communications, transactions and interactions.

This unit has been involved in previous Interoperability Test events for ePassport. The JRC facilities include also an ePassport Test Laboratory.

· Brussels Interoperability Group (BIG): The BIG was formed in 2006 to resolve the technical issues that arise from the development, implementation and application for EAC including a Certificate Policy. BIG has members from 20 Member States (Ministry of Interior or Security Department, Ministry of Foreign Office, National Standards Body representatives, manufacturers representatives named by countries). It also has sub groups, one for Certificate Policy (governments only) and others on conformity test specifications. The liaison with BIG has been performed by JRC.

The BIG has completed its mission and ceased its activity in 2010.

3 Overview of the organization of the activity

3.1 Team composition and experts’ qualification 

The experts were recruited from the ETSI membership in accordance with the rules of secondment. The experts have remained as employees of their ETSI member organisation and have met to work in sessions hosted in ETSI's premises in Sophia Antipolis, France. Some tasks have been performed from the experts premises.

	Expert name
	ETSI Member company
	Qualification

	Mr. Yann Garcia
	FSCOM
	TTCN-3 expert as well as expert in development of test system adaptation and codecs. Project manager for development and integration of  automated test bed for testing the interoperability of WiMAX network component (NWIOT) including integration and updating of a TTCN-3 Test specification, development of the Encoder/Decoder, development of the test adapters and automatic test bed Pilot, and validation of the NWIOT test specifications with real WiMAX vendor equipment.

	Mr. Alexander Fetke
	Testing Technologies
	Expert in TTCN-3 and TTCN-3 tools (compiler, graphical specification, implementation). Testing Technologies provides the TTCN-3 that has been chosen to develop and execute the Test system prototype. Mr Fetke left his company and the project in Dec 2010.

	Mr. Razvan Petre
	Testing Technologies
	Expert in TTCN-3 and TTCN-3 tools (compiler, graphical specification, implementation). Mr Petre has replaced Mr. Fetke in the STF.

	Mr. Alexandre Berge
	AMB Consulting SARL
	Senior TTCN-3 testing expert. Experience in TTCN-3 codec and adaptation design and development. Part of the development teams for the ETSI IPv6 and WiMAX TTCN-3 conformance test suites.

	Mr. Holger Funke
	HJP Consulting, supported by Comprion GmbH
	Expert in Testing of ePassports and ePassport Reader Systems.

He is the author of the technical guideline TR-03105 part 5 which is used as a base for developing the TTCN-3 test cases. 

	Mr. Roland Borris
	Comprion GmbH
	Expert Hardware and firmware architecture of contactless (RFID) test systems. He has a deep Knowledge in Testing of ePassport and ePassport Reader Systems 

COMPRION GmbH developed the hardware of an inspection system for ePassport Reader Systems used by the German BSI. The development within COMPRION GmbH was performed by Roland Borris

	Mr. Zdenek Riha
	Masaryk University, Brno, (Czech Republic), supported by Institut für Informatik, Universität Göttingen

	Expert in areas of biometrics, electronics passports and airport security. He was Seconded National Expert at European Commission Joint Research Centre (Italy) and part of the project team which produced tests for ePassports. 

He has implemented the conformity testing tool for electronic passports, participated in most BIG conformity tests and has experience with the development of conformity tests of inspection systems.

	Mr. Stephane Jobard
	Soliatis
	Expert in smart card technology including low layers, protocol layers and application layers (especially for ePassport = layers 6&7 + EAC).

 SOLIATIS already provides a test tool for ePassport Reader Systems based on BSI TR-03105-5 test specification

	Mr. Andras Talas
	ARH Inc, supported by AMB Consulting SARL
	Expert in ePassport Reader Hardware and Software.

ARH Inc, provided on a voluntary basis an ePassport reader to help to validate the developed prototype.

	Mr. Laurent Velez
	ETSI
	Expert in Testing and TTCN-3, he acted as STF Leader in the project.


Table 2: List of STF400 Experts

NOTE 1: Additional administrative support has been provided to STF400 by Elodie Rouveroux

(STF Support) but not charged to the project.

NOTE 2: ETSI CTI (Centre for Testing and Interoperability) has made significant contributions to this STF via Laurent Velez (STF 400 Leader), His involvement has not been charged to the project.

NOTE 3: All contributions by the JRC has been provided on a voluntary basis. His involvement has not been charged to the project.

NOTE 4: All contributions by Andras Talas (ARH inc) has been provided on a voluntary basis. His involvement has not been charged to the project.

3.2 STF teamwork, distribution of tasks, working methods

3.2.1 STF teamwork and distribution of tasks

The STF Leader, Laurent Velez, was responsible for:
· management of the STF;

· reporting of the progress of the STF to EC/EFTA and ETSI;

· intermediate reporting of the progress of the work to the relevant ETSI Technical Bodies.
The work of this STF has been split into three phases: 

· Design, implementation, and use of ePassport Test System (WP1)

· Development of ePassport Testing Framework  (WP2)

· Writing of the documentations and dissemination material, i.e., white paper (WP3)

The table below indicates the allocation of the responsibility for the STF tasks and activities:

	Task
	Task Name
	Involvement in the STF

	T1a
	Message encoders (for ePassport)
	Alexander Fetke / Razan Petre

	T1b
	Adaptation layers (for ePassport)
	Alexandre Berge / Yann Garcia / Roland Borris / Holger Funke / Stephane Jobard

	T1c
	Test Management (for ePassport)
	Alexandre Berge / Yann Garcia

	T1d
	Validation of the prototype
	Zdenek Riha / Alexandre Berge / Yann Garcia / Laurent Velez

	T2a
	Sample Test Purposes - Extension
	Alexandre Berge

	T2b
	Sample TTCN-3 Test cases - Extension
	Alexandre Berge

	T2c
	Validation
	Zdenek Riha / Alexandre Berge /  Laurent Velez

	T3a
	Dissemination White Paper
	Zdenek Riha / Laurent Velez

	T3b
	Validation report
	Zdenek Riha / Alexandre Berge /  Laurent Velez

	T3c
	Abstract Test Suite – Sample test cases
	Alexandre Berge

	T3d
	Lab procedure for standardized test reporting
	Yann Garcia / Laurent Velez


3.2.2 Working methods

The work was mainly done at ETSI premises or JRC lab facilities. However, some of the tasks did not need the experts to travel and it has been accepted to perform these tasks from the experts’ offices.

Frequent conference calls were initiated to synchronize the work.

A final session of common work synchronized the output documents for final delivery.
in summary, the STF used the following working methods:

· common sessions at ETSI's headquarters 

· experts working individually at their  home office

· validation campaigns in ETSI and JRC premises

· discussions on dedicated e-mail lists

· regular conference calls with the use of the online meeting tool (GotoMeeting) provided by ETSI.
3.3 Liaison with the reference TB and/or the Steering Group 

The STF leader or his representative has attended all TC MTS meetings for the duration of the project to report on the status, results, and outstanding issues with this technical committee. In addition, the STF communicated with TC MTS via its mailing list and in one specifically arranged ad-hoc meeting at ETSI.

The STF leader has also liaised with some other Technical Bodies by presenting the progress and outputs of the project: TC SCP, TC AERO, TC TISPAN WG7 and as well as the JRC.

3.4 Meetings attended on behalf of the STF with the reference TB and other ETSI TBs

	Meeting reference
	SCP-TEST#11

	Place
	ETSI (Sophia-Antipolis)

	Date
	Jan 13th to 15th 2010

	Participant
	Laurent Velez

	Summary
	Presented STF 400 initial status.


	Meeting reference
	MTS#50

	Place
	ETSI (Sophia-Antipolis)

	Date
	Mar 16th to 18th 2010

	Participant
	Sebastian Müller (CTI) on behalf of STF leader

	Summary
	Presented STF 400 status.


	Meeting reference
	TISPAN-WG7 #24bis

	Place
	ETSI (Sophia-Antipolis)

	Date
	June 2nd 2010

	Participant
	Laurent Velez

	Summary
	Presented STF 400 status


	Meeting reference
	SCP-TEST#14

	Place
	ETSI (Sophia-Antipolis)

	Date
	June 24th 2010

	Participant
	Laurent Velez

	Summary
	Presented STF 400 status.


	Meeting reference
	AERO#5

	Place
	ETSI (Sophia-Antipolis)

	Date
	July 7th 2010

	Participant
	Laurent Velez

	Summary
	Presented STF 400 status.


	Meeting reference
	MTS#51

	Place
	Helsinki (Finland)

	Date
	September 7-8th 2010

	Participant
	Milan Zoric (CTI) on behalf of STF leader

	Summary
	Presented STF 400 status and progress report


	Meeting reference
	MTS#52

	Place
	Berlin (Germany)

	Date
	December 14-15th 2010

	Participant
	Anthony Wiles (on Behalf of the STF leader) + Laurent Velez (Gotomeeting)

	Summary
	Presented STF 400 status and first validation report


	Meeting reference
	MTS#53

	Place
	Sophia-Antipolis (France)

	Date
	April 12-13th 2011

	Participant
	Laurent Velez

	Summary
	STF 400 progress report and review of the deliverables for discussion


- STF work has been presented in the TTCN-3 User Conference 2010 in Beijing which has been attended by large numbers of members of the international TTCN-3 community.

	Meeting reference
	ETSI TTCN-3 User Conference 2010

	Place
	Beijing (China)

	Date
	June 9th

	Participant
	Anthony Wiles

	Summary
	Presented results from first work package, i.e., development of the ePassport Test system prototype to more than 100 members of the international TTCN-3 community.


- Meetings have been made in Ispra (Italy) at the European Commission Joint Research Centre (JRC) to present the status of the STF400 and define the next steps. 

	Meeting reference
	ETSI-JRC

	Place
	Ispra (Italy)

	Date
	July 9st 2010

	Participant
	Laurent Velez

	Summary
	Presented STF 400 status and progress report


3.5 STF communications, presentations, promotion, inside and outside ETSI, WEB pages etc

- A web page has been created at http://portal.etsi.org/STFs/STF_HomePages/STF400/STF400.asp
- A presentation of the project has been done by Laurent Velez at the BIG (Brussels Interoperability Group) meeting end of 2009 in Ispra (Italy). A positive feedback has been received from the meeting attendants, which explains that several ePassport experts of the BIG have applied to participate to the STF400. 

- During the first validation session in Ispra at the JRC, the STF experts present have made a demo of the e-Passport reader test system prototype to Alois Sieber, the Director of the Security Technology Assessment Unit (STA) of the European Commission JRC.

- A demo of the ePassport reader test system prototype has been performed at the 6th ETSI Security Workshop, on the 19th Jan 2011.

4 Final status of the activity

4.1 Overview of the STF work

The work done includes the preparatory work, Test System Platform production and revision, Test Purposes production, ATS production, Validation reports and final deliverables preparation.

To achieve the above targets, a number of meetings have been held by the STF participants, together with a number of days devoted to home work. The meetings that have been held are:

The work of this STF has been split into three main phases: 

1. Design, implementation, and use of ePassport Test System (WP1)

2. Development of ePassport Testing Framework  (WP2)

3. Writing of the documentations and dissemination material (WP3)

In a challenging set of sessions of the phase 1, experts from different domains, from industry and academia, with very different skills, have been working together to create an early prototype of Conformance tester for ePassport reader.

The second phase enabled to extend the coverage of the test suite to enrich the capabilities of the prototype.

Four validation campaigns were needed to achieve the expected level of confidence in the Test Platform.
After the validation of the prototype, the STF and JRC have decided to integrate the Test Platform on a second ISO 14443 HW. The goal was to validate and improve the developed framework.

This activity proposal has been approved by TC MTS at MTS#53 meeting in April 2011. Some resources have been allocated at the end of the project to complement the tasks T1a and T1b. 

Contributions were provided by experts mainly on a remunerated basis but included also a significant amount of voluntary contributions. All the efforts contributed by JRC and Andras Talas (ARH Inc) were provided on a voluntary basis. Most work was performed in working sessions at ETSI, but some tasks have been done by experts from the offices in teleconference work sessions.

The deliverables as well as STF progress reports were drafted by all STF members and uploaded in agreed timelines to ETSI TC MTS for approval. 

Disseminating the results and educating the standardisation and implementer communities on the methodology and approach taken by ETSI is a key part of this proposed project. Work Package 3 has developed a complete set of dissemination based on ETSI's knowledge and experience of best working practices. 

4.1.1 Test Suite Clean up 

Prior to the STF, ETSI CTI and JRC have selected 11 test cases of the Test Specification. CTI has then developed some sample test cases written in the standardised test specification language TTCN-3.

The first weeks of the STF have been dedicated to improve this test suite and adapt it to the framework defined by the team. 

4.1.2 Task 1a: Message encoders (Codec)
The codec provides a translation mechanism between the abstract data structures used in the TTCN‑3 code and the concrete octet representations to be exchanged on the hardware. 

For the particular case of the ePassport test suite, the codec is also in charge of deciphering secured messages received from IUT so that they can be presented in their clear text form to the TTCN‑3 scripts, and enciphering clear text R‑APDU transmitted from TTCN‑3 to IUT when necessary.
Deliverable: Contribution to DMI/MTS-00127 (Software)
It comprises the software package that encodes/decodes the protocol messages according to the relevant protocols at the interfaces defined.

Progress/Status:

Completed
4.1.3 Task 1b: Adaptation layers
ePassport adaptation layers software. In order to execute the case study adaptation layers interfacing the TTCN-3 test drivers (system) to the underlying System Under Test (SUT) needs to be implemented. The actual implementation case study will be MRTD. The software package (source code and executable module) includes the necessary adaptation layers for MRTD.

This task includes:

· Implementation of TTCN-3 Runtime Interface (TRI)

· Implementation of external functions including especially the security functions that handles cryptology and file functions for managing passport element files. It is based on open source libraries.
· Integration of ISO1443 card emulator. The primary selected HW was CLT-1 from Comprion.

· Integration of Test data page: Mechanism of the MRZ reading

· Implementation of Upper Tester (UT) to Inspection System. It especially includes the support of the Automatic Interface Specification, as described in AIS Version 1.1: "ICAO Compliant Inspection Systems With EAC Conformity Testing - Automatic Interface Specification".

In order to validate the framework, the STF has integrated the Test System in to a second ISO1443 card emulator (ProxyLab Raisonance). The validation on this HW was out of the scope and has been however reduced to the minimum.

Deliverable: Contribution to DMI/MTS-00127 (Software)
Progress/Status:

Completed
4.1.4 Task 1c: Test Management

It is used to control Implementation Under Test (IUT), to drive tests and to get test verdict/result/report.

The Test System prototype provides a graphical user interface giving the possibility to test operator to manually enter inspection verdicts reported by IUT.
Deliverable: Contribution to DMI/MTS-00127 (Software)

Progress/Status: Completed
4.1.5 Task 1d: Integration / pre-Validation
Pre-Validation of the prototype test platform (Codec, Test Adapter, Test Management and sample TTCN-3 Test Cases from WP1).
Progress/Status:

Completed
4.1.6 Task 2a: Test Purposes
All Test Purposes are built according to ETR 266 and are about a selection of the 50 most relevant tests for an efficient coverage of the BSI TR-03105 Test specification.
Deliverable: Contribution to TR 103 200 V1.1.1. 
Progress/Status:

Completed
4.1.7 Task 2b: TTCN-3 Test Suite development
TTCN-3 Test Cases based on an extended selection performed in task T2a.

Deliverable: Contribution to TR 103 200 V1.1.1. 
Progress/Status:

Completed
4.1.8 Task 2c: Validation of the complete prototype test platform

Four validation campaigns have been needed to completely validate the prototype and to reach the targeted level of confidence required by the project. The validations have been performed in ETSI premises and in the JRC lab Biometric lab where the project team had the possibility to validate the prototype versus a large set of ePassport Inspection systems.

· The first Validation session of the STF 400 took place on week 46 (15 Nov-19 Nov 2010) in the ETSI premises.

· The second Validation session took place on 20th and 21st December 2010 in the JRC lab facilities in Ispra (Italy).

· The third Validation took place on 9th, 10th and 11th February 2011 in the JRC lab facilities in Ispra (Italy).

· The final evaluation was performed on June 13, 2011 at the ETSI premises.

The most difficult part was to validate the security profiles (Certificates, keys, Biometrics and internal Passport files) used for each test cases.

Deliverable : Contribution to TR 103 200 V1.1.1.

Progress/Status:

Completed
4.1.9 Task 3a: Dissemination White Paper

An ETSI White Paper on experiences of using TTCN-3 for ePassport Reader Testing summarising the methodology of T2b .
This Special Report is a formal ETSI deliverable, and therefore is 'long-lived', available as part of the ETSI publications catalogue to all the public, just as for any ETSI standard or specification or report. It is a key deliverable of the project in that it can be referred to long after the project has closed. 

This report is structured to provide an overview of the methodology used by STF 400 and a walk-through the most important results and findings of the project. This deliverable has been approved by TC MTS and the Executive Committee and in the process of publication on the ETSI web.

Deliverable: ePassport reader interoperability support; Prototype platform for conformance testing”

Progress/Status:

Completed and approved, waiting for publication
4.1.10 Task 3b: Validation report
This task provides a report summarising the validation activity. The outcome of this task is:

· to be able to try out the tool in a realistic environment against real ePassport reader systems 
· to get feedback on the practicality/efficiency of the test methodology and prototype software.
Deliverable: Contribution to TR 103 200 V1.1.1.

Progress/Status:

Completed
4.1.11 Task 3c: Abstract Test Suite
It contains Test method, Test Architecture, TTCN-3 source code and TTCN-3 code documentation.
Deliverable: Contribution to TR 103 200 V1.1.1.

Progress/Status:

Completed
4.1.12 Task 3d: Lab Procedure
The task led to the creation of a lab procedure for standardized test reporting following ISO/IEC 9646 and the ISO/IEC 17025 requirement for test labs. 
Deliverable: Contribution to TR 103 200 V1.1.1.

Progress/Status:

Completed
4.2 Technical risk, difficulties encountered and corrective actions taken

The development of the codec has been longer than expected and unfortunately had consumed more resources that initially scheduled. 
In order to validate and improve our framework, the STF and JRC have decided to integrate the Test Platform on a second ISO 14443 HW. The company Raisonance has provided this HW on a voluntary basis to the STF. After approval of TC MTS, some resources have been allocated to this task but were in with the budget line. The experts successfully integrated the HW to the platform. 

5 Final deliverables

	Deliverable

· Work Item code

· Doc. number (if known)

· Short title
	Current Status

(from WPM)
	Milestone

(from WPM)
	Date milestone achieved

	· DTR/MTS-00126 ePassFwk
· ePassport Testing Framework
· TR 103 200

· Framework for Developing 

Conformance Test Specifications; 

ePassport Testing Framework
	Published
	Creation of WI by WG/TB
	19/05/09

	
	
	TB adoption of WI
	25/05/09

	
	
	Start of work
	16/02/10

	
	
	Early draft
	10/12/10

	
	
	
	13/12/10

	
	
	Stable draft
	31/03/11

	
	
	Final draft for approval
	22/06/11

	
	
	TB approval
	24/07/11

	
	
	Draft receipt by ETSI Secretariat
	29/07/11

	
	
	Publication
	28/09/11

	
	
	
	

	
	
	
	

	· MI/MTS-00127 ePassProto
· ePassport Prototype Test Platform
Notes: 

Methods for Testing and Specification

 (MTS);

ePassport Readers Interoperability 

Support; Prototype Platform for 

Conformance Testing; 

ePassport Prototype Test Platform 


	Complete
	Creation of WI by WG/TB
	19/05/09

	
	
	TB adoption of WI
	25/05/09

	
	
	Start of work
	16/02/10

	
	
	TB approval
	24/07/11

	
	
	Completion
	24/07/11

	
	
	Message encoder (CODEC) finished
	30/05/11

	
	
	Adaptation Layer (Adapter) finished
	30/05/11

	
	
	Test Management finished
	30/05/11

	
	
	Prototype Validation (software) finished
	15/07/11


The Test system platform software(MI/MTS-00127), including adaptation layer, codec, test management and security profiles needed for ePassport Readers conformance testing is publicly available at the following link:

http://docbox.etsi.org/MTS/MTS/05-CONTRIBUTIONS/2011/MTS(11)0044_DMIMTS-00127_ePassport_Prototype_Platform.zip
The STF has produced an ETSI White Paper as the deliverable of the WP 3 (Dissemination) of the project. The document is named “ePassport reader interoperability support; Prototype platform for conformance testing”  and is describing the project experience of implementing TTCN-3 for the first time in the ePassport and reader domains.

This document has been approved by the TC MTS and the ETSI Executive Committee (XT), and is publicly available on the ETSI web, in the section “White Papers”.

http://www.etsi.org/WebSite/technologies/WhitePapers.aspx
6 Resources allocated and spent

6.1 EC/EFTA contract conditions

6.1.1 Total action cost

	
	Person-days
	Rate (€/day)
	Total €
	%

	EC
	215
	600
	129 000
	 

	Travel
	 
	
	5 000
	 

	Total EC Contribution
	215
	
	134 000
	55%

	Partner Contribution (ETSI CTI)
	20
	600
	12 000
	 

	Voluntary expert contribution
	20
	600
	12 000
	 

	Contributions in-kind
	135
	600
	81 000
	 

	Total ETSI Contribution
	175
	
	105 000
	45%

	 
	 
	
	 
	 

	TOTAL
	390
	
	239 000
	100%


6.1.2 Contribution in kind
The in-kind contribution is indicated in the relevant estimated financial budget and will follow the provisions of Article II.15.5 of the Framework Partnership Agreement between ETSI and the European Commission signed on 04 February 2009. An in-kind contribution amounting to 81 000 € (the equivalent of 135 man-days) will be provided as an element of the co-financing of this action. These 135 man-days will be justified by signed attendance sheets by participants in the planned activity. Signatures at TB and reference body meetings will be valued at three times the one day signed for. Signatures from other standards body meetings, workshops, consultations, test events, etc, will be solely for the eligible day or half-day. 

A further 20 man-days (12 000 €) of this in-kind contribution total will be provided by ETSI member companies as STF expert contributions (as measured by the ETSI TAM application). 
The total cost of funding via in kind contribution is 93 000 € (39% of the total action cost).
6.2 Summary of resources allocated and spent (real cost)

Table 1a: EC/EFTA funding

	EC/EFTA contribution

	
	Manpower
	Travel
	Total
	Notes

	
	Days
	Rate
	EUR
	EUR
	EUR
	

	Funded
	215
	600
	129 000
	5 000
	134 000
	

	Spent
	215
	600
	129 000
	2 865
	131 865
	One travel cost estimated

	Balance
	
	
	
	2 135
	2 135
	


Table 1b: ETSI contribution
	ETSI contribution 

	
	Required
	Achieved
	% 
	Notes

	Equiv. amount
	days
	EUR
	days
	EUR
	achieved
	

	In-kind
	135
	81 000
	158
	94 800
	117%
	

	Expert volunt.
	20
	12 000
	22
	13 200
	110%
	

	CTI
	20
	12 000
	20
	12 000
	100%
	

	Total
	175
	105 000
	200
	120 000
	114%
	


Table 2a: Time spent by experts (remunerated)

	Company / ETSI Member
	Expert
	Work days
	Rate
	Cost

(EUR)

	AMB Consulting SARL
	Berge, Alexandre
	55,00
	600
	33 000

	FSCOM
	Garcia, Yann
	48,00
	600
	28 800

	Comprion GmbH
	Borris, Roland
	17,00
	600
	10 200

	HJP Consulting GmbH, supported by Comprion GmbH
	Funke, Holger
	16,00
	600
	9 600

	Testing Technologies
	Fetke, Alexander
	33,00
	600
	19 800

	Testing Technologies
	Petre, Razvan
	6,00
	600
	3 600

	Masarykova Univerzita, supported by Institut für Informatik
	Riha, Zdenek
	24,00
	600
	14 400

	SOLIATIS
	Jobard, Stephane
	16,00
	600
	9 600

	Total
	
	215,00
	600
	129 000


Table 2b: Time spent by experts (voluntary)
	Company / ETSI Member
	Expert
	Work days
	Equiv. rate
	Equiv. amount

(EUR)

	AMB Consulting SARL
	Berge, Alexandre
	5
	600
	3 000

	FSCOM
	Garcia, Yann
	3
	600
	1 800

	Comprion GmbH
	Borris, Roland
	2
	600
	1 200

	HJP Consulting GmbH, supported by Comprion GmbH
	Funke, Holger
	2
	600
	1 200

	Testing Technologies
	Petre, Razvan
	5
	600
	3 000

	SOLIATIS
	Jobard, Stephane
	2
	600
	1 200

	Masarykova Univerzita, supported by Institut für Informatik
	Riha, Zdenek
	3
	600
	1 800

	Total
	
	22
	600
	25 200


Table 2c: Time spent by CTI (Partner contribution)
	CTI contribution
	Expert
	Work days
	Equiv. rate
	Equiv. amount

(EUR)

	ETSI
	Velez, Laurent
	20
	600
	12 000

	Total
	
	20
	600
	12 000


Table 3: Travels
	Expert
	Event
	Place
	Date

from
	Dur. days
	Cost

(EUR)
	Notes

	Velez, Laurent
	JRC STF progress report
	Ispra
	08/07/2010
	2
	240,00
	

	Velez, Laurent
	JRC Validation
	Ispra
	19/12/2010
	4
	364,55
	

	Berge, Alexandre
	JRC Validation
	Ispra
	19/12/2010
	4
	297,50
	

	Berge, Alexandre
	Test System Validation
	Ispra
	08/02/2011
	4
	265,51
	

	Velez, Laurent
	Test SYstem Validation
	Ispra
	08/02/2011
	4
	426,20
	

	Riha, Zdenek
	Test System Validation
	Ispra
	09/02/2011
	3
	146,28
	

	Funke, Holger
	Test System Validation
	Ispra
	10/02/2011
	2
	600,00
	Estimated

	Berge, Alexandre
	JRC meeting
	Ispra
	04/07/2011
	2
	127,49
	

	Velez, Laurent
	JRC meeting
	Ispra
	04/07/2011
	2
	261,93
	

	Garcia, Yann
	JRC meeting
	Ispra
	04/07/2011
	2
	135,75
	

	Total
	
	
	
	
	2 865,21
	


7 In-kind contribution

7.1 In-kind contribution objectives achieved

158 working days (94 800 EUR) of in-kind contributions have been provided through, participation, necessary preparation, and review at TC MTS as well as participation at TC SCP-TEST, TC TISPAN WG7 and TC AERO, as well as participation at the 2010 TTCN-3 user conference. These 158 man-days have been justified by signed attendance sheets by participants in the planned activity.
22 man-days (13 200 €) of this in-kind contribution total has been provided by ETSI member companies as STF expert contributions (as measured by the ETSI TAM application.

20 man-days (12 000 EUR) has been provided by the experts of the ETSI Centre for Testing and Interoperability (CTI).
Table 1b: ETSI contribution
	ETSI contribution 

	
	Required
	Achieved
	% 
	Notes

	Equiv. amount
	days
	EUR
	days
	EUR
	achieved
	

	In-kind
	135
	81 000
	158
	94 800
	117%
	

	Expert volunt.
	20
	12 000
	22
	13 200
	110%
	

	CTI
	20
	12 000
	20
	12 000
	100%
	

	Total
	175
	105 000
	200
	120 000
	114%
	


Table 5: In-kind contribution

	Type
	Start date
	Event description
	Num part
	Total days
	Equiv. amount

(EUR)
	Notes

	Stakeholders
	13/01/2010
	SCP_TEST#11
	6
	6
	3 600
	6 people, 1 day

	ETSI meeting
	16/03/2010
	MTS#50
	6
	18
	10 800
	6 people, 3 days

	ETSI meeting
	02/06/2010
	TISPAN # 24 bis
	4
	4
	2 400
	4 people, 1 day

	Stakeholders
	08/06/2010
	TTCN 3 conference
	51
	51
	30 600
	51 people, 1 day

	ETSI meeting
	24/06/2010
	SCP TEST # 14
	7
	21
	12 600
	7 people, 3 days

	ETSI meeting
	07/07/2010
	AERO#5
	7
	7
	4 200
	7 people, 1 day

	ETSI meeting
	07/09/2010
	MTS#51
	8
	24
	14 400
	8 people, 3 days

	ETSI meeting
	14/12/2010
	MTS#52
	8
	24
	14 400
	8 people, 3 days

	ETSI meeting
	12/04/2011
	MTS#53
	5
	3
	1 800
	5 people, 3 days

	Total
	
	
	
	158
	94 800
	


8 Performance indicators

8.1 Performance indicators required in the EC/EFTA contract

Effectiveness:

· So far  11 meetings (including conferences) have been attended (8 ETSI meetings, the TTCN-3 User Conference, the ETSI 6th Security workshop, and ETSI-JRC joint meeting)

· A total of about 102 people have been participating in meetings where STF work has been presented, including standardization experts, product managers and TTCN-3 engineers.

· At least 11 presentations have been made to ETSI Technical Committees, other organizations like JRC, as well as one ETSI TTCN-3 User Conference 

· The demo of the Test system has been made at the ETSI 6th Security Workshop allowing dissemination of the STF results to more than 150 attendants.

· Feedback received from the presentations has been extremely positive and triggered further investigation about the deployment of conformance testing of eMRTD or eID document. 

Stakeholder engagement, including dissemination of results:

The STF is composed from highly skilled experts with a wide representation of industry including members from the ePassport community, the academic research community active in the security technologies, commercial TTCN-3 test tool vendors, and commercial test system vendors.
The STF has worked very closely with TC MTS to ensure that the prototype meets the needs and requirements of the ETSI Methodology. 
8.2 Performance Indicators objectives not achieved

None

