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Trustworthyness 
Vertrauenswürdigkeit 

(Anwendungssicherheit) 

Safety, Reliability 
Zuverlässigkeit 

(Funktionssicherheit) 

Secrecy/Confidenetiality 
Verborgenheit 

(Sicherheit gegen  
Angriffe) 

Guidelines, Technics & Mechanisms Usability 
Nutzbarkeit 

(Nutzungssicherheit) 

Sustainability 
Annehmbarkeit 

(Rechtssicherheit) 

Practical/Resilience 
Engineering                    

Social/ 
               Political 

ISMS, CSM, SEC,  
SCS, IMPT etc.  

ISO SC 27 Standards - Normen 
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Cloud Computing 
Security & Privacy 
SC27 SP 1010-1103 

JTC1 SC27 WG5-SC38 
 FDIS29100/1 Privacy FW/Arch 

FDIS24760 IdMan FW 
WD29146 AccessMan FW 

CD29115/X.ea EntityAuthÁssurance 
FDIS24745 Biometrics InfoProtection 

WD29190 PrivCapabilityAssessment Model 
CD29191Anonymous Authentication 

SC27 WG1 
ISO/IEC 27001-27016  
NWI InfoSecControls  

for CloudServices 

JTC1 SC27-SC38 
CloudSecAlliance Liaison 

JTC1 SC27/WG5 
Biometrics,  

Identity&Privacy 

JTC1 SC27-ITU-T SG13 / ENISA 
Cloud Computing 

JTC1 SC7-SC27 Liaison 
ISO/IEC FDIS19770-2(2009) 

„SW-Id-tag“ 
Authentication Coding 

SC27 WG4 
ISO/IEC 27033/27036 

Network Security 
Security Gateway 
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Trustworthiness  
Into IT Products 

„Vertrauenswürdigkeit“ 
v. IT Produkten 

Sicherung v. 
IT Sicherheit  

Security Assurance 
ISO/IEC TR 15443 

Meth. Evaluation v. 
IT Sicherheit  

Methodology for IT Sec Evaluation 
(Common Evaluation Methodology) 

ISO/IEC 18045 

Erteilung v 
Sicherheitszertifikaten  

Common Criteria 
ISO/IEC 15408 

Sicherheit v Systemen  
Security Assessment of Operation Systems 

ISO/IEC TR 19791:2006 OS 
ISO/IEC 19790:2006/Cor.1 CM 

ISO/IEC 19792 Biometrics 

Sicherheitstechnologie 
Cryptographic Modules 

ISO/IEC 19790 
(FIPS PUB 140-2)  

SW Entwicklung Ablaufmodel 
Capability Maturity Model 

ISO/IEC 21827 

 2 

 1 

 3 



Jan deMeer, 
04.01.2012 

Jan deMeer, 04.01.2012 smartspacelab.eu - ATEM p. 7 Jan deMeer, 04.01.2012 smartspacelab.eu - ATEM p. 7 

!"')24)!6<9WAG)M)&!-)!E]A8J)/)!AW<9:8J)!WDASAG1))

)&!-`&"#)K?aPL)#6SS67)#9:8A9:E)-VA9V:AZ)

Erteilung v 
Sicherheitszertifikaten  

Common Criteria 
ISO/IEC 15408 

Part 1: 
Intro – General Model 

Evaluierungsgegenstand 
Target of Evaluation 

Part 2:  
Sec Functional Reqs 

Sicherheitsanforderungen 
Funktionalitätsklassen 

Part 3: 
Sec Assurance Reqs. 
Evaluierungskriterien 

Evaluation Assurance Levels 

Schutzprofil- 
Erstellung  

Protection Profiling  
ISO/IEC TR15446 

DIN NIA27 
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NGN Stakeholders (= UML Actors) 
Security Objectives depend from Actor Roles 

Stakeholder Specification  
[ActorName: NGNRoles, (ListOfHasRelationships)]: 

[EndUser: Srvc-Receiver(push)/Srvc-Initiator(pull), (CP,SP,RA,MF)]  
[ContentOwner:  Content-ProviderForDistribution, (CP,RA)] 

[ContentProvider: Content-Distributor-OnD/BrCst/MuCst, (CO,EU,SP)] 
[RegulatoryAuthoritory: Privacy/DtPro/SafetyProvider, (SP, EU, CP)] 

[LawEnforcementAuthority: LawfulInterception / DataRetention -
DataRecipient, (SP)] 

[ManuFacturer: SW/HW-Provider, (RA,SP,EU)]  

[TrustedThirdParty: PKI-Services, (SP, EU, CP)] 
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y=eG GME 

HMon 

e 

-y b=-yH 

DE:r=e-b M= y/r = eG/(e+eGH) = G/(1+GH) 
Metric of Resilience = (1+GH) M 

Vulnerable Resources 
Assets 

Resilience Capability 

•  G,H are  assets/resource-consuming Actors:   
•  ME: Managed Entity + DE: Decision-making Element 

•   y is targeted system state 
•   Embedded System Behahior is gradient GH, i.e. positiv or negativ,  
•   Gradient GH >1 strengthens, GH <1, weakens, GH <0 out-of-control !  
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Resilience means, System shall be capable, to operate compliant to the 
reference signals r ! 

A system turns vulnerable iff the targeted system state y 
gets out of control,  

i.e. the gradient comprising vulnerability * resilience is G*H=-1 

In other words y is unknown for fixed reference signals r  

Danger: A safe System y=eG could become vulnerable (risky) by 
inventing a Resilience Component H that influences System 
Gradient in a destructive way, i.e. gradient gets negative! 
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Basically in order to eliminate Effects of failures Issued by  

diverging results wrongly computed from control commands u->y 

Diverging inputs wrongly derived from reference commands r 

To achieve System Stability by providing Activity Control 

To achieve System Reliability by providing Asset/Resource Control 

To achieve System Robustness/Resilience by providing Interference/ 
Jamming Control 

To achieve System Safety/Availability by providing Sensitivity Control to 
internal function performances 
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NGN Security 
Ontology 

Security 
Services 

Security 
Mechanisms 

Security 
Policies 

uses 

uses uses 



32 

!"')24)M)"'!&)'&!c,.P_`3'!)f)

).0.)'*%M,7EFJG:G)0<:QAF:7AG)dKe)

, )!AW<9:8J)"7V:967SA78))

*ZW # #A..$5/60%.#0%#);'#\0T#

*ZU # #A..$5/60%.#0%#);'#\0T#'%1,(0%5'%)#

*Zh # #A..'). ##

*ZX # #\;('*)#*-'%).#

*ZO # #\;('*). ##

*Zi # #C'4$(,)8#/03,4,'.#aLG\BL?Ajb ##

U )!AW<9:8J)-;hAW=VAG))

2ZW # #C'4$(,)8#02M'461'.#<0(#);'#\0T#

2ZU # #C'4$(,)8#02M'461'.#<0(#);'#\0T#'%1,(0%5'%) ##

# )&')!AW<9:8J)%Ai<:9ASA78G)

4ZW # #*..')#.'4$(,)8#('J$,('5'%).#

4ZWZW# #*..')#.'4$(,)8#<$%460%*3#('J$,('5'%).#aBCL#WOXVkb ##

4ZWZU# #*..')#.'4$(,)8#*..$(*%4'#('J$,('5'%).#

4ZU # #T%1,(0%5'%)#.'4$(,)8#('J$,('5'%).#aLG\BL?Ajb ##

b ),CCF:WE=67)768AG)d-c'&-.,+e)

" )%E=67EFAH)8DE8)9A]A9G)86)8DA)B6EF)E7Q)C<9C6GA)6])'*%,)EG)QAg7AQ):7)'*%,)
G8AC)K)E7Q)9AW69QAQ):7)8DA)A'*%,)'6")bAGW9:C=67)8E;FAR)



Jan deMeer, 04.01.2012 smartspacelab.eu - ATEM p. 35 Jan deMeer, 04.01.2012 

!AW<9:8J)"VEF<E=67/'AG=7B)29ESA469[1))

)0A7A9EF)%Ai<:9ASA78G)

!   Q'%'(*3#T1*3$*60%#@'J$,('5'%).c##

•  C$//0()#R'.,-%#<0(#A..$(*%4'#

•  C$//0()#G(,1*48#28#R'.,-%#

•  C$//0()#C'4$(,)8#28#R'.,-%#

•  T1*3$*)'#G'(<0(5*%4'#Y#l0C#

•  T1*3$*)'#C'4$(,)8#G(0/'(6'.##IBAAA#

•  T1*3$*)'#G(,1*48#

•  [*3*%4'#\(*&'H0mc##

•  l0C#1.Z##C'4$(,)8#G(,1*48#
•  I0.)#)(*&'H0m#



Jan deMeer, 04.01.2012 smartspacelab.eu - ATEM p. 36 Jan deMeer, 04.01.2012 

!AW<9:8J)"VEF<E=67/'AG=7B)29ESAZ69[1))

)06EF)bAg7:=67)

!   C'4$(,)8#T1*3$*60%#Q0*3#R'=%,60%c#

•  I0$%)'(5'*.$('.#5$.)#2'#'1*3$*)'&#)0#2'#.$n4,'%)38#*%&#40(('4)38#,5/3'5'%)'&#

•  T1*3$*60%#,.#*%#'m0()#)0#5'*.$('#&'-(''#0<#7;,4;#40$%)'(5'*.$('#('J$,('5'%).#*('#

,5/3'5'%)'&#28#C\Y#GGY#\0To#

•  C$n4,'%48#,.#&'=%'&#,%#)'(5.#0<#TAjW#)0#TAjN#

•  I0(('4)%'..##5'*%.##);*)#*#4'()*,%#40$%)'(5'*.$('#&0'.#.'5*%64*338#'^*4)#p430.'#);'#

&00(q#)0#*#4'()*,%#);('*)#0(#1$3%'(*2,3,)8#

•  D'*.$('5'%)#,.#&0%'#28#5'*%.#0<#)003#/3*r0(5#$.'&#)0#-')#;'$(,.64S)'.)'&#

5'*.$('.#0<#/(01,&,%-#40%=&'%4'#)0#405/3,*%4'#2')7''%#('J$,('5'%).#a50&'3b#*%&#

,5/3'5'%)*60%#a.8.)'5bZ##



Jan deMeer, 04.01.2012 smartspacelab.eu - ATEM p. 37 Jan deMeer, 04.01.2012 

!AW<9:8J)"VEF<E=67/'AG=7B)29ESAZ69[1)))

)'EG[)bAg7:=67G)

#WZ## #,&'%6<8#);'#405/0%'%).#0<#);'#C'4$(,)8#T1*3$*60%#C8.)'5HD0&'3#<0(#?Q?H2*.'&#

#C8.)'5.SA//3,4*60%.c#aC'4$(,)8#A(4;,)'4)$('Y#C5*()#D')'(,%-bY#,Z'Z#\0T#T%1,(0%5'%)#

#a\@WkNVVVU1hZVZOY#=-ZQZUY#//WVOb#

# ##

#UZ #,&'%6<8#*#C'4$(,)8#T1*3$*60%#D');0&030-8#,%#)'(5.#0<#C'4$(,)8H('3*)'&#

#405/0%'%).Y#,Z'Z#,C\Y#GGY#\0Tc#a\F@A#@,.+#D')(,4.Y#\F@A#D');0&030-8Y# #.)'%4,3#

#<0(#\0TY##A$);0(,_*60%#D0&'3b#

#hZ #,&'%6<8#*%#*//(0/(,*)'#C'4$(,)8#T1*3$*60%#C'5*%64.Y#'Z-Z#IL@ACY#)0#5*+'#

#&'4,.,0%.#0%#5'*.$('5'%).#

#XZ #,&'%6<8#*#C'4$(,)8#T1*3$*60%#\003#[0^#aG3*r0(5bY#'Z-Z#D\CH\\I?HhY#\F@AY#PDjY#

#C'4$(,)8#j0-,4.Y#RsgBHFCTSCj#')4Z#405/3,*%)#7,);#);'#C'4$(,)8#T1*3$*60%#

#C'5*%64.#a\F@A#P/&*6%-b#

#OZ #,&'%6<8#C'4$(,)8#T1*3$*60%#Q$,&'3,%'.#0%#;07#)0#*4;,'1'#C$n4,'%48#0(#

#I0(('4)%'..#7,);#('./'4)#)0#);'#C'5*%64.#*%&#28#5'*%.#0<#)003H20^##*//3,4*60%#

#a@'50)'#A44'..#P.'#I*.'b#



Jan deMeer, 04.01.2012 smartspacelab.eu - ATEM p. 38 Jan deMeer, 04.01.2012 

!"')24)M)3A8D6Q6F6B:WEF)bACA7QA7W:AG)

C'5*%64.#

'Z-ZIL@AC#

\003#[0^#

'Z-Z#PDjY#\\I?HhY#

RsgBHFCTUHCj#

D');0&030-8#

a('4$(.,1'b\F@A#

Q$,&'3,%'.#

\F@A#

C8.)'5D0&'3##
a'52'&&'&#\0Tb#



!"')24)M)"'!&)'*%,)3A8D6Q6F6BJ))

WZ #'*%,)&%<0(5*60%#30&'3#)0#-*,%#C'4$(,)8H('3*)'&#C8.)'5#R'/'%&'%4,'.#

OR   '*%,)b*)*#U*.'#)0#(')(,'1'#.'4$(,)8H('3*)'&#.8.)'5#&*)*#./'4,=4*60%.#

@R   '*%,)c(04'..#30&'3#)0#*4;,'1'#;,-;#3'1'3#.'4$(,)8#A..$(*%4'.#28#

('4$(.,1'#*//3,4*60%#0<#3,%'*(#\F@A#/*);.#

aR   '*%),%*38.,.#+*%-$*-'#)0#./'4,<8#C'4$(,)8#R'/'%&'%4,'.#a3,%'*(#/*);b#

?R   '*%,)'003#U0^#40%)*,%,%-#O#-'%'(,4#)003.#*%&#1*(,0$.#40%4(')'#)003#
4*%&,&*)'.#)0#,%.)*%6*)'#-'%'(,4#)003.##

WZ  Q'%'(,4#)003#&'=%'.#,%/$)S0$)/$)#('3*60%.;,/#

UZ  I0%4(')'#)003#/'(<0(5.#,S0#('3*60%.;,/#*%&#)(*%.<0(5.#&*)*#

Jan deMeer, 04.01.2012 smartspacelab.eu - ATEM p. 39 



'*%,)&7]69SE=67d'9AAe)36QAF)dKe)

44 

!   !"#$%&'(#%*5'Y#&'.4(,/60%Y#/$(/0.'Y#-0*3Y#\0Tt*..$5/60%Y#\0Tt'%1,(0%5'%)Y#*..$5/t#0%t\'THT%1Y#

\0Tt&')*,3.Y#=1/>?6:$#2@?;<(ABB$:@?;<(C$%@DEF@?;b#
•  !"#$%&)*+,-%&'(#%*5'Y#&'.4(,/60%b#

•  !.//+*%&'(#%*5'Y#&'.4(,/60%Y#4*)'-0(8Y#&'/'%&'%4,'.Y#40%)*,%5'%)b#

•  !0+1%234%&'c#4*)'-0(8Y#%*5'Y#&'.4(,/60%b#

!   !506%&'c#%*5'Y#&'.4(,/60%Y#sC@t43*..Y#C$%@DEF@?;<#019416$6:@?;Bb#

!   !.3/*%78%&'c#%*5'Y#&'.4(,/60%Y#@,.+t@'&$460%tF*3$'Y#C$%@DEF@?;Y#0G@259"8H@?;<(I$5J6$BB@?;b##

•  aIDts*5,38tB&c#%*5'Y#&'.4(,/60%Y#4*)'-0(8b#

•  au'*+%'..tB&c#%*5'Y#&'.4(,/60%Y#K386@?;<(=L#$5:@?;<(M6@?6%";$6:@?;b#

!   !9:;)%&'c#%*5'Y#&'.4(,/60%Y#ABB$:@?;<(=L#$5:@?;b#

!   !"<,+=*%&'c#%*5'Y#&'.4(,/60%Y#);('*)t*-'%).Y#*$)05*)'&t);('*)Y#=L#$5:@259"8H@?;<(ABB$:@?;b##

•  !"<,+=*%5=>?;@%&'c#%*5'Y#&'.4(,/60%Y#4*)'-0(8b#

Jan deMeer, 04.01.2012 smartspacelab.eu - ATEM p. 44 



'*%,)&7]69SE=67)d'9AAe)36QAFdOe)

45 

!   !A)%&)1%&'c#%*5'Y#&'.4(,/60%Y#(M6@?6%@259"8H@?;b#

•  !A)%&)1%5=>?;@%&'c#%*5'Y#&'.4(,/60%Y#4*)'-0(8b#

!   !&>B=1*%&'c#A..')tB5/*4)Y#Av*4+tB%)'%.,)8Y##B5/*4)tF*3$'Y#=L#$5:@?;b#

!   !6?/C%&'c#j,+'3,;00&tF*3$'Y#B5/*4)tF*3$'Y#@,.+tF*3$'Y#=L#$5:@?;b#

!   !D?C+;?<##'%&'c\,5'Y#T^/'(6.'Y#g%073'&-'Y#L//0()$%,)8Y#TJ$,/5'%)Y#

j,+'3,;00&tF*3$'Y#=L#$5:@?!b#

!   !.)=;@/?/%&'c#C)*%&*(&.tR'.,-%Y#B5/3'5'%)*60%Y#L/'(*60%Y#@'-$3*)0(8tB5/*4)Y#

D*(+')tA44'/)*%4'Y#@,.+t@'&$460%tF*3$'Y#AEB:@0G@?;b#
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!   I0(('4)%'..#I(,)'(,*c##

•  B<#*%#'%)(8#;*.#%$33#0$)/$)#/0,%)'(.#,)#,.#4*33'&#3'*1'H'%)(8#

•  B<#*%#'%)(8#;*.#%$33#,%/$)#/0,%)'(.#,)#,.#4*33'&#(00)H'%)(8#

•  B<#*%#'%)(8#;*.#0%'#0(#50('#,%/$)#*%&#0$)/$)#/0,%)'(.#,)#,.#4*33'&#,%)'(,5.H'%)(8#

•  j,%+.#5$.)#/0,%)#$/7*(&#)0#*%#'%)(8#0<#*#;,-;'(#)'*(o#

•  \0#A%#,%)'(,5.H'%)(8#5$.)#/0,%)#0%'#0(#50('#,%/$)#/0,%)'(.#

•  s(05#A%#,%)'(,5.H'%)(8#5$.)#/0,%)#0%'#0(#50('#0$)/$)#/0,%)'(.#

•  @00)#\'*(#T%)(,'.#*('#<'&#28#C'4$(,)8#G*(*5')'(#R'=%,60%.#
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Security Parameter Definition: 
Details, Values, Assumptions, Implementation, Equipment, Knowldege, …  

1 Root-Entry Tear 

3 interims-entry Tears 

1 Leave-Entry Tear 
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\003b 

KR'6")a/$(/0.'Y#
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EGG<SC=67Gb#

w#
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!   '*%,)'66F;6l)W6SC9:GAG))

•  ?))BA7A9:W)866FG))
•  )0#./'4,<8#-0*3#('J$,('5'%).Y##

•  )0#405/*('#-0*3#('J$,('5'%).#7,);#4$(('%)#\($.)70();8%'..#l0C#0<#\0TY##

•  )0#5*+'#&'4,.,0%.#0%#40$%)'(5'*.$('#*&*/)*60%.#28#*%*38.,%-#,&'%6='&#

(,.+.#*%&#F$3%'(*2,3,6'.#0<#\0T#

•  \0#&,.)$(2#*#40$%)'(5'*.$('!.#'m'4)#0%#\0T#a)0#.,5$3*)'#('*3#*v*4+b#

•  \0#5'*.$('#4$(('%)#2';*1,0$(#0<#\0T#*%&#)0#)(*%.3*)'#5'*.$('5'%).#,%)0#

l0C#3'1'3.#0<#\($.)70();8%'..##

•  );'#\0T##7;,4;#+''/.#);'#*..').#2',%-#.*<'-$*(&'&#*-*,%.)#*%8#'m0()#0<#*v*4+#

•  @'4$(.,1'#*//(0*4;#)0#5,%,5,_'#(,.+.#0<#*v*4+.#*%&#1$3%'(*2,3,6'.#0<#);'#\0T#
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#s(05#);'#pB%<0(5*60%#D0&'3#ahbq#7'#&'(,1'#1*3,&#\F@AH/*);.c#

•  A#1*3,&#/*);#,.#*#.'J$'%4'#0<#.)'/.#<(05#(00)#'%)(8#)0#*#3'*1'#'%)(8Y#7,);0$)#

4843'.#a3,%'*(bY#/(01,&'&#);'('#,.#%0#<''&H2*4+#)'.6%-#4;*%%'3#)003o##

•  A3)'(%*61'#/*);.#-')#40%%'4)'&#28#30-,4*3#A?R#E#%0)#L@Y#2'4*$.'#);'#.$5#0<#

,%<0(5*60%#7;,4;#,.#4033'4)'&#28#)(*1'(.*3.#,.#'%)'('&#)0#);'#3'*1'.#

•  F*3,&#/*);.#5*8#.)*()#*)#&,m'('%)#(00).#*%&#'%&#*)#&,m'('%)#3'*1'.Y#'Z-Z#

WZ  aIDts*5,38##K#E+=C)+//#H]#A2.)(*4)IDb#H]#A%*38.,.9I0.)['%'=)Y#

A2.)(*4)ID:##

•  a"<,+=*#K#9:;)+,=3?;?*@#K#A)F=)*+'&)1?'+)*b#H]#u'*+%'..#

•  aA..')#K#\;('*)s*5,38b#H]#\;('*)#

•  aA..')#H]#\;('*)b#H]#F$3%'(*2,3,)8#

•  $%7*%)'&B%4,&'%)#H]#P%B%4s*5,38#
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!   s(05#);'#pB%<0(5*60%#D0&'3#ahbq#7'#&'(,1'#1*3,&#\F@AH/*);.c#

UZ #a\0TtB%)'(<*4'#K#A..')#K#C'4$(,)8tL2Mb#H]#\0T#

hZ #aA..')#H]#\;('*)b#H]#a@,.+#K#B5/*4)#K#j,+'3,;00&b##

XZ #I05/0%'%)#H]#sC@#

•  \;'#<0(5'(#X#/*);S)(''.#&'=%'#*33#i#3'*1'H'%)(,'.#405/3')'38#7()#

##\F@AY#,Z'Z#);'('#,.#%0#0/60%*3#/*);#<(05#(00).#)0#3'*1'.o#

Jan deMeer, 04.01.2012 
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•  ,<8DA7=W:8Jc#*$);'%64#('<'('%4'#.,-%*33,%-#,%/$).#(#<(05#[jx#)0#C\u.#0(#'%-,%'#

&(,1'(.#0(#L[P.Y#,<#%'4'..*(8#28#*$);'%64*60%#/(0)0403.y##

•  G('1'%60%#0<#D*.J$'(*&'#*v*4+.#

•  #67gQA7=EF:8Jc#40%=&'%6*3#,%)'(*460%#2')7''%#0M#*%&#TM#,%.6)$60%.Y#(e.g. 
OBU, RBC, LEU, Stellwerk, BLZ etcZb#,%#0(&'(##

•  \0#/('1'%)#T*1'.&(0//,%-#*v*4+.Y#,Z'Z#*33#/*(6'.#%''&#)0#2'#3'-,65*)'&#

•  \0#5*,%)*,%#G(,1*48#0<#4055$%,4*60%#);*)#.;*('#5'&,*#7,);#);'#/$23,4#&05*,%y##

•  ,VE:FE;:F:8Jc#T%<0(4'5'%)#0<#%'4'..*(8#2*%&7,&);#0%#&'5*%&#<(05#*$);0(,_'&#

/*(6'.Y#'Z-Z#)0#.'(1'#.,-%*33,%-#a(b#0(#5'*.$('5'%)#a8b#2*%&7,&);#&'5*%&'&#28#[jx#

•  &78AB9:8Jc#)(*%.5,..,0%#0<#.)''(,%-#,%.)($460%.#$#*%&#1*(,*23'#5'*.$(5'%).#8#5$.)#2'#

.*<'##

•  \0#/('1'%)#405/(05,.*60%#0<#<HJ#28#*v*4+'(.##
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