DEG 201 581 V0.0.1 (2012-03)
8

[bookmark: doctype][bookmark: page2][bookmark: pages12][bookmark: docnumber][bookmark: docdate]DEG 201 581 V0.0.1 (2012-03)
[bookmark: doctitle]Methods for Testing and Specification (MTS);
Security design guide enabling test and assurance (V&V)
[bookmark: doclogo]
<







[bookmark: GSBox]
[bookmark: doctypelong]ETSI GUIDE
[image: ETSI_BG_final_new]



Reference
[bookmark: docworkitem]<Workitem>
Keywords
[bookmark: keywords]<keywords>

[bookmark: ETSIinfo]ETSI
650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +33 4 92 94 42 00   Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association à but non lucratif enregistrée à la
Sous-Préfecture de Grasse (06) N° 7803/88



Important notice
Individual copies of the present document can be downloaded from:
http://www.etsi.org
The present document may be made available in more than one electronic version or in print. In any case of existing or perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF). In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive within ETSI Secretariat.
Users of the present document should be aware that the document may be subject to revision or change of status. Information on the current status of this and other ETSI documents is available at http://portal.etsi.org/tb/status/status.asp
[bookmark: mailto]If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp
Copyright Notification
No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

[bookmark: doccopyright][bookmark: copyrightaddon]© European Telecommunications Standards Institute yyyy.
[bookmark: tbcopyright]All rights reserved.

DECTTM, PLUGTESTSTM, UMTSTM and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPPTM and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.


Reproduction is only permitted for the purpose of standardization work undertaken within ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

Contents
Intellectual Property Rights	5
Foreword	5
1	Scope	6
2	References	6
2.1	Normative references	6
2.2	Informative references	6
3	Definitions, symbols and abbreviations	7
3.1	Definitions	7
3.2	Symbols	7
3.3	Abbreviations	7
4	The security design lifecycle	7
4.1	Overview	7
4.2	Development lifecycle stages	8
4.3	Security processes	8
4.3.1	Risk Analysis	8
4.3.2	Specification	8
4.3.3	Verification	8
4.3.4	Assurance	8
5	Tools and methods mapping to lifecycle stages and security processes	9
Annex A (informative): Application of common criteria in security standardisation	10
Annex B (informative): Application of security assurance profile in security standardisation	11
Annex <y>: Bibliography	12
History	13
A few examples:	13

[bookmark: _Toc319332017]
Intellectual Property Rights
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (http://ipr.etsi.org).
Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
[bookmark: _Toc319332018]Foreword
[bookmark: For_tbname][bookmark: For_voteonly][bookmark: For_standards][bookmark: For_procedure]This final draft ETSI Guide (EG) has been produced by ETSI Technical Committee Methods for Testing and Specification (MTS), and is now submitted for the ETSI standards Membership Approval Procedure.
[bookmark: _Toc319332019]
1	Scope
The present document extends the guidance given in EG 202 387 [i.1], TS 102 165‑1 [i.2] and TR 187 023 [i.3] to the verification and validation elements of the lifecycle of a product or service.

[bookmark: _Toc319332020]2	References
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
[bookmark: _Toc319332021]2.1	Normative references
The following referenced documents are necessary for the application of the present document.
Not applicable.
[bookmark: _Toc319332022]2.2	Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[bookmark: REF_EG202387][i.1]	ETSI EG 202 387: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Security Design Guide; Method for application of Common Criteria to ETSI deliverables".
[i.2]	ETSI TS 102 165-1 (V4.2.1): "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Methods and protocols; Part 1: Method and proforma for Threat, Risk, Vulnerability Analysis".
[i.3]	ETSI TR 197 023: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Security Assurance Profile for Secured Telecommunications Operations"
[bookmark: REF_ISOIEC13335][i.4]	ISO/IEC 13335: "Information technology - Guidelines for the management of IT security".
[bookmark: REF_ASNZS4360][i.5]	AS/NZS 4360: "Risk Management".
[bookmark: REF_200221EC][i.6]	Directive 2002/21/EC of the European Parliament and of the council of 7 March 2002 on a common regulatory framework for electronic communications networks and services (Framework Directive).
[bookmark: REF_200258EC][i.7]	Directive 2002/58/EC of the European Parliament and of the council of 12 July 2002 concerning the processing of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications).
[bookmark: REF_ISOIEC15408_2][i.8]	ISO/IEC 15408-2: "Information technology - Security techniques - Evaluation criteria for IT security - Part 2: Security functional requirements".
[bookmark: REF_ISOIEC15408][i.9]	ISO/IEC 15408: "Information technology - Security techniques - Evaluation criteria for IT security".
NOTE:	When referring to all parts of ISO/IEC 15408 the reference above is used.
[bookmark: REF_TR187011][i.10]	ETSI TR 187 011: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN Security; Application of ISO-15408-2 requirements to ETSI standards - guide, method and application with examples".
[bookmark: REF_9546EC][i.11]	Directive 95/46/EC Of The European Parliament And Of The Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data.
[bookmark: REF_UKHOMEOFFICERVCLARK][i.12]	UK Home Office; R.V.Clark, "Hot Products: understanding, anticipating and reducing demand for stolen goods", ISBN 1-84082-278-3.
[bookmark: REF_ISOIEC7498_2][i.13]	ISO/IEC 7498-2: " Information processing systems -- Open Systems Interconnection -- Basic Reference Model -- Part 2: Security Architecture".
[i.14]	ETSI TS 102 165-2: " Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Methods and protocols; Part 2: Protocol Framework Definition; Security Counter Measures"
[bookmark: _Toc319332023]3	Definitions, symbols and abbreviations
[bookmark: _Toc319332024]3.1	Definitions
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:
<defined term>: <definition>
example 1: text used to clarify abstract rules by applying them literally
NOTE:	This may contain additional information.
[bookmark: _Toc319332025]3.2	Symbols
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
<symbol>	<Explanation>
<2nd symbol>	<2nd Explanation>
<3rd symbol>	<3rd Explanation>
[bookmark: _Toc319332026]3.3	Abbreviations
For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:
<ACRONYM1>	<Explanation>
<ACRONYM2>	<Explanation>
<ACRONYM3>	<Explanation>
[bookmark: _Toc319332027]4	The security design lifecycle
[bookmark: _Toc319332028]4.1	Overview
The security design lifecycle and its component activities is summarised in Figure 1.


[bookmark: _Ref319330987]Figure 1: Security design lifecycle activity diagram
The …
[bookmark: _Toc319332029]4.2	Development lifecycle stages
<< Here we take the stages in figure 1 and then expand the description against standards development process taken from the various existing ETSI guides >>

[bookmark: _Toc319332030]4.3	Security processes
[bookmark: _Toc319332031]4.3.1	Risk Analysis
<< Here we review and update the TVRA guidance referencing TS 102 165-1 >>
[bookmark: _Toc319332032][bookmark: _GoBack]4.3.2	Specification
<< Here we review and update the guidance for the use of functional modelling for CC (EG 202 387) >>
[bookmark: _Toc319332033]4.3.3	Verification
<< I think this is new – goes beyond anything we've done in TISPAN for CC >>
[bookmark: _Toc319332034]4.3.4	Assurance
<< This is where we add guidance on how to perform  >>


[bookmark: _Toc319332035]5	Tools and methods mapping to lifecycle stages and security processes
Describe use of UML. SDL, TTCN3, TPlan (new name ??).
Also describe mapping of methods to each of TS 102 165-1, TR 187 023 and the CC stuff.


[bookmark: _Toc319332036]Annex A (informative):
Application of common criteria in security standardisation



[bookmark: _Toc319332037]Annex B (informative):
Application of security assurance profile in security standardisation



[bookmark: _Toc319332038]Annex <y>:
Bibliography
The annex entitled "Bibliography" is optional.
It shall contain a list of standards, books, articles, or other sources on a particular subject which are not mentioned in the document itselft  (see clause 12.2 of the EDRs http://portal.etsi.org/edithelp/Files/other/EDRs_navigator.chm).
It shall not include references mentioned in the document.
Use the Heading 9 style for the title and B1+ or Normal for the text.
<Publication>: "<Title>".
OR
<Publication>: "<Title>".
<PAGE BREAK>
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