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Foreword

This ETSI Guide (EG) has been produced by ETSI Technical Committee Methods for Testing and Specification (MTS).
1
Scope

The present document describes a set of methodologies that combine security risk assessment and security testing activites in a systematic manner. It distinguishes between risk-based activites to security testing (risk assessment to improve the security testing) and test-based activites to security risk assessment (using testing to improve the risk assessment). The methodologies are build upon a collection of systematically aligned activities with associated rules, methods and best practices. The activites are described in such a way that they provide guidance for the relevant actors , in security testing and security risk assessement processes (i.e actors in the role of a security tester, security test manager, and/or risk assessor). The activites and their level of specification are based on  standards like ISO 31000 and IEEE 829/29119 so that they apply for a larger number of security testing and risk assessment processes on hand.
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2.1
Normative references

The following referenced documents are necessary for the application of the present document.
Not applicable.
2.2
Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
 [i.1]
Amland, Risk-based testing: Risk analysis fundamentals and metrics for software testing including a financial application case study. Journal of Systems and Software 53(3): 287-295 (2000)
[i.2]
Brændeland, G; Refsdal, A.; Stølen, K.: Modular analysis and modelling of risk scenarios with dependencies. Journal of Systems and Software 83(10), 1995-2013 (2010)
[i.3]
Broy M. and Stølen K.: Specification and Development of Interactive Systems: Focus on Streams, Interfaces and Refinement. Springer (2001)
[i.4]
Herzog, P.: OSSTMM 2.1. Open-Source Security Testing Methodology Manual;
Institute for Security and Open Methodologies, 2003
[i.5]
IEEE: IEEE Standard for Software and System Test Documentation (IEEE 829-2008), ISBN 978-0-7381-5747-4, 2008.
 [i.6]
IEEE: IEEE 29119 Software and system engineering - Software Testing Part 1: Concepts and definitions, 2012.
 [i.7]
International Standards Organization. ISO 27000:2009(E), Information technology - Security techniques - Information security management systems - Overview and vocabulary, 2009.
[i.8]
International Standards Organization. ISO 29119 Software and system engineering - Software Testing-Part 2 : Test process (draft), 2012
[i.9]
International Standards Organization. ISO 31000:2009(E), Risk management – Principles and guidelines, 2009.
[i.10]
ISTQB: ISTQB Glossary of testing terms version 2.2.http://www.istqb.org/downloads/finish/20/101.html, as of date 19.03.2013.
[i.11]
Mass Soldal Lund, Bjørnar Solhaug, Ketil Stølen: Model-Driven Risk Analysis, The CORAS Approach, Springer Verlag Berlin Heidelberg 2011, ISBN: 978-3-642-12322-1
[i.12]
Masson A., M.-L. Potet, J.Julliand, R.Tissot, G.Debois, B.Legeard, B. Chetali, F. Bouquet, E. Jaffuel, L. Van Aertrick, J. Andronick, A. Haddad: An access control model based testing approach for smart card applications: Results of the POSE project, JIAS, Journal of Information Assurance and Security, 5(1), 335–351 (2010)
[i.13]
Michael, C. C. & Radosevich, W.: Risk-Based and Functional Security Testing; Cigital, Inc., 2005
[i.14]
OMG: UML testing profile version 1.1 (formal/2012-04-01). http://www.omg.org/spec/UTP/1.1, as of date 19.03.2013
[i.15]
Deliverable of the RASEN research project, RASEN Deliverable D4.3.1, http://www.rasenproject.eu/deliverables.
[i.16]
Redmill, F. 2004. Exploring risk-based testing and its implications: Research Articles. Softw. Test. Verif. Reliab. 14, 1 (Mar. 2004), 3-15.
[i.17]
Redmill, F. 2005. Theory and practice of risk-based testing: Research Articles. Softw. Test. Verif. Reliab. 15, 1 (Mar. 2005), 3-20.
[i.18]
Souza, E.; Gusmao, C. & Venancio, John Wack, Miles Tracy, M. S.: Guideline on Network Security Testing -- Recommendations of the National Institute of Standards and Technology; NIST Special Publication 800-42, 2003
[i.19]
Testing Standards Working Party. BS 7925-1 Vocabulary of terms in software testing. 1998.
[i.20]
Wing, J. M. A specifier's introduction to formal methods. IEEE Computer 23(9), 8,10-22,24 (1990)
[i.21]
Zech, P.: Risk-Based Security Testing in Cloud Computing Environments; PhD Symposium at the Fourth IEEE International Conference on Software Testing, Verification and Validation (ICST), 2011 Trust Management (IFIPTM'2009), pages 215-233, Springer, 2009.
 [i.22]
Zimmermann, F.; Eschbach, R.; Kloos, J. & Bauer, T.: Risk-based Statistical Testing: A Refinement-based Approach to the Reliability Analysis of Safety-Critical Systems EWDC 2009: Proceedings of 12th European Workshop on Dependable Computing, HAL - CCSD, 2009.
[i.23]
ETSI/ETSI TS 102 165-1 (2009). Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Methods and protocols; Part 1: Method and proforma for Threat, Risk, Vulnerability Analysis.
[i.24]
Masse, T.; O’Neil, S. & Rollins, J.; The Department of Homeland Security’s Risk Assessment Methodology: Evolution, Issues, and Options for Congress The Department of Homeland Security’s Risk Assessment Methodology, 2007
[i.25]
Howard, M. & Leblanc, D. E.: Writing Secure Code; Microsoft Press, 2002
[i.26]
Alberts, Christopher & C., J. and Dorofee, Audrey. A. J., "OCTAVE Threat Profiles. Software Engineering Institute, Carnegie Mellon University, Criteria Version 2.0", Tech. report CMU/SEI-2001. http://www.cert.org/archive/pdf/OCTAVEthreatProfiles.pdf-TR-016. ESC-TR-2001-016, 2001.
[i.27]
Jones, Jack A.: An Introduction to Factor Analysis of Information Risk (FAIR); http://www.riskmanagementinsight.com/media/docs/FAIR_introduction.pdf
[i.28]
Saitta, P.; Larcom, B. & Eddington, M.: Trike v.1 Methodology Document; 2005
[i.29]
James J. Cebula, L. R. Y. A Taxonomy of Operational Cyber Security Risks Carnegie Mellon, Software Engineering Institute, CERT Program, 2010
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

Asset: anything that has value to the stakeholders (see ISO 27000:2009(E)[i.7]).
Consequence: outcome of an event affecting objectives [i.9].
NOTE:
See ISO 31000:2009(E) [i.9].
Event: occurrence or change of a particular set of circumstances [i.9].
NOTE:
See ISO 31000:2009(E) [i.9].

Likelihood: chance of something happening [i.9].
NOTE:
See ISO 31000:2009(E) [i.9].
Objective: something the stakeholder is aiming towards or a strategic position it is working to attain.
Risk: combination of the consequences of an event with respect to an objective and the associated likelihood of occurrence (adapted from ISO 31000:2009(E)).
NOTE:
See ISO 31000:2009(E)[i.9].
Risk Criterion: term of reference against which the significance of a risk is evaluated [i.9].
NOTE:
See ISO 31000:2009(E) [i.9].

Risk Level: magnitude of a risk or combination of risks, expressed in terms of the combination of consequences and their likelihood [i.9].
NOTE:
See ISO 31000:2009(E) [i.9].

Risk Source: element which alone or in combination has the intrinsic potential to give rise to risk[i.9].
NOTE:
See ISO 31000:2009(E)[i.9].
Security Requirement: specification of the required security for the system (adopted from[i.19]).

Security Risk: risk caused by a threat exploiting a vulnerability and thereby violating a security requirement.
Security Risk Assessment: process of risk asset specialized towards security.
Stakeholder: person or organization that can affect, be affected by, or perceive themselves to be affected by a decision or activity[i.9].
NOTE:
See ISO 31000:2009(E)[i.9].

Test case: set of preconditions, inputs (including actions, where applicable), and expected results, developed to determine whether or not the covered part of the test item has been implemented correctly.
NOTE:
See IEEE 29119 [i.6]
Test completion criteria: set of generic and specific conditions, agreed upon with the stakeholders, for permitting a testing process or a testing sub process to be completed.
Test condition: testable aspect of the test item (i.e. a component or system), such as a function, transaction, feature, quality attribute, or structural element identified as a basis for testing.
NOTE:
See IEEE 29119 [i.6]
Test item: work product (e.g. system, software item, requirements document, design specification, user guide) that is an object of testing.
NOTE:
See IEEE 29119 [i.6]

Test coverage item: attribute or combination of attributes to be exercised by a test case that is derived from one or more test conditions by using a test design technique.
NOTE:
See IEEE 29119 [i.6]

Test log: recording which tests cases were run, who ran them, in what order, and whether each test passed or failed.
NOTE:
See IEEE 29119 [i.6] and IEEE 829 [i.5]
Test incident: event occurring during testing that requires investigation (ISTQB[i.14]).
NOTE:
See IEEE 29119 [i.6] and IEEE 829 [i.5]

Test incident report: detailed description for any unexpected incident or test that failed 
NOTE:
See IEEE 829[i.5], IEEE 29119 [i.6]
Test plan: detailed description of test objectives to be achieved and the means and schedule for achieving them, organized to coordinate testing activities for some test item or set of test items.
NOTE:
See IEEE 29119 [i.6]
Test procedure: sequence of test cases in execution order, and any associated actions that may be required to set up the initial preconditions and any wrap up activities post execution.
NOTE:
See IEEE 29119 [i.6]

Test result: indication of whether or not a specific test case has passed or failed, i.e. if the actual result corresponds to the expected result or if deviations were observed [i.6].
Test (design) technique: compilation of activities, concepts, processes, and patterns used to identify test conditions for a test item, derive corresponding test coverage items, and subsequently derive or select test cases.
NOTE:
See IEEE 29119 [i.6]
Threat: potential cause of an unwanted incident[i.7].
Unwanted Incident: event representing a security risk.
Vulnerability: weakness of an asset or control that can be exploited by a threat [i.7].
Definition format

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

<ACRONYM1>
<Explanation>

<ACRONYM2>
<Explanation>

<ACRONYM3>
<Explanation>

4.
Overview

This guide introduces methodologies and their underlying activities that are dedicated to support companies and organizations in undertaking security assessments for large scale, networked systems. The methodologies cover security assessments on different level of abstraction, in different combination and from different perspectives. Moreover, security risk assessment by itself can be applied with different goals in mind. Legal risk assessment especially addresses security threats in a legal context and under consideration of legal consequences. Security risk assessment specifically deals with the concise assessment of security threats, their estimated probabilities and their estimated consequences for a set of technical or business related assets. Finally, compliance assessment and security testing can be used to actually examine the target under assessment, i.e. an organization or system, for compliance issues or vulnerabilities. 

While security testing is considered to especially discover technical issues to security, security risk and compliance assessment discover high level issues that especially address legal or business related consequences. However, the main hypothesis behind this document is, that the systematic integration of activites that cover aspect from security testing, security risk analysis and compliance assessment provide added value to the overall goal in assessing the security of large scale, networked system. In the same manner that the high level perspective that is taken by security risk assessment can provide guidance (i.e. by helping focus on the relevant aspects) to the activities carried out during compliance assessment or the more technical oriented security testing, testing or compliance check can provide factual feedback on the actual quality characteristics of a system and thus allow for improving the overall assessment of the system. Integrating and interweaving the activities from both sides, thus a systematic integration and completion of risk assessment results with compliance assessment and testing results allows for a more precise, focused and dynamic assessment of systems, processes and other targets. A risk-based approach to compliance and testing will focus the compliance and testing resources, on the areas, which are most likely to cause concern. Such a process involves identifying the areas of high risk within the target’s compliance setting and building and prioritizing the compliance measures and testing program around these risks. A compliance or test-based risk assessment, on the other hand side, is able to ground the assumptions on risk factors with tangible measurements and test results and thus allows to provide a concise feedback whether the properties of the target under assessment are really met. 

This guide describes methodologies that combine security risk assessment, compliance assessment and security testing. The guide specifies a set of activities that help to integrate the identification, estimation, and evaluation of risks with a set of tests that check the compliance with relevant security specifications, rules or regulations or the technical security properties of the target under assessment. 
4.1
Security risk assessment

Risk assessment methodologies like ETSI TRVA [i.23], CVSS [i.24], STRIDE/DREAD [i.25], OCTAVE [i.26], FAIR [i.27] and Trike [i.28] may help to capture risks and the risk driving factors and sources systematically but are often unspecific on how to measure the individual factors. The main purpose of these kinds of risk analysis methods is to provide systematic process and the definition of a consistent and unambiguous vocabulary for risk identification and handling. In this regards the CERT provides taxonomy on operational cyber security risks [i.29]. The taxonomy identifies sources of operational cyber security risks and organizes them into four classes. It distinguishes between risks established by actions of people, by systems and technology failures, by failed internal processes, or by external events. Each class is broken down into further subclasses, which are described by individual elements (e.g. “actions of people” is subdivided into “Inadvertent Actions”, “Deliberate Actions” and “Inaction”). The Factor Analysis of Information Risk (FAIR) [i.27] provides an information security risk taxonomy, which is comprised of two main branches according to the FAIR’s overall risk definition “Risk = Loss Event Occurrence and Probable Loss Magnitude”. 

From the process point of view, the risk assessment methodologies have differences in detail but mainly propose the same basic actions namely: 
a) identification of assets,

b) threat analysis and vulnerability analysis, 
c) risk evaluation and 

d) the identification of mitigation strategies. 
The OCTAVE method for example defines the main tasks during risk assessment with threats identiﬁcation, security measures identiﬁcations, deﬁnition of business impacts, and the deﬁnition of security measures costs and their standardized values. A step by step approach eases the estimations on the individual risk factors. It starts with the definition of asset-based threat profiles. In this phase the members of an organization identify important information assets, the threats to those assets and the security requirements of the assets. A second phase targets the identification of infrastructure vulnerabilities. Especially the information technology infrastructure is examined for weaknesses (technology vulnerabilities) that can lead to unauthorized action. The last phase is dedicated to the development of a security strategy. The information generated by the organizational and information infrastructure evaluations are carefully analysed to identify risks to the organization and to the organization’s mission as well as to identify countermeasures. 

4.2
Compliance Assessment
Compliance assessment can be applied to different aspects of interest such as technical aspects, business aspects and regulatory or legal aspects. The technical compliance addresses the technical implementation of the target of assessment, including its specification, policies, the framework of laws and enforceable means. Regulatory compliance is the requirement of an organization to achieve in their efforts to ensure that they are aware of and take steps to comply with the legal framework and applicable regulations, which are issued by the respective authorities regionally and internationally. The term compliance is used in this context to denote a situation where a target under assessment meets the requirements deduced from laws, industry and organizational standards and codes, principles of good governance and accepted community and ethical standards as well as from technical specifications. The term compliance assessment is used in the case the case that compliance to non-technical issues are assessed. The term testing or security testing is considered as a specializitaion of a compliance assessment that assesses the compliance to technical related specification by carrying out dedicated dynamic tests as specified in recent testing standards (e.g. ISO/IEC/IEEE 29119 [i.6]). 
4.3
Security testing

The term software security testing characterizes activities to check the security properties of software implementations. While a number of approaches have long been around to target specific attacks on systems (e.g. vulnerability scanners) more systematic security testing of systems with respect to specified policies or security properties are a relatively new concern that has started to be addressed in the last few years. In general the software security testing activities can be divided into functional security testing and security vulnerability testing. While security functional testing is used to check the functionality, efficiency and availability of the specified and carefully planned security functionalities and systems (e.g. firewalls, authentication and authorization subsystems, access control), security vulnerability or penetration testing directly addresses the identification and discovery of actually undiscovered system vulnerabilities that are introduced by security design flaws. They analyse systems for any potential vulnerabilities that may result from poor or improper system configuration, known and/or unknown hardware or software flaws, or operational weaknesses in process or technical countermeasures. Penetration test objectives are to determine feasibility of an attack and the impact of a successful exploit. Unfortunately security testing, especially security vulnerability or penetration testing, lacks systematic approaches, which enable the efficient and goal oriented identification, selection and execution of test cases. 

4.3.
Integrating security testing and security risk assessment and compliance assessment
The combination of risk assessment and testing first originated from the testing community under the notion risk-based testing (RBT). The main idea of RBT is to use risk assessment in order to improve the testing process. Classical test approaches address risks rather implicitly than systematically. Systems, functions, or modules, which are known to be critical, are tested more intensively than others. The basis of the test planning is often a very simple and unstructured risk assessment, which usually is performed during or in the preparation of the test process. In contrast, there are a number of systematic approaches that can be summarized under the terms  risk-oriented or risk-based testing. Risk-oriented testing or risk-based testing characterize a methodology that makes software risks the guiding factor to solve decision problems during testing, e.g. the selection and prioritization of test cases.
The overall process of a combined security assessment is derived from ISO-31000 and slightly extended to highlight the identification and evaluation of compliance issues as one of the major tasks that need to be carefully aligned with typical risk assessment activities. It is defined independent from any application domain and independent from the level, target or depth of the assessment. It could be applied for legal risk and compliance assessment as well as for any kind of technical assessment. 

“Requirements & process identification”. is meant to analyze the technical context of the target under assessment.

· Additionally , support activities like ”Communication & consult” and “Monitoring and review” are meant to set up the management perspective, thus to continuously control, react, improve all relevant information and results of the process. 

· The actual “Risk and compliance assessment” process consists of typical risk assessment activities i.e. “Identify risks”, “Estimate risks” and “Evaluate risks” and corresponding activities to “Identify and evaluate issues”. Depending on the target of assessment and the overall goal and perspective of the assessment the checks that are carried out in “Identify and evaluate issues” are different. 

[image: image1]
Figure 1 The overall combined security assessment process
However, the principles that constitute the interaction between risk assessment and compliance checks are the same independent of the actual properties of the target of assessment and independent of the actual goals and perspectives of the assessment approach itself. Both, the risk assessment side as well as the compliance checking side depend on each other.

Figure 1 shows the main activities of a combined risk assessment and security testing process. It starts with a preparatory phase called Establishing the context and shows additional support activities like Communication & consult and Monitoring and review that are meant to set up the management perspective, thus to continuously control, react, and improve all relevant information and results of the process. The main part consists of typical security risk assessment activities that are defined in ISO 31000 and typical security testing activities that follow testing standards like ISO 29119. 
Integrating and interweaving the risk and security testing activities allow for a more precise, focused and dynamic assessment of systems. In principal there are two ways that security testing and security risk assessment can be combined. Either the testing process is integrated into risk assessment process or the risk assessment is integrated into the testing process. 
1) A risk-based process to security testing should start like a typical testing process and uses risk assessment results to guide and focus the testing. Such a process should start with identifying the areas of risk within the target’s business processes and building and prioritizing the testing program around these risks. In this setting risks help focusing the testing resources on the areas that are most likely to cause concern or supporting the selection of test techniques dedicated to already identified threat scenarios. 

2) A test-based process to security risk assessment should start like a typical risk assessment process and should use testing results to guide and improve the risk assessment. Security testing is used to provide feedback on actually existing vulnerabilities that have not been covered during risk assessment or allows to adjust risk values on basis of tangible measurements like test results. Security testing should provide a concise feedback whether the properties of the target under assessment have been really met by the risk analysis. 
All the processes are documented in a similar manner. That is, each step of the methods are documented using the template shown in Table 1.
Table 1 – Template for documenting process activities

	Name
	The name of the activity

	Actors
	The actors that are referred to in the activity 

	Tools
	The tools that are involved in the activity

	Precondition
	The precondition that needs to be enabled when the activity is initiated.

	Postcondition
	The postcondition that describes the result of the activity.

	Scenario
	The scenario that describes the individual actions taken by the actors 

	Data exchanged/
processed
	The data that are exchanged during the integration use case

In: The data that go into the activity. Terms from the conceptual model are used to describe the data.
Out: The data that are the outcome of the activity. Terms from the conceptual model are used to describe the data.


The possible actors and tools that can be referred to are described below.

Actors:

· Customer (C): The person/organization on whose behalf a security assessment is conducted.
· Risk analyst (RA): The person responsible for doing the security risk assessment.
· Security test manager (TM): The person responsible for doing the security test management
· Security tester (ST): The person responsible for doing the security testing.
· Compliance manager (CM): The person responsible for ensuring compliance.
· Auditor (A): The person responsible for auditing a system.
Tools:

· Security risk assessment tool (SRAT): The tool that supports the security risk assessment.
· Security test management tool (STMT): The tool that supports the security test specification.
· Security test specification Tool (STST): The tool that supports the security test specification.
· Security test derivation tool (STDT): The tool that supports the derivation of test procedures and test cases from the SRAT tool to the STT tool.
· Security Test Execution Tool (STET): The tool that supports the derivation of test procedures and test cases from the SRAT tool to the STT tool.
· Security test aggregation tool (STAT): The tool that supports the aggregation of test results from the STT tool to the SRAT tool.
5
Risk-based activities to security testing
Risk-based activities to security testing help to optimize the overall test process. The result of the risk assessment, i.e. the identified vulnerabilities, threat scenarios and unwanted incidents, are used to guide the test identification and may complement requirements engineering results with systematic information concerning the threats and vulnerabilities of a system. A comprehensive risk assessment additionally introduces the notion of probabilities and consequences related to threat scenarios. These risk values can be additionally used to weight threat scenarios and thus help identifying which threat scenarios are more relevant and thus identifying the ones that need to be treated and tested more carefully. Furthermore, risk-based testing approaches can help to optimize the risk assessment itself. Risk assessment, similar to other development activities that start in the early phases of a development project, are mainly based on assumptions on the system to be developed. Testing is one of the most relevant means to do real experiments on real systems and thus be able to gain empirical evidence on the existence or likelihood of vulnerabilities, the applicability and consequences of threat scenarios and the quality of countermeasures. Thus, a test-based risk assessment makes use of risk-based testing results to gain arguments or evidence for the assumptions that have been made during the initial risk assessment phases. Finally, general technical recommendations on security testing techniques [i.4] [i.18] propose the use of risk analysis results to guide security testing. The latter recommendations are very general in nature and describe in this sense no real method for risk-based testing. 
5.1
Risk-based security testing basic activities

Almost all the approaches that combine testing and risk assessment fit best into the category of risk-based testing, i.e. risk assessment is primarily used to aid the testing by means of one of the following activites:

e) Risk-based test or feature prioritization: This activity supports testing by using risk assessment artifacts to prioritize artifacts during test design, implementation and/or execution.

f) Risk-based test or test technique identification: This activity supports testing by using risk assessment artifacts (typically through fault/threat modeling) to identify test purposes, test techniques and test condition.

g) Risk based test scenario generation: This activity supports testing by using risk assessment artifacts (together with a test model) to manually derive or automatically generate test scenarios or test cases.
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Figure 2 – Process model for risk-based security testing
In Figure 2, it is  illustrated three phases of a testing process that are affected and supported by risk-based security testing.In the following, we describe these in more detail.

3) Risk-based security test planning deals with the integration of security risk assessment in the test planning process. For that, security risk assessment is used to roughly identify high-risk areas or features of the system under test (SUT) and thus determine and optimize the respective test effort that is needed to verify the related security functionality or to address the related vulnerabilities. Moreover, a first assessment of the identified vulnerabilities and threat scenarios my help to select test strategies and techniques that are dedicated to deal with the most critical security risks.

4) Risk-based security test design and implementation deals with the integration of security risk assessment in the test design and implementation process. During the test design and implementation phase, test cases are derived, implemented and assembled to test procedures. Security-risk assessment in general provides two different kinds of information that are useful within this process. On the one hand side it provides detailed information on expected threats and potential vulnerabilities. This information can be used to systematically determine and identify test conditions (testable aspects of a system), test purposes or high-level test scenarios that are dedicated to address the identified threats and vulnerabilities. On the other hand side the security risk assessment provides quantitative estimations on the risk, i.e. the product of frequencies or probabilities and estimated consequences. This information can be used to select and prioritize either the test conditions or the actual tests when they are assembled to test sets. Risk-based security test selection criteria can be used to control the selection or the selected generation of test cases. The criteria are designed by taking the risks as well as their probabilities and consequence values to set priorities for the test selections, test case generation as well as for the order of test execution.

5) Risk-based security evaluation and control: The decision on how extensive testing should be is always a question of the remaining test budget, the remaining time and the probability to discover even more critical errors, vulnerabilities or design flaws. Risk-based security test monitoring and control aims for improving the monitoring and control activities by introducing the notion of risk coverage and remaining risks on basis of the intermediate test results as well as on basis of the errors, vulnerabilities or flaws that have been found so far. 

While security test planning as well as security test monitoring and control belong to the test management process, security test design and implementation belong to the dynamic test process that is controlled by the test management process.

5.2
Risk-based security test planning

The test planning is the activity of developing the test plan. Accorind to ISO 29119 it determines the test objective, the test scope, and the risks associated to the overall testing process. The main outcome of this activities is the test strategy to be used and a plan that depicts the staffing, the required ressouces and a schedule for th eindividual testing activities.Figure 3 shows the integration of security risk assessment results in the overall test planning process. We have identified three integration activities that all serve different purposes:

h) Integrate risk analysis

i) Risk-based test strategy design

j) Risk-based security resource planning and test scheduling

[image: image3.png]Establishing

-

*—)> the context |
Organize test
plan
development
Threat and
vulnerability - — -
analysis @

Risk Analysis
& Treatment

Risk evaluation
results

Security risk
assessment artifacts

e

Project risks

Test strategy

Design test
strategy |
Determine
»{ staffing and
schedules

]




Figure 3 – Process model for risk-based security test planning

Typically, risk analysis is a substantial part of the test planning process. The risk analysis is done to get an estimate on the specific project risks, considering the availability of test ressources, considering specific product risks and other project related issues. 
Table 2 – Risk-based security test planning: Integrate risk analysis (a)
	Name
	Integrated risk analysis (a)

	Actors
	Security Test Manager (TM), Security risk analyst (SRA)

	Tools
	Risk Assessment Tool (SRAT), Security Test Management Tool (STMT)

	Precondition
	k) Contextual information like legal or regulatory requirements, organizational test and security policies, organizational or higher-level test strategies, and technical limitations as well as ressource limitations are known.
l) Security risk assessment results (threat, vulnerability and risk estimations) that capture the technical, business, regulatory and legal requirments are available.

	Postcondition
	A project risk assessment that provides an overall risk picture for the test project, considering project risk that reflect risks that come from the security risk analysis.

	Scenario
	6) The Test Manager should review the relevant security risks to identify those, which have a special role for security testing.
7) The Test Manager should try to identify additional risks like other product risks or project related risks like missing ressources, technical issues related to the test infrastructure etc.
8) The Test Manage should develop an overall risk picture for the test project and communicate the risk picture to the Stakeholders.

	Artifacts exchanged/
processed
	In: Vulnerabilities, threat scenarios, unwanted incident, likelihoods, consequences, risk level
Out: Project risks


One of the major activities during test planning ist the desing of a test strategy. A test strategy defines the test phases, the types of testing, the test techniques and the test completion criteria. For security testing especially the identification of test techniques is a challenge that should be otimized by directly considering the potential threats and vulnerabiliites, which have been identified during a security risk assessment.
Table 3 – Risk-based security test planning: Risk-based security test strategy design (b)
	Name
	Risk-based security test strategy design (b)

	Actors
	Security Test Manager (TM), Security Risk Analyst (SRA)

	Tools
	Risk Assessment Tool (SRAT), Security Test Management Tool (STMT)

	Precondition
	m) Contextual information like legal or regulatory requirements, organizational test and security policies, organizational or higher-level test strategies, and technical limitations as well as ressource limitations are known.

n) Security risk assessment results (threat, vulnerability and risk estimations) that capture the technical, business, regulatory and legal requirments are available.
o) Security risks that are relevant for testing have been identified, see integrated risk analysis (a)

	Postcondition
	A test strategy comprising test phases, test types, features to be tested, test techniques and test completion criteria that directly adress the identified threats and vulnerabilities.

	Scenario
	9) The Test Manager should assigns vulnerabilities and threat scenarios to test items (interfaces, operations, components) and/or test conditions.
10) The Test Manager should try to identify the potential vulnerabilities that have the highest impact on the overall security risks when they are detected.
11) The Test Manager should assign test techiques that are capable to detect the identified vulnerabilities to each test item and/or tor each test condition.
12) The Test Manager should assign test completeion criteria to each test item and/or tor each test condition.

13) The test Manager should prioritize test item and/or tor each test condition by considering the required test efforts to match the completion criteria and the impact testing may have on the overall security risks (i.e when vulnerabilities are detected or test suites pass without detecting anything)

	Artifacts exchanged/
processed
	In: Vulnerabilities, threat scenarios, unwanted incident, likelihoods, consequences, risk level
Out: List of applicable test techniques, test completion criteria, prioritized list of test items and/or test conditions


The second major activities during test planning ist the planning of ressources and the schedule for the testing activities. Since the main task of security testing is finding vulnerabilities, ressouce planning and test schedules should be aligned with the major security risks so that resources and the order of testing allows for a focused testing of the test items or test condition where the detection of vulnerabilities shows the largest impact.
Table 4 – Risk-based security test planning: 
Risk-based security resource planning and test scheduling (c)
	Name
	Risk-based security resource planning and test scheduling (c)

	Actors
	Security Test Manager (TM)

	Tools
	Risk Assessment Tool (SRAT), Security Test Management Tool (STMT)

	Precondition
	p) Contextual information like legal or regulatory requirements, organizational test and security policies, organizational or higher-level test strategy, technical and ressource limitation are known,.

q) Security risk assessment results (threat, vulnerability and risk estimations) are available that capture the technical, business, regulatory and legal requirments.

r) Test strategy depicting the test items, test conditions, test techniques etc.

	Postcondition
	A test plan that depicts resources, staffing and test schedules respecting certain threats and vulnerabilities and their associated risk scores.

	Scenario
	14) The Test Manager should allocate ressources considering the required test efforts for that test items or test conditions where testing may have the largest impact in terms of treating or minimizing the identified security risks.
15) The test Manager should plan the test schedules so that test items or test conditions where testing might have the largest impact in terms of treating or minimizing the identified security risks are tested first.

	
	In (from SRAT): Vulnerabilities, threat scenarios, unwanted incident, likelihoods, consequences, risk level
Out (from ST): Ressource allocation and test schedules that respect the identified security risks.


In summary, the integration of security testing and security risk assessment is addressed during the test planning phase by three activities, that each contribute with the notion of security risks, threat scenarios and vulnerabilities to the testing activites. 
5.3
Risk-based security test design and implementation
The test design and implementation process is mainly dedicated to derive the test cases and test procedures that are later on appied to the system under test. To achieve this in a systematic way the overall process should start with a concise definition of the features and test conditition that are the main subjects to test. On basis of that, the relevant test coverage items should be identified, the test cases should be derived and they finally should be assembled to adequate test sets and test procedures. Considering especially security testing, security risks, potential threat scenarios and potential vulnerabilities provide a good guidance which of the features and test conditions require testing, which coverage items should be covered in which depth and how individual test cases and test procedures should look like. 
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Figure 4 – Process model for risk-based security test design
A first step during the test design phase is the identification and categorization of the security features that will be tested. Since security features descripe functional security measures this approach especially allows for testing the correctness of the feature implementation. Security risk assessment can be used to determine the most critical security features so that these featrues are tested more intensively and in more detail.
Table 5 – Risk-based security test desing: 
Risk-based identification and prioritization of features sets (a)
	Name
	Risk-based identification and prioritization of features sets (a)

	Actors
	Security Tester (ST), Security Risk Analyst (SRA)

	Tools
	Test Specification Tool (STST), Security Risk Assesment Tool (SRAT)

	Precondition
	Security features are documented and the security risk assessment is available

	Postcondition
	Security features to be tested are grouped with respect to potential vulnerabilities and threat scenarios.

	Scenario
	16) The Security Tester should identify testable security features that need to be covered by security testing. This is done by grouping security features to feature sets that each addresses threat scenarios and/or vulnerabilities that have been identified during security risk assessment.

17) The Security Tester should prioritize the security feature sets using the risk levels that are associated with the threat scenario/vulnerabilities.
18) The Security Tester should document the relations between security feature sets and their associated threat scenarios and/or vulnerabilities (maintain tracebility).

	Data exchanged/
processed
	In: Vulnerabilities, threat scenarios, unwanted incident, likelihoods, consequences, risk level
Out: Prioritized list of testable security features (security feature sets).


After a set of testable security features have been identified the security tester should derive the test conditions and test coverage items. This could be done on basis of the identified features (see Risk-based identification and prioritization of features sets (a)) but need to consider that especially security is a non-functional property and that a correct implementation of all security features may not ensure a secure system. Thus, additional test conditions and coverage items need to be derived that especially address the detection of currently unknown vulnerabilities (vulnerability and robustness testing). Security risk assessment should be used to provide guidance for the derivation of test conditions and test coverage items for vulnerability and robustness testing.
Table 6 – Risk-based security test desing: 
Risk-based derivation of test conditions and test coverage items (b)
	Name
	Risk-based derivation of test conditions and test coverage items (b)

	Actors
	Security Tester (ST)

	Tools
	Security Tester (ST), Security Risk Analyst (SRA)

	Precondition
	Test Specification Tool (STST), Security Risk Assesment Tool (SRAT)

	Postcondition
	Test conditions and test coverage items weighted according to the impact testing may have on the overall associated security risks

	Scenario
	19) The security tester should identify test conditions on basis of the security features, threat scenarios and/or vulnerabilities that have been identified during security risk assessment and/or during a risk-based identification and prioritization of features sets (a). Please note, testing security features is one approach to security testing that is often not sufficient to cover all major threat scenarios and vulnerabilities. Thus a Security Tester should check whether all relevant threat scenarios already have been covered by risk-based identification and prioritization of features sets (a) or if there are remaining risks from potential threat scenarios and vulnerabilities exist that need to be coverd by adequate test conditions.
20) The Test Designer should identify test coverage items coreesponding to the test conditions identified in 1). Test coverage items and the respective test depth should be choosen according to the impact testing may have on the overall associated security risks.

	Data exchanged/
processed
	In: Security feature sets, vulnerabilities, threat scenarios, unwanted incident, likelihoods, consequences, risk level, testable sets of security features
Out:Test conditions and test coverage items weighted according to the impact testing may have on the overall associated security risks.


In the next step, the security tester should derive test cases on basis of test conditions and test coverage items. The security tester determines the pre-conditions for the individual test, he selects adequate input values, the actions to exercise the selected test coverage items, and determines the expected results. Since security risk assessment has been used to identify the test conditions and the test coverage items it is already considered through the activites before. However, threat scenarios and potential vulnerabilities that have been identified during risk assessment might still help by identifying the preconditions, input values, actions and expected results. 
Table 7 – Risk-based security test desing: Threat scenario based derivation of test cases (c)
	Name
	Threat scenario based derivation of test cases (c)

	Actors
	Security Tester (ST)

	Tools
	Test Specification Tool (STST), Security Risk Assesment Tool (SRAT)

	Precondition
	Testable security features, test conditions and test coverage items are known

	Postcondition
	Security test cases that address threat scenarios and potential vulnerabilities

	Scenario
	21) The Test Designer should identify the preconditions for the tests, the test data, the test actions and the expected results by examining the test conditions, test coverage items, threat scenarios and potential vulnerabilities.
22) The Security Tester should document the relations between test cases, security feature sets and threat scenarios and/or vulnerabilities (maintain tracebility).
23) The Security Tester and a Security Risk Analyst should review the test case specification and their coverage of threat and potential vulnerabilities identified by the security risk assessment. 

	Data exchanged/
processed
	In: Test conditions, test coverage items, vulnerabilities, threat scenarios, unwanted incident, likelihoods, consequences, risk level, testable sets of security features
Out: Security test cases.


Finally, the test cases should be assembled to test sets and test procedures. While test sets group test cases with common constraints on test environment or test items, test procedures defines the order of test execution and thus have to respect the pre- and postconditions. Security risk assessment should be used to prioritize the order test cases and thus the order of testing with respect to the associated risks.
Table 8 – Risk-based security test desing: Risk-based assembly of test procedures (d)
	Name
	Risk-based assembly of test procedures (d)

	Actors
	Security Tester (ST)

	Tools
	Test Specification Tool (STST), Security Risk Assesment Tool (SRAT)

	Precondition
	Test cases are available and associated with treat scenarios and potential vulnerabilites

	Postcondition
	 Test procedures that 

	Scenario
	24) The Test Designer should assemble test sets and test procedures so that the most relevant tests are executed first.

	Data exchanged/
processed
	In: Test cases, vulnerabilities, threat scenarios, unwanted incident, likelihoods, consequences, risk level, testable sets of security features
Out: Security test procedures.


5.4
Risk-based test analysis and summary
The decision how extensive testing should be is always a question of the remaining test budget, the remaining time and the probability to discover even more critical errors, vulnerabilities or design flaws. Risk-based security test test analysis and summary aims for improving the evaluation of the test progress by introducing the notion of risk coverage and remaining risks on basis of the  intermediate test results as well as on basis of the errors, vulnerabilities  or flaws that have been found so far. This process is meant to support the test management process with risk related information that can be used to depict the test results in terms of their relation to the overall security risks. We have identified two integration activities namely:

s) Risk-based test log analysis

t) Risk-based test summary creation
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Figure 5 – Process model for risk-based test analysis and summary
The test analysis process is used for the evaluation of the test results and the reporting of test incidents. This process will be entered after the test execution and it mainly covers the analysis and evaluation of test failures and issues where something unusual or unexpected occurred during test execution. Its main purpose is to categorize the issues that occurred during testing and put them into context so that they can be rated by the test manager
Table 9 – Risk-based test analysis and summary: Risked-based test result analysis (a)
	Name
	Risked-based test result analysis (a)

	Actors
	Security Tester (ST)

	Tools
	Test Specification Tool (STST), Security Risk Assesment Tool (SRAT)

	Precondition
	Test cases have been executed

	Postcondition
	New and/or updated incident are reported and assigned to either already detected vulnerabilities or to new vulnerabilities. Incidents that probably constitute new actual vulnerabilities are communicated so that they could be considered in the security risk assessment and/or the development.

	Scenario
	25) The Security Tester should analyze the test results (e.g., the test logs) and identify new incidents. 

26) The Security Tester should classify newly identified incidents by means of their relation to artifacts from the security risk assessment (e.g., risks, threat scenarios, vulnerabilities).
27) The Security Tester should prioritize the newly identified incidents by means of associated artifacts from the security risk assessment. Issues related to critical risks should be rated higher than the ones that are associated with minor risks.
28) New and/or updated incidents are communicated to the relevant stakeholders

	Data exchanged/
processed
	In: Test logs, security risk assessment artifacts (vulnerabilities, threat scenarios, unwanted incident, likelihoods, consequences, risk level)

Out: Incident report


Finally, the overall test results, i.e. the test verdicts, the issues and their categorization are summarized in a way, that the stakeholder could understand the outcome of the tests.
Table 10 – Risk-based test analysis and summary: Risked-based test summary creation (b)
	Name
	Risked-based test summary creation (b)

	Actors
	Security Tester (ST)

	Tools
	Test Specification Tool (STST), Security Risk Assesment Tool (SRAT)

	Precondition
	Test cases have been executed

Test cases already have a traceable relation to security risk assessment artifacts.

	Postcondition
	The test results are summarized respecting their relation to the a-priori identified security risks. The test report contains coverage of security risks

	Scenario
	29) The Security Tester should analyze the test logs and separate security risks that have been tested successfully (all tests are passed) and those that have not been tested successfully (issues have been found). 

30) The Security Tester should (re-) characterize the security risks by interpreting the test results. To do so, the security tester should make use of dedicate test metrics to determine the quality of test procedures and thus the significance and validity of the test results.

	Data exchanged/
processed
	In: Test logs, security risk assessment artifacts (vulnerabilities, threat scenarios, unwanted incident, likelihoods, consequences, risk level)

Out: Test summary


6
Test-based activites to security risk assessment

In addition to risk-based security testing approaches testing results can additionally be used to affect or optimize the results of the risk assessment itself. Risk assessment, similar to other development activities that start in the early phases of a development project, are mainly based on a set of assumptions that have been made on the system to be developed. Testing is one of the most relevant means to get quality related information on the actual systems and thus helps to gain empirical arguments on the existence or absence of vulnerabilities, the applicability and consequences of threat scenarios and the quality of countermeasures. Considering this, test-based risk assessment uses test results to gain arguments or evidence for the assumptions that have been made during the initial risk assessment phases. From a testing perspective, this kind of feed back allows for representing test results in the context of risk analysis artifacts. Beside others, this kind of high level representation of test results can be used to support management issues and control the overall test process during the test management.
The main purpose of integrating the testing process into the risk assessment process is to use testing to enhance some of the activities of the risk assessment process. This is achieved by ensuring that test results are used as explicit input to the risk assessment. Figure 2 shows how the unified RASEN process (shown in Figure 1) is refined into a process for test-based risk assessment. Here the risk assessment activity has been decomposed into the three activities identify risks, estimate risks and evaluate risks. These three activities, together with the "establishing the context" and "treatment" activities form the core of the ISO 31000 risk management process. As indicated in Figure 2, there are in particular two places where testing can in principle enhance the risk assessment process. The first, denoted 1 in the figure, is during risk identification. In a risk assessment process, the risk identification activity is performed with respect to a target of analysis which is described and documented in the "establish context step". In a test-based risk assessment setting however, the risk identification is not only based on the documentation of the target of analysis, but also on relevant test results of target of analysis. Particularly relevant in this setting is testing using automated testing tools such as vulnerability scanners or network discovery tools.

The risk assessment activity that can be enhanced by the testing process (denoted 2 in Figure 2) is risk evaluation. At this point in the process, risks have already been identified and estimated, and the main reason for doing testing here is to gain increased confidence in the correctness of the risk model. In particular, the likelihood estimates of the risk model might have a low confidence if they e.g. depend on vulnerabilities whose presence in the target of analysis is unknown. By doing testing in this setting, we may investigate whether such vulnerabilities really are present in the target of analysis, and then use the test results to update the confidence level of the risk model.
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Figure 2 – Generic process for test-based risk assessment
Risk identification is the process of finding, recognizing and describing risks. This involves identifying sources of risk, areas of impacts, events (including changes in circumstances), their causes and their potential consequences. Risk identification can involve historical data, theoretical analysis, informed and expert opinions, and stakeholder’s needs [i.9]. In this context, testing process refers to the process of using testing for identifying/discovering threat test scenarios or areas or vulnerabilities where the risk assessment should be focused. This may be performed by e.g. use of network discovering techniques or vulnerabilities scanners.

6.1
Test-based risk identification
Risk identification is the process of finding, recognizing and describing risks. This involves identifying sources of risk, areas of impacts, events (including changes in circumstances), their causes and their potential consequences. Risk identification may involve historical data, theoretical analysis, informed and expert opinions, and stakeholder’s needs. 
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Figure 6 – Test-based risk identification

The process of test-based risk identification uses test results to guide the risk identification process. As illustrated in Figure 6, the process is decomposed into two steps. In the first step, test results are used to prioritize areas or features of the target of evaluation for the purpose of risk identification. In the second step, the risk identification is performed on the basis of this prioritization. Particularly relevant in this setting is testing using automated testing tools such as vulnerability scanners or network discovery tools, or results from passing scanning/ monitoring.

Table 11 – Test-based risk identification: Area/feature prioritization (a)
	Name
	Area/feature prioritization (a)

	Actors
	Security Risk Analyst (SRA)

	Tools
	Security Risk Assessment Tool (SRAT), Security Testing Tool (STT),

	Precondition
	A test incident report must be available. 
A System model may be available.

	Postcondition
	The step must end with a system model that gives a "risk identification"-priority the system features.

	Scenario
	31) The SRA analyses the system model and the test incident report. Based on this analysis, the SRA indicateswhich features or areas of the system model which should be prioritized in the risk identification step.

	Data exchanged/
processed
	In: System model, test incident report
Out: System model (with prioritization of areas/features)


Table 12 – Test-based risk identification: Prioritized risk identification (b)
	Name
	Prioritized risk identification (b)

	Actors
	Security Risk Analyst (SRA)

	Tools
	Security Risk Assessment Tool (SRAT), Test Specification Tool (STST),

	Precondition
	Same as the postcondition for step "area/feature prioritization"

	Postcondition
	The step must end with a risk model documenting the results of the risk identification.

	Scenario
	32) The SRA identifies risks on the basis of the system model. The identification process is prioritized according the priorities of the features/areas of the system as specified in the system model.

	Data exchanged/
processed
	In: System model (with prioritization of areas/features)
Out: Risk model


6.2
Test-based risk evaluation
Risk evaluation is the process of comparing the results of risk estimation with risk criteria to determine whether the risk and/or its magnitude is acceptable or tolerable. In this context, testing process refers to the process of using testing to validate the correctness of the risk model. In particular, the likelihood estimates of the risk model might have a low confidence if they, e.g., depend on vulnerabilities whose presence in the target of analysis is unknown. By doing testing in this setting, we may investigate whether such vulnerabilities really are present in the target of analysis, and then use the test results to update the confidence level of the risk model.
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Figure 7 – Test-based risk evaluation

As illustrated in Figure 7, the test-based risk evaluation process is decomposed into two steps. In the first step, the risk model is used as a basis for identifying high-level test procedures which can be used as a starting point for designing, implementing, and executing tests. In the second step, the test results are used to validate the correctness of the risk model and the resulting risks are evaluated.

Table 13 – Test-based risk evaluation - Risk-based test procedure identification (a)
	Name
	Risk-based test procedure identification (a)

	Actors
	Security Risk Analyst (ST)

	Tools
	Security Risk Assessment Tool (SRAT)

	Precondition
	A risk evaluation matrix and risk model with identified risks and estimations for likelihood and consequences must be available.

	Postcondition
	The step must result in a list of prioritized test procedures

	Scenario
	33) The ST analyzes the risk model and identifies elements that can be tested given the scope of the risk assessment.

34) The identified testable elements are prioritized based on the risk values and estimates of the risk model.

35) Based on the prioritization, a subset of the testable elements are selected and translated into high-level test procedures that have the purpose of checking these elements through testing.

	Data exchanged/
processed
	In: Risk evaluation matrix, Risk model
Out:.Test procedures


Table 14 – Test-based risk evaluation - Risk evaluation and validation
	Name
	Risk evaluation and validation (b)

	Actors
	Security Risk Analyst (ST)

	Tools
	Security Risk Assessment Tool (SRAT)

	Precondition
	A risk evaluation matrix, risk model with identified risks and estimations for likelihood and consequences, and test results must be available.

	Postcondition
	The step must result in a risk evaluation matrix showing the risk values of the risks identified in the risk assessment. 

	Scenario
	36) The ST links test results to elements of the risk model and updates/validates the correctness the estimates of the risk model based on the new information obtained through the testing.

	Data exchanged/
processed
	In: Risk evaluation matrix, Risk model, Test incident report
Out:Risk model, Risk evaluation matrix


9.
Compositional approaches to security risk assessment and testing

By compositional assessment we mean a process for assessing separate parts of a system or several systems independently, with means for combining separate assessment results into an overall result for the whole system[i.2]. The oposite of composition is decomposition, which is a well-known feature from system specification and design[i.20]. Decomposition is the process of partitioning a system specification into separate modules that can be developed and analyzed independently, thus breaking the development problem into more manageable pieces. Each module may moreover be developed at different sites, by independent teams, or within different companies[i.3].
In the literature, composition is mainly addressed at the level of techniques, mostly with respect to  languages, and we are not aware of any methodology for risk assessment that explicitly addressed the use of composition. However, such a methodology should address how and why composition should be used. In the following, we identify areas in the process for test-based risk assessment where composition or decomposition may be of relevance.

A compositional process to security assessment should follow the same steps as the (non-compositional) security assessment process. The main difference is that instead of assessing the system as a whole, it is decomposed into parts which can be assesses (more or less) as if each part were a whole system in itself. Figure 8 illustrates the case where the target of analysis has been decomposed into three parts which are each assessed using the same process for security assessment that was described in Section 4. However, at certain points in the process, it may make sense to compose or decompose the assessment results before continuing with the rest of the process. In Figure 8, four such points are identified:

· After the first four steps of the assessment are completed, the resulting risk models may be composed into a single risk model which will be used as basis for test identification, selection, and prioritization. One of the reasons why this may be desirable is that this allows for a global prioritization of tests. If the test identification and prioritization is done for each risk model separately, then potential tests will not be compared across the risk models. For instance, it may be the case that one risk model results in the identification high-priority tests, while another results in low-priority tests, then low-priority tests might be selected for testing even though there are tests with higher priority in other risk models.
· After step 5.b of the process, test procedures (identified on the bases if the risk model(s)) may be composed or decomposed. One reason for this is that it might not make sense to decompose the test model in the same way as the target of analysis was decomposed prior to the risk assessment, or if the number of different test teams is different from the number of risk assessment teams.

· After step 6 of the process, when tests have been executed, the test results might be composed into a single model/document. Otherwise it may be difficult to validate the correctness of the risk model on the basis of the test results in the case where all test procedures were identified on the basis of a single risk model in the first place. 

· After step 7 of the process, when the risk model(s) have been validated and treatments have been suggested, the resulting risk model may be composed into a global risk model to get an overview of all the risks that have been assessed. 

· In summary, we have identified four kinds of artifacts that may be composed or decomposed during the process: the target of analysis, the risk model, the test procedures, and the test results.
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Figure 8 – Overview of a compositional test based risk assessment process
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Annex <A>:
A conceptual model for risk-based security testing

A.1
Testing
Testing and especially software testing is an analytical approach to evaluate a system or a software system for compliance with a set of requirements that have been defined for the use and the quality of a system. The findings are used to detect and correct software errors. Testing is normally integrated in the software development process and thus an essential part of software development. In general we can distinguish dynamic and static test approaches. While dynamic testing evaluates the system when it is under execution, static testing addresses the quality of the program code, models, and other artifacts from the development process. Dynamic testing is one of the best known and most used quality assurance measures with many different techniques that are of great importance in practice. Most of the techniques are relatively well known and are already established. Nevertheless, there have been many advances for test automation and model-based testing in industrial practice through the introduction of techniques which aim in particular to systematize and automate the testing.

Standards like IEEE 829[i.5], ISO/IEC/IEEE 29119[i.6], the ISTQB Glossary of testing terms[i.10], and the UML Testing Profile (UTP) [i.14] define the basic activities and related artifacts of a testing process. The major activities can be characterized as follows:

· Test planning (results: a test plan containing test conditions, test techniques, test coverage items and test completion criteria)

· Test design& implementation (results: test cases and test procedures)

· Test execution (results: test logs and test results)

· Test evaluation & incident reporting (result: test incidents reports and test incidents)

Since this document focuses on the relationship between risk assessment and testing, the following model especially reflects the terms and concepts that are in our view relevant to describe the interfaces between testing and risk assessment. In this sense the model concentrates on activities like test planning and test specification as well as the management, evaluation and interpretation of the test results. The following model is mainly based on terms and concepts taken from ISO 29119.
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Figure 7 – Basic testing concepts

Test item – is a work product (e.g. system, software item, requirements document, design specification, user guide) that is an object of testing[].

Test condition – is a testable aspect of the test item (i.e. a component or system), such as a function, transaction, feature, quality attribute, or structural element identified as a basis for testing[i.6].

Test case – is a set of preconditions, inputs (including actions, where applicable), and expected results, developed to determine whether or not the covered part of the test item has been implemented correctly[i.6].

Test procedure – is a sequence of test cases in execution order, and any associated actions that may be required to set up the initial preconditions and any wrap up activities post execution[i.6].

Test plan – is a detailed description of test objectives to be achieved and the means and schedule for achieving them, organized to coordinate testing activities for some test item or set of test items [i.6]
Test coverage item – is an attribute or combination of attributes to be exercised by a test case that is derived from one or more test conditions by using a test design technique[i.6].
Test completion criteria – are a set of generic and specific conditions, agreed upon with the stakeholders, for permitting a testing process or a testing sub process to be completed.
Test (design) technique – is a compilation of activities, concepts, processes, and patterns used to identify test conditions for a test item, derive corresponding test coverage items, and subsequently derive or select test cases[i.6].
Test log – is a recording which tests cases were run, who ran them, in what order, and whether each test passed or failed (IEEE 829 [i.5], ISO/IEC/IEEE 29119[i.6]).

Test result – is an indication of whether or not a specific test case has passed or failed, i.e. if the actual result corresponds to the expected result or if deviations were observed[i.6]. Relevant testing standards [i.14] refer to test results with the values none, pass, inconclusive, fail and error.

Test incident – is an event occurring during testing that requires investigation (ISTQB[i.14]).
Test incident report – is a detailed description for any test that failed. It contains the actual versus expected result and other information intended to throw light on why a test has failed. The report consists of all details of the incident such as actual and expected results, when it failed, and any supporting evidence that will help in its resolution. The report will also include, if possible, an assessment of the impact of an incident upon testing (IEEE 829[i.5], ISO/IEC/IEEE 29119[i.6]).
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Figure 8 – Test pattern

Test pattern – is a collection of best practices/solutions for a known testing problem. It assembles reusable parts of a test plan, e.g. the test design techniques and corresponding test completion criteria, a test coverage item description, applicable test and coverage metrics, estimation on the necessary testing efforts and estimation of test effectiveness with respect to the given problem. Additionally it may contain also test data and specification and assumptions on the test environment as well as testing tool requirements.

A.2
Security Testing

Security testing is used to experimentally check software implementations with respect to their security properties and their resistance to attacks. For security testing we can distinguish functional security testing and security vulnerability testing. Functional security testing checks if the software security functions are implemented correctly and consistent with the security functional requirements. It is used to check the functionality, efficiency and availability of the specified security features of a test item. Security vulnerability testing directly addresses the identification and discovery of yet undiscovered system vulnerabilities. This kind of security testing targets the identification of design and implementation faults that lead to vulnerabilities that may harm the availability, confidentiality and integrity of the test item.
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Figure 9 – Security testing

Security test case – is a set of preconditions, inputs (including actions, where applicable), and expected results developed to determine whether the security features of a test item have been implemented correctly or to determine whether or not the covered part of the test item has vulnerabilities that may harm the availability, confidentiality and integrity of the test item.

Security functional test case – is a security test case that checks if the software security functions are implemented correctly and consistent with the security functional requirements. It is used to check the functionality, efficiency and availability of the specified security features of a test item.
Security vulnerability test case – is a security test case that directly addresses the identification and discovery of yet undiscovered system vulnerabilities. This kind of security testing targets the identification of design and implementation faults that lead to vulnerabilities that may harm the availability, confidentiality and integrity of the test item.
Security test procedure – is a sequence of security test cases in execution order together with any associated actions that may be required to set up the initial preconditions and any wrap up activities post execution.

Security test (design) technique – is a collection of activities, concepts, processes, and patterns used to identify test conditions for a test item, derive corresponding test coverage items, and subsequently derive or select test cases to test security properties and to test for vulnerabilities.
Security test pattern – is a collection of best practices/solutions for a known security testing problem. It assembles reusable parts of a test plan e.g. the security test design techniques and corresponding test completion criteria, a test coverage item description, applicable test and coverage metrics, estimation on the necessary testing efforts and estimation of test effectiveness with respect to the given problem. Additionally it may contain also test data and specification and assumptions on the test environment as well as testing tool requirements.
A.3
Risk assessment

The conceptual model and notions defined here are based on the ISO 31000 standard[i.9].Error! Reference source not found. shows the conceptual model for risk assessment. 
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Figure 10 – Conceptual model for risk assessment
The terms of the model are defined in the following.
Risk – the combination of the consequences of an event with respect to an objective and the associated likelihood of occurrence (adapted from [i.9]).

Objective – something the stakeholder is aiming towards or a strategic position it is working to attain (adapted from 0).

Risk Source – an element which alone or in combination has the intrinsic potential to give rise to risk [i.9].

Stakeholder – a person or organization that can affect, be affected by, or perceive themselves to be affected by a decision or activity [i.9].

Event – the occurrence or change of a particular set of circumstances [i.9].

Likelihood – the chance of something happening [i.9].

Consequence – the outcome of an event affecting objectives [i.9].

Risk Criterion – the term of reference against which the significance of a risk is evaluated [i.9].

Risk Level – the magnitude of a risk or combination of risks, expressed in terms of the combination of consequences and their likelihood [i.9].

A.4
Security risk assessment

Lund et al. [i.10]classify risk analysis approaches into two main categories:

· Offensive approaches: Risk analysis concerned with balancing potential gain against risk of investment loss. This kind of risk analysis is more relevant within finance and political strategy making.

· Defensive approaches: Risk analysis concerned with protecting what is already there.
In the context of security, the defensive approach is the one that is relevant.
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Figure 11 – Conceptual model for security risk assessment

The main terms related to security risk assessment and their relationship to previously defined terms in the risk assessment domain are illustrated in Error! Reference source not found.. In the following we define the terms (for the definitions of Risk, Objective, Risk source and Event see Section Error! Reference source not found.).

· Security Risk Assessment – The process of risk asset specialized towards security.

· Asset – Anything that has value to the stakeholders (adopted from[i.7]).

· Security Requirement – A specification of the required security for the system (adopted from[i.19]).

· Security Risk – A risk caused by a threat exploiting a vulnerability and thereby violating a security requirement.

· Unwanted Incident – An event representing a security risk.

· Threat – Potential cause of an unwanted incident[i.7].

· Vulnerability – A weakness of an asset or control that can be exploited by a threat[i.7].
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