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Liaison statement from ISO/IEC JTC 1/SC 27/WG 3

Expression of thanks

ISO/IEC JTC 1/SC 27/WG3 would like to thank the ETSI TC MTS for their liaison statement
contained in document SC27 N12821 and their expression of interest in the collaboration of
SC27/WG@G3 standardization projects.

Proposed List of SC 27/WG 3 Liaison Projects
ISO/IEC JTC 1/SC 27/WG3 welcomes ETSI TC MTS’ possible interest in

e ISO/IEC 18367 IT ST Cryptographic algorithms and security mechanisms conformance
testing;

e ISO/IEC 19791 IT ST Security assessment of operational systems;

e ISO/IEC 20004 IT ST Refining Software vulnerability analysis under ISO/IEC 15408 and
ISO/IEC 18045;

e ISO/IEC 30104 IT ST Physical security attacks, mitigation techniques and security
requirements;

e ISO/IEC 30111 IT ST Vulnerability handling processes;

e [SO/IEC 30127 IT ST Refining Software vulnerability analysis under ISO/IEC 15408 and
ISO/IEC 18045;

ETSI TC MTS’ collaboration and contributions to these efforts are encouraged. Contributions to the
WG 3 projects should be received by 2014-03-15 the latest.

Proposed List of ETSI TC MTS Liaison Projects

ISO/IEC JTC 1/SC 27/WG3 is keen to consider possible input from ETSI TC MTS’ projects:

e Security Testing Basic Terminology (ETSI TS 101583)
e Security Testing Case Study Experience (ETSI TR10182)
e  Security Design Guide Enabling Test and Assurance (ETSI EG 201581).

Future Cooperation with the ETSI TC MTS

WG 3 is looking forward to ongoing contributions from and collaboration with the ETSI TC MTS as
part of a hopefully long-lived and productive liaison relationship.

SC27 WG3 Meeting Dates

From Until Meeting Place

2014-04-07 2014-04-11 SC27 WG 3 Hong Kong
2014-10-20 2014-10-24 SC27 WG 3 Mexico City, Mexico
2015-05-04 2015-05-08 SC27WG3 Sarawak, Malaysia
2015-10-26 2015-10-30 SC27 WG 3 Jaipur, India
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Liaison statement from ISO/IEC JTC 1/SC 27/ WG4

Meeting

WG 4 had a productive meeting in Incheon, Korea, from 2013-10-21 to 2013-10-25.

Projects

The following projects, related to Liaison topics, are currently underway in SC 27 WG 4. Summaries
of Comments sent to JTC1 SC27 WG’s Korea Meeting have been considered and results be presented
in the projects’ Disposition of Comments.

Application Security
ISO/IEC 27034

e [SO/IEC 27034-2 — Information technology — Security techniques — Application Security - Part 2:
Organization Normative Framework

The purpose of part 2 of this International Standard is to assist organizations to create, maintain
and validate their own ONF in compliance with the requirements of this International Standard.

e [SO/IEC 27034-3 — Information technology — Security techniques — Application Security - Part 3:
Application Security Management Process

The purpose of Part 3 is to assist organizations to create, maintain and validate secure applications
in a uniform way across an organisation.

e ISO/IEC 27034-5 — Information technology — Security techniques — Application Security - Part 5:
Protocols and application security control data structure

The purpose of Part 5 is to document and explain the minimal set of essential attributes of ASCs.
It allows the minimal set to form the basis of more specialized or customized ASCs, which may be
used outside the scope of ISO/IEC 27034,

e ISO/IEC 27034-6 — Information technology — Security techniques — Application Security - Part 6:
Security guidance for specific applications

The purpose of part 6 of the ISO/IEC 27034 is to provide examples of security guidance for
organizations to acquire, develop, outsource and manage security for their specific applications
through their life cycle.

WG 4 has continued work on this topic during the 15th meeting held in Incheon. WG 4 members have
discussed and commented on

the 6th Working Draft of ISO/IEC 27034-2;

contributions for a preliminary draft for ISO/IEC 27034-3;
the 3rd working draft of ISO/IEC 27034-5; and

the 3rd working draft of ISO/IEC 27034-6.
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WG 4 has decided that work on this topic should continue, and that the following drafts should be
circulated for comments:

the 1st Committee Draft of ISO/IEC 27034-2;
the 1st working draft for ISO/IEC 27034-3;

the 4th working draft of ISO/IEC 27034-5; and
the 4th working draft of ISO/IEC 27034-6.

Attachments

Please find attached the updated drafts of the documents referred to above. Also attached are the
resolutions of the WG4 plenary held in Incheon.
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