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[bookmark: ScopeOfWork]The present guide describes a set of methodologies that combine security risk assessment and security testing activitesactivities in a systematic manner. It distinguishes between risk-based activitesactivities to security testing (risk assessment to improve the security testing) and test-based activitesactivities to security risk assessment (using testing to improve the risk assessment). The methodologies are buildbuilt upon a collection of systematically consistently aligned activities with associated rules, methods and best practices. The activitesactivities are described in such a way that they provide guidance for the relevant actors ,actors, in security testing and security risk assessementassessment processes (i.ei.e. actors in the role of a security tester, security test manager, and/or risk assessor). The activitesactivities and their level of specification are based on  standardson standards like ISO 31000 [i.9] and ISO/IEEE 829/29119/829 [i.5,i.8] so that they apply for a larger number of security testing and risk assessment processes on hand.	Comment by Milan Zoric: ref	Comment by Milan Zoric: ref
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[bookmark: _Toc300911783][bookmark: _Toc339285287][bookmark: _Toc339285447][bookmark: _Toc339285832][bookmark: _Toc294257357]3.1	Definitions
For the purposes of the present document, the following terms and definitions apply:
Asset anything that has value to stakeholders, its business operation and its continuity.
Consequence: outcome of an event affecting objectives [i.9i.9].
NOTE:	See ISO 31000:2009(E) [i.9].
Event: occurrence or change of a particular set of circumstances [i.9i.9].
NOTE:	See ISO 31000:2009(E) [i.9].
Likelihood: chance of something happening [i.9i.9].
NOTE:	See ISO 31000:2009(E) [i.9].
Objective: something the stakeholder is aiming towards or a strategic position it is working to attain.
Risk: combination of the consequences of an event with respect to an objective and the associated likelihood of occurrence (adapted from ISO 31000:2009(E)).
NOTE:	See ISO 31000:2009(E)[i.9].
Risk Criterion: term of reference against which the significance of a risk is evaluated [i.9i.9].
NOTE:	See ISO 31000:2009(E) [i.9].
Risk Level: magnitude of a risk or combination of risks, expressed in terms of the combination of consequences and their likelihood [i.9i.9].
NOTE:	See ISO 31000:2009(E) [i.9].
Risk Source: element which alone or in combination has the intrinsic potential to give rise to risk[risk [i.9i.9].
NOTE:	See ISO 31000:2009(E)[i.9].
Security Requirement: specification of the required security for the system (adopted from[from [i.19i.19]).
Security Risk: risk caused by a threat exploiting a vulnerability and thereby violating a security requirement.
Security Risk Assessment: process of risk assesmentassessment specialized towards security.
Stakeholder: person or organization that can affect, be affected by, or perceive themselves to be affected by a decision or activity[activity [i.9i.9].
NOTE:	See ISO 31000:2009(E)[i.9].
Test case: set of preconditions, inputs (including actions, where applicable), and expected results, developed to determine whether or not the covered part of the test item has been implemented correctly.
NOTE:	See IEEE 29119 [i.6]
Test completion criteria: set of generic and specific conditions, agreed upon with the stakeholders, for permitting a testing process or a testing sub process to be completed.
Test condition: testable aspect of the test item (i.e. a component or system), such as a function, transaction, feature, quality attribute, or structural element identified as a basis for testing.
NOTE:	See IEEE 29119 [i.6]
Test item: work product (e.g. system, software item, requirements document, design specification, user guide) that is an object of testing.
NOTE:	See IEEE 29119 [i.6]
Test coverage item: attribute or combination of attributes to be exercised by a test case that is derived from one or more test conditions by using a test design technique.
NOTE:	See IEEE 29119 [i.6]
Test log: recording which tests cases were run, who ran them, in what order, and whether each test passed or failed.
NOTE:	See IEEE 29119 [i.6] and IEEE 829 [i.5]
Test incident: event occurring during testing that requires investigation (ISTQB[ISTQB [i.14i.14]).
NOTE:	See IEEE 29119 [i.6] and IEEE 829 [i.5]
Test incident report: detailed description for any unexpected incident or test that failed 
NOTE:	See IEEE 829[i.5], IEEE 29119 [i.6]
Test plan: detailed description of test objectives to be achieved and the means and schedule for achieving them, organized to coordinate testing activities for some test item or set of test items.
NOTE:	See IEEE 29119 [i.6]
Test procedure: sequence of test cases in execution order, and any associated actions that may be required to set up the initial preconditions and any wrap up activities post execution.
NOTE:	See IEEE 29119 [i.6]
Test result: indication of whether or not a specific test case has passed or failed, i.e. if the actual result corresponds to the expected result or if deviations were observed [i.6i.6].
Test (design) technique: compilation of activities, concepts, processes, and patterns used to identify test conditions for a test item, derive corresponding test coverage items, and subsequently derive or select test cases.
NOTE:	See IEEE 29119 [i.6]
Threat: potential cause of an unwanted incident [i.7i.7].
Vulnerability: weakness of an asset or control that can be exploited by a threat [i.7i.7].
[bookmark: _Ref366579042][bookmark: _Toc366591533][bookmark: _Toc253727250][bookmark: _Ref399506825][bookmark: _Toc294257358]
4.	Overview
This guide introduces methodologies and their underlying activities that are dedicated to support companies and organizations in undertaking security assessments for large scale, networked systems. The methodologies cover security assessments on different level of abstraction and from different perspectives. Security risk assessment by itself can be applied with different goals in mind. Legal risk assessment especially addresses security threats in a legal context and under consideration of legal consequences. Security risk assessment specifically deals with the concise assessment of security threats, their estimated probabilities and their estimated consequences for a set of technical or business related assets. Finally, compliance assessment and security testing can be used to actually examine the target under assessment, i.e. an organization or system, for compliance issues or vulnerabilities. 
While security testing is considered to especially discover technical issues to security, security risk and compliance assessment discover high level issues that especially address legal or business related consequences. However,T this guidee main intention behind this document is, that theintroduces the systematic integration of activites that cover aspect from security testing, and security risk assessment provide added value to the overall goal in assessing the security of large scale, networked system. In the same manner that the high level perspective that is taken by security risk assessment can provide guidance (i.e. by helping focus on the relevant aspects) to the activities carried out during compliance assessment or the more technical oriented security testing, testing or compliance check can provide factual feedback on the actual quality characteristics of a system and thus allow for improving the overall assessment of the system. Integrating and interweaving the activities from both sides, thus a systematic integration and completion of risk assessment results with security testing results allows for a more precise, focused and dynamic assessment of systems, processes and other targets. A risk-based approach to security testing will focus the testing resources, on the areas, which are most likely to cause concern. Such a process involves identifying the areas of high risk within the target’s compliance and quality setting and building and prioritizing the security testing program around these risks. A test-based risk assessment, on the other hand side, is able to verify the assumptions on risk factors with tangible measurements and test results and thus allows to provide a concise feedback whether the properties of the target under assessment are really met. 	Comment by Milan Zoric: risk and compliance assessment?	Comment by Milan Zoric: rephrase
[bookmark: _Toc294257359]4.1	Security risk assessment
Security risk assessment is typically an interativeiterative process hatthat analyses the potential threats to a system in order to calculate the likelihood of their occurrence. The risk assessment comprises the identification of assets, threats and vulnerabilities as well as the identification, specification  and propagation realization of risk treatments (i.e. security controls and other counter measures). Risk itself is considered a metric that relates the frequency or likelihood of an unwanted incident to its impact. indicates the combination of the consequences of an unwanted incident with respect to an asset and the associated likelyhood or estimated frequency of occurrence. 	Comment by Milan Zoric: necessary?	Comment by Milan Zoric: What is behind propagation, whatis treatment	Comment by Milan Zoric: ??
From a process point of view risk assessment is considered as the overall process of risk identification, risk estimation and risk evaluation. 	Comment by Milan Zoric: Delete?
· Risk identification is a set of activities dedicated to finding, recognizing and describing risks. This involves identifying sources of risk, areas of impacts, events (including changes in circumstances), their causes and their potential consequences. Risk identification can involve historical data, theoretical analysis, informed and expert opinions, and stakeholders’ needs. It typically comprises a hazard and threat analysis as well as a vulnerability analysis. 	Comment by Milan Zoric: 
· Risk estimation is the process of comprehending the nature of risk and determining the level of risk. This involves developing an understanding of the nature of a risk, its sources and its consequences. Risk estimation provides the basis for risk evaluation and decisions on whether risks need to be treated, and on the most appropriate risk treatment strategies and methods. 	Comment by Milan Zoric: 
· Risk evaluation is the process of comparing the results of risk estimation with risk criteria to determine whether the risk and/or its magnitude is acceptable or tolerable. Risk evaluation assists in the decision about risk treatment and on the most appropriate risk treatment strategies and methods. 
Currently there are a larger number of security risk assessment methods like ETSI TRVA [i.23][i.23], CVSS [i.24][i.24], STRIDE/DREAD [i.25][i.25], OCTAVE [i.26][i.26], FAIR [i.27][i.27] and Trike [i.28][i.28] that provide dedicated guidance on how to identify the sources of risks, their causes and their potential consequences within different contexts and with different strategies. Their main purpose is to provide systematic guidance and the definition of a consistent and unambiguous vocabulary for risk identification and handling. Security risk assessment can be qualitative or quantitative as well as informal (check-list based) or formal (model-based). Qualitative risk assessment is based on qualitative risk and quantitative risk assessment is based on some quantities, numbers, or measurements. In model-based security risk assessment, the security risk assessment is conducted with a language for documenting assessment results and a clearly defined process for conducting the assessment. In this regards the CERT provides taxonomy on operational cyber security risks [i.29][i.29]. The taxonomy identifies sources of operational cyber security risks and organizes them into four classes. It distinguishes between risks established by actions of people, by systems and technology failures, by failed internal processes, or by external events. Each class is broken down into further subclasses, which are described by individual elements (e.g. “actions of people” is subdivided into “Inadvertent Actions”, “Deliberate Actions” and “Inaction”). The Factor Analysis of Information Risk (FAIR) [i.27][i.27] provides an information security risk taxonomy, which is comprised of two main branches according to the FAIR’s overall risk definition “Risk = Loss Event Occurrence and Probable Loss Magnitude”. The OCTAVE method for example defines the main tasks during risk assessment with threats identiﬁcation, security measures identiﬁcations, deﬁnition of business impacts, and the deﬁnition of security measures costs and their standardized values. A step by step approach eases the estimations on the individual risk factors. It starts with the definition of asset-based threat profiles. In this phase the members of an organization identify important information assets, the threats to those assets and the security requirements of the assets. A second phase targets the identification of infrastructure vulnerabilities. Especially the information technology infrastructure is examined for weaknesses (technology vulnerabilities) that can lead to unauthorized action. The last phase is dedicated to the development of a security strategy. The information generated by the organizational and information infrastructure evaluations are carefully analysed to identify risks to the organization and to the organization’s mission as well as to identify countermeasures. 	Comment by Milan Zoric: 
[bookmark: _Toc294257360]4.2	Security testing
The term software security testing or software security testing characterizes designate activities that to check the security properties of software. implementations. While a number of approaches have long been around to targeting specific attacks on systems (e.g. vulnerability scanners) more systematic security testing of systems with respect to specified policies or security properties are a relatively new concern approach that has started to be addressed in the last few 15 years. In general the software security testing activities can be divided into functional security testing, robustness testing, performance testing and penetration testing. While functional security testing, robustness testing and performance testing is usedare used to check the functionality, availability, and efficiency of the specified and carefully planned security functionalities and systems (e.g. firewalls, authentication and authorization subsystems, access control), penetration testing or security vulnerability testing directly addresses the identification and discovery of actually undiscovered system vulnerabilities that are introduced by security design flaws. These kind of tests analyse systems for any potential vulnerabilities that may result from poor or improper system configuration, known and/or unknown hardware or software flaws, or operational weaknesses in process or technical countermeasures. Penetration test objectives are to determine feasibility of an attack and the impact of a successful exploit. 	Comment by Milan Zoric: software	Comment by Milan Zoric: activities to check	Comment by Milan Zoric: software implementationss	Comment by Milan Zoric: targeting	Comment by Milan Zoric: concern?	Comment by Milan Zoric: are
[bookmark: _Toc294257361]4.3	Risk-based security testing and test-based security risk assessment
The combination of risk assessment and testing first originated from the testing community under the notion risk-based testing (RBT). The main idea of RBT is to use risk assessment in order to improve the testing process. Classical test approaches address risks rather implicitly than systematically. Systems, functions, or modules, which are known to be critical, are tested more intensively than others. The basis of the test planning is often a very simple and unstructured risk assessment, which usually is performed during or in the preparation of the test process. In contrast, there are a number of systematic approaches that refer to the combination of risk assessment and testing in a more formal manner. These approaches can be summarized under the terms risk-oriented or risk-based testing. They characterize a set of methodologies that makes software risks the guiding factor to solve decision problems during testing, e.g. the selection and prioritization of test cases. 	Comment by Milan Zoric: The bullet definitions are very good, the introduction is repeating the same with less precision
Integrating and interweaving securitythe risk assessment and security testing activities allow for a more precise, focused and dynamic security assessment of systems. In principal there are two ways that security testing and security risk assessment can be combined. Either the testing process is integrated into risk assessment process or the risk assessment process is integrated into the testing process. 	Comment by Milan Zoric: 
· A risk-based process process to security testing is called risk-based security testing. In such a process risk assessment results are used to guide and focus the testing activities. The notion of risks helps focusing the testing resources on the areas that are most likely to cause concern. Results from threat and vulnerability analysis can be used to ease the selection of dedicated test techniques that precisely address already identified risks. 
· A test-based  process to security risk assessment is called test-based risk assessment. Systematic security testing and the respective test results are used to improve the risk assessment results. Security testing may provide feedback on actually existing vulnerabilities that have not been covered during risk assessment. Moreover it allows to adjust risk values on basis of tangible measurements like test results. Security testing could provide a concise feedback whether the properties of the target under assessment have been really met by the risk assessment. 
As depicted in Figure 1, rRisk-based security testing and test-based risk assessment can be applied in different phases and to different testing activities in the system life cycle. 	Comment by Milan Zoric: Reference figure 1
1. During Design & Implementation risk-based security testing and test-based risk assessment focuses the integration between security risk-assessment and security functional testing. 
1. During the verification and validation phase it can (but not necessarily must) be extended to also cover the other security testing activities like performance testing, robustness testing and penetration testing. 
1. During the operation and maintenance phase the focus slightly changes. Penetration testing is used to discover new and unknown vulnerabilities. Theses activity can especially help to identify new risks and thus improve the risk assessment as described in test-based risk assessment approaches. Regression testing is usually used to verify whether changed system still meets the original security requirements with respect to functionality, performance and robustness. These activities can most probably be optimized by means of risk-based security testing.
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Figure 1: Risk-based security testing as systematic combination between security risk assessment and security testing.
In the following, this guide does not distinguish between the different kind of security testing nor cares about system life cycle phases. It focuses on a description on process level that is generic and that is applicable to all system life cycle phases as well as to all kinds of security testing.

1. During design and implementation risk-based security testing and test-based risk assessment should focus the integration between security risk-assessment and security functional testing. The main point of reference are security functional requirements and the verification of their implementation by testing. The notion of risk might help to focus the implementation and testing efforts for all development driven testing activities (e.g. module and unit testing).
1. During the verification and validation phase it can (but not necessarily will) be extended to also cover the other security testing activities like performance testing, robustness testing and penetration testing. Risk-based security testing should be used to focus the test design and test implementation efforts, to choose the appropriate testing techniques and to communicate the test results in the context of the products security risks.
1. During the operation and maintenance phase the focus slightly changes. Penetration testing is used to discover new and unknown vulnerabilities. Theses activity can especially help to identify new risks and thus improve the risk assessment as described in test-based risk assessment approaches. Regression testing is usually used to verify whether changed system still meets the original security requirements with respect to functionality, performance and robustness. These activities can most probably be optimized by means of risk-based security testing.
This guide defines a set of methodologies that combine security risk assessment and security testing. It especially highlights the activities and integration points where the identification, estimation, and evaluation of risks meets dedicated security-testing activities. These activities can be integrated in any risk assessment process that is compliant with ISO 31000 and with any testing process that is compliant with ISO 29119. The methodologies and activities have been developed and evaluated in the RASEN research project (www.rasenproject.eu). 
In Section 5 the combination of security testing and security risk assessment is introduced. Section 6 and 7 precisely specify the aspects of integration and. Sections 5,6, and 7 focuses on a description on process level that is generic and that is applicable to all system life cycle phases as well as to all kinds of security testing. Section 8 shows that application of the integration in the different phases of a system life cycle.
 


[bookmark: _Toc257974538][bookmark: _Toc294257362]5.	Combining the security testing and security risk assessment processes workstreams
The overall process of a combined security assessment is derived from ISO-31000 and slightly extended to highlight the identification and evaluation of compliance and quality issues as one of the major tasks that need to be carefully aligned with typical risk assessment activities. It is defined independent from any application domain and independent from the level, target or depth of the security assessment. It could be applied to legal risk and compliance assessments as well as for any kind of technical security assessment and testing processes. 
Figure 2Figure 2 shows the main activities of a combined risk assessment and security testing process. It starts with a preparatory phase called “Establishing the ccontext” that includes preparatory activities like “Understanding the Bbusiness and Rregulatory Eenvironment” as well as the “Requirements &  Pprocess Iidentification”. During the first phase the high level security objectives are identified and fixed. The latter phase is meant to analyse and document the technical context of the target under assessment. Moreover, the figure shows additional support activities like “Communication & cconsult” and “Monitoring and rreview” that are meant to set up the management perspective, thus to continuously control, react, and improve all relevant information and results of the process. From a process point of view these activities are meant to provide the contextual and management related information for the combined security assessment and considered common for security risk assessment workstream as .well as for the test-based risk assessment workstream.
The main part ,part, namely the “SSecurity AssessmentAssessment” part covers the integration between the risk assessment workstream and a security testing workstreammain innovation that is described in this guide. It consists of a combination of typical security risk assessment activities that are defined in ISO 31000 and typical security testing activities that follow testing standards like ISO 29119. 
[image: RBST][image: ]
[bookmark: _Ref394303776]Figure 2 The overall combined security assessment process
This guide distinguishes two main perspectives, each represented by a set of activities that are combined to form a workstream carried out during system development or operation. 
1. A test-based security risk assessment workstream should start like a typical risk assessment workstream and should use testing results to guide and improve the risk assessment. Security testing is used to provide feedback on actually existing vulnerabilities that have not been covered during risk assessment or allows to adjust risk values on basis of tangible measurements like test results. Security testing should provide a concise feedback whether the properties of the target under assessment have been really met by the risk analysis. 
1. TheA risk-based process to security testing workstream should start like a typical testing workstreamprocess and uses risk assessment results to guide and focus the testing. Such a process workstream should start with identifying the areas of risk within the target’s business processes and building and prioritizing the testing program around these risks. In this setting risks help focusing the testing resources on the areas that are most likely to cause concern or supporting the selection of test techniques dedicated to already identified threat scenarios. 
A test-based process to security risk assessment should start like a typical risk assessment process and should use testing results to guide and improve the risk assessment. Security testing is used to provide feedback on actually existing vulnerabilities that have not been covered during risk assessment or allows to adjust risk values on basis of tangible measurements like test results. Security testing should provide a concise feedback whether the properties of the target under assessment have been really met by the risk analysis. 
In the following, both workstreamsways are described in more detail by providing a set of activitesactivities that constitute the systeatmicsystematic interaction between security risk assessment and security testing. All activitesactivities are documented in a similar manner. That is, each step of the methods are documented using the template shown in Table 1Table 1.
[bookmark: _Ref397946668]Table 1 – Template for documenting process activities
	Name
	The name of the activity

	Actors
	The actors that are referred to in the activity 

	Tools
	The tools that are involved in the activity

	Precondition
	The precondition that needs to be enabled when the activity is initiated.

	Postcondition
	The postcondition that describes the result of the activity.

	Scenario
	The scenario that describes the individual actions taken by the actors 

	Data exchanged/
processed
	The data that are exchanged during the integration use case
In: The data that go into the activity. Terms from the conceptual model are used to describe the data.
Out: The data that are the outcome of the activity. Terms from the conceptual model are used to describe the data.



The possible actors and tools that can be referred to are described below.
Actors:
Customer (C): The person/organization on whose behalf a security assessment is conducted.
Risk analyst (RA): The person responsible for doing the security risk assessment.
Security test manager (TM): The person responsible for doing the security test management
Security tester (ST): The person responsible for doing the security testing.
Compliance manager (CM): The person responsible for ensuring compliance.
Auditor (A): The person responsible for auditing a system.
Tools:
Security risk assessment tool (SRAT): The tool that supports the security risk assessment.
Security test management tool (STMT): The tool that supports the security test specification.
Security test specification Tool (STST): The tool that supports the security test specification.
Security test derivation tool (STDT): The tool that supports the derivation of test procedures and test cases from the SRAT tool to the STT tool.
Security Test Execution Tool (STET): The tool that supports the derivation of test procedures and test cases from the SRAT tool to the STT tool.
Security test aggregation tool (STAT): The tool that supports the aggregation of test results from the STT tool to the SRAT tool.


[bookmark: _Toc294257363]6	Test-based activities to security risk assessment
Risk assessment, similar to other development activities that start in the early phases of a development project, are mainly based on a set of assumptions that have been made on the system to be developed. Testing is one of the most relevant means to get quality related information on the actual systems and thus helps to gain empirical arguments on the existence or absence of vulnerabilities, the applicability and consequences of threat scenarios and the quality of countermeasures. Considering this, test-based risk assessment uses test results to gain arguments or evidence for the assumptions that have been made during the initial risk assessment phases. From a testing perspective, this kind of feedback allows for representing test results in the context of risk analysis artefacts. Beside others, this kind of high level representation of test results can be used to support management issues and control the overall test process during the test management.


Figure 2 – Generic workstream for test-based risk assessment
The main purpose of integrating the testing process into the risk assessment process is to use testing to enhance some of the activities of the risk assessment process. This is achieved by ensuring that test results are used as explicit input to the risk assessment. Figure 2 shows how the overall security assessment process (shown in Figure 1) is refined into a process for test-based risk assessment. Here the risk assessment activity has been decomposed into the three activities Risk Identification, Risk Estimation and Risk Evaluation. These three activities, together with the "Establishing the Context" and "Treatment" activities form the core of the ISO 31000 risk management process. As indicated in Figure 2, there are in particular two places where testing can in principle enhance the risk assessment process. The first, denoted 1 in the figure, is during risk identification. In a risk assessment process, the risk identification activity is performed with respect to a target of analysis which is described and documented in the "Establishing the Context" phase. In a test-based risk assessment setting however, the risk identification is not only based on the documentation of the target of analysis, but also on relevant test results of target of analysis. Particularly relevant in this setting is testing using automated testing tools such as vulnerability scanners or network discovery tools.
The risk assessment activity that can be enhanced by the testing process (denoted 2 in Figure 2) is risk estimation. The main reason for doing testing here is to gain increased confidence in the correctness of the risk model. In particular, the likelihood estimates of the risk model might have a low confidence if they e.g. depend on vulnerabilities whose presence in the target of analysis is unknown. By doing testing in this setting, we may investigate whether such vulnerabilities really are present in the target of analysis, and then use the test results to update the confidence level of the risk model.
[bookmark: _Toc294257364]6.1	Test-based risk identification
Risk identification is the process of finding, recognizing and describing risks. This involves identifying sources of risk (e.g. threats and vulnerabilities), areas of impacts (e.g. the assets), events (including changes in circumstances), their causes and their potential consequences. It should confess the analysis of the potential threat or attack surface, the identification of potential threat and vulnerabilities and the derivation of complete threat scenarios, covering the relations between threats, vulnerabilities and unwanted incidents. Risk identification can involve historical data, theoretical analysis, informed and expert opinions, and stakeholder’s needs [i.9]. In this context, testing refers to the process of generating results that identify/indicate actual vulnerabilities or areas of an actual system that are potentially vulnerable. This kind of testing may be performed by e.g. use of network discovering techniques or vulnerabilities scanners.
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Figure 3 – Test-based risk identification
In Figure 3Error! Reference source not found., it is shown how the risk identification can be structured w.r.t. to the identification of these artefacts. As indicated in the figure, there are in particular two activities that can be integrated with testing: 
1. Test-based attack surface analysis
1. Test-based vulnerability identification
1. 





1. 
The purpose of the threat and threat scenario identification activity is to identify threats and threat scenarios. A threat may be human or non-human, malicious or non-malicious. A hacker is an example of a typical malicious human threat. A threat scenario is a series of events that is initiated by a threat and that may lead to an unwanted incident. A cyber security attack such as SQL injection is a typical example of a threat scenario. 

Testing can be used in order to obtain information that can support the identification of threats and threat scenarios. Particularly relevant in this setting are testing techniques that yield information about the interfaces/entry points, the attack-surface, and potential attacks against the target of evaluation. The kinds of testing tools that can be used for this purpose are network discovery tools, web-crawlers, static code analysis tools, and fuzz testing tools.

Table 2 – Test-based risk identification: Test-based attack surface analysis (a)
	Name
	Test-based attack surface analysis (a)

	Actors
	Security Risk Analyst (SRA)

	Tools
	Security Risk Assessment Tool (SRAT), Security Testing Tool (STT)

	Precondition
	A test report covering results from automated attack surface analysis. 
A model or other specification documents describing the interfaces of the target of assessment.

	Postcondition
	A detailed definition of the attack surface of the target of assessment.

	Scenario
	1. The SRA should analyse the system model, other specification document, and publicly available information to identify the attack surface of the target of assessment.
1. The SRA should initiate a semi-automatic or automatic scan of the system/network to detect hidden entry points for attacks. The results are documented by means of a scan or test report.
1. Based on this analysis, the SRA should indicate which features or areas of the target of assessment should be prioritized in the risk identification step.

	Data exchanged/
processed
	In: Specification documents, test report
Out: Attack surface definition (with prioritization of areas/features)



Note: For a semi-automatic or automatic scan of the target of assessment, the following tool categories should be considered:
Static analysis tools that check the code
Vulnerability scanners or network discovery tools
Crawlers, spiders or other dynamic web site discovery tools 
Fuzz-testing tools
Test-based vulnerability identification refers to the use of testing to obtain information that supports the vulnerability identification activity. Testing techniques that yield information about the presence of actual vulnerabilities in the target of evaluation or potential vulnerabilities that may be present in the target of evaluation are relevant in this activity. The kinds of testing tools that can be used for this purpose are penetrating testing tools, model-based security testing tools, static and dynamic code analysis tools, and vulnerability scanners. 

Table 3 – Test-based risk identification: Test-based threat and vulnerability identification (b)
	Name
	Test-based threat and vulnerability identification (b)

	Actors
	Security Risk Analyst (SRA)

	Tools
	Security Risk Assessment Tool (SRAT), Security Testing Tool (STT)

	Precondition
	A test incident report covering results from testing or semi-automated vulnerability assessments. 

	Postcondition
	A detailed list of potential threats, potential vulnerabilities and actual vulnerabilities of the target of assessment.

	Scenario
	1. The SRA should analyse the system model, other specification document, and publicly available information to identify potential threats, potential vulnerabilities and already known vulnerabilities for the target of assessment.
1. The SRA should initiate the active exploration (e.g. penetration testing or semi-automatic or automatic scan) of the actual target of assessment to identify vulnerabilities or indicators for vulnerabilities. The results are documented by means of a test incident report showing the discovered vulnerabilities or indications thereof.
1. Based on this analysis, the SRA should indicate which vulnerabilities (and associated threats) of the target of assessment should be additionally handled in the risk identification step.

	Data exchanged/
processed
	In: Specification documents, test report
Out: Threat and vulnerability list 



Note: For a semi-automatic or automatic scan of the target of assessment, the following tool categories should be considered:
Static analysis tools that check the code, 
Vulnerability scanners or network discovery tools, 
Fuzz-testing tools

[bookmark: _Toc294257365]6.2	Test-based risk estimation
Accurate risk estimation is essential for a successful outcome of a risk assessment. However, risk estimation is one of the hardest activities of a risk assessment since the information basis for the estimation is often imprecise and insufficient, and analysts are often forced to rely on expert judgment. This might result in a high degree of uncertainty related to the correctness of the estimates.
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Figure 4 – Test-based risk evaluation
In this context, testing should be used to produce an additional technical input that allows for a precise characterization of some of the properties of a risk model. In particular, the likelihood estimates of the risk model might have a low confidence if they, e.g., depend on vulnerabilities whose presence in the target of analysis is unknown. By doing testing in this setting, we may investigate whether such vulnerabilities really are present in the target of analysis, and then use the test results to update the confidence level of the risk model.
As shown in Figure 4, the risk estimation activity can be decomposed into the three sub-activities: Likelihood Estimation, Consequence Estimation, and Estimate Validation. The last sub-activity refers to checking and/or gaining confidence in the correctness of the risk estimates. As indicated in Figure 4, there are in particular two activities that can be integrated with testing: 
1. Test-based likelihood estimation
1. Test-based estimate validation
Likelihood estimation is the activity of estimating likelihoods for risks and their causes. In a security setting, this involves estimating the likelihood that: security attacks will be initiated; attacks will be successful if initiated; successful attacks will lead to identified risks. Likelihoods should be document using the likelihood scales defined in the Establishing the Context step of the overall risk assessment process.
Testing is particularly relevant for obtaining information which can support the estimation of the likelihood that an attack will be successful if initiated. This is because security testing is most often used for identifying vulnerabilities, and the presence of these has a direct impact on this likelihood. Thus the testing techniques used for test-based likelihood estimation are similar those used for test-based vulnerability identification (as described in Section 6.1). The main difference between these activities is that in the former, information about the vulnerabilities is only used as a means of supporting likelihood estimation.

During risk prioritization and evaluation, security testing shall be used to validate the correctness and soundness of the overall risk model. Especially when it comes to the evaluation of the likelihood and consequence values for distinct vulnerabilities, testing and the respective results may provide an more precise view on the estimates of this values that have been made during risk estimation.
 During risk treatment identification and grouping, test results may be used as an additional input for risk categorisation and grouping (e.g. risks with tested/ not tested vulnerabilities, risks based on vulnerabilities that have actually been found during testing etc.) and thus allow a better and more focued treatment decision.

Table 4 – Test-based risk estimation: Test-based likelihood estimation (a)
	Name
	Test-based likelihood estimation (a)

	Actors
	Security Risk Analyst (ST)

	Tools
	Security Risk Assessment Tool (SRAT)

	Precondition
	A risk evaluation matrix, risk model with identified risks..

	Postcondition
	A revised risk evaluation matrix showing the estimated likelihood values of the risks. 

	Scenario
	1. The SRA should analyse the risk model and should identify elements that can be better understood when tested. 
1. The SRA should initiate the testing (if not already initiated by other activities) of these elements and should receive the test report and the test incident report.
1. The ST links the items of the test report and test incident report to elements of the risk model and estimates the likelihood for individual risk model elements based on the information obtained through the testing.

	Data exchanged/
processed
	In: Risk evaluation matrix, Risk model, Test Report, Test Incident Report.
Out: Risk model, Risk evaluation matrix.



Validation is the activity of checking or gaining confidence in the correctness of the estimated risk values. In a test-based setting, we recommend that uncertainty related to the correctness of an estimate is explicitly expressed. For instance, instead of using single likelihood values such as frequency or probability, we can use intervals of likelihoods to express the belief that the correct likelihood likes somewhere within the interval without knowing precisely where. Uncertainty can then be measured in terms of the breath of the interval - the broader the intervals, the more uncertainty there is.
As for the likelihood estimation activity, testing is particularly useful for obtaining information that support the estimation of likelihood of successful attacks. The main difference between test-based likelihood estimation and test-based likelihood validation, is that in the former activity, testing is used to obtain the likelihood in the first place, whereas in the second activity, the purpose is to validate or gain confidence in the correctness of a likelihood value which has already been estimated. If uncertainty is expressed explicitly, the test results may be used lower this uncertainty value. For instance if likelihood intervals are used, the test results may result in a narrowing of the intervals. Recalculating the likelihood values of risks as a result of the updated uncertainty is a good way of showing how the test results have impacted the risks.

Table 5 – Test-based risk evaluation: Test-based estimate validation (b)
	Name
	Test-based estimate validation (b)

	Actors
	Security Risk Analyst (ST)

	Tools
	Security Risk Assessment Tool (SRAT)

	Precondition
	A risk evaluation matrix and risk model with identified risks and estimations for likelihood and consequences should be available.

	Postcondition
	A list of  risk categories or groups that allow for a better evaluation of the risks

	Scenario
	1. The SRA should analyse the risk model and should identify elements that can be better understood when tested. 
The SRA should initiate the testing of these elements (if not already initiated by other activities) and should receive the test report.
The ST links the items of the test report and test incident report to elements of the risk model and updates/revises the estimates for likelihood values of individual risk model elements based on the information obtained through the testing..

	Data exchanged/
processed
	In: Risk evaluation matrix, Risk model, Test Report, Test Incident Report.
Out: Risk model, Risk evaluation matrix.




[bookmark: _Ref287279370][bookmark: _Ref287279377][bookmark: _Toc294257366]
76	Risk-based activities to security testing
Risk-based activities to security testing help to optimize the overall test process. The result of the risk assessment, i.e. the identified vulnerabilities, threat scenarios and unwanted incidents, are used to guide the test identification and may complement requirements engineering results with systematic information concerning the threats and vulnerabilities of a system. A comprehensive risk assessment additionally introduces the notion of probabilities and consequences related to threat scenarios. These risk values can be additionally used to weight threat scenarios and thus help identifying which threat scenarios are more relevant and thus identifying the ones that need to be treated and tested more carefully. Furthermore, risk-based testing approaches can help to optimize the risk assessment itself. Risk assessment, similar to other development activities that start in the early phases of a development project, are mainly based on assumptions on the system to be developed. Testing is one of the most relevant means to do real experiments on real systems and thus be able to gain empirical evidence on the existence or likelihood of vulnerabilities, the applicability and consequences of threat scenarios and the quality of countermeasures. Thus, a test-based risk assessment makes use of risk-based testing results to gain arguments or evidence for the assumptions that have been made during the initial risk assessment phases.  Almost all the approaches that combine testing and risk assessment aid the testing by means of one of the following activities:
1. Risk-based resource, effort, test or feature prioritization: This activity supports testing by using risk assessment artefacts to prioritize efforts and artefacts during test planning, test design, test implementation, test execution and/or test summary.
Risk-based test or test technique identification: This activity supports testing by using risk assessment artefacts (typically from fault/threat/vulnerability modelling) to identify test purposes, test techniques and test condition.
Risk based test scenario derivation: This activity supports testing by using risk assessment artefacts (together with a test model) to manually derive or automatically generate test scenarios or test cases.
GFinally, general technical recommendations on security testing techniques [i.4i.4] [i.18i.18] propose the use of risk analysis results to guide security testing. The latter recommendations are very general in nature and describe in this sense no real method for risk-based testing. 
[bookmark: _Ref287279381][bookmark: _Toc294257367]76.1	Risk-based security testing basic activities
Almost all the approaches that combine testing and risk assessment fit best into the category of risk-based testing, i.e. risk assessment is primarily used to aid the testing by means of one of the following activites:
1. Risk-based test prioritization or feature prioritization: This activity supports testing by using risk assessment artifacts to prioritize artifacts during test design, implementation and/or execution.
Risk-based test or test technique identification: This activity supports testing by using risk assessment artifacts (typically through fault/threat modeling) to identify test purposes, test techniques and test condition.
Risk based test scenario generation: This activity supports testing by using risk assessment artifacts (together with a test model) to manually derive or automatically generate test scenarios or test cases.
From a process point of view, the interaction between risk assessment and testing could be best described following the phases of a typical testing process. Figure 5 illustrates the three phases of a testing process that are affected and supported by risk-based security testing. In the following, this guide describes these phases and the related activities in more detail.

[image: RBST]
[bookmark: _Ref273359486]Figure 3 – Process model for risk-based security testing

In Figure 3, it is  illustrated three phases of a testing process that are affected and supported by risk-based security testing.In the following, we describe these in more detail.
1. Risk-based security test planning deals with the integration of security risk assessment in the test planning process. For that, security risk assessment is used to roughly identify high-risk areas or features of the system under test (SUT) and thus determine and optimize the respective test effort that is needed to verify the related security functionality or to address the related vulnerabilities. Moreover, a first assessment of the identified vulnerabilities and threat scenarios my help to select test strategies and techniques that are dedicated to deal with the most critical security risks.
[bookmark: _Ref271382115][bookmark: _Toc268532794][bookmark: _Ref271382163][bookmark: _Toc271468785][bookmark: _Ref271469368][bookmark: _Toc399752815]Risk-based security test design, implementation deals with the integration of security risk assessment in the test design, implementation and execution process. During the test design and implementation phase, test cases are derived, implemented and assembled to test procedures. Security-risk assessment in general provides two different kinds of information that are useful within this process. On the one hand side it provides detailed information on expected threats and potential vulnerabilities. This information can be used to systematically determine and identify test conditions (testable aspects of a system), test purposes or high-level test scenarios that are dedicated to address the identified threats and vulnerabilities. On the other hand side, the security risk assessment provides quantitative estimations on the risk, i.e. the product of frequencies or probabilities and estimated consequences. This information can be used to select and prioritize either the test conditions or the actual tests when they are assembled to test set.s. Risk-based security test selection criteria can be used to control the selection or the selected generation of test cases. The criteria are designed by taking the risks as well as their probabilities and consequence values to set priorities for the test selection, test case generation as well as for the order of test execution expressed by risk-optimized test procedures.
 Risk-based test execution, analysis and summary deals with a risk-based test execution as well as with the  systematicthe systematic analysis and summary of test results. The decision on how extensive testing should be is always a question of the remaining test budget, the remaining time and the probability to discover even more critical errors, vulnerabilities or design flaws. Risk-based test execution allows the prioritization of already existing test cases, test sets or test procedure during regression testing. Risk-based security test analysis and summary aims for improving the evaluation of the test progress by introducing the notion of risk coverage and remaining risks on basis of the intermediate test results as well as on basis of the errors, vulnerabilities or flaws that have been found so far. This process is meant to support the test management process with risk related information that can be used to depict the test results in terms of their relation to the overall security risks. 
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[bookmark: _Ref420400623]Figure 5 – Process model for risk-based security testing
While security test planning as well as security test execution, analysis and summary are more closely related to the test management process than security test design and implementation, all processes belong to the dynamic test process that is controlled by the test management process.
[bookmark: _Toc294257368]76.2	Risk-based security test planning
The test planning is the activity of developing the test plan. AccorindAccording to ISO 29119 it determines the test objective, the test scope, and the risks associated to the overall testing process. The main outcome of this activities is the test strategy to be used and a plan that depicts the staffing, the required ressoucesresources and a schedule for ththe eindividualindividual testing activities.Figure 4activities. Figure shows the integration of security risk assessment results in the overall test planning process. We have identified three integration activities that all serve different purposes:
1. Integrate risk analysis
Risk-based test strategy design
Risk-based security resource planning and test scheduling


[image: ][image: RBSTP_det]
[bookmark: _Ref394574241]Figure 64 – Process model for risk-based security test planning
Typically, risk analysis is a substantial part of the test planning process. The risk analysis is done to get an estimate on the specific project risks, considering the availability of test ressourcesresources, considering specific product risks and other project related issues. The security risk assessment typically addresses the security risk of the product (i.e. the test item). As such, this kind of risk assessment can serve the project risk assessment with valuable estimates on the major product risks.
Table 62 – Risk-based security test planning: Integrate risk analysis (a)
	Name
	Integrated risk analysis (a)

	Actors
	Security Test Manager (TM), Security risk analyst (SRA)

	Tools
	Risk Assessment Tool (SRAT), Security Test Management Tool (STMT)

	Precondition
	1. Contextual information like legal or regulatory requirements, organizational test and security policies, organizational or higher-level test strategies, and technical limitations as well as ressourceresource limitations are known.
Security risk assessment results (threat, vulnerability and risk estimations) that capture the technical, business, regulatory and legal requirmentsrequirements are available.

	Postcondition
	A project risk assessment that provides an overall risk picture for the test project, considering project risk that reflect risks that come from the security risk analysis.

	Scenario
	1. The Test Manager should review the relevant security risks to identify those, which have a special role for security testing.
1. The Test Manager should try to identify additional risks like other product risks or project related risks like missing ressourcesresources, technical issues related to the test infrastructure etc.
1. The Test Manage should develop an overall risk picture for the test project and communicate the risk picture to the Stakeholders.

	ArtifactsArtefacts exchanged/
processed
	In: Vulnerabilities, Tthreat Sscenarios, Uunwanted Iincidents, Llikelihoods, Cconsequences, Rrisk Llevel
Out: Project Rrisks



One of the major activities during test planning istis the desingdesign of a test strategy. A test strategy defines the test phases, the types of testing, the test techniques and the test completion criteria. For security testing especially the identification of test techniques is a challenge that should be otimizedoptimized by directly considering the potential threats and vulnerabilities, which have been identified during a security risk identification.
Table 73 – Risk-based security test planning: Risk-based security test strategy design (b)
	Name
	Risk-based security test strategy design (b)

	Actors
	Security Test Manager (TM), Security Risk Analyst (SRA)

	Tools
	Risk Assessment Tool (SRAT), Security Test Management Tool (STMT)

	Precondition
	1. Contextual information like legal or regulatory requirements, organizational test and security policies, organizational or higher-level test strategies, and technical limitations as well as ressourceresource limitations are known.
Security risk assessment results (threat, vulnerability and risk estimations) that capture the technical, business, regulatory and legal requirmentsrequirements are available.
Security risks that are relevant for testing have been identified, see integrated risk analysis (a)

	Postcondition
	A test strategy comprising test phases, test types, features to be tested, test techniques and test completion criteria that directly adressaddress the identified threats and vulnerabilities.

	Scenario
	1. The Test Manager should assigns vulnerabilities and threat scenarios to test items (interfaces, operations, components) and/or test conditions.
1. The Test Manager should try to identify the potential vulnerabilities that have the highest impact on the overall security risks when they are detected.
1. The Test Manager should assign test techiquestechniques that are capable to detect the identified vulnerabilities to each test item and/or tor each test condition.
1. The Test Manager should assign test completeioncompletion criteria to each test item and/or tor each test condition.
1. The test Manager should prioritize test item and/or tor each test condition by considering the required test efforts to match the completion criteria and the impact testing may have on the overall security risks (i.ei.e. when vulnerabilities are detected or test suites pass without detecting anything)

	ArtifactsArtefacts exchanged/
processed
	In: Vulnerabilities, threat scenarios, unwanted incident, likelihoods, consequences, risk level
Out: List of applicable test techniques, test completion criteria, prioritized list of test items and/or test conditions



When defining a security test strategy, the following sources of information should be considered:
Rules and regulations that apply to the test item or the processes related to the test item
Policies, objectives, and the strategies that are in place at the organisation
Publicly available security best practices (e.g. test pattern libraries and attack pattern libraries)
Publicly available vulnerability scores (e.g. detectability, occurrence and impact scores) 
The second major activities during test planning istis the planning of ressourcesresources and the scheduleschedule for the testing activities. Since the main task of security testing is finding vulnerabilities, ressouceresource planning and test schedules should be aligned with the major security risks so that resources and the order of testing allows for a focused testing of the test items or test condition where the detection of vulnerabilities shows the largest impact.
Table 84 – Risk-based security test planning: 
Risk-based security resource planning and test scheduling (c)
	Name
	Risk-based security resource planning and test scheduling (c)

	Actors
	Security Test Manager (TM)

	Tools
	Risk Assessment Tool (SRAT), Security Test Management Tool (STMT)

	Precondition
	1. Contextual information like legal or regulatory requirements, organizational test and security policies, organizational or higher-level test strategy, technical and ressourceresource limitation are known,.,
Security risk assessment results (threat, vulnerability and risk estimations) are available that capture the technical, business, regulatory and legal requirmentsrequirements.
Test strategy depicting the test items, test conditions, test techniques etc.

	Postcondition
	A test plan that depicts resources, staffing and test schedules respecting certain threats and vulnerabilities and their associated risk scores.

	Scenario
	1. The Test Manager should check for required security testing competences and should acquire new competences if certain security testing task require these competences. Security risk assessment results may indicate these competences (e.g. when certain potential vulnerabilities or threats need to be addressed).
1. The Test Manager should allocate ressourcesresources considering the required test efforts for that test items or test conditions where testing may have the largest impact in terms of treating or minimizing the identified security risks.
1. The test Manager should plan the test schedules so that test items or test conditions where testing might have the largest impact in terms of treating or minimizing the identified security risks are tested first.

	Artefacts exchanged/
processed
	In (from SRAT): Vulnerabilities, Tthreat Sscenarios, Uunwanted Iincident, Llikelihoods, Cconsequences, Rrisk Llevel
Out (from ST): RessourceResource allocation and test schedules that respect the identified security risks.



In summary, the integration of security testing and security risk assessment is addressed during the test planning phase by three activities, that each contribute with the notion of security risks, threat scenarios and vulnerabilities to the testing activitesactivities. 
[bookmark: _Toc294257369]76.3	Risk-based security test design and implementation
The test design and implementation process is mainly dedicated to derive the test cases and test procedures that are later on appiedapplied to the system under test. To achieve this in a systematic way the overall process should start with a concise definition of the features and test condititioncondition that are the main subjects to test. On basis of that, the relevant test coverage items should be identified, the test cases should be derived and they finally should be assembled to adequate test sets and test procedures. Considering especially security testing, security risks, potential threat scenarios and potential vulnerabilities provide a good guidance which of the features and test conditions require testing, which coverage items should be covered in which depth and how individual test cases and test procedures should look like. 
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Figure 75 – Process model for risk-based security test design
A first step during the test design phase is the identification and categorization of the security features that will be tested. Since security features descripedescribe functional security measures this approach especially allows for testing the correctness of the feature implementation. Security risk assessment can be used to determine the most critical security features so that these featruesfeatures are tested more intensively and in more detail.


Table 95 – Risk-based security test design: 
Risk-based identification and prioritization of features sets (a)
	Name
	Risk-based identification and prioritization of features sets (a)

	Actors
	Security Tester (ST), Security Risk Analyst (SRA)

	Tools
	Test Specification Tool (STST), Security Risk AssesmentAssessment Tool (SRAT)

	Precondition
	Security features are documented and the security risk assessment is available

	Postcondition
	Security features to be tested are grouped with respect to potential vulnerabilities and threat scenarios.

	Scenario
	1. The Security Tester should identify testable security features that need to be covered by security testing. This is done by grouping security features to feature sets that each addresses threat scenarios and/or vulnerabilities that have been identified during security risk assessment.
1. The Security Tester should prioritize the security feature sets using the risk levels that are associated with the threat scenario/vulnerabilities.
1. The Security Tester should document the relations between security feature sets and their associated threat scenarios and/or vulnerabilities (maintain tracebilitytraceability).

	Data exchanged/
processed
	In: Vulnerabilities, Tthreat Sscenarios, Uunwanted Iincident, Llikelihoods, Cconsequences, Rrisk Llevel
Out: Prioritized list of testable security features (security feature sets).



After a set of testable security features have been identified the security tester should derive the test conditions and test coverage items. This could be done on basis of the identified features (see Risk-based identification and prioritization of features sets (a)) but need to consider that especially security is a non-functional property and that a correct implementation of all security features may not ensure a secure system. Thus, additional test conditions and coverage items need to be derived that especially address the detection of currently unknown vulnerabilities (vulnerability and robustness testing). Security risk assessment should be used to provide guidance for the derivation of test conditions and test coverage items for vulnerability and robustness testing.
Table 106 – Risk-based security test design: 
Risk-based derivation of test conditions and test coverage items (b)
	Name
	Risk-based derivation of test conditions and test coverage items (b)

	Actors
	Security Tester (ST)

	Tools
	Security Tester (ST), Security Risk Analyst (SRA)

	Precondition
	Test Specification Tool (STST), Security Risk AssesmentAssessment Tool (SRAT)

	Postcondition
	Test conditions and test coverage items weighted according to the impact testing may have on the overall associated security risks

	Scenario
	1. The security tester should identify test conditions on basis of the security features, threat scenarios and/or vulnerabilities that have been identified during security risk assessment and/or during a risk-based identification and prioritization of features sets (a). Please note, testing security features is one approach to security testing that is often not sufficient to cover all major threat scenarios and vulnerabilities. Thus a Security Tester should check whether all relevant threat scenarios already have been covered by risk-based identification and prioritization of features sets (a) or if there are remaining risks from potential threat scenarios and vulnerabilities exist that need to be coverdcovered by adequate test conditions.
1. The Test Designer should identify test coverage items coreespondingcorresponding to the test conditions identified in 1). Test coverage items and the respective test depth should be choosenchosen according to the impact testing may have on the overall associated security risks.

	Data exchanged/
processed
	In: Security Ffeature Ssets, Vvulnerabilities, Tthreat Sscenarios, Uunwanted Iincident, Llikelihoods, C consequences,  Rrisk Llevel, Ttestable Ssets of Ssecurity Ffeatures
Out:TestOut: Test Cconditions and Ttest Ccoverage Iitems weighted according to the impact testing may have on the overall associated security risks.



In the next step, the security tester should derive test cases on basis of test conditions and test coverage items. The security tester determines the pre-conditions for the individual test, he selects adequate input values, the actions to exercise the selected test coverage items, and determines the expected results. Since security risk assessment has been used to identify the test conditions and the test coverage items it is already considered through the activitesactivities before. However, threat scenarios and potential vulnerabilities that have been identified during risk assessment might still help by identifying the preconditions, input values, actions and expected results. 
Table 117 – Risk-based security test desingdesign: Threat scenario based derivation of test cases (c)
	Name
	Threat scenario based derivation of test cases (c)

	Actors
	Security Tester (ST)

	Tools
	Test Specification Tool (STST), Security Risk AssesmentAssessment Tool (SRAT)

	Precondition
	Testable security features, test conditions and test coverage items are known

	Postcondition
	Security test cases that address threat scenarios and potential vulnerabilities

	Scenario
	1. The Test Designer should identify the preconditions for the tests, the test data, the test actions and the expected results by examining the test conditions, test coverage items, threat scenarios and potential vulnerabilities.
1. The Security Tester should document the relations between test cases, security feature sets and threat scenarios and/or vulnerabilities (maintain tracebilitytraceability).
1. The Security Tester and a Security Risk Analyst should review the test case specification and their coverage of threat and potential vulnerabilities identified by the security risk assessment. 

	Data exchanged/
processed
	In: Test Cconditions, Ttest Ccoverage Iitems, Vvulnerabilities, Tthreat Sscenarios, Uunwanted Iincidents, Llikelihoods, Cconsequences, Rrisk Llevel, Ttestable Ssets of Ssecurity  Ffeatures
Out: Security Ttest Ccases.



Finally, the test cases should be assembled to test sets and test procedures. While test sets group test cases with common constraints on test environment or test items, test procedures defines the order of test execution and thus have to respect the pre- and postconditionspost-conditions. Security risk assessment should be used to prioritize the order test cases and thus the order of testing with respect to the associated risks.
Table 128 – Risk-based security test desingdesign: Risk-based assembly of test procedures (d)
	Name
	Risk-based assembly of test procedures (d)

	Actors
	Security Tester (ST)

	Tools
	Test Specification Tool (STST), Security Risk AssesmentAssessment Tool (SRAT)

	Precondition
	Test cases are available and associated with treat scenarios and potential vulnerabilitesvulnerabilities

	Postcondition
	 Test procedures that are order with respect to their relevance

	Scenario
	1. The Test Designer should assemble test sets and test procedures in such a way, that the most relevant tests are executed first. The most relevant test cases are the test cases that address the most critical risks.
1. The Test Designer should assemble test sets and test procedures in such a way that so that the post and precondition of the individual test cases match.the most relevant tests are executed first.

	Data exchanged/
processed
	In: Test Ccases, Vvulnerabilities, Tthreat Sscenarios, Uunwanted Iincident, Llikelihoods, Cconsequences, Rrisk Llevel, Ttestable Ssets of Ssecurity Ffeatures
Out: Security Ttest Pprocedures.



[bookmark: _Toc294257370]76.4	Risk-based test execution, analysis and summary
The decision how extensive testing should be is always a question of the remaining test budget, the remaining time and the probability to discover even more critical errors, vulnerabilities or design flaws. Risk-based security test  analysistest analysis and summary aims for improving the evaluation of the test progress by introducing the notion of risk coverage and remaining risks on basis of the  intermediatethe intermediate test results as well as on basis of the errors, vulnerabilities  orvulnerabilities or flaws that have been found so far. This process is meant to support the test management process with risk related information that can be used to depict the test results in terms of their relation to the overall security risks. We have identified two integration activities namely:
1. Risk-based test configuration and execution prioritization
1. Risk-based test log analysis
Risk-based test summary creation
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Figure 86 – Process model for risk-based test execution, analysis and summary
The execution of test cases can be done several times for the same test cases and test procedures. Normally the execution order for test cases and test procedures is determined at test design by the assembly of test procedures. However, there are a number of regression test scenarios where reprioritization becomes necessary. In this case a risk-based approach for test executions prioritization may help to cover the most relevant remaining security risks.

Table 139 – Risk-based test execution, analysis and summary: 
Risked-based test execution prioritization (a)
	Name
	Risked-based test execution prioritization  (a)

	Actors
	Security Tester (ST)Security Tester (ST)

	Tools
	Test Specification Tool (STST), Security Risk Assessment Tool (SRAT)

	Precondition
	Test cases and/or test procedures are available and associated with threat scenarios and potential vulnerabilities
The test environment is configured and ready to run the testsTest cases and test procedures are defined 

	Postcondition
	Test execution that respects the criticality of addressed threats, vulnerabilities and/or features..

	Scenario
	1. The ST should prioritize test cases and test procedures in such a way that the most relevant tests are executed first. The most relevant test cases are the test cases that address the most critical risks.
The ST should run the test cases and/or test procedures.

	Data exchanged/
processed
	In: Test cases, test procedures, risk level
Out: Test logIn: Test logs, security risk assessment artifacts (vulnerabilities, threat scenarios, unwanted incident, likelihoods, consequences, risk level)
Out: Incident report




The test analysis process is used for the evaluation of the test results and the reporting of test incidents. This process will be entered after the test execution and it mainly covers the analysis and evaluation of test failures and issues where something unusual or unexpected occurred during test execution. Its main purpose is to categorize the issues that occurred during testing and put them into context so that they can be rated by the test manager
Table 149 – Risk-based test executonexecution, analysis and summary: 
Risked-based test result analysis (b)
	Name
	Risked-based test result analysis (a)

	Actors
	Security Tester (ST)

	Tools
	Test Specification Tool (STST), Security Risk AssesmentAssessment Tool (SRAT)

	Precondition
	Test cases have been executed

	Postcondition
	New and/or updated incident are reported and assigned to either already detected vulnerabilities or to new vulnerabilities. Incidents that probably constitute new actual vulnerabilities are communicated so that they could be considered in the security risk assessment and/or the development.

	Scenario
	1. The Security Tester should analyzeanalyse the test results (e.g., the test logs) and identify new incidents. 
The Security Tester should classify newly identified incidents by means of their relation to artifactsartefacts from the security risk assessment (e.g., risks, threat scenarios, vulnerabilities).
The Security Tester should prioritize the newly identified incidents by means of associated artifactsartefacts from the security risk assessment. Issues related to critical risks should be rated higher than the ones that are associated with minor risks.
New and/or updated incidents are communicated to the relevant stakeholders

	Data exchanged/
processed
	In: Test Llogs, Ssecurity Rrisk Aassessment artifactsArtefacts (Vvulnerabilities, Tthreat Sscenarios, Uunwanted Iincident, Llikelihoods, Cconsequences, Rrisk Llevel)
Out: Incident Rreport



Finally, the overall test results, i.e. the test verdicts, the issues and their categorization are summarized in a way, that the stakeholder could understand the outcome of the tests.
Table 1510 – Risk-based test execution, analysis and summary: 
Risked-based test summary creation (b)
	Name
	Risked-based test summary creation (b)

	Actors
	Security Tester (ST)

	Tools
	Test Specification Tool (STST), Security Risk AssesmentAssessment Tool (SRAT)

	Precondition
	Test cases have been executed
Test cases already have a traceable relation to security risk assessment artifactsartefacts.

	Postcondition
	The test results are summarized respecting their relation to the a-priori identified security risks. The test report contains coverage of security risks

	Scenario
	1. The Security Tester should analyzeanalyse the test logs and separate security risks that have been tested successfully (all tests are passed) and those that have not been tested successfully (issues have been found). 
The Security Tester should (re-) characterize the security risks by interpreting the test results. To do so, the security tester should make use of dedicate test metrics to determine the quality of test procedures and thus the significance and validity of the test results.

	Data exchanged/
processed
	In: Test Llogs, Ssecurity Rrisk Aassessment artifactsArtefacts V(vulnerabilities, Tthreat Sscenarios, Uunwanted Iincident, Llikelihoods, Cconsequences, Rrisk Llevel)
Out: Test Ssummary


[bookmark: _Ref365619472]

7	Test-based activites to security risk assessment
In addition to risk-based security testing approaches testing results can additionally be used to affect or optimize the results of the risk assessment itself. Risk assessment, similar to other development activities that start in the early phases of a development project, are mainly based on a set of assumptions that have been made on the system to be developed. Testing is one of the most relevant means to get quality related information on the actual systems and thus helps to gain empirical arguments on the existence or absence of vulnerabilities, the applicability and consequences of threat scenarios and the quality of countermeasures. Considering this, test-based risk assessment uses test results to gain arguments or evidence for the assumptions that have been made during the initial risk assessment phases. From a testing perspective, this kind of feed back allows for representing test results in the context of risk analysis artifacts. Beside others, this kind of high level representation of test results can be used to support management issues and control the overall test process during the test management.
The main purpose of integrating the testing process into the risk assessment process is to use testing to enhance some of the activities of the risk assessment process. This is achieved by ensuring that test results are used as explicit input to the risk assessment. Figure 2 shows how the overall security assessment process (shown in Figure 1) is refined into a process for test-based risk assessment. Here the risk assessment activity has been decomposed into the three activities identify risks, estimate risks and evaluate risks. These three activities, together with the "establishing the context" and "treatment" activities form the core of the ISO 31000 risk management process. As indicated in Figure 2, there are in particular two places where testing can in principle enhance the risk assessment process. The first, denoted 1 in the figure, is during risk identification. In a risk assessment process, the risk identification activity is performed with respect to a target of analysis which is described and documented in the "establish context step". In a test-based risk assessment setting however, the risk identification is not only based on the documentation of the target of analysis, but also on relevant test results of target of analysis. Particularly relevant in this setting is testing using automated testing tools such as vulnerability scanners or network discovery tools.
The risk assessment activity that can be enhanced by the testing process (denoted 2 in Figure 2) is risk evaluation. At this point in the process, risks have already been identified and estimated, and the main reason for doing testing here is to gain increased confidence in the correctness of the risk model. In particular, the likelihood estimates of the risk model might have a low confidence if they e.g. depend on vulnerabilities whose presence in the target of analysis is unknown. By doing testing in this setting, we may investigate whether such vulnerabilities really are present in the target of analysis, and then use the test results to update the confidence level of the risk model.
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Figure 2 – Generic process for test-based risk assessment
Risk identification is the process of finding, recognizing and describing risks. This involves identifying sources of risk, areas of impacts, events (including changes in circumstances), their causes and their potential consequences. Risk identification can involve historical data, theoretical analysis, informed and expert opinions, and stakeholder’s needs [i.9]. In this context, testing process refers to the process of using testing for identifying/discovering threat test scenarios or areas or vulnerabilities where the risk assessment should be focused. This may be performed by e.g. use of network discovering techniques or vulnerabilities scanners.
[bookmark: _Toc398021900][bookmark: _Toc366591545][bookmark: _Ref367965331]7.1	Test-based risk identification
Risk identification is the process of finding, recognizing and describing risks. This involves identifying sources of risk, areas of impacts, events (including changes in circumstances), their causes and their potential consequences. Risk identification may involve historical data, theoretical analysis, informed and expert opinions, and stakeholder’s needs. 
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[bookmark: _Ref397587399]Figure 7 – Test-based risk identification
The process of test-based risk identification uses test results to guide the risk identification process. As illustrated in Figure 7, the process is decomposed into two steps. In the first step, test results are used to prioritize areas or features of the target of evaluation for the purpose of risk identification. In the second step, the risk identification is performed on the basis of this prioritization. Particularly relevant in this setting is testing using automated testing tools such as vulnerability scanners or network discovery tools, or results from passing scanning/ monitoring.
Table 11 – Test-based risk identification: Area/feature prioritization (a)
	Name
	Area/feature prioritization (a)

	Actors
	Security Risk Analyst (SRA)

	Tools
	Security Risk Assessment Tool (SRAT), Security Testing Tool (STT),

	Precondition
	A test incident report must be available. 
A System model may be available.

	Postcondition
	The step must end with a system model that gives a "risk identification"-priority the system features.

	Scenario
	The SRA analyses the system model and the test incident report. Based on this analysis, the SRA indicateswhich features or areas of the system model which should be prioritized in the risk identification step.

	Data exchanged/
processed
	In: System model, test incident report
Out: System model (with prioritization of areas/features)



Table 12 – Test-based risk identification: Prioritized risk identification (b)
	Name
	Prioritized risk identification (b)

	Actors
	Security Risk Analyst (SRA)

	Tools
	Security Risk Assessment Tool (SRAT), Test Specification Tool (STST),

	Precondition
	Same as the postcondition for step "area/feature prioritization"

	Postcondition
	The step must end with a risk model documenting the results of the risk identification.

	Scenario
	The SRA identifies risks on the basis of the system model. The identification process is prioritized according the priorities of the features/areas of the system as specified in the system model.

	Data exchanged/
processed
	In: System model (with prioritization of areas/features)
Out: Risk model


[bookmark: _Toc398021901]7.2	Test-based risk evaluation
Risk evaluation is the process of comparing the results of risk estimation with risk criteria to determine whether the risk and/or its magnitude is acceptable or tolerable. In this context, testing process refers to the process of using testing to validate the correctness of the risk model. In particular, the likelihood estimates of the risk model might have a low confidence if they, e.g., depend on vulnerabilities whose presence in the target of analysis is unknown. By doing testing in this setting, we may investigate whether such vulnerabilities really are present in the target of analysis, and then use the test results to update the confidence level of the risk model.
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[bookmark: _Ref397589451]Figure 8 – Test-based risk evaluation

As illustrated in Figure 8, the test-based risk evaluation process is decomposed into two steps. In the first step, the risk model is used as a basis for identifying high-level test procedures which can be used as a starting point for designing, implementing, and executing tests. In the second step, the test results are used to validate the correctness of the risk model and the resulting risks are evaluated.

Table 13 – Test-based risk evaluation - Risk-based test procedure identification (a)
	Name
	Risk-based test procedure identification (a)

	Actors
	Security Risk Analyst (ST)

	Tools
	Security Risk Assessment Tool (SRAT)

	Precondition
	A risk evaluation matrix and risk model with identified risks and estimations for likelihood and consequences must be available.

	Postcondition
	The step must result in a list of prioritized test procedures

	Scenario
	The ST analyzes the risk model and identifies elements that can be tested given the scope of the risk assessment.
The identified testable elements are prioritized based on the risk values and estimates of the risk model.
Based on the prioritization, a subset of the testable elements are selected and translated into high-level test procedures that have the purpose of checking these elements through testing.

	Data exchanged/
processed
	In: Risk evaluation matrix, Risk model
Out:.Test procedures



Table 14 – Test-based risk evaluation - Risk evaluation and validation
	Name
	Risk evaluation and validation (b)

	Actors
	Security Risk Analyst (ST)

	Tools
	Security Risk Assessment Tool (SRAT)

	Precondition
	A risk evaluation matrix, risk model with identified risks and estimations for likelihood and consequences, and test results must be available.

	Postcondition
	The step must result in a risk evaluation matrix showing the risk values of the risks identified in the risk assessment. 

	Scenario
	The ST links test results to elements of the risk model and updates/validates the correctness the estimates of the risk model based on the new information obtained through the testing.

	Data exchanged/
processed
	In: Risk evaluation matrix, Risk model, Test incident report
Out:Risk model, Risk evaluation matrix




8.	Compositional approaches to security risk assessment and testing
[bookmark: _Toc294257371]8.	Compositional approaches and integration with the system life cycle
Composition and decomposition are well known principles for managing complexity in software engineering [i.20]. Decomposition is the process of partitioning a system specification into separate modules that can be developed and analysed independently, thus breaking the development problem into more manageable pieces. Each module may moreover be developed at different sites, by independent teams, or within different companies [i.3]. Composition is the opposite process. The term refers to the systematic integration of parts to realize the overall system or a system of systems. This section provide guidance in applying the security assessments principles from Sections 6, 7, and 8 to a typical system life cycle where decomposition and composition principles play a major role. In such a setting, the security assessment process itself must to be compositional.
A compositional process to security assessment should initially follow the same procedure for individual parts as the (non-compositional) security assessment process for the whole system. The main difference is, that the system is decomposed into components or parts and that these components are assessed individually. This has several advantages. It allows to consider specific contextual and technical details that become only visible when a system is broken down into several functional parts. Moreover, it supports processes with large integration efforts where multiple software or component supplier deliver individual parts of a system. For each of these components there can be a separate risk assessment that will be integrated to form the overall system's view.
During cBy compositional security assessment we mean a process for assessing,  separate parts of a system or several systems are firstly assessed independently of each other. After this initial assessment, the assessment results are aggregated in such a way, that they provide reasonable results for the overall systems or a system of systems. ,Such an approach should provide  with means for combining separate assessment results into an overall result for the whole system[system [i.2i.2]. The opositeopposite of composition is decomposition, which is a well-known feature from system specification and design[design [i.20i.20]. Decomposition is the process of partitioning a system specification into separate modules that can be developed and analyzed independently, thus breaking the development problem into more manageable pieces. Each module may moreover be developed at different sites, by independent teams, or within different companies[i.3].
In the literature, composition is mainly addressed at the level of techniques, mostly with respect to  languages, and we are not aware of any methodology for risk assessment that explicitly addressed the use of composition. However, such a methodology should address how and why composition should be used. In the following, we identify areas in the process for test-based risk assessment where composition or decomposition may be of relevance.
A compositional process to security assessment should follow the same steps as the (non-compositional) security assessment process. The main difference is that instead of assessing the system as a whole, it is decomposed into parts which can be assesses (more or less) as if each part were a whole system in itself. Figure 9Figure 9 illustrates the application of decomposition and composition in a typical software development life cycle, 


Figure 9 – Overview of a risk assessment process with composition/decomposition
case wherewhere the target of analysis has beenis assessed as a whole at the beginning and in parts or components, when the target is decomposed decomposed into three several parts or components which are each assessed using the same process for security assessment that was described in Section 4. Risk assessment, security testing and the integration thereof follow in principal the same decomposition/composition strategy than the target of assessment itself.





By taking the system’s perspective and However, at certain points in the process, it may make sense to compose or decompose the assessment results before continuing with the rest of the process. In Figure 9, four such points are identified:
After the first four steps of the assessment are completed, the resulting risk models may be composed into a single risk model which will be used as basis for test identification, selection, and prioritization. One of the reasons why this may be desirable is that this allows for a global prioritization of tests. If the test identification and prioritization is done for each risk model separately, then potential tests will not be compared across the risk models. For instance, it may be the case that one risk model results in the identification high-priority tests, while another results in low-priority tests, then low-priority tests might be selected for testing even though there are tests with higher priority in other risk models.
After step 5.b of the process, test procedures (identified on the bases if the risk model(s)) may be composed or decomposed. One reason for this is that it might not make sense to decompose the test model in the same way as the target of analysis was decomposed prior to the risk assessment, or if the number of different test teams is different from the number of risk assessment teams.
After step 6 of the process, when tests have been executed, the test results might be composed into a single model/document. Otherwise it may be difficult to validate the correctness of the risk model on the basis of the test results in the case where all test procedures were identified on the basis of a single risk model in the first place. 
After step 7 of the process, when the risk model(s) have been validated and treatments have been suggested, the resulting risk model may be composed into a global risk model to get an overview of all the risks that have been assessed. 
In summary, we have identified four kinds of artifacts that may be composed or decomposed during the process: the target of analysis, the risk model, the test procedures, and the test results.
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The overall process should start by taking the system’s perspective. The SRA should start the system security risk assessment by following the risk assessment workstream that is described in Section 7. After having established the context, the SRA should go through the risk identification, risk estimation and risk evaluation phases. The risk assessment targets risks for the whole system, thus system wide assets and incidents are considered. The interaction with security testing should in general follow the rules defined in Section 6.2 and 6.3. If there is no established security testing process at that time, there might be a dedicated exploratory testing phase, which is driven by the risk assessment and only meant to provide dedicated testing feedback to the risk assessment. However, at an early time in a system development process, there is often neither an established security testing process nor an existing system. In this case, the feedback from the security testing should be postponed until there is a functional system.
[image: ]
Figure 9 – Overview of a risk assessment process with composition/decomposition
After having completed the risk assessment for the overall system, the system is typically decomposed into parts. In principal, the decomposition is driven by the development process and respects modularization requirements that come from the system’s architecture or that are determined by integrator/supplier relationships. Component Security Risk assessment should use the same decomposition approach than development. In fact, each of the major components that have been defined during system development should be assessed on its own. However, clustering of components is allowed and might help to focus efforts on the major architectural items. In contrast to system risk assessment, the focus of the assessment should move towards an assessment of the technical properties of each of the component. Thus, vulnerability assessment and the assessment of the technical impacts should get much more attention than threat and asset identification. Threat and asset identification is usually done on system level and should be deliberately reused when the component perspective is taken.

9

The two processes, the system security risk assessment and the component security risk assessment, should belong together. The relation between both should be seen as an iterative refinement and update process. Security risk assessment provide the overall context. It identifies the high level assets (e.g. often determined by the business context of the system) and defines the overall threats, threat scenarios, vulnerabilities and unwanted incidents. The component security risk analysis allows for a deeper understanding of the technical causes and impacts focussing on vulnerabilities and unwanted incidents. Since component risk analysis is carried out at a later point in time, there is much more system related information available (e.g. interface definitions, details of realization). This information can be used to allow for a better localization and specification of vulnerabilities, unwanted incident and their impact on and propagation to other parts and components of the system.
Similar to system security risk assessment, the interaction between component security risk assessment and security testing should in general follow the rules defined in Section 6.2 and 6.3. In contrast to security risk assessment it can be considered that there is already an established security testing process at that time of the process, so that a dedicated exploratory testing phase, with the only purpose to provide dedicated testing feedback to the risk assessment, should not be carried out. Instead, the component security risk assessment should be carried out, having already the component security testing phase in mind. Thus, assessment results and reports should be structured in such a way that they serve as input for the security testing workstream that is defined in the Sections 7.1. to 7.4. Finally, component security risk assessment results should be used to update the system security risk assessment with respect to estimates on probabilities, identified vulnerabilities and technical impact. 
[bookmark: _Ref366494843]Figure 9 – Overview of a compositional test based risk assessment process

Security testing should start, when security risk assessment already has gone through its first iteration. Thus, first risk assessment results are available for the system's perspective as well as for the component perspective. Security test planning should be done according to Section 7.2 and cover both perspectives, i.e. the security system testing as well as security component testing phase. Security component testing should be used to test for vulnerabilities and the correctness of security features on component level. System security testing should be used to test the integrated system and cover integration & configuration related vulnerabilities and ensure (as far as testing alone can ensure) the functional correctness of the high level security features. The interaction with security risk assessment should in general follow the rules defined in Section 7.3 and 7.4. While system security testing should especially interact with system security risk assessment, security component testing should interact with component security risk assessment. 
Please note, especially when it comes to component level testing, static testing activities like source code analysis should be used in addition to dynamic testing. Static testing activates have a quite good discovery rate for a larger number of known vulnerabilities.
The overall process that is described above should be considered as a highly iterative process. System security risk assessment should be used to focus the component security risk assessment activates as well as the system security testing activities. In return both workstreams, the component security risk assessment workstream as well as the system security testing workstream, provide updates for the system security risk assessment. Similar, component security risk assessment should be used to directly improve the component security testing activates. In return, the results from component security testing should be used to update the component security risk assessment and thus, transitively, the system security risk assessment.
Independent of the system life cycle phase the testing is carried out (i.e. the verification & validation phase or in the operation & maintenance phase) test planning, test design and test summary and execution should keep its relation to security risk assessment as described above and in the Sections 7.1 to 7.4. An overall risk management workstream should ensure, that the risk assessment on the different level and the integration of the testing activities are kept up to date and in sync.
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A conceptual model for risk-based security testing
[bookmark: _Toc294257373]A.1	Testing
Standards like IEEE 829[i.5i.5], ISO/IEC/IEEE 29119[i.6i.6], the ISTQB Glossary of testing terms[terms [i.10i.10], and the UML Testing Profile (UTP) [i.14i.14] define the basic activities and related artifactsartefacts of a testing process. The major activities can be characterized as follows:
Test planning (results: a test plan containing test conditions, test techniques, test coverage items and test completion criteria)
Test design & implementation (results: test cases and test procedures)
Test execution (results: test logs and test results)
Test evaluation & incident reporting (result: test incidents reports and test incidents)
Since this guide focuses on the relationship between risk assessment and testing, the following model especially reflects the terms and concepts that are relevant to describe the interfaces between security testing and security risk assessment. In this sense the model concentrates on activities like test planning and test specification as well as the management, evaluation and interpretation of the test results. The following model is mainly based on terms and concepts taken from ISO 29119.
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Figure 10 – Basic testing concepts

Test item – is a work product (e.g. system, software item, requirements document, design specification, user guide) that is an object of testing. 
Test condition – is a testable aspect of the test item, such as a function, transaction, feature, quality attribute, or structural element identified as a basis for testing[i.6].
Test case – is a set of preconditions, inputs (including actions, where applicable), and expected results, developed to determine whether or not the covered part of the test item has been implemented correctly[i.6].
Test procedure – is a sequence of test cases in execution order, and any associated actions that may be required to set up the initial preconditions and any wrap up activities post execution[i.6].
Test plan – is a detailed description of test objectives to be achieved and the means and schedule for achieving them, organized to coordinate testing activities for some test item or set of test items [i.6]
Test coverage item – is an attribute or combination of attributes to be exercised by a test case that is derived from one or more test conditions by using a test design technique[i.6].
Test completion criteria – are a set of generic and specific conditions, agreed upon with the stakeholders, for permitting a testing process or a testing sub process to be completed.
Test (design) technique – is a compilation of activities, concepts, processes, and patterns used to identify test conditions for a test item, derive corresponding test coverage items, and subsequently derive or select test cases[i.6].
Test log – is a recording which tests cases were run, who ran them, in what order, and whether each test passed or failed (IEEE 829 [i.5], ISO/IEC/IEEE 29119[i.6]).
Test result – is an indication of whether or not a specific test case has passed or failed, i.e. if the actual result corresponds to the expected result or if deviations were observed[i.6]. Relevant testing standards [i.14] refer to test results with the values none, pass, inconclusive, fail and error.
Test incident – is an event occurring during testing that requires investigation (ISTQB[i.14]).
Test incident report – is a detailed description for any test that failed. It contains the actual versus expected result and other information intended to throw light on why a test has failed. The report consists of all details of the incident such as actual and expected results, when it failed, and any supporting evidence that will help in its resolution. The report will also include, if possible, an assessment of the impact of an incident upon testing (IEEE 829[i.5], ISO/IEC/IEEE 29119[i.6]).
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Figure 11 – Test pattern

Test pattern – is a collection of best practices/solutions for a known testing problem. It assembles reusable parts of a test plan, e.g. the test design techniques and corresponding test completion criteria, a test coverage item description, applicable test and coverage metrics, estimation on the necessary testing efforts and estimation of test effectiveness with respect to the given problem. Additionally it may contain also test data and specification and assumptions on the test environment as well as testing tool requirements.
[bookmark: _Toc294257374]A.2	Security Testing
Security testing is used to experimentally check software implementations with respect to their security properties and their resistance to attacks. For security testing we can distinguish functional security testing and security vulnerability testing. Functional security testing checks if the software security functions are implemented correctly and consistent with the security functional requirements. It is used to check the functionality, efficiency and availability of the specified security features of a test item. Security vulnerability testing directly addresses the identification and discovery of yet undiscovered system vulnerabilities. This kind of security testing targets the identification of design and implementation faults that lead to vulnerabilities that may harm the availability, confidentiality and integrity of the test item.
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Figure 1112 – Security testing
Security test case – is a set of preconditions, inputs (including actions, where applicable), and expected results developed to determine whether the security features of a test item have been implemented correctly or to determine whether or not the covered part of the test item has vulnerabilities that may harm the availability, confidentiality and integrity of the test item.
Security test procedure – is a sequence of security test cases in execution order together with any associated action that may be required to set up the initial preconditions and any wrap up activities post execution.
Security test (design) technique – is a collection of activities, concepts, processes, and patterns used to identify test conditions for a test item, derive corresponding test coverage items, and subsequently derive or select security test cases.
Security test pattern – is a collection of best practices/solutions for a known security testing problem. It assembles reusable parts of a test plan e.g. the security test design techniques and corresponding test completion criteria, a test coverage item description, applicable test and coverage metrics, estimation on the necessary testing efforts and estimation of test effectiveness with respect to the given problem. Additionally it may contain also test data and specification and assumptions on the test environment as well as testing tool requirements.
[bookmark: _Toc294257375]A.3	Risk assessment
The conceptual model and notions defined here are based on the ISO 31000 standard[standard [i.9i.9] 
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Figure 1213 – Conceptual model for risk assessment
The terms of the model are defined in the following.
Risk – the combination of the consequences of an event with respect to an objective and the associated likelihood of occurrence (adapted from [i.9]).
Objective – something the stakeholder is aiming towards or a strategic position it is working to attain (adapted from 0).
Risk Source – an element which alone or in combination has the intrinsic potential to give rise to risk [i.9].
Stakeholder – a person or organization that can affect, be affected by, or perceive themselves to be affected by a decision or activity [i.9].
Event – the occurrence or change of a particular set of circumstances [i.9].
Likelihood – the chance of something happening [i.9].
Consequence – the outcome of an event affecting objectives [i.9].
Risk Criterion – the term of reference against which the significance of a risk is evaluated [i.9].
Risk Level – the magnitude of a risk or combination of risks, expressed in terms of the combination of consequences and their likelihood [i.9].
[bookmark: _Toc294257376]A.4	Security risk assessment
Lund et al. [i.10i.10]classify] classify risk analysis approaches into two main categories:
Offensive approaches: Risk analysis concerned with balancing potential gain against risk of investment loss. This kind of risk analysis is more relevant within finance and political strategy making.
Defensive approaches: Risk analysis concerned with protecting what is already there.
In the context of security, the defensive approach is the one that is relevant.
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[bookmark: _Ref287279120]Figure 1314 – Conceptual model for security risk assessment
The main terms related to security risk assessment and their relationship to previously defined terms in the risk assessment domain are illustrated in [i.7i.7]...
Security Risk Assessment – The process of risk asset specialized towards security.
Asset – Anything that has value to the stakeholders (adopted from[i.7]).
Security Requirement – A specification of the required security for the system (adopted from[i.19]).
Security Risk – A risk caused by a threat exploiting a vulnerability and thereby violating a security requirement.
Unwanted Incident – An event representing a security risk.
Threat – Potential cause of an unwanted incident[i.7].
Vulnerability – A weakness of an asset or control that can be exploited by a threat[i.7].
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