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[bookmark: _Toc431458563]
Intellectual Property Rights
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (http://ipr.etsi.org).
Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
[bookmark: _Toc431458564]Foreword
[bookmark: For_tbname][bookmark: For_voteonly][bookmark: For_standards][bookmark: For_procedure]This final draft ETSI Guide (EG) has been produced by ETSI Technical Committee Methods for Testing and Specification (MTS), and is now submitted for the ETSI standards Membership Approval Procedure.
[bookmark: _Toc431458565]
1	Scope
The  present  document  gives  guidance  to  the  wider  development  and  deployment community as to activities required to achieve such security assurance.   It provides an overview as to how security fits into a system lifecycle in such a way as to maximise the overall system’s security capabilities.

[bookmark: _Toc431458566]2	References
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
[bookmark: _Toc431458567]2.1	Normative references
The following referenced documents are necessary for the application of the present document.
Not applicable.
[bookmark: _Toc431458568]2.2	Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[bookmark: REF_ISOIEC13335][i.01]	ISO/IEC 13335: "Information technology - Guidelines for the management of IT security"
[i.02]	BS PAS 754:2014: “Trustworthy Software Framework”
[i.03]	ISO/IEC 12207-2008: “Systems and software engineering -- Software life cycle processes”
[i.04]	ISO/IEC 15288-2008: “Systems and software engineering -- System life cycle processes”
[bookmark: REF_EG202387][i.05]	ETSI EG 202 387: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Security Design Guide; Method for application of Common Criteria to ETSI deliverables".
[i.06]	ETSI TS 102 165-1 (V4.2.1): "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Methods and protocols; Part 1: Method and proforma for Threat, Risk, Vulnerability Analysis".
[i.07]	ETSI TS 102 165-2: " Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Methods and protocols; Part 2: Protocol Framework Definition; Security Counter Measures"
[i.08]	ETSI TR 197 023: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); Security Assurance Profile for Secured Telecommunications Operations"
[i.09]	ETSI TR 187 011: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN Security; Application of ISO-15408-2 requirements to ETSI standards - guide, method and application with examples"
[bookmark: REF_ISOIEC15408][i.10]	ISO/IEC 15408: "Information technology - Security techniques - Evaluation criteria for IT security"
[i.11]	ISO/IEC 29147:2014 “Information technology -- Security techniques -- Vulnerability disclosure”
[i.12]	ISO/IEC 30111:2013 "Information technology -- Security techniques -- Vulnerability handling processes"
[i.13]	John A. Zachman  “A Framework for Information Systems Architecture“, IBM Systems Journal 1987 (G321-5298), Vol 26, No 3
[i.14]	ETSI  TS 101 583: “Security Testing Terminology and Concepts”
[i.15]	ISO/IEC 15026-2-2011: “Systems and software engineering -- Systems and software assurance -- Part 2: Assurance case”


[bookmark: _Toc431458569]3	Definitions, symbols and abbreviations
[bookmark: _Toc431458570]3.1	Definitions
For the purposes of the present document, the following terms and definitions apply:
Adversity:	Superset of external factors likely to have undesirable effects on software, being the aggregate of the set of hazards (undirected events) and threats (directed, deliberate, hostile acts) [NATO STO] 
Bill of Materials:	List of components / libraries used by the product
Defect:		Non-fulfilment of an explicit or implicit requirement related to an intended or specified use [BS PAS754:2014]
Deferral:		Documented and risk managed decision to not resolve a defect or deviation [BS PAS754:2014]
Deviation:		Non-conformity with specification [BS PAS754:2014]
Exploitability Assessment: 	Comprehensive and directed review of a system for susceptibilities that could be exploited by an attacker
Penetration Test: 	Comprehensive and directed review of a system by suitably qualified personnel for susceptibilities that could be exploited by an attacker
Product: 	A combination of interacting elements that has been assembled, tested and made available for multiple discrete and configurable purposes
Risk management: 	Coordinated activities to direct and control an organization with regard to risk [ISO 22301:2012]
Resilience Testing: 	Review of a system to assess survivability in the face of realised exploitation attempts
Security Requirement:	Specification of the required security for the system [ISO/IEC 27001]
Susceptibility: 	Existence of a generic vulnerability in a particular implementation such that it could lead to a failure [BS PAS754:2014]
Susceptibility Review: 	All activities that explore instantiation of Vulnerabilities in a system
Susceptibility Scan: 	An automated scan for presence of Vulnerabilities in an instantiated system
Susceptibility Management: 	Review of each device, software, component and library within the Bill of Materials for emerging vulnerabilities, and application of any necessary remediation
Susceptibility Test: 	Any Validation and/or Verification activity that explores instantiation of Vulnerabilities in a system
System:		Combination of interacting elements organized to achieve one or more stated purposes [ISO/IEC 15288]
Threat: 	A potential for violation of security, which exists when there is a circumstance, capability, action, or event that could cause harm
Vulnerability: 	Any weakness that can be used to cause a failure in the operation of the software
Vulnerability Review: 	Consideration of newly reported exploitable Vulnerabilities for relevance as potential Susceptibilities 
Weakness: 	A shortcoming or imperfection in the software code, design, architecture, or deployment that, could, at some point become a vulnerability, or contribute to the introduction of other vulnerabilities
[bookmark: _Toc431458571]3.2	Abbreviations
For the purposes of the present document, the abbreviations apply:
AA:	Asset and Adversity Analysis
ARC:	Architectural Reference Case
ARM:	Architectural Reference Model
ASC:	Architectural Specification Case
DC:	Design Class
EA:	Enterprise Architecture
EA:	Exploitability Assessment
EC:	Effect Class
NFR:	Non-Functional Requirement
PDCA:	Plan Do Check Act
PP:	Protection Profile
PT:	Penetration Testing
RA:	Risk Assessment
RT:	Resilience Testing
SAF:	Security Architecture Framework
SEF:	Security Enforcing Functions
SR:	Susceptibility Review
SS:	Susceptibility Scan
ST:	Susceptibility Testing
TISPAN:	Telecommunications and Internet converged Services and Protocols for Advanced Networking
TVRA:	Threat, Risk, Vulnerability Analysis
VA:	Vulnerability Analysis
VDD:	Vulnerability Discovery and Disclosure
VR:	Vulnerability Review


[bookmark: _Toc431458572]4	Security in the system lifecycle
[bookmark: _Toc431458573]4.1	Definition
Agreeing a single definition of security is largely infeasible, as it depends on context, and as such to say that a system or product is secure without defining in some detail the context in which that assurance is given is fundamentally problematic.
Nonetheless, security is most often defined as being the ability of a system to give assurance of the following 3 key attributes of a product or service:
Confidentiality
ensuring that information is accessible only to those authorized to have access
Integrity 
safeguarding the accuracy and completeness of information and processing methods
Availability 
property of being accessible and usable on demand by an authorized entity ISO/IEC 13335-1 [i.01]. 
These key attributes are underpinned by the “contained attributes” of authenticity and authority, which are themselves underpinned by identity. 
A failure in the security of a system may not be directly related to a specific element, e.g. the authentication protocols used in a system may provably work but the system may still be broken if the authentication protocols can be bypassed, thus proof of the correctness of a security measure may be insufficient to give assurance of the security of the system.
[bookmark: _Toc431458574]4.2	Approach
[bookmark: _Toc431458575]4.2.1	Contexts
In order to achieve Security, it needs to be considered in 4 contexts:
Governance – the processes and people needed for properly administering secure delivery of a product or service
Risk – the factors which could have a deleterious impact on secure delivery of a product or service
Controls – the principles and techniques used to reduce the risk to secure delivery of a product or service, which can be further subdivided as:
Personnel Controls
Physical Controls
Procedural Controls
Technical Controls
Compliance – the processes and people needed for ensuring secure delivery of a product or service is proceeding as intended
A summary of Principles for realisation of secure products and services, as derived from UK’s Trustworthy Software Framework (TSF) [i.02] is provided at Annex A.
[bookmark: _Toc431458576]4.2.2	Challenges
System problems are generally characterised as a one of three types:
Weaknesses, which are generic classes of potential deficiency in systems, such as buffer overflows in software
Vulnerabilities, which can be:
the existence of a generic weakness in a particular platform, such as a buffer overflow occurring in a specific operating system;
interactions between multiple elements that bypass intended controls;
accidental actions of developers that result in defects and errors;
deliberate actions of developers that bypass intended controls, such as trap  doors  that permit  unauthorised access  to  the  system
use of weak third-party code such as libraries and protocol stacks, or through enabling new features in them
Susceptibilities, which are the confirmed presence of one or more vulnerability within an implemented system, such as the presence of an operating system with a buffer overflow defect
Susceptibilities in systems stem from: 
initial implementation;
changes such as from adding new facilities or the correction of detected errors (‘patching’);
use of utilities which may be capable of circumventing security measures 
[bookmark: _Toc431458577]4.2.3	Consistency
In order to achieve security through an extended lifecycle, a fundamental requirement is for Traceability, which has an implicit need for continuity of access to artefacts from earlier lifecycle stages, such that changes can be appropriately dealt with.
There are two types of Traceability: Forward and Backward. Forward Traceability ensures that all requirements derived ultimately result in a corresponding test case. Backward Traceability allows test cases to be mapped to original requirement(s). These are important if there are any changes in the requirement, we should know which test cases need to be re-written or modified.
In addition, due consideration is needed of Composability, with a full understanding of how the Risks and Dependencies, Assumptions and Assertions introduced for individual components evolve as they are composed into more and more complex assemblages (e.g. packages, products, systems, and systems-of-systems).
[bookmark: _Toc431458578]4.2.4	Continual Improvement
All activity to performed with the goal of obtaining security should be done on the basis of continual improvement, with the Plan-Do-Check-Act (PDCA) cycle[footnoteRef:1] illustrated at Figure 1 being recommended as the underlying approach. [1:  Based upon the Shewart Cycle, defined initially in “Statistical Method from the Viewpoint of Quality Control”, W A Shewart, 1939, also known as the Deming Cycle] 

[image: https://2.bp.blogspot.com/_VBnH6xBaGjM/TE34EgiYsYI/AAAAAAAAAII/WiO8-z7uhP0/s1600/pdca-1.gif]

Figure 1: PDCA Cycle
[bookmark: _Toc431458579]4.3	Use of Architectural Frameworks
The use of an Architectural approach provides coordination for the Lifecycle of a product or service, establishing a coherent structure and logical organization, including the reuse of good practice and components that have been derived internally or externally.
[bookmark: _Toc431458580]4.3.1	Framework Levels
Within the realm of  ICT, high level architecture is generally accepted to have first been introduced as the Zachman Framework [i.13], and has been evolved and diverged in many ways since.  
Nonetheless it is possible to genericise various core elements as an underlying Framework.
Architectural Frameworks typically decompose an architecture into a number of Levels, with a common set being:
Level 1 -  Conceptual 
Level 2 - Contextual
Level 3 - Logical
Level 4 - Physical
Level 5  - Detailed
[bookmark: _Toc431458581]4.3.2	Security Framework
Within the security lifecycle, an Architectural approach can also be used to provide coordination of activity by establishing a coherent structure and logical organization, enabling the reuse of good practice and components that have been derived internally or externally.
The 5 levels of abstraction identified above are therefore used within the Workstreams detailed in this document to amplify the required activities to support the ISO/IEC 15288 Lifecycle as illustrated at Figure 2.
[bookmark: _Toc431458582]4.3.3	Security Architecture Components
In order to support reuse of security tools, techniques and processes across a variety of types of product and service, a generic set of building blocks can be used.
This entails generic functional specifications being defined as being a Class, with detailed implementations based upon  such  Classes being defined as being Patterns.  
Where collection of Patterns is to be used, these can be referred to as a Composed Package.
In seeking to achieve security, it is import to make a distinction between Design and Effect: 
A Design is where the Class and/or Pattern is for a component or assemblage whose Functional Requirement(s) FR are explicitly aimed at providing architectural Security Enforcing Functions (SEF)
An Effect is where the security attributes arise as a Non-Functional Requirement (NFR) within a component or assemblage that is implemented to meet other, non-security relevant FR(s)
Within a System of Systems context, a special case of Designs Classes / Patterns are Infrastructure Classes / Patterns (IC/ IP), which define SEFs for use as common functions used across multiple systems in support of an Enterprise Architecture (EA).
These generic ideas from Architectural work have been mapped to the specific realm of Information Security, both  for Requirements and Implementation, as shown in Figure 3.
[image: ]
Figure 3: Security Architecture Components
[bookmark: _Toc431458583]4.3.4	Functional Groups and Classes
The set of potential Design and/or Effect Classes and/or Patterns for security objectives within a product and/or service can be group by generic Function, and decompose into:
Technical Security Functional Groups
Technical Supporting Functional Groups
Non-Technical Functional Groups
Each Functional Groups can consists of one or more Design/Effect Class,  which will vary with time in both scope and detail.
An informative list of  such Functional Groups and Classes is provided at Annex C.

[bookmark: _Toc431458584]4.4	Definition of Generic Lifecycle
[bookmark: DetailedModel]There are many definitions of the Lifecycle for a product or service, from the very simple (Specification – Realisation – Use) to the complex. Probably the most widely accepted are those produced by ISO/IEC JTC1 SC7 as defined in ISO/IEC 12207 [i.03] and ISO/IEC 15288 [i.04].
As most systems are a mixture of both software and other functionality, the ISO/IEC 15288 Lifecycle is widely regarded as the most applicable for general use, which comprises of 11 phases:
1. Stakeholder Requirement Definition
2. Requirements Analysis
3. Architectural Design
4. Implementation
5. Integration
6. Verification
7. Transition
8. Validation
9. Operation
10. Maintenance
Maintenance can be considered to be a “mini-lifecycle”, potentially reflecting all preceding stages, and to be carried out successfully access to artefacts from the original development lifecycle will be a fundamental dependency.
11. Disposal
[bookmark: _Toc431458585]4.5	Elements of the Security Lifecycle
The ISO/IEC 15288 derived view of the Lifecycle is based upon a linear, time-based model of systems development, but practical experience of implementation of security has established that an orthogonal clustering of activities based on the nature of activities being performed is a more useful model for practitioners to understand the processes that need to be followed.
Such a decomposition produces 4 Security Workstreams:
· Risk Management
· Specification
· Verification and/or Validation
· Assurance Evidence
Figure 2 provided a high level mapping of the ISO/IEC 15288 Lifecycle to these 4 Security Workstreams.
[bookmark: _Ref319330987][image: ]Figure 2: Security lifecycle activity diagram
A diverse selection of security activities are therefore required across the 4 Security Workstreams of Risk; Specification; Verification and/or Validation; and Assurance Evidence, which are detailed in the following sections which address the Security Workstreams individually.
Annex B provides a suggested checklist of activities against the ISO/IEC 15288 view of the Lifecycle as a linear, time-based model of systems development.



[bookmark: _Toc431458586]5	Risk Assessment Workstream
[bookmark: _Toc431458587]5.1	Purpose
The Risk Assessment Workstream is to ensure the nature, frequencies and/or likelihoods of problems arising with an implemented product and/or service are understood, and to inform activities in the Specification, Validation/Verification and Assurance Workstreams.
[bookmark: _Toc431458588]5.2	Context


Figure 4: Security activities in Risk Assessment workstream
Figure 4 shows the context of the Risk Assessment Workstream within the overall Architecture and Assurance Framework.
[bookmark: _Toc431458589]5.3	Approach
The purpose of the Threat, Risk, Vulnerability Analysis (TVRA) processes are to determine nature, frequency and/or likelihood of attack or failure effecting a product and/or system. 
ETSI  have produced a number of documents relating to the TVRA processes, as a result of work on Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN), as detailed in EG 202 387 [i.05], TS 102 165-1 [i.06], TS 102 165-1 [i.07], TR 197 023 [i.08] and TS 187 011 [i.09].   
The primary purpose of an ETSI TVRA is to support and rationalize system design decisions, where the overall objective of the standard is to minimize risk of exploitation and attack of a compliant system when deployed. 
In order to consider this fully the TVRA method addresses the impact of an attack on the system, whereas ISO/IEC 15408 [i.10] primarily addresses the resistance to attack of the system, so the TVRA method can be considered to compliment ISO/IEC 15408. One objective of the TVRA method can be to prepare the justifications for security decisions, which may be referenced in a Protection Profile (PP) for the security feature.
From the TVRA processes security architecture and security mechanisms can be derived to maintain the system in a state of acceptable risk by removing those vulnerabilities that when attacked could violate the level of acceptable risk.   
TVRA currently only looks at design, not at the real implementation of the design, for which risk-based testing provides the relevant assurance.
REPHRASE Under "Risk": More and more I have seen the need to separate Security and Safety risks. Security should of course include Safety, but many people think it is about _information_ where e.g. availability is often about safety of people (in cars, nuclear plants, medical, ...).	Comment by TSI User: For discussion at Conference Call
As noted in TS 102 165-1 [i.06] one of the keys to a successful TVRA, and also of a successful system design, is the ability to show the relationship of objectives and requirements to the system design. 
Figure 5 shows the dependencies between system objectives, system requirements and system design highlighting the interplay of security objectives and requirements.
[image: ]
Figure 5: Relationship between system design, objectives and requirements
For most systems, the development of system requirements goes far beyond its security attributes (Designs), and it is therefore essential to ensure that the system design is itself robust (Effects) and requirements are fully documented requirements across all aspects. 
[bookmark: _Toc431458590]5.4	Demonstration of Fulfilment
To demonstrate that the Risk Workstream has correctly addressed the security needs of the product or service, the following matters will need to be considered:
A complete and consistent set of Threats should have been identified and peer-reviewed
A complete and consistent set of Vulnerabilities should have been identified and peer-reviewed
An analysis of the consensus set of Threats and Vulnerabilities  for potential Risks likely to affected the product or service should have been performed
A complete and consistent set of ways to mitigate the Risks should have been identified
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[bookmark: _Toc431458591]6	Specification Workstream
[bookmark: _Toc431458592]6.1	Purpose
The Specification Workstream establishes the set of security requirements and implementation approaches, as informed by the Risk Assessment Workstream, and informs activities in the Validation/Verification and Assurance Workstreams.
[bookmark: _Toc431458593]6.2	Context


Figure 7: Security activities in Specification workstream
Figure 7 shows the context of the Specification Workstream within the overall Architecture and Assurance Framework, which also shows the minor variances between products and services.
[bookmark: _Toc431458594]6.3	Approach
In order to understand the system design and undertake analysis, the assets of the system and the relationship of the system to its environment need to be clearly identified due to the contextual nature of security. 
A pictorial view of the asset-threat-weakness-vulnerability-countermeasure relationship to system design is given in Figure 6, drawn from TS 102 165-1 [i.06].
[image: ]
Figure 6: Generic security TVRA model
One of the purposes of security design is to minimize the likelihood and/or frequency of any attac or failure occuring. 
It should be noted that whilst some countermeasures may themselves become system assets, and as such have their own vulnerabilities, many instances of countermeasures will be considered as policies, system guidelines and, if captured early enough, system redesign. 
The typical threats to the assets of the system can be classified as one of 4 types:
Interception.
Manipulation.
Denial of service.
Repudiation of sending / Repudiation of receiving.
Similarly security objectives can be classified as one of 5 types (commonly referred to as "CIAAA" types):
Confidentiality.
Integrity.
Availability 
Authenticity (requires Identity)
Accountability (requires Authority).
REPHRASE Under "Risk": More and more I have seen the need to separate Security and Safety risks. Security should of course include Safety, but many people think it is about _information_ where e.g. availability is often about safety of people (in cars, nuclear plants, medical, ...).   	Comment by TSI User: Ari comment, for discussion at Conference Call
[bookmark: _Toc431458595]6.4	Design dependencies
In line with the lifecycle definition, it is assumed that before commencing a fresh design for a product or service, a Stakeholder Requirements Definition exercise will have been completed.
Design can also be a phase during the Maintenance “mini-lifecycle”, and in order to be carried out successfully, access to artefacts from the original development lifecycle will be a fundamental dependency.
[bookmark: _Toc431458596]6.5	Security design and implementation processes
The lifecycle mapping of security activities and Security Architecture Framework (SAF) identifies the following activities for system design and implementation in support of Test and Assurance.
REPHASE Implementation can never eliminate vulnerabilities. Actually 70% of vulnerabilities are created here. Only 20% of vulnerabilities are design mistakes. And 10% are created in commissioning/operations, as configuration/usage mistakes.	Comment by TSI User: Ari comment, to be discussed at Conference Call
[bookmark: _Toc431458597]6.5.1	Asset and Adversity Analysis (AA)
In order to understand the requirements for security activities, the underlying business drivers first need to be analysed.
This requires the enumeration and collation of:
Assets – establishing both the Utility to the Service Provider of the target infrastructure(s) to be secured, and the Utility of Information stored, processed or forwarded on these infrastructures to the customer(s)
Adversity – establishing both the set of Threats (from malicious intent, such as Hackers) and Hazards (from undirected factors such as Electromagnetic Interference of both man-made sources and terrestrial / extra- terrestrial natural sources)
[bookmark: _Toc431458598]6.5.2	Risk Assessment (RA)
Having established the set of Asset Utilities and Adversities faced, the probability of occurrence of Adversities needs to be analysed, and the potential impact established based on the assessed Asset Utilities, yielding a set of Risks.
These Risks should then be grouped, as far as possible, into potential common Compromise categories that need to be mitigated.
[bookmark: _Toc431458599]6.5.3	Vulnerability Analysis (VA)
Having established the Compromises that need to be avoided, the target solution elements should be enumerated, and the known instantiation of any generic Weakness (for instance unpatched Buffer Overflows) listed, including factoring in VDD outputs.
ATTACK / DATA SURFACE I think critical part of AA is considering what assets can be eliminated, what should not be stored, what should not be secret. Mistake many people do is to try and keep everything secret, when actually very little data really is secret. In optimal case, nothing secret is stored in the system.	Comment by TSI User: Ari comment, to be discussed at Conference Call
[bookmark: _Toc431458600]6.5.4	Architectural Reference Model (ARM)
The Architectural Reference Model (ARM) is a high level generic specification of functional components of an infrastructure(s) that are reused within a solution delivery organisation, defining the security characteristics, assumptions and constraints of functional components.  The ARM is informed by the generic Functional Groups and Classes, as outlined in Annex C.
This model should be maintained in an iterative manner, with lessons identified during each solution implementation used to update the list of security characteristics, assumptions and constraints.
[bookmark: _Toc431458601]6.5.5	Architectural Reference Case (ARC)
The system design for the specific solution should be mapped onto the relevant subset of the Architectural Reference Model (ARM), to produce an Architectural Reference Case (ARC) which summarises only those functional components that are applicable.
[bookmark: _Toc431458602]6.5.6	Architectural Specification Case (ASC)
The Architectural Reference Case (ARC) should be used to produce a master collation of security characteristics, assumptions and constraints relevant to an implementation, referred to as the Architectural Specification Case (ASC).
[bookmark: _Toc431458603]6.5.7	Design and/or Effect Classes
The Architectural Specification Case (ASC)  should be used to select the relevant Design and/or Effect classes needed to achieve the security characteristics for a solution.  A list of Design and/or Effect classes is provided at Annex C.
[bookmark: _Toc431458604]6.5.8	System Design
[bookmark: _GoBack]The security aspects of the system design process should be, as far as possible, driven by the list of the relevant Design and/or Effect Classes and/or Patterns needed to achieve the security characteristics for a solution, with only special features needing to be specifically designed.
Such reuse of established principles and techniques can both significantly reduce the effort required for design, and improve the ability to assure the solution by the ability to reuse previous evidence.
The implementation should factor in mitigation of all Compromises identified by Risk Assessment.
[bookmark: _Toc431458605]6.5.9	Traceable Implementation
The implementation of the design should be clearly traceable back to the set of Design and/or Effect classes needed to achieve the security characteristics, and additional special features, in order to provide traceability of the delivery of the security requirement.
The actual implementation activities are outside the scope of this document, but should follow good practices as defined elsewhere [i.02, i.15], and should factor in mitigation of all issues identified by Vulnerability Analysis.
[bookmark: _Toc431458606]6.5.10	Integration and Configuration
The integration and configuration of the solution should be derived from the set of security characteristics, assumptions and constraints relevant to an implementation, with the principle of Least Privilege being applied.
The implementation should factor in mitigation of all issues identified by Vulnerability Analysis that were not addressed during Implementation.
[bookmark: _Toc431458607]6.6	Demonstration of Fulfilment
To demonstrate that the Specification Workstream has correctly addressed the security needs of the product or service, the following matters will need to be considered:
A complete and consistent set of design dependencies have been identified and peer-reviewed
An Asset and Adversity Analysis (AA) should have been performed
A Risk Assessment (RA) should have been performed
A Vulnerability Analysis (VA) should have been performed
Where one exists, the Architectural Reference Model (ARM) should have been consulted for guidance and options for reuse, and documented as an Architectural Reference Case (ARC)
If the ARC has been generated, this should have been used to generate an Architectural Specification Case (ASC)
Appropriate Design and/or Effect Classes should be been selected from Annex C to ensure that existing specifications are reused to maximal effect
The security specifications should have been traced through implementation, integration and configuration to ensure they have been completely and consistently achieved


[bookmark: _Toc431458608]7	Validation and/or Verification Workstream
[bookmark: _Toc431458609]7.1	Purpose
The Validation and/or Verification Workstream tests that the set of security requirements and their implementation addresses the challenges identified by the Risk Assessment Workstream and the outputs of the Specification Workstream, and informs activities in the Assurance Workstream.
[bookmark: _Toc431458610]7.2	Context


Figure 9: Security activities in Verification and/or Validation workstream
Figure 9 shows the context of the Verification and/or Validation Workstream within the overall Assurance Framework, which also shows the minor variances between products and services.
[bookmark: _Toc431458611]7.3	Approach
Verification and/or Validation consist of a number of specific activities:
· Static Analysis
· Functional Test
· Performance Test
· Robustness Test
· Susceptibility Test(s)
· Certification Test
· Regression Test
More detailed guidance on these activities is provided at TS 101 583 [i.14].
[bookmark: _Toc431458612]7.4	Implementation Testing processes
The purpose of security testing is to find weaknesses in software implementation, configuration or deployment. These weaknesses can potentially create or become vulnerabilities in the system. Various security testing techniques are applied at various phases in the product/system lifecycle, starting from requirements definition and analysis and continuing through design, implementation, verification, operations and maintenance.
Security tests can be performed in two complementary approaches. Security tests using Static Analysis, also called Static Application Security Testing (SAST), analyse the source code or the binary for security weaknesses without executing it. Security tests using Dynamic Analysis, or Dynamic Application Security Testing (DAST), execute the code and analyse the behaviour.
The actors in the dynamic security testing activities include developers, internal testers and external security evaluators. The activities include:
Risk Assessment and Risk-based Security Testing
Functional Testing of Security Features
Performance Testing
Robustness Testing
Penetration/Susceptibility Testing
After detection, a failed security test can be further analysed based on the exploitability of the flaw. The identified successful security tests are integrated to regression tests.
The outputs of security tests need to be explicitly addressed to correct any defects and/or deviations revealed.

[bookmark: _Toc431458613]7.5	Commissioning Testing processes
During commissioning a Susceptibility Assessments (SA) will be required, consisting of one or more of:
Vulnerability Review (VR) of newly reported exploitable Vulnerabilities for relevance as potential Susceptibilities
Susceptibility Review (SR) for presence of both exploitable vulnerabilities and of mis-configurations:
Automated Susceptibility Testing (ST) using proprietary or open source “scanners”
Directed Exploitability Testing (ET) using  targeted  testing with more  invasive  tools  and techniques to assess examine  the  extent  to whether identified susceptibilities might be exploited and filter out false positives; this is referred to as “Penetration Testing” (PT) when carried out by suitably qualified personnel
Resilience  Testing (RT), an enhancement to other types of ST, to assess the survivability  of a system (continuation of service and restoration capabilities from malicious attack) in the face of realised exploitation attempts, including Denial of Service (DoS) attacks
The outputs of SR need to be explicitly addressed to correct any defects and/or deviations revealed.
[bookmark: _Toc431458614]7.6	Operational Testing processes
The during Operation, Testing will consist of one or more Susceptibility Reviews (SR):
Vulnerability Review (VR), including factoring in VDD outputs
Susceptibility Testing (ST), either Susceptibility Scanning (SS), Exploitability Assessment (EA), or Penetration Test (PT)
Resilience  Testing (RT)
Some forms of SR (EA, PT and particularly RT) have a risk of temporary disruption to service when used on a live system, so the system’s operating authority needs to explicitly understand and sanction the use of such approaches.
[bookmark: _Toc431458615]7.7	Disposal Testing processes
During Decommissioning and Disposal of Systems, Security Reviews (SR) may need to be performed to ensure that any security dependencies from other systems on the system being removed are addressed, and that any security requirements such as media sanitisation are performed.  
[bookmark: _Toc431458616]7.8	Demonstration of Fulfilment
To demonstrate that the Specification Workstream has correctly addressed the security needs of the product or service, the following matters will need to be considered:
An appropriate set of Testing measures should have been derived to address all stages of the Lifecycle
All derived Testing measures should have been performed, and action taken to correct any defects and/or deviations identified by such Testing
[bookmark: _Toc431458617]8	Assurance Evidence Workstream
[bookmark: _Toc431458618]8.1	Purpose
The Assurance Workstream reviews challenges identified by the Risk Assessment Workstream, the outputs of the Specification Workstream, and the results of the Validation and/or Verification Workstream to establish the degree of confidence that can be asserted for a product and/or service.
[bookmark: _Toc431458619]8.2	Context


Figure 10: Assurance activities in Assurance Evidence workstream
Figure 10 shows the context of the Assurance Evidence Workstream within the overall Assurance Framework, which also shows the minor variances between products and services.
[bookmark: _Toc431458620]8.3	Approach
The core to the overall provision of evidence as to the confidence that can be afforded to a system is based around the production of an Assurance Case, guidance on which can be found in ISO/IEC 15026 [i.15].
[bookmark: _Toc431458621]8.4	Assurance processes
The ultimate goal of this Workstream is to produce the evidence of adequate assurance.
For this an Assurance Case [i.15] should be used, which is the means to explicitly structure the reasoning used to provide confidence that systems will work as expected. As such, it is a key element in the documentation of the system and provides a map to more detailed information.
It relies on inputs from the other Workstreams:
Adversity and Vulnerability identification by the Risk Workstream
Architectural information from the Specification Workstream
Test results from the Validation and Verification Workstream
The Assurance Case provides arguments linking evidence with claims of conformance to security requirements.
A claim embodies what is required to be demonstrated
An argument explains why the claim is believed to be met
Evidence supports the argument, and may take many forms, including test results, formal analyses,  modelling, and inspections
In order for an Assurance Case be reviewable, any claim (e.g., "The system does what it's supposed to do") should not result in a complex argument that links myriad evidence to the claim. Instead the claim should normally be broken into subclaims, each of which can potentially be broken into yet another level of subclaims until the step to the actual evidence that supports that subclaim is almost obvious, as shown in Figure 8.
[image: Assurance case scheme]
Figure 8: A Structured Argument (© CMU SEI)
The Assurance Case does not exist simply as a piece of documentation, but should form the evidence for input into explicit decision making processes:
In the case of Products, the Assurance Case will inform the Release Authorisation Process
In the case of Systems, the Assurance Case will inform the Acceptance Process
In many case, an Assurance Case will be need for both the Supply-side that realise Products, and the Demand-side that Use Systems based on these Products.
[bookmark: _Toc431458622]8.4.1	Commissioning
The Assurance Case is typically agreed before implementation, so it is important to review and update the Assurance Case during Commissioning to reflect any issues and changes arising from the process.
A major security relevant input during commissioning will be from the Validation and Verification Workstream as Susceptibility Assessments (SA).
The outputs of SR need to be explicitly addressed before the Assurance Case is used as evidence for Acceptance.
[bookmark: _Toc431458623]8.4.2	Operation
The Assurance Case needs to be continually reviewed after Commissioning to reflect any issues and changes arising during Operation, and used as a basis for ongoing Approval To Operate. 
This requires inputs from:
The Risk Workstream, monitoring for new Adversities and Vulnerabilities, along with associated protective and/or remedial action such as Configuration (e.g. passwords, encryption, etc.) and Patching
The Validation and Verification Workstream consisting of one or more Susceptibility Reviews (SR):
Vulnerability Review (VR), including factoring in VDD outputs
Susceptibility Testing (ST), either Susceptibility Scanning (SS), Exploitability Assessment (EA), or Penetration Test (PT)
Resilience  Testing (RT)
[bookmark: _Toc431458624]8.4.3	Disposal
During Decommissioning and Disposal of Systems, Security Reviews need to be performed to ensure that any security dependencies from other systems on the system being removed are addressed, and that any security requirements such as media sanitisation are performed.  
This should be evidenced as a final update to the Assurance Case.

[bookmark: _Toc431458625]8.5	Demonstration of Fulfilment
To demonstrate that the Specification Workstream has correctly addressed the security needs of the product or service, the following matters will need to be considered:
The results from Testing and associated corrections should be included within the Assurance Case
The Assurance Case should be updated as necessary for issues and changes during commissioning, operation and disposal

[bookmark: _Toc431458626]Annex A (informative):
Security contexts and principles 
	Context
	Principles

	Governance
	Understand General Environment

	
	Understand Threat Environment

	
	Implement formal management regime

	Risk
 
	Understand General Risks

	
	Understand Security Risks

	Controls - Personnel
	Maintain Practitioner Competence

	
	Maintain Organisational Competence

	Controls - Physical
	Protect Physical Environment

	
	Provide Artefact Protection

	Controls - Procedural
	Perform Project Management

	
	Perform Supplier Management

	
	Understand Requirements

	
	Maintain Configuration Management

	
	Confirmation of Assurance

	
	Perform Trusted Software Asset Management

	
	Maintain Fault Management

	Controls - Technical
	Follow Architecture-driven Implementation

	
	Make appropriate tool choices

	
	Follow Structured Design

	
	Follow Structured Implementation

	
	Seek Trustworthy Realisation

	
	Minimise risk exposure

	
	Practice Hygienic Coding

	
	Use Methodological Implementation

	
	Perform Internal Pre-release Review

	
	Perform Internal Verification

	
	Enable Dependable Deployment

	Compliance
	Perform Independent Verification

	
	Maintain Ongoing Review




[bookmark: _Toc431458627]Annex B (informative):
Security Lifecycle Processes 
[bookmark: _Toc431458628]B.1	Stakeholder Requirement Definition
· Product or System Architecture
· Development or selection of Architectural Reference Model (ARM)
· Product Assurance
· Performance of Adversity (Hazard + Threat) Analysis
· System Assurance
· Asset & Adversity (Hazard + Threat) Analysis
[bookmark: _Toc431458629]B.2	Requirements Analysis
· Product or System Architecture
· Development of Architectural Reference Case (ARC)
· Selection of appropriate Design and/or Effect Class(es)
· Product or System Assurance
· Performance of Vulnerability Analysis
[bookmark: _Toc431458630]B.3	Architectural Design
· Product or System Architecture
· Development of Architectural Specification Case (ASC)
· Selection of appropriate Design and/or Effect Pattern(s) or Package(s)
· Product Architecture
· Development of Component Design
· System Architecture
· Development of System Design
· Product or System Assurance 
· Performance of Risk Assessment
· Development of Initial Assurance Case
[bookmark: _Toc431458631]B.4	Implementation
· Product or System Architecture
· Implementation of selected Security Design(s) and/or Effect(s)
· Selection of required Components
· Product Architecture
· Implementation of required Components
· Product Assurance
· Developer test of implemented Components
· System Assurance
· Developer review of testing of implemented Components
[bookmark: _Toc431458632]B.5	Integration
· Product or System Architecture
· Integration of implemented Security Design(s) and/or Effect(s)
· Integration and configuration of implemented Components
· System Architecture
· Integration and configuration of implemented Products
· Product Assurance
· Production of a "Bill of Materials"
· Integration test of implemented Components
· System Assurance
· Production of a "Bill of Materials"
· Integration review of testing of implemented Components and Products
[bookmark: _Toc431458633]B.6	Verification
· Product or System Assurance
· Acceptance Test
[bookmark: _Toc431458634]B.7	Transition
· Product or System Architecture
· Delivery
· Product or System Assurance 
· Finalisation of Assurance Case
· Product Assurance 
· Performance of Vulnerability Review
· System Assurance 
· Performance of Susceptibility Review(s)
[bookmark: _Toc431458635]B.8	Validation
· Product Assurance 
· Performance of Assurance Review
· Performance of Release Review
· System Assurance 
· Performance of Assurance and Acceptance Review
· Performance of Commissioning Review
[bookmark: _Toc431458636]B.9	Operation
· Product or System Assurance 
· Risk Monitoring
· Susceptibility Management
· System Assurance 
· Performance of Compliance Tests
[bookmark: _Toc431458637]B.10	Maintenance
Maintenance can be considered to be a “mini-lifecycle”, potentially reflecting all preceding stages, and to be carried out successfully access to artefacts from the original development lifecycle will be a fundamental dependency.
In particular, consideration is needed of:
· Product or System Architecture
· Regular upkeep (Configuration and Patching)
· Product or System Assurance 
· Revision of Risk Analyses
· Update of Assurance Case
· Performance of Compliance Reviews
· Product Assurance 
· Performance of Assurance and Acceptance Review
· Performance of Vulnerability Review, including a Vulnerability Discovery and Disclosure (VDD) process for externally released products [i.11 & i.12]
· System Assurance 
· Performance of Susceptibility Review(s)
[bookmark: _Toc431458638]B.11	Disposal
· Product or System Assurance 
· Definition of Decommissioning Process
· Update of Assurance Case
· Performance of Compliance Reviews
· System Assurance 
· Decommissioning Review
· Disposal Review


[bookmark: _Toc431458639]Annex C (informative):
Security Functional Classes 
To support the reuse of components, a consensus set of Functional Groups have been developed which can be applied to many types of product and service.
These are then further decomposed into Functional Classes, which will vary with time in both scope and detail, but the current list is:

a.	IA Connectivity Protection (Te – Conn (6))
· Perimeter Control Design Class
· Virtual Connection Design Class
· Wireless Protection Design Class
· Port Protection Effects Class
· WAN/MAN Protection Effects Class
· LAN/PAN Protection Effects Class

b.	IA Cryptography (Te – Cryp (7))
· Credential Generation
· Credential Management
· Credential Storage
· Network Encryption
· File Encryption
· Internal Media Encryption
· Removable Media Encryption

c.	IA Entity Authorisation (Te – EntA (8))
· User Authentication
· Multifactor Authentication
· Privilege Management
· Biometrics
· ID Management
· Federation
· Session Authentication
· User Registration

d.	IA Media & Device Protection & Disposals (Te – MDPD (4))
· Media Erasure
· Object Erasure
· Mobile device remote disable/erase
· Hard Copy Protection

e.	IA Monitoring and Surveillance (Te – MonS (8))
· Intrusion Detection
· Intrusion Protection
· Protective Monitoring
· Content Scanning (Malware / SpyWare)
· Forensic Capture
· Network Devices
· Network Management
· Mobile device tracking

f.	IA Information Integrity Preservation & Protection (Te – IIPP (11))
· Device / Executable Control
· Technical Vulnerability Management
· Information Management
· Code Management
· Pre Boot controls
· System Virtualisation
· Time synchronisation
· Software licensing
· Offline Backup
· Remote Backup
· BCP / DR Facilities

g.	IA Media and Information Authentication (Te MIAu (2[footnoteRef:2])) [2:  Logically also includes 3rd Class, Information Labelling, but this is broken out as own Functional Group – Security Labelling ] 

· Media Authentication
· Real-time Policy Advice / Enforcement

h.	Intrinsic ICT Functions (Te – IICT (12))
· Generic Effects Class
· Server Effects Class
· Workstation Effects Class
· Web Browser Effects Class
· Web Server Effects Class
· Email Server Effects Class
· DNS Server Effects Class
· PED Effects Class
· Service Bus Effect Class
· Audio Device Effect Class
· Video Device Effect Class
· Database Effect Class

i.	Personnel Security Functions (Pers (3))
· Awareness
· Training
· Education

j.	Physical Security Functions (Phys (3))
· Data Centre Security
· Static UAD Security
· Mobile UAD Security

k.	Procedural Security Functions (Proc (5))
· Audit Analysis
· Forensic Analysis
· Assurance Testing
· Supply Chain Trust
· BCP/DR testing

l.	Data Management Functions (1)
· Security Labels
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