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1. Implementing a delegated act of this nature will bring certain costs:
a. Compliance costs: who in your view will carry compliance costs, will it be
transferred to the end users, and how will it affect the competitive situation for
the (European) players?
	
Concerning compliance cost in the case of Software Upload (RED Article 3(3)(i) and Article 4), the following cases need to be differentiated:

· Case 1: Initial introduction into the market of a new equipment: Compliance to RED Article 3(3)(i) and 4 is an additional requirement (over previous compliance requirements related to RED Article 3.1 and Article 3.2). It is expected that there will be some cost related to it, but it may be limited for example through the development of a related Harmonised Standard which introduces technical solutions addressing the new requirements. The corresponding cost is typically covered by the Manufacturer.
· Case 2: A new Software Component is loaded and installed after the initial introduction of a concerned equipment to the market (limited to software affecting the compliance to the essential requirements of RED, all other cases are out of scope of RED and thus there is no additional cost): This software component may be developed by the manufacturer or an independent 3rd party; it is expected that the manufacturer covers compliance verification, but the software developer needs to cover any related cost. Other models may exist. 
However, EN 303 146-2 introduces means to reduce related effort and cost. It is proposed to introduce various “protection classes” proposing different trade-offs between flexibility/openness of a radio equipment and related re-certification cost. A Software Component relying on a limited level of flexibility/openness would thus lead to a lower related re-certification cost (compared to the case of full flexibility/openness of a radio equipment). 

Note: EN 303 146-2 is limited to case of Mobile Devices. ETSI is currently in the process of developing TS 103 681-2 generalizing the solution to Radio Equipment in general. The same kind of solutions are currently being proposed for TS 103 681-2. 

Concerning the competitive situation for the (European) players, it is expected that the possibility of updating Equipment through software for various purposes, including the addition of new features and possibly a change of the intended purpose of concerned equipment, will lead to a new market with an increased level of innovation and choice available for the end user. 




b. Will implementation affect the capability to innovate? Who would be moist
affected?
	
Concerning Software Upload (RED Article 3(3)(i) and Article 4), it is expected that a new market for Software Components will be created and the overall level of innovation will be affected positively. New market players will come up and there will be more choice and innovation available to the end user. 

With the activation of Article 3(3)(i) and Article 4, Manufacturers will have certainty on the required level of protection of radio equipment against upload/installation of malicious radio software; it expected that a proportionate balance between ease of software reconfiguration and protection against misuse will be in place. 




c. What other costs could you foresee?
	
Concerning Software Upload (RED Article 3(3)(i) and Article 4), the main cost items are expected to be the ones indicated above.




2. Against the costs, there will also be benefits. What would you consider the main
benefits and for whom? How and where could these benefits in your view be
measured?

	
As mentioned above, concerning Software Upload (RED Article 3(3)(i) and Article 4), it is expected that a new market for Software Components will be created and the overall level of innovation will be affected positively. New market players will come up and there will be more choice and innovation available to the end user. 

With the activation of Article 3(3)(i) and Article 4, Manufacturers will have certainty on the required level of protection of radio equipment against upload/installation of malicious radio software; it expected that a proportionate balance between ease of software reconfiguration and protection against misuse will be in place. 





3. Please could you identify the types of software and firmware that can compromise the
regulatory compliance of various types of RRS.
	
Any software and firmware can possibly compromise the regulatory compliance of various types of RRS in case that functions are added, removed or altered which relate to the essential requirements of the RED.
It is proposed NOT to differentiate between “Software” and “Firmware”. In practice, it may be difficult to identify clearly whether a software component relates to “Software” and “Firmware”. The only item of relevance is whether a software component relates to the essential requirements of the RED. 




4. Please could you identify the level and severity of the non-compliance of each type.
	
First, we propose NOT to differentiate between “Software” and “Firmware” as mentioned above. Furthermore, in the document “ETSI Answer to Questionnaire on Equipment at risk of compliance at the upload of some kind of software” (available to EG RRS / EG RED), ETSI has detailed the level of risk for certain type of equipment. The level of risk is directly related to the severity of non-compliance. The severity/risk thus rather depends on the type of target equipment. Furthermore note that the selection of a suitable “protection class” (as mentioned above) may be used in order to manage (limit) the severity of non-compliance. 

Furthermore, the risk that the compliance is affected may vary for equipment of the same category and class, depending on the following:


	i. Level of reconfigurability

	· It is recommended to differentiate parameterization (i.e., selection among a predefined parameter space) and software upload affecting operations related to the essential requirements;

	· Examples of the level of reconfigurability include the hardware capabilities (which levels of output power, which frequency bands, etc. are supported by an equipment circuitry), the level of access to such hardware circuitry by software, etc.

	ii. Level of protecting the access to parameterization and software upload affecting operations related to the essential requirements

	· Note that protection mechanisms are a cost factor. Low cost equipment, such as IoT sensor devices, may only allow for a low level of protection while high-end communication equipment may provide improved protection. 

	iii. Effect of the change

	

	The level of risks are illustrated in the document “ETSI Answer to Questionnaire on Equipment at risk of compliance at the upload of some kind of software”  as follows:

	

	






5. What should be the equipment scope, to verify the scope of data gathering? (some of
the radio types for the RED compliance are listed in the Tables of the ToR document
and are attached below, from Document EG RRS E03413).

	
[TC RRS considered the question to be unclear. The consultant was contacted with a request to clarify the intended message. The following updated proposal was received: “What should be the range of equipment included in the research, to guide the direction  and extent of our data gathering for the study project ? (some of  the radio types for the RED compliance are listed in the Tables of the ToR document and are attached below, from Document EG RRS E03413).”]

It is proposed to consider an equipment scope corresponding to the classes and categories identified by EG RRS introduced by the “FINAL CATEGORIZATION” in EG RRS (07)03. 




6. Please could you identify the types of manufacturers (eg chipset suppliers, software
publishers, smartphone producers, or ISM band medical device makers) or other
organisations (eg content delivery platforms/app stores) we should survey?

	
It is challenging to provide an exhaustive list due to the complexity of the market situation. It is recommended to cover at least stakeholders of all categories and classes introduced by the “FINAL CATEGORIZATION” in EG RRS (07)03.




7. We expect to have a targetted consultation for technical specialists on the software
that can affect compliance of radio equipment1, using brief structured questionnaires
for experts, or, via individual brief interviews – do you have any contacts we should
speak with, please (individual experts and/or organisations) for:
a. Risks observed due software / firmware uploads to RRS
b. Malware viruses and other vectors of malicious uploads of software
c. Cybersecurity assurance, audit and certification
d. Identity and access control security
e. Intrusion detection and prevention specialists.
f. Data security
g. Privacy by design
h. Impacts of RED and new legislation on costs of doing business
i. Victims of cyber-fraud and of attacks on data and privacy
j. Other types of related experts, whether in organisations or individuals?
	
[Comment: TC RRS proposes to limit the list of names to ETSI TC/ISG chairmen – if interested.]

ETSI TC RRS: Markus Mueck (Markus.Dominik.Mueck@intel.com)
ETSI TC Cyber: Alex Leadbeater (alex.leadbeater@bt.com)
[Please add further TC/ISG chairmen if interested]




8. What are the options for regulatory measures - as you see them? – And what are your
views on these options?

	
Concerning regulatory measures related to Software Upload (RED Article 3(3)(i) and Article 4), it is recommended to mandate the creation of Harmonised Standard(s) providing certainty to the industry to achieve compliance to RED Article 3(3)(i) and Article 4.
	



9. Who would you suggest in the following lists for the geographically balanced set of
some 50 interviews, with public bodies for additional input:

· 10 national administrations (officials with relevant knowledge and responsibilities from ministries and regulatory agencies)
· 20 representatives of consumer and industry groups
· 10 representatives of civil society, including open s/w/ open h/w projects

	
[Proposal: It is not appropriate for ETSI to provide specific contact points.]

	



10. What are the various types or classes of reconfiguration that are possible in a typical
software defined radio chipset and device? (eg frequency change, air interface
signalling protocol, channel and session control, destination address for
communications, peripherals control, feature or device activation/shutdown, or other).

	
Concerning reconfiguration types and classes related to Software Upload (RED Article 3(3)(i) and Article 4), it is recommended to consider “Figure 8.3: UML diagram for RRFI” of EN 303 146-2. The following categories are introduced each consisting of a number of reconfiguration items:

· SpectrumControlServices
· PowerControlServices
· AntennaManagementServices
· Tx/RxChainControlServices
· RVMProtectionServices

Note that these reconfiguration types and classes may not be exhaustive. 
	





11. What is the upload chain (eg possibly it is over the air, OTA) that you anticipate for a
consumer device for initial loading and then for upgrades – ie the stages in the upload
chain and the various actors at each stage (eg software suppliers, app stores, Mobile
Network Operators etc)?

	
Concerning the upload chain, the Software upload may occur over the air or a cabled link. It is recommended to consider EN 303 095, “Figure 4.3: System architecture for Radio Computer where Radio Library and Back End (BE) compiler are included within the Radio Computer” and “Figure 4.4: System architecture for Radio Computer where Radio Library and BE compiler are provided at a cloud outside the Radio Computer” illustrating the full chain,
		






12. How do the current checks and surveillance in the supply chain work for the upload of
firmware or software to the RRS device?

	
Concerning radio equipment which is currently available on the market, typically there is only three types of equipment:
1) “Closed Equipment”, i.e. only the manufacturer is able to alter the software affecting the essential requirements of RED; 
2) “Open Equipment”, i.e. upload of software affecting the essential requirements of RED is not restricted or only partly restricted. It is understood that this type of equipment may lead to a violation of RED requirements;
3) “Parameterizable Equipment”, i.e. a user may choose certain parameters affecting the compliance to essential requirements of the RED. It is understood that this type of equipment may lead to a violation of RED requirements.

With the objective to create a Software Upload framework that is in full compliance to RED, 
ETSI undertook a Security analysis and related development of mitigation solution available in the following deliverables:

ETSI TR 103 087 V1.2.1 (2017-11): Reconfigurable Radio Systems (RRS); Security related use cases and threats
ETSI TS 103 436 V1.2.1 (2018-02): Reconfigurable Radio Systems (RRS); Security requirements for reconfigurable radios

Proposed countermeasures to the identified threats include:

· Identity management and authentication
· Document integrity proof and verification
· Non-repudiation framework
	
Further work may be required in particular for the development of related Harmonised Standards.
	



13. How well do the current checks and surveillance mechanisms work – ie how could
they be improved?
	
Concerning the current checks and surveillance mechanisms for Software Upload in relation to RED Article 3(3)(i) and Article 4, it is a challenge to evaluate “how well they work”. More specific technical metrics would be required. 

Further details need to be developed in the context of future Harmonised Standards. 
	



14. Is there any question, or subject area, that we have not asked about and should have,
that you feel needs to be examined?
	
No further questions or subject area have been identified.
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  Equipment  not under  the scope  of the  RED  (Radio  Amateur,  Research,  etc.)   Consumer   Equipment   Professional  Equipment    

Short  Lifetime  (typically  < 2 years)   Medium  Lifetime  (typically  between 2  years and  10 years)   Long  Lifetime  (typically  > 10  years)    

Reconfigurability  level low/none   (e.g., parameters  cannot be changed  if they affect the  essential  requirements)              

Reconfigurability  level medium   (e.g. output power  can be changed in  tight bounderies,  changes require  effort, etc.)              

Reconfigurability  level high   (e.g., full  flexibility of the  platform)              
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