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The present document specifies the key aspects of Continuous Auditing Based Conformity Assessment (CABCA) as an audit methodology to evaluate and asses an organization's conformity to relevant standards and regulations.
The present document specifies:
· Principles underlying CABCA, including independence, reliability, stakeholder trust, and transparency.
· CABCA assessment process, covering architecture, roles, and procedures.
· Outcome of the assessments, including the issuance or revocation of conformity status.
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[bookmark: _Toc451533950][bookmark: _Toc484178385][bookmark: _Toc484178415][bookmark: _Toc487531999][bookmark: _Toc527987197][bookmark: _Toc529802481][bookmark: _Toc67667390][bookmark: _Toc136500733]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[1]	
[bookmark: _Toc451533951][bookmark: _Toc484178386][bookmark: _Toc484178416][bookmark: _Toc487532000][bookmark: _Toc527987198][bookmark: _Toc529802482][bookmark: _Toc67667391][bookmark: _Toc136500734]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
[bookmark: _Toc451532925][bookmark: _Toc527987199][bookmark: _Toc529802483][bookmark: _Toc67667392][bookmark: _Toc136500735]3	Definition of terms, symbols and abbreviations
[bookmark: _Toc451532926][bookmark: _Toc527987200][bookmark: _Toc529802484][bookmark: _Toc67667393][bookmark: _Toc136500736]3.1	Terms
For the purposes of the present document, the [following] terms [given in ... and the following] apply:

Conformity Assessment: The process of evaluating and determining whether a product, service, or system complies with specified requirements, such as standards or regulations.
Continuous Auditing: An ongoing process of collecting, analyzing, and reporting audit-related information, typically conducted in real-time or near-real-time, to provide stakeholders with timely insights into an organization's operations and compliance status.
MLOps: A set of practices and methodologies for managing the lifecycle of machine learning (ML) models, including development, deployment, and maintenance.
AI-Risk-Management Frameworks: Guidelines and best practices for identifying, assessing, and mitigating risks associated with artificial intelligence (AI) systems, such as machine learning models, to ensure their safe and responsible use.
Assessment Engine: A software component that automates the evaluation of collected artifacts against predefined quality criteria to generate quality assessment outcomes.

[bookmark: _Toc451533954][bookmark: _Toc484178389][bookmark: _Toc484178419][bookmark: _Toc487532003][bookmark: _Toc527987201][bookmark: _Toc529802485][bookmark: _Toc67667394][bookmark: _Toc136500737]3.2	Symbols
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

[bookmark: _Toc451533955][bookmark: _Toc484178390][bookmark: _Toc484178420][bookmark: _Toc487532004][bookmark: _Toc527987202][bookmark: _Toc529802486][bookmark: _Toc67667395][bookmark: _Toc136500738]3.3	Abbreviations
For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:
CABCA: Continuous Auditing Based Conformity Assessment, a dynamic approach to evaluating and confirming an organization's adherence to relevant standards and regulations.
ML: Machine Learning, a subset of artificial intelligence that involves the development of algorithms and models capable of learning from and making predictions or decisions based on data.
AI: Artificial Intelligence, the development of computer systems capable of performing tasks that typically require human intelligence, such as visual perception, speech recognition, decision-making, and natural language understanding.
API: Application Programming Interface, a set of rules and protocols that allow software components to interact and share data with each other.
GDPR: General Data Protection Regulation, a comprehensive data protection law in the European Union that governs the processing and handling of personal data.
ISO: International Organization for Standardization, an independent, non-governmental international organization that develops and publishes international standards.

[bookmark: _Toc451533956][bookmark: _Toc484178391][bookmark: _Toc484178421][bookmark: _Toc487532005][bookmark: _Toc527987203][bookmark: _Toc529802487][bookmark: _Toc67667396][bookmark: _Toc136500739]4	CABCA Fundamentals
[bookmark: _Toc451533957][bookmark: _Toc484178392][bookmark: _Toc484178422][bookmark: _Toc487532006][bookmark: _Toc527987204][bookmark: _Toc529802488][bookmark: _Toc67667397][bookmark: _Toc136500740]4.1	Definition of Continuous Auditing Based Conformity Assessment (CABCA)
This section provides a concise definition of CABCA, explaining what it is and what it entails.
· Continuous Auditing Based Conformity Assessment (CABCA) is a dynamic approach to evaluating and confirming an organization's adherence to relevant standards and regulations. CABCA emphasizes ongoing conformity, stakeholder trust, and adaptability by continuously monitoring and assessing the organization's processes and systems.
· Small explanation of the principles underlying CABCA	Comment by Knoblauch, Dorian: Overlap „Explanation of the guiding principles that underlie the CABCA assessment process" from the principles section.
· Small overview of CABCA processes and their benefits	Comment by Knoblauch, Dorian: Overlap "Benefits of CABCA, including real-time monitoring, adaptability, enhanced risk management, and stakeholder trust" from the Differences of CABCA section.
[bookmark: _Toc136500741]4.2	Differences of CABCA compared to traditional "point-in-time" and self-assessment methods
This section highlights the benefits of using CABCA over traditional certification and self-assessment methods
· Explanation of the differences between traditional certification, self-assessment, attestation approaches, and Continuous Auditing Based Conformity Assessment (CABCA)
· Benefits of CABCA, including real-time monitoring, adaptability, enhanced risk management, and stakeholder trust
· Comparison of the level of detail and depth of assessment in traditional certifications, self-assessments, and attestations vs. CABCA
· Advantages of CABCA in maintaining transparency, demonstrating an organization's ongoing commitment to quality, and fostering trust among stakeholders
· Emphasis on continuous improvement and adaptability, allowing organizations to adjust and refine their conformity assessment processes according to the evolving regulatory landscape and emerging risks
· Similarities in integration of risk-based quality requirements and risk management
· Greater focus on stakeholder awareness, communication, and trust-building status and commitment to maintaining adherence to relevant standards and regulations.
[bookmark: _Toc136500742]Principles
This section outlines the basic principles that underpin CABCA, such as independence, reliability, stakeholder trust and transparency.
· Explanation of the guiding principles that underlie the CABCA assessment process
· Discussion of the core beliefs and values that drive the CABCA assessment methodology
· Outline of the criteria used to determine the suitability of standards and regulations for CABCA conformity assessment
· Ensuring a more standardized approach to conformity assessment
· Greater focus on stakeholder awareness, communication, and trust-building, ensuring that all parties involved have a clear understanding of the organization's conformity status and commitment to maintaining adherence to relevant standards and regulations
· Explanation of how CABCA helps organizations maintain transparency, foster trust among stakeholders, and demonstrate ongoing commitment to quality and compliance.
· Independence of the audit from the information retrieval and measurement.
[bookmark: _Toc136500743]CABCA Assessment Process
[bookmark: _Toc136500744]Architecture, Roles, Procedures
This section details the technical architecture of CABCA, including the components and their interactions, as well as the roles and procedures involved in the assessment process.
· Definition and description of the CABCA architecture
· Explanation of the roles and responsibilities involved in the CABCA process
· Details of the procedures involved in CABCA assessment, including evidence collection, assessment, and reporting
· Explanation of the separation of evidence collection and assessment to ensure independence of the audit.
· Overview of the technical requirements and protocols used to implement CABCA.
[bookmark: _Toc136500745]Compliance
This section explains the concept of compliance and how it is used in CABCA to ensure that systems are in line with applicable standards or regulations.
· Explanation of compliance and why it is important in the context of CABCA
· Theoretical Applicability of CABCA to Standards and Regulations, along with any Constraints that may Apply. Discussion of the ways in which the CABCA assessment process ensures compliance with relevant standards and regulations
· Explanation of how the results of the assessments are used to determine compliance
· Description of the steps that are taken to ensure the independence of the audit process
· Discussion of the potential consequences of non-compliance.
[bookmark: _Toc136500746]Risk-based quality requirement definition
This section describes how quality requirements are defined and evaluated in CABCA, based on a risk-based approach.
· Definition of risk-based quality requirement definition
· Explanation of how CABCA uses risk management to determine quality requirements
· Overview of the steps involved in risk-based quality requirement definition for CABCA conformity status
· Discussion of the importance of considering emerging risks and how CABCA addresses this
· Discussion of the role of stakeholders in defining quality requirements
· Discussion of how CABCA adjusts quality requirements over time to respond to changing system conditions and emerging risks.
[bookmark: _Toc136500747]Operationalization of quality requirements
This section explains how quality requirements are put into practice in CABCA, including how they are monitored and verified.
· Overview of the process of operationalizing quality requirements for CABCA conformity status
· Steps for defining and implementing quality requirements for the CABCA process
· Role of different stakeholders (e.g. certifying bodies, auditors, and end-users) in the operationalization process
· Considerations for defining quality requirements (e.g. data security, privacy, and accuracy)
· Methods for ongoing monitoring and updating of quality requirements
· Evidence-based approaches for verifying the operationalization of quality requirements.

[bookmark: _Toc136500748]Automated Assessment
Collection of relevant artifacts
This section explains how relevant artifacts, such as data, models, and performance metrics, are collected and stored in CABCA.
· Explanation of relevant artifacts used in the CABCA assesment process
· Methods for collecting artifacts, including automating the monitoring and collection of data from different parts of the system
· Overview of secure protocols and access controls used to ensure data security and privacy during data transfer and storage
· Explanation of how the collected artifacts are used in the automated quality assessments.
[bookmark: _Toc136500749]Automated quality assessments using an assessment engine
This section describes how the assessment engine uses pre-defined quality criteria to perform automated quality assessments.
· Overview of the automated quality assessment process using an assessment engine
· The role of the assessment engine in conducting continuous quality assessments
· Explanation of the pre-defined quality criteria used by the assessment engine
· Continuous quality assessments based on pre-defined quality requirements
· Implementing measurements for quality
· Overview of the data inputs required for the assessment engine (relevant artifacts)
· Mapping results of multiple measurement tools and other data to a combined input for the assessment
· Discussion of the assessment engine's evaluation methodology and decision-making process
· Explanation of the outcomes of the assessment
[bookmark: _Toc136500750]Outcome of the assessments (update of conformity status)
This section describes the outcome of the quality assessments, including the update of the conformity status.
· Explanation of the outcome of the assessments performed by the assessment engine
· Evaluation of measurement results, taking artifacts as input, against predefined values derived from expert knowledge and risk assessment
· Issuance of conformity status if the measurement results align with predefined values, indicating compliance with required standards
· Revocation or adjustment of conformity status if the measurement results do not meet predefined values, highlighting areas for improvement and increased risk management
· Discussion of the process for updating or revising the pre-defined quality requirements and the corresponding impact on the assessment outcome
[bookmark: _Toc136500751]CABCA in MLOps
[bookmark: _Toc136500752]Quality requirement definition based on AI-Risk-Management Frameworks
This section explains how quality requirements for ML systems are defined in CABCA using AI-Risk-Management frameworks.
· Overview of AI-Risk-Management Frameworks and their relevance for CABCA
· Definition of quality requirements for CABCA in the context of AI-Risk-Management
· Integration of AI-Risk-Management Frameworks with CABCA processes
· Alignment of CABCA quality requirements with AI-Risk-Management best practices and standards
· Definition of risk-based quality requirements for AI systems, models and their components
· Continuous updating and refinement of quality requirements based on changes in the AI-Risk-Management landscape.
[bookmark: _Toc136500753]CABCA implementation in MLOps
This section describes how CABCA is implemented in the context of MLOps, including the processes, procedures, and tools involved.
· Explanation of the integration of CABCA into the MLOps pipeline
· Overview of how CABCA fits into the ML lifecycle
· Discussion of the benefits of incorporating CABCA into MLOps
· Explanation of how CABCA can improve the quality and reliability of ML models
· Discussion of the role of CABCA in managing AI-related risks in MLOps
· Overview of the process for defining and implementing quality requirements for ML models in the context of CABCA.
[bookmark: _Toc136500754]Collection of relevant artifacts generated during the ML lifecycle
This section explains how relevant artifacts generated during the ML lifecycle are collected and used for quality assessment in CABCA. Artifacts used for quality assessment (data, model, architecture, configurations, hyperparameters, algorithm, metrics, logs, etc.) - This subsection provides a list of the artifacts that are used for quality assessment in CABCA.
· Overview of relevant artifacts generated during the ML lifecycle
· Collection of artifacts relevant to the quality assessment process
· Examples of artifacts: data, model, architecture, configurations, hyperparameters, algorithm, metrics, logs, etc.
· Procedures and tools used to collect the artifacts
· Automated collection of artifacts at various stages of the ML lifecycle
· Record-keeping of collected artifacts for future reference.
[bookmark: _Toc136500755]Evaluation and reporting of collected evidence via an API and Assessment Engine
This section describes how the collected evidence is evaluated and reported in CABCA, using an API and assessment engine.
· Overview of the process for collecting evidence related to the ML lifecycle
· Explanation of how the evidence is evaluated and reported through an API and assessment engine
· Details on how the API and assessment engine interface to produce a comprehensive evaluation report
· Discussion of how the report influences the conformity status update.
[bookmark: _Toc136500756]Publication of a live conformity status on a third-party platform
This section explains how the results of the quality assessments are published in CABCA, including the publication of the conformity status.
· Explanation of the concept of publishing a live conformity status on a third-party platform
· Steps involved in publishing a live conformity on a governing body platform
· Details of the publishing platform, including its purpose, features, and accessibility
· Benefits of publishing a live status conformity on a governing body platform, such as increased transparency and credibility
· Explanation of how a live conformity status can be updated based on continuous quality assessments

[bookmark: _Toc136500757]Conclusion
[bookmark: _Toc136500758]Summary of the key points discussed in the document
This section provides a summary of the key points discussed in the document, highlighting the main benefits and drawbacks of CABCA.
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