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Draft Report on Open meeting of the ICTSB/Network and Information Security Steering Group (NISSG)

- 18 January October 2007
1) Welcome – introductions 

The Chairman Charles Brookson welcomed the participants. List of attendees – see Annex 1.

He reminded on the purpose of this meeting which was to obtain a set of final comments in relation to the almost final report. The meeting would also have the opportunity to discuss the conclusions they would like to see part of this report. The resulting final text would then be sent to all who have been involved in one of the (open) meetings for their final suggestions before being approved as a deliverable by the NISSG. 

2) ENISA - an update on their activities and expectations from this NIS Report 
Elisabetta Carrara referred to the presentation on ENISA which had been delivered at the 1st day of the ETSI Security Conference (on 16 January). She was particularly interested in the on-line standards inventory which would be discussed later on the day. Together with a number of ENISA colleagues, she had read the report and considered it a useful piece of work.

Reference was also made to the 2007 work plan of ENISA which is available from ENISA’s web-site.
3) An update on the implementation of the Commission’s communication COM(2006)251 - Expectations with regard to this NIS Report
Gerard Galler presented an update on the implementation of the 2006 Commission Communication.

His presentation is in Annex 2.
A number of further communications are under preparation or recently published: SPAM and malware, PET, RFID, critical information infrastructures, etc. 

Antonio Conte informed on DG ENTR’s support of standardization activities. His unit has almost finished the 2007 ICT standardization programme with in it the priority domains. Network and information security is one of these relevant domains. This group will have the possibility to come forward with one or more proposals as a follow-up of the report’s conclusions. The back-side of the DG ENTR funding mechanism is the long time period before funding actually is released. The likely time table for 2007 is the following: a Kick-Off meeting with the ESOs on 15/02; proposals by mid May; contract signatures by the end of the year. 

4) Contents of the NIS-report – a presentation of its main contents
Stefan Goeman presented the main contributions that he had given to the report: NGN, web services security, e-mail encryption, network encryption, etc. His presentation is in annex 3 to this report.
Pascal Chauvaud’s main contributions had been on criminogenic products and on RFID, tow new areas in the report. For criminogenic products, there had not really been identified a standardization need. But RFID was an area that had to be further developed in relation to standardization. 
Angelika Plate then went through the table of contents of the report and gave background to the report’s development, also informing in some cases why a certain section has been written in a certain way. She also drew the attention to the decision to no longer have a list of standards in annex but to replace this with a reference to an available database.

A question was asked how the report would be of value to the SMEs. Being basically an inventory of standardization developments, it did not really target the SME-community. Angelika Plate responded that one of the team’s tasks was to produce an overview of guidelines that are useful for SMEs. Contacts with Normapme had taken place early on in the project and she would make contact again with Normapme after the meeting.
Antonio Conte stressed again the importance of including conclusions and recommendations into the report (still missing today): these are very important because of the follow-up of the actions. Angelika agreed with this; but it had seemed better to have the discussion on conclusions and recommendations at the end of the project when the report’s main contents are known.
5) eHealth security – Bernd Blobel

Bernd Blobel presented his view on eHealth technology during the next decade. This presentation is in <still to be provided>.

When asked by Rene vanden Assem for his view on the most needed security work, he referred to identification management (not only persons but also devices and software), to standardization work in relation to policy definitions and also to those requirements resulting from integrating various domains which today still are managed on their own.

It was agreed that eHealth was too broad to be satisfactorily addressed in this general NIS-report.

6) Discussion of technical contents on the NIS-report and any final instructions to the editor, from this discussion

Participants were then offered the possibility to make detailed comments.
A written request (with rationale) had been received from JRC to not refer to Critical National Infrastructures but rather to refer to Critical Infrastructures. This change was endorsed by the meeting.
Following discussion, a number of further changes were agreed. An overview is in Annex 4.

There were also made a number of more general comments:

The report is giving in the pages at the beginning the impression that it is more than a good inventory of standards. One should avoid this impression. As an inventory, the report certainly can be used for education and awareness needs.

The participants agreed that the overall approach of the report was OK now.
7) Presentation and discussion of the database as a tool for consumers of information on NIS standards

Angelika Plate reminded that the idea for an on-line database had originated from the fact that the report would be made available on the web and it therefore made sense to replace the list of standards and specifications in the report with an on-line database.
She showed again the current database which at this moment had no other purpose than showing how, it could look like. Following the November-meeting in Brussels, there had been out a call for contributions. This had resulted in only 6 additional standards. Of course, the Project Team could be tasked to produce the standards into the database themselves.
As pointed out in Mike Harrop’s presentation of the previous day to the ETSI Security conference, it was not an easy task to obtain information on all standards in a form suitable for a database (the information may be available while not presented so that it can be easily integrated). Another well-know problem is the difficulty in keeping the information up to date. 
Bernd Blobel referred to the BioHealth project, funded by the European Commission, which was collecting similar information for the Healthcare domain (and outside). The information provided was to inform the end user on the standards content, avoiding that the end user would buy the standard without being able to use it then. He reminded on his proposal from the November Brussels meeting that it would be better to refer to the BioHealth database rather than including (duplicating) their data. 
Mike Harrop informed on his initiative. In a first edition, there had been included standards from JTC1/SC27, ITU-T and IETF. The second edition now also included also standards from ETSI, OASIS and IEEE, as well as updates on those from the first edition. Contributions had been offered in word version to the secretary who had converted into PDF and HTML. But a move to a SQL database will happen soon.

Part 3 of the work would look into work in progress.

It had been quite easy to collect data from JTC1/SC27 and from ITU-T. But information provided by IETF had to be sifted first. The ETSI listing of security standards was available thanks to the effort of Charles Brookson and Dionisio Zumerle. While JTC1/SC27 was not a problem, information from other JTC1/SCs would have to be judged and sifted first. There was also a problem with keywords which aren’t always provided.

Mike Harrop therefore suggested to move forward with a collaborative effort which would give the outcome more credibility.

With regard to keywords, Bernd Blobel informed that BioHealth indexing scheme was also based on the prior reading of the standard. 

Angelika Plate confirmed that keywords are a difficult exercise, if not provided. In this respect she did show the data collection form that she had tried to use. Her database was structured in line with the security services as identified in the report plus a second search based on standards body having developed the security standard.

Scott Cadzow pointed out that documents usually reference to other documents and that such would need for additional metadata to solve the problem of cross-referencing. But, Mike Harrop suggested to start something simple rather than addressing all obstacles.
It was therefore concluded that the standards database would be taken forward. Angelika Plate will contribute to the ITU started work and the NIS report will make a reference to this database. Mike Harrop confirmed ITU-T commitment to proceed with the database.
Scott Cadzow suggested to instruct ISO, ETSI and ITU to include into their metadata normative references.

Mike Harrop requested whether there was any objection against including standards from non-formal standards developing organizations. ENISA representatives confirmed that they did not object to including these standards. Luc Van den Berghe reminded that the ICT Standards Board, of which NISSG was a sub-group, did have non-formal standards developing organizations as member. Hence there should be no objection from NISSG.

Bernd Blobel drew attention to another approach in the healthcare domain. In this domain there is an agreement that specifications go to ISO who then harmonizes (examples are HL7 and DICOM). A MoU exists to govern this. This ISO role is important because specifications are often competing or even contradicting, so that users did not know what to choose. 
Antonio Conte observed that there had already been made a major investment by different organizations and that it would therefore be a pity if the efforts would not be maintained.

Mike Harrop confirmed that maintenance of the information is the most difficult. Already today there were already hyperlinks in ITU-T‘s edition 2 which did not work (although just released).

Elisabetta informed that ENISA, when thinking of such database in ENISA (and without wanting to be exhaustive), considered that this would require one person on a part-time basis.

There was then a discussion on the target end user of the information.

Angelika Plate indicated that, because of the discussion’s history, the target audience of the NISSG effort had been the reader of the NIS-report.
Mike Harrop considered that a database was helpful in promoting existing standards. The audience of such database would be wide and the database would also be of benefit to the end user.

Trimintzios Panagiotis said that for ENISA, the intention was to reach Member States and the organization representing their citizens. ENISA was interested into an approach that would enable searches for SMEs and home users. Bernd Blobel said that for BioHealth, the objective was to give sufficient information so that buyers of standards can decide whether they should buy the standard or not. 

The overall conclusion was that the NISSG project would refer to ITU-T’s database. When issuing the next version of the IT-T database, ITU-T’s database will recognize that this was a joint effort. 
Antonio Conte drew attention to the Grant Agreement and the contractual obligations therein. Luc Van den Berghe clarified that there was a requirement to make the contents of the NIS-report available through the web, but there was no requirement written in with regard to the database. 
8) Conclusions that have to be part of the NIS report

Angelika formulated a number of conclusions which should be integrated into the report based on earlier discussions.
Firstly, there was the recommendation for a further NISCG collaboration with ITU-T and ENISA on the security standards database.

Secondly there was the recommendation that eHealth is an area that requires a concentrated effort in producing a information security report dedicated to that sector.

Antonio Conte requested that recommendations should contain a clear identification on who should what and against which deadlines.

Bernd Blobel requested that a recommendation would be added asking for a closer harmonization between various groups.

Rene vanden Assem referred to Bernd Blobel’s presentation earlier that day. Identity roles based access control and identity management were also important outside the healthcare domain. Bernd Blobel agreed that there was also room for general work on Access Management and Identity management. Angelika suggested that this be referred to in the context of harmonization among organizations.
Charles Brookson noted that the report in its current state already identified a number of areas which refer to future action. Luc Van den Berghe noted in this context the issue of RFID and data privacy.
Antonio Conte commented that one of the aims of the report was exactly to identify gaps in standardization.

Colin Nolder noted that there was a lack of specifications for security specialists. It was commented that there existed already specifications for security specialist such as CISSP and from IISP. Colin Nolder also suggested that the NIS-report be used a reference document for security training and security specialists and requested a recommendation in support of the uptake of the report.

In relation to the report’s uptake, Angelika Plate confirmed that she and Ted Humphreys had made presentations at various occasions.

Luc Van den Berghe requested that a recommendation in relation to Biometrics not be forgotten.
9) Next steps – date of next meeting 
Charles Brookson then summarized how the project would be taken further to its finalization.

At this open meeting we had checked the final formats of the report which appeared to have a general support, recognizing of course that the draft had been circulated without conclusions. Further comments could be sent to the editor within two weeks after    this meeting.

A final draft, including draft conclusions would be circulated to all those that hade been involved in the open meetings. A few weeks would be given for comments. The final report, including its recommendations and conclusions would then be put to the next NISSG meeting for endorsement by the group.

The next NISSG meeting was agreed to take place in Brussels on 21 March 2007.

The Chairman closed the meeting at 15H30.
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Annex 2
A strategy for a secure information society – Dialogue, partnership and empowerment -  COM(2006) 251 

Implementation progress

Gerard.Galler@ec.europa.eu - European Commission

DG Information Society & Media - Unit INFSO/A3: Internet; Network & Information Security
Challenges of the Information Society
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The challenges for stakeholders

· Public Administrations

· to address the security of their own networks and serve as an example of best practice for other players

· Private sector enterprises 

· to address NIS as an asset and an element of competitive advantage an not as a “negative” cost

· Individual users
· to understand that their home systems are critical for the overall “security chain”

Strategy
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A. Dialogue

· “Benchmarking” national NIS-related policies
· Comparing to learn and to transfer best practices to improve awareness among SMEs & individual users to strengthen their capability to counter NIS risks

· public administrations shall act as ‘intelligent’ users & serve as an example for best practice drivers (-> eID)

· Structured multi-stakeholder dialogues

· where to strike the balance between security & protection of fundamental rights (PET, TCP)

· develop a sector-specific policy for the ICT sector to enhance the security and the resilience of information and communication networks (CIIP)
· Business Summit to stimulate industry commitment to implement a culture of security in industry (see C. Empowerment)

· Seminar to raise security awareness & strengthen trust of end-users

B. Partnerships

· Improve knowledge of the problem

· ENISA to develop a trusted partnership with Member States and stakeholders to create a data collection framework to collect EU-wide data on security incidents and consumer confidence

· Establish strategic platform

· fostering a strategic relationship between governments, businesses and research community to deliver data on trends in ICT security

· Support response capability

· ENISA to examine feasibility of a European information sharing and alert system (including a multi-lingual security portal)

C. Empowerment

· Invite Member States to:

· Proactively participate in the proposed benchmarking exercise of national NIS policies;

· Promote, in cooperation with ENISA, awareness campaigns on the virtues, benefits and rewards of adopting effective security technologies, practices and behaviour;

· Leverage the roll-out of e-Gov services to communicate and promote good security practices that could then be extended to other sectors;

· Stimulate the development of network and information security programmes as part of higher education curricula.
· Invite private sector stakeholders to take initiatives to:

· Develop an appropriate definition of responsibilities for SW producers and ISPs in relation to the provision of adequate and auditable security.  Need for standardised processes meeting commonly agreed security standards and best practice rules.

· Promote diversity, openness, interoperability, usability and competition as key drivers for security. 

· Stimulate actual deployment of security-enhancing products, processes and services.

· Disseminate good security practices for network operators, service providers and SMEs.

· Invite private sector stakeholders to take initiatives to:

· Promote training programmes in the business sector, in particular for SMEs, to provide employees with the knowledge and skills to implement security practices.

· Work towards affordable security certification schemes for products, processes and services (in particular with respect to privacy).

· Involve the insurance sector to develop risk management tools and methods for ICT-related risks. Foster a culture of risk management (in particular in SMEs).
Research: 
FP7–ICT: Secure, dependable & trusted infrastructures 
· Call 1 (opening 22.12.06, closing 8.5.07), Budget: 90 M€

· Security and resilience in network infrastructures

· Scalable, context-aware, secure & resilient architectures & technologies

· Real-time detection and recovery against intrusions and failures

· Security & trust in dynamic & reconfigurable service architectures

· Trusted computing infrastructures

· Security & dependability in the engineering of SW and service

· Identity Management and Privacy enhancing tools

· Coordination & Support Activities

· Call 2 (2H2007):

· New paradigms and experimental facilities

· Protection of critical infrastructures (joint call with FP7-Security)

· Information Day: 26.2.07, Brussels

· See http://cordis.europa.eu/ist/trust-security/index.htm

INFSO internal implementation roadmaps
· Critical information infrastructures protection

· International cooperation

· R&D

· Dialogues

· Benchmarking MS policies on awareness raising & trust strengthening - Seminar

· Dialogue on Trusted Computing

· Dialogue on PET

· Dialogue on eID

· Business event (commitment)

· Partnerships

· ENISA: a. Data collection framework, b. Study on information sharing and alert system

· Data on ICT security market

· Empowerment (STD, Certification, business, MS)

· Report on implementation

Annex 3
Network and Information Security Report
ICTSB/NISSG

Stefan Goeman

Background

· Existing NIS-Report from 2003

· The new EU Report 

· Communication form the Commission to the Council, the European Parliament, the European Economic and Social Committee and the Committee of the Regions: 
A strategy for a Secure Information Society – “Dialog, partnership and empowerment”
· A lot of new developments in Network and Information Security

My Expertise

· Each member of the team has some specific expertise. In my case, this is:

· Telecom (IP-based), ICT Industry, ISP

· Authentication protocols

· Web Service Security

· Identity & Privacy Management

· Digital Rights Management

Contributions to the Report

· In section 5, a section on Next Generation Networks (NGN)

· In Section 9:

· Section 9.3 on Electronic mail encryption

· Section 9.4 on Network Encryption

· Numerous other smaller improvements to the document

· Mostly a link with protocols and standards coming from standardization bodies like IETF, W3C, OASIS

Contributions to Section 5

· Next Generation Networks

· About convergence between voice communication networks and data communication networks

· Convergence between fixed and mobile networks

· All IP-based network ( more open network

· Threats from IP data communication world will now also impact the voice communication world (VoIP spamming, SIP spamming ( SPIT) 

· Standardization in ETSI TISPAN, also based on activities in 3GPP (on IMS) and IETF

· NGN will provide security measure that will counter the threats: Authentication, Authorization, Policy Enforcement, Key Management, Confidentiality and Integrity protection 

Optional contribution to Section 5

· On Web Services and Web Services Security

· Provide description of Web Services and Web Services based SOAs (Service Oriented Architectures). Currently, the report only provides a description of WS Security in Annex 1.

· Problems with Web Services Security:

· Lots of security standards in this area. But, the standards are only building blocks. You have to apply the correct standard in the correct way.

· Reference: J. Viega, J. Epstein, “Why applying standards to Web Services is not enough”, IEEE Security & Privacy, July/August 2006. 

Optional contribution to Section 5

· On Trusted Computing ()

· It will have an impact in our daily life. Trusted Platform Modules (TPM) will eventually be integrated in every electronic device (PC, mobile phone, set-top box, …)

· What security will it bring:

· All in all, more secure computing environments

· Stop spreading of illegal software copies

· Hardware support for DRM implementations

· What security problem will it not solve!!

· It will not solve the problem of viruses and worms exploiting bugs in trusted software (like the OS)

Section 9.3 on E-mail Encryption

· E-mail is still one of the most used communication applications today (although Instant Messaging application are very popular as well)

· Updated section 9.3 to reflect the continuing work on S/MIME

· Inclusion of AES as encryption protocol

· References to the latest versions of RFCs

· Also included the work of the OpenPGP IETF working group ( create an interoperable solution with PGP of Phil Zimmermann 

Section 9.3 on E-mail Encryption

· RFC3850: S/MIME Version 3.1 Certificate Handling

· RFC3851: S/MIME Version 3.1 Message Specification

· RFC3852: Cryptographic Message Syntax

· RFC3853: S/MIME Advanced Encryption Standard (AES) Requirement for the Session Initiation Protocol (SIP)

· RFC3565: Use of the Advanced Encryption Standard (AES) Encryption Algorithm in Cryptographic Message Format

· RFC2440: OpenPGP Message Format

· RFC3156: MIME Security with OpenPGP

Section 9.4 on Network Encryption

· Describes network encryption at different layers in the protocol stack

· IP layer ( IPsec

· TCP/UDP ( TLS and DTLS (DTLS provides security on top of UDP)

· Web Services Security

· Updated this section to reflect the latest work in these areas

· ( See also Annex 1 for more detailed descriptions

Section 9.4 on Network Encryption

· IPsec Protocol Suite:

· RFC4301: Security architecture for the Internet Protocol

· RFC4302: Authentication Header security protocol.
· RFC4303: Encapsulating Security Payload protocol.
· RFC4306: The Internet Key Exchange (IKEv2) protocol.

· RFC4308: Cryptographic Suites for IPsec

· TLS / DTLS:

· RFC4346: The Transport Layer Security (TLS) Protocol Version 1.1

· RFC4492: ECC Cipher Suites for Transport Layer Security (TLS)

· RFC4279: pre-Shared Key Ciphersuites for TLS

· RFC4347: Datagram Transport Layer Security

· …

Section 9.4 on Network Encryption

· Web Services Security Standards:

· OASIS WS-Security Standard:

· WS-Security Core Specification

· Username Token Profile

· X.509 Token Profile

· SAML Token Profile

· Kerberos Token Profile

· Rights Expression Language (REL) Token Profile

· SOAP with Attachments (SWA) Profile

· XML Signature

· XML Encryption

· WS-Policy specification by W3C

· OASIS Security Assertion Markup Language (SAML) specification 

· OASIS XACML (eXtensible Access Control Markup Language) specification

· OASIS XKMS (XML Key Management Specification) specification

Other Contributions

· Section 3.3.4 on Longevity of Archiving

· Provide a description of the work of the IETF LTRANS working group (Long-Term Archive and Notary Services). IETF LTRANS will use work of other IETF working groups, like PKIX, S/MIME and XMLDSIG as the basis to define the necessary data structures and protocols

· Included is also a small section on of ARMA on records management

· Reworked Section 6.2 on requirements for Small and Medium Enterprises (SMEs)

Other Contributions

· Section 7: General Threats to NIS

· We all worked on defining the treats

· In particular on

· (Threat T6 on illegal content decryption (DRM related))

· Threat T8 on disruptive attacks on the Internet infrastructure (DoS, DDoS, VoIP spamming)

· Threat T9: on the vulnerability of VoIP networks

· Reworked Section 8.1.4 on Effective User Authorization and Access Control:

· Included the section on Role Based Access Mechanisms (RBAC)

· Included the section on SAML and XACML and how they can be used to implement an RBAC system. 

Other Contributions

· Reworked section 8.1.5 on Effective User Management

· In section 8.2.1 on Passwords, included a paragraph on the use of zero-knowledge protocols as improvement to the current username/password approach

· SRP and the use of SRP in TLS ( RFC2945: Using SRP for TLS authentication

Annex 4
The following changes to the NIS-Report, Version 4.1, have been agreed at the Open Meeting, 18. January 2007, at ETSI in Sofia Antipolis:

· Mr. Blobel volunteered to provide 1-2 sentences on future aspects of autonomous computing.
· Page 8, line 1: replace “end user” with “stakeholders, such as security experts and bodies representing end users” and refer to “stakeholders” instead of “end users” throughout the document, where relevant.

· Page 8, line 4: replace “solutions” with “standardisation needs” or “areas of future standardisation”.

· Describe in the “Scope” section what is covered in the report and what is not covered in the report (with reference to the new Sections based on old Sections 4 and 5 – see below).
· Sections 4 and 5: It was agreed to move Sections 4 and 5 after current Section 12. It was further agreed that a better heading should be used for Section 4, and to include the text of current Section 3.3 in there. It was further agreed to include in the Section about issues not covered in the report the issue of recognised security qualifications. Replace the heading of Section 4.3 with “Critical Infrastructures” and the one of Section 4.3.1 with “Introduction”.
· Section 7: Include “identity theft and phishing” in T4 and merge T8 and T9 together and liaise with the Project Team to ensure that the resulting text is sufficiently specific.

· Section 8.2.4: Include further input from Smartcard standardisation activities.
· Ask the Project Team for further input into Section 9.2. (eg distinction between file, file system, etc,  which all are proprietary today – suggestion by Rene Vanden Assem )
· Section 10.3: Remove the duplication with Section 10.2.2 and delete the first bullet point. Replace the beginning of the current second bullet point with “The Commission will launch a study on eSingatures in 2007 on standardisation aspects….”.
· Reference Annex 2 in the Executive Summary and clarify the purpose of Annex 2 by adding “Annex 2 provides an overview on existing guidelines for SMEs to keep products and services secure, together with hyperlinks to where this information is available.”  Further text might be added to this, based on the feedback received from NORMAPME.
· The whole report should be checked for consistency, and it should be ensured that research projects are not included in the report. It is better to include in an annex a list of ongoing European RTD projects. 
· The following recommendations were identified at the Open Meeting:

· Future collaboration with ITU-T and ENISA for the database on standards; this collaboration should be made visible on the Web site on which this database is published.
· The issues related to eHealth should be addressed in a separate project.
· Harmonisation of standardisation activities, e.g. by harmonising roadmaps, vocabulary and approaches used by the various standardisation bodies.
· The open issues identified in the report itself (such as for RFID) should be identified and transformed into recommendations.

It was also agreed to identify (where possible) priorities, deadlines and a timeframe for the recommendations.
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