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To:
ETSI MEMBERS, OBSERVERS AND COUNSELLORS
Subject:
Call for Experts for Specialist Task Force PA2 (ETSI/ESI) on Joint ESI-W3C WG on XML Advanced Electronic Signatures (XAdES)
Dear Madam,

Dear Sir,

We are recruiting experts to establish the Specialist Task Force PA2 (ETSI/ESI) on Joint ESI-W3C WG on XML Advanced Electronic Signatures (XAdES), based upon the STF Terms of Reference in Annex A, already approved by the ETSI Board.
The Team will be based at the ETSI Headquarters in Sophia Antipolis, where the Secretariat is offering technical support and co-ordination.  The activity will be organized in sessions, along the duration of the project, so that the experts in the STF Team can carry out their assigned duties in their respective organisations.

Considering the above information, we kindly ask you to propose candidatures to the ETSI Secretariat before 01 February 2005. 

The candidature must be sent to the STF Manager Mr. Alberto Berrini alberto.berrini@etsi.org, in electronic form, including the Curriculum Vitae of the candidate, in English, and the questionnaire in Annex B1 (and B2 if applicable), duly completed.

A short list of candidates will be set up in agreement with the ESI Chairman, Mr. Riccardo Genghini.  These candidates will be invited to attend the Preparatory Meeting to set up the STF, which is provisionally scheduled on a day, to be decided, between 21 and 23 February 2005 (in the occasion of the ESI#10 meeting), in Barcelona.



Yours faithfully,



K.H. Rosenbrock



Director-General

Encl

ANNEX A

Terms of Reference for Specialist Task Force STF PA2, 
TC ESI on Joint ESI-W3C WG on 
XML Advanced Electronic Signatures (XAdES)

1
Reasons for proposing the Specialist Task Force (STF)
1.1 Overview of the proposal

1.1.1
Purpose of the work

The purpose of this work is to accomplish the tasks required for an updated version of TS 101 903 and preparing the formal constitution of a ETSI-W3C Joint Working Group on XML Advanced Electronic Signatures (ETSI-W3C WG henceforth). The first part, the update of the XAdES standard is necessary both as an initial input to the planned ETSI-W3C WG and independently, based on output from Plugtests events and other comments received. The joint WG will integrate experts coming from both bodies including implementers, etc. It would have as first objective the publication of a jointly produced standard based on the current XAdES (ETSI TS 101 903: “XML Advanced Electronic Signatures (XAdES)”).

1.1.2
Relation with the ETSI Strategic Objectives

Electronic Signatures are covered by the item "security and privacy throughout networks", which is strategic for ETSI.

Since ETSI TS 101 903: “XML Advanced Electronic Signatures (XAdES)” has been published in April 2004, a number of implementations have been reported to exist and be used in real systems. Nevertheless, most of them are partial implementations, as complete ones are still at the prototype level. 

At present, the constitution of a joint ETSI-W3C WG seems very promising in order to achieve a driven position in the XML electronic signatures technology all over the world for a European standard as XAdES. W3C is a worldwide organization whose recommendations are implemented and used in all the continents. Its XMLDSIG standard, on which XAdES is built, is the worldwide accepted format for XML electronic signatures, and as such is used in many systems. Making XAdES to reach the status of both ETSI TS and W3C Recommendation would ensure that many current users of XMLDSIG would evolve to use XAdES (an ETSI standard) as it would offer them features that XMLDSIG does not incorporate in a standardized way.

1.1.3
Relation with other activities within ETSI and/or related organizations

This task is directly related with former work performed in ETSI ESI. XAdES is the current outcome of a number of previous STFs (STFs 155, 210, 263). In addition, XAdES is strongly related with other activities of groups similar to the ESI technical committee, the IETF PKIX group, the Digital Signature Services (DSS) Technical Committee from OASIS. Below follows a list of the most relevant ones: 

· Time-stamp profiling. XAdES standardizes means for incorporating time-stamps into an XML signature. It specifies means for incorporating RFC 3161 time-stamps and also XML time‑stamps as those defined by OASIS DSS TC. ESI has also been working on time-stamps issues.

· Certificates. XAdES standardizes means for incorporating secure references to certificates in the cert path. TC ESI has been dealing with certificate profiles that can be referenced or directly incorporated in XAdES signatures.

· CRL, OCSP, validation responses of other protocols. XAdES standardizes means for incorporating different forms of validation data into an XML signature. Currently it specifies CRLs and OCSP, but it is open to deal with other types that are being proposed in W3C, OASIS, etc, or may be proposed in the future 

· Attribute Certificates. XAdES standardizes means for declaring in a XML signature, that the signer is actually signing as acting as a specific role certified in an attribute certificate.


1.1.4
Priority within the TB

This STF has been identified by TC ESI as high-priority.

1.1.5
Motivation why the STF is urgently needed

Soon after XAdES was published, it attracted the attention of some XML signature implementers and systems designers. Nevertheless, in order to get the critic mass that would make XAdES a successful standard in terms of acceptance and usage, the official endorsement of the standard by W3C, the current in XML signatures standard, seems to be the best option. 

XAdES interoperability Plugtest events organized by ETSI congregated a number of implementers that shared their views, suggested improvements and strongly proposed to push the specification in the W3C standardization track as a way of getting funding in their organizations for supporting further developments. This means that now is the right time when efforts must be done to establish ETI-W3C WG:  the first partial implementations are in place, within key actors some effort has been done to generate the first prototypes and they are still interested in how this standard will evolve. Announcement for the joint WG would increase the possibilities of congregating them and make them work in the process leading to an ETSI-W3C standard worldwide accepted as the standard way of dealing with XML signatures with more features than those ones provided by XMLDSIG.

The formal start of a WG is, however, pending eEurope funding, which can’t be expected to become effective before mid-2005. In the meantime, the publication of an updated ETSI XAdES standard and proper preparations would allow for immediate start when Commission funding is released.

1.2
Organization of the work

1.2.1
Confirmation of active support from the Members

This STF has the necessary support by at least four ETSI members: 

· Telenor

· TELIASONERA

· Studio Notaile Genghini

· Deutsche Telekom AG

1.2.3
Identification of tasks, phases, priorities, technical risk

The main tasks are indicated in the table below:

· Task 1: ETSI TS 101 903 Review and update. 

This task will consist in collecting all the comments raised since the publication of version v1.2.2 and generate a new version of the TS, whose contents will actually be the official input to the ETSI-W3C WG when it will officially established.

· Task 2: Edition of XAdES document in W3C format

Edition rules in ETSI and W3C are completely different: ETSI TSs are published in Word and pdf. W3C public documents are pure HTML documents with specific templates, usually generated by applying predefined transformations to a XML document, which is managed by the editor. Both, the XML and the HTML documents as those generated within W3C will be generated with the same contents as the ETSI TS 101903 in its latest version. This process will be similar to the one performed in a previous STF for submitting a previous version of XAdES to W3C as an W3C Note, which is currently posted in the W3C Web server. 

In addition, if the ETSI-W3C WG has not yet been established by the end of the task, the group could decide to send the new version of the document as a new W3C Note so that the server would contain the latest version of the specification.

· Task 3: Generation of technical documentation to be submitted to the W3C and ETSI boards prior the establishment of the ETSI-W3C WG.

This task will consist in the generation of the technical documentation that boards in both ETSI and W3C require to be produced for assessing the suitability of the joint working group. Mainly it comprises the generation of a charter (or terms of references) for the group that among other things will include:

· Mission statement.

· Scope of the work to be performed.

· Requirements.

· Deliverables, milestones

· Rules for participation.

· Details on communication mechanisms

All tasks have identical level of priority and may actually be carried out in parallel.

1.2.4
Outcome of the STF

The deliverables of this STF will be:

1 A new version of ETSI TS 101903.

2 A XML version as those used by the editors of W3C standards, with the contents, suitably inserted, of the aforementioned ETSI TS.

3 A HTML document with the contents of the aforementioned ETSI TS document, ready to be posted in the W3C web server. And if decided, the package of official submission to the W3C as a W3C Note.

4 One document containing the charter (or terms of references) of the ETSI-W3C WG, suitably formatted according to the rules of both ETSI and W3C boards that have to actually give their permission for setting up the joint working group.

5 Any additional technical document that the aforementioned boards may request during the process of discussion.

The work proposed in this ToR is in preparation for activities, which are being proposed for Commission funding, see also under clause 

1.2.5
Benefits to be gained

From a European perspective, XAdES technically develops the Electronic Signature Directive (Directive 1999/93/EC) and has gained acceptance in real environments. The emergence of the ETSI-W3C WG would be the piece that would allow XAdES (an initially European standard) to actually become a worldwide accepted standard for managing XML electronic signatures. 

1.2.6
Priority level

This activity has been identified by the ETSI TC ESI as being high priority.

1.2.7
Public interest

Most of the XAdES current implementations are European. Making XAdES a worldwide accepted standard on XML signatures will imply an explicit competitive advantage for them in this area, which directly relates to problems that are common to an extremely wide range of systems, like the long term archival of signed electronic documents.


2
Consequences if not agreed:
If this task is not agreed, ETSI could face a situation of loss of time-slot for the general acceptance of XAdES as the new XML signature standard. The charter document is a condition “sine qua non” for the acceptance by boards to set up the ETSI-W3C group. The contents of latest version of TS 101903 in W3C format will be needed as soon as the group will start its job; it will largely condition them, and its absence would delay the whole work and could favour the appearance of undesired amendments.


3
Detailed description:
3.1
Subject title:
Joint ESI-W3C WG on XML Advanced Electronic Signatures

3.2
Reference Technical Body:
TC ESI

3.3
Other interested TBs (if any):
IETF, OASIS, W3C

3.4
Steering Committee
The STF will report to the ESI plenary.

3.5 Support from ETSI Members

See §1.2.1

3.6
Target date for the start of work:
February 2005

3.7
Duration and target date for the conclusion of the work (TB approval):
Until September 2005
3.8 Resources required

Total resources required 24 000 EUR, split as follows in experts’ manpower and additional cost.

3.8.1
Experts manpower
Manpower resources required: 33 man-days (20 000 EUR), split as follows:

· Drafting deliverables:
15
man-days

· Drafting non-published documents:
8
man-days

· Attending Technical Body and WG meetings: 
4
man-days

· Attending other kind of meetings: 
6
man-days

3.8.2
Estimated cost, additional to the manpower:
Total additional cost 4 000 EUR, split as follows: 

· Travel costs to the Technical Body and WG meetings:
2 000
EUR

· Travel costs to other kind of meetings:
2 000
EUR

3.8.3
Estimated cost of Members’ contribution
ESI TC meetings are attended by 20-25 delegates. STF tasks are reported, discussed, and progressed in plenary sessions as well as in STF meetings taking place before the plenary if required. Electronic mail is used for fluent exchange of information, discussions and progress of the work to be done. Conference calls are set up whenever it is believed that it is required for solving specific relevant problems. 

3.9
Experts qualification required, mix of skills
The following experts are required to perform the work.  The actual number of experts and mix of skills may depend on the actual applications received and will be decided when setting up the STF.

· Number of experts required: 2

· Relevant expertise: 

1. Deep knowledge of ETSI TS 101903 (XAdES). For the sake of the quality of the new TS, participation in some of the XAdES Plugtest events organized by ETSI is also advised, as in those events, deep discussions on relevant aspects took place that the STF experts should be aware of.

2. Former and continued implication in the ETSI TS 101903 standardization process.

· Period over which the experts are required and duration of the secondment 7 months from January to July.

3.10
Scope of Terms of Reference:
The purpose of this work is to accomplish the tasks required for preparing the formal constitution of an ETSI-W3C Joint Working Group on XML Advanced Electronic Signatures (ETSI-W3C WG henceforth). This group will integrate experts coming from both bodies, implementers, etc. It would have as first objective the publication of the current XAdES (ETSI TS 101903: “XML Advanced Electronic Signatures (XAdES)”) as a joint ETSI – W3C standard.

The ultimate purposes of this STF will be, generally speaking, to perform all the technical activities required for achieving the setting up of the ETSI-W3C WG on XML signatures. 

These will include:

· Production of the charter (terms of references) to be submitted to both ETSI and W3C boards that have to agree the setting up of the joint working group.

· Review of the latest version of TS 101903 in the light of the comments appeared after publication of v1.2.2 and generation of the new version; 

· Production of documents in W3C format with the aforementioned latest version that will constitute the official input to the ETSI-W3C WG.

· If considered suitably, submission of the latest document as a W3C Note to the W3C.

· Promotion of the group for increasing awareness and for attracting relevant players, implementers, and experts on electronic signatures and PKI 

3.11
Organization of the work in tasks and/or phases:
The organization of the work in tasks has been detailed in clause 1.2.3

3.12
Related activity in other bodies and co-ordination of schedules:
IETF, OASIS, W3C.  Of special relevance is the co-ordination with W3C members in order to be able to satisfy their requirements concerning the charter and the technical documents that will feed the joint working group once established. Also, a certain co-ordination may be possible with OASIS DSS TC as it has produced a document on XML time-stamps that the ETSI-W3C WG will have to take into consideration.

3.13
Base documents and their availability
The STF work will be based upon the following documents:

	Work Item
	Title
	Current

Status

	RTS/ESI-000031
	ETSI TS 101 903
	Published TS


3.14
Work Items from the ETSI Work Programme (EWP) for which the STF is required:
The STF will produce the following deliverables, for TB approval:

· RTS/ESI-000034
Title: ETSI TS 101 903 XML Advanced Electronic Signatures (XAdES)

Scope:  New version of the aforementioned ETSI TS incorporating comments received after publication of version 1.2.2

· MI/ESI-000035  Title: XML Advanced Electronic Signatures (XML version)

Scope: Document incorporating the contents of latest version of TS 101 903 in a suitable form for the editor of the ETSI-W3C joint working group.

· MI/ESI-000036  Title: XML Advanced Electronic Signatures (HTML version)

Scope: Document incorporating the contents of latest version of TS 101903 as an HTML file suitable for being posted in the W3C web server.

· Joint Working Group charter Title: ETSI-W3C (terms of references)

Scope: Document(s) containing the charter (terms of references) of the joint working group. In case ETSI and W3C boards require different formats, and/or contents, two documents will be generated.

3.15
Planned output schedule:
The STF will produce the deliverables according to the following time scale:

Work Item(s): RTS/ESI-000034

· Start of the work 
28 Feb/2005

· ToC and scope 
15/Mar/2005

· First stable draft for TB review
30/Apr/2005

· Draft for TB approval
31/May/2005

· TB approval
04/Jul/2005

· Publication
15/Sep/2005

Work Item(s): MI/ESI-000035

· Start of the work 
28/Feb/2005

· ToC and scope 
15/Mar/2005

· First stable draft for TB review
31/Mar/2005

· Draft for TB approval
29/Apr/2005

· TB approval
04/Jun/2005

· Completion
14/Jul/2005

Work Item(s): MI/ESI-000036

· Start of the work 
28/Feb/2005

· ToC and scope 
15/Mar/2005

· First stable draft for TB review
31/Mar/2005

· Draft for TB approval
29/Apr/2005

· TB approval
04/Jun/05

· Completion
14/Jul/05

Joint WG Charter (no work item)

· Start of the work 
28/Feb/2005

· ToC and scope 
15/Mar/2005

· First stable draft for TB review
22/Mar/2005

· Draft for TB approval
30/May/2005

· TB approval
30/Jun/2005

· Completion
14/Sep/2005

In addition, the STF will produce Progress and Final Reports to ESI and the ETSI Secretariat (dates to be defined).

3.16 Document history

	Version
	Date
	Author
	Status
	Comments

	0.0.1
	25 Jun 03
	Berrini
	Board approved
	Template based upon B43(03)26 rev. 1

	0.0.2
	26 Sept 04
	Endersz
	
	Draft for completeions and comments

	0.0.3
	30 Sept 04
	Cruellas
	
	Draft for final completion and preliminary submission

	0.0.4
	1 October
	Endersz
	
	1st version for submission to ETSI and distr. to TC ESI

	0.0.5
	7 October
	Desclrecs

Endersz
	Draft
	For endorsement by ESI and submission to ETSI

	0.0.6
	12 Oct 04
	A. Berrini
	Approved OCG#24bis/ Board#49
	Including Work Item codes, time schedule  and minor changes
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For further information see also:

STF home page
Terms and conditions for the participation of experts in ETSI STFs
Letter of engagement (LoE)
Other Open Call for Experts
STF working methods and practice
Travelling to ETSI
ANNEX B1 – Organization proposing the candidature

Candidature for Specialist Task Force PA2 (ETSI/ESI) on Joint ESI-W3C WG on XML Advanced Electronic Signatures (C.L.2369)

Please return to alberto.berrini@etsi.org, together with the CV of the candidate, before 
01 February 2005
Candidatures must be proposed by ETSI Members (including Observers and Associate Members) or formally supported by ETSI Members.  If the candidate is selected, the contract will be made with the Organization proposing the candidature, as indicated in this Annex.  Contracts can be made only with registered Organizations and Companies, not with individuals.

Please replace the explanatory text with the actual information.

Organization proposing the candidature: 

ETSI Member: yes 
registered membership name - Click here to see the list of ETSI Members
ETSI Member: no
Company Name (and please complete Annex B2)

Person proposing the candidature: 
Role:

e-mail: (mandatory)

The person in the Organization who is responsible to authorize the secondment of the candidate to ETSI if he/she is selected.

Candidate: Title, First name, Last name
e-mail: (mandatory)

Nationality / Passport: (information required for work permit procedure)

Expected availability for the duration of this project (see ToR):
Indicate the availability of the candidate with respect to the requirements in the ToR, e.g. number of days/months that can be offered, percentage of time, availability to work in sessions, over continuous periods or both, unavailability periods.

Specific experience in relation with this project: 

Provide information to assess the qualification of the candidate with regard to the specific requirements of the project.  In addition to the CV, this element will play an essential role for the pre-selection of the candidates to invite to the Preparatory Meeting.

Experience in standardization areas related to this project: 

Indicate the candidate’s standardization experience in ETSI and/or other organizations and, in particular, if he/she is actively involved in the work of the reference TB for this STF, its WGs or other related bodies.

Motivation to participate in the project
Indicate the interest of your Organization to be involved in the STF work.

Remarks: 

Provide here any additional information to assess the qualification of the Candidate for this project or any special requirement of the Organization with respect to STF normal working methods.

ANNEX B2 – Nomination from ETSI Member 
(required if the Organization proposing the candidature is not an ETSI Member)

Support of Candidature for Specialist Task Force PA2 (ETSI/ESI) on Joint ESI-W3C WG on XML Advanced Electronic Signatures (C.L.2369)

Please return to alberto.berrini@etsi.org, before 01 February 2005
Note: STF experts are seconded preferably by ETSI Member companies (including Observers and Associate Members).  Experts formally supported by Members may be recruited if a suitable candidate from a Member is not available.  ETSI will make the contract directly with the Organization seconding the expert, as in Annex B1.  The Member supporting the candidature takes the moral responsibility that the competence of the candidate is suitable for the success of the project.

Please replace the explanatory text with the actual information.

ETSI Member supporting the candidature: Click here to see the list of ETSI Members

 registered membership name - 
Person supporting this application*: 
Role:
e-mail: (mandatory)

* If not the Official contact, the ETSI Secretariat will inform the Official contact of the Member

Candidate: Title, First name, Last name

Reasons for supporting the candidature:
Indicate the motivation of the Member to contribute to this standardization area and provide elements of your assessment of the qualification of the candidate.

Activities performed by the Candidate in relation with the Member: 

Indicate the activities performed by the candidate or his/her Company in co-operation with or on behalf of the Member, the period of time and the nature of the relationship (employee, sub-contractor, partner, etc.).

Remarks:

Provide here any additional information.


